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Abstract: It is essential and unavoidable to detect Malware on the Internet, as a wide range of online IT services are
available. Portable Executable files are the most frequently targeted platform by Malware. Malware must be promptly
identified and alerted in a real-world environment by establishing a deployable learning system. The researchers applied
machine learning to a Malware dataset, observing the model's performance metrics at a high computational cost, but were
unable to deploy the model in a real-world environment. A deployable machine learning model using RF, attaining an
accuracy of 97.16%, precision of 95.21%, and F1 score of 95.24% is achieved in the proposed research work, which is
particularly adept at accurately identifying Malware. We have developed a novel classification model that employs the
Support Vector Machine (SVM) to classify preprocessed data, detecting malware and normal instances. Furthermore, the
SHAP technique identifies significant features, including SizeOfStackReserve, DllCharacteristics, and
MajorlmageVersion. The use of SHAP values facilitates an understanding of the characteristics of each feature in the
model's prediction. Employing the SHAP algorithm using the trained SVM model to reduce the features, attained an
accuracy of 97.16%.

Index Terms: Machine Learning, Malware, Sandbox, PE File, SHAP.

1. Introduction

Hackers use portable executable files (PE files) or unreadable files to develop Malware that contains malicious code.
The binary file contains a few traces of readable words, which we call strings, and it is difficult to trace the code, which
is why Malware analysis is complicated. Portable binary files are one of the most common file formats for executables
on the Windows platform. Because the number of people using the Microsoft operating system is huge, they usually see
more Malware written for the Windows platform. The Figure 1 graph reveals that almost 50% of the Malware is written
in PDF format, followed by document types like Word, PPT, etc. [1].

Considering all these factors, it is worthwhile to invest our time in Malware analysis using the PE file structure. PE
stands for portable executable, and all .exe and .dll files are PE files that contain the information required for the operating
system to run the executables. These files provide clues about Malware and its interactions with the operating system
during Malware analysis. However, a Malware analyst is not required to know the details of all the parts of the PE file.
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Fig.1. Distribution of Malware files

A typical PE file structure, as shown in Figure 2, comprises various parts [1-3]. In the PE file, the DOS header, or
the MZ header, defines the executable binary as the first part of the PE file and contains a file signature with the magic
number 5A4D in hexadecimal to represent the type of executable. Also, it includes a value known as the ELF executable
link file, instructing the operating system on where to locate the PE header. The DOS stub component in the header is
primarily designed for backward compatibility. In the executable, the PDF format signature uses the PE header to
represent the PE file PEOO in ASCII and 504500 in hexadecimal. The PE header also holds information about machine
types, like 32-bit or 64-bit Intel or AMD chipsets. It provides information about the number of sections and the size of
optional headers in the file.
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Fig.2. PE file format and its attributes
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When it is loaded into memory, the section table contains information such as the virtual size, which is the total size
of the section, and also the size of the raw data, which is the size of the initialized data on the disc, and characteristics,
which are flags that describe the characteristics of a section, such as whether it is a readable or writable executable, among
others. Lastly, the PE file format presents the section portion. This part comprises multiple sections, each tailored to the
specific goals of the application. For example, the text section contains the executable code for the application, while the
block starting symbol (bss) section includes the application's uninitialized data. During Malware analysis, the portable
executable, which employs the simplified B structure of standard PE information, provides insights into Malware's
operation and interactions with the operating system. However, a Malware analyst does not need to be intimately familiar
with all of the pieces of the PE file; simply selecting specific components and a few attributes for each section allows us
to detect Malware.

The detection of Malware in PE files was carried out using different machine learning (ML) models, including
Logistic Regression (LR), k-nearest-neighbour (KNN), Decision Trees (DT), Support Vector Machine (SVM), Random
Forest (RF), and Naive Bayes (NB). These models are selected based on their ability to handle features derived from PE
files' imports, sections, and strings effectively. Several of these models encounter challenges, including higher
computational costs, sensitivity to non-essential features, unrealistic assumptions about feature independence, reduced
accuracy, complications with broad datasets, and limitations in classifying nonlinear features. Random Forest (RF)
demonstrates effectiveness in pattern detection, although it suffers significant computational costs. Additionally, the
characteristics of Shapley values offer descriptions of the contributing features for prediction, a capability frequently
lacking in traditional machine learning models. The eight selected features suggest potential malicious entry points,
outdated versions, bypassing of critical flags, and excessive memory usage, all of which may complicate the Malware
detection process. Applying the Shapley values enables the quantification and analysis of each feature's contribution,
thereby validating the rules that identify and monitor the model's behavior, ultimately enhancing the stability of its
predictions. This technique is essential for Malware detection, as it enables security teams to prioritise the indicator of
compromise (IoC) by reducing false positives or negatives. SOC analysts and Malware researchers can use Shapley values
to triage alerts faster by refining detection models.

2. Dataset Generation

The file, when executed, is loaded into memory in some random location using unused space, as shown in Fig. 3.
When the executable is loaded into memory, it will take a random location in the RAM, and the OS knows all the headers,
sections, and options of the file to run. Capturing this information from the PE files helps to generate the Malware dataset.
The size of a specific section tells the computer where to locate the next part of the file. We downloaded Malware and
benign files from VirusTotal and Malware Bazaar for the Malware dataset. We conducted tests in a controlled environment
by configuring a customised hypervisor for the sandbox and utilising various open-source tools, including Hashcalc, Hxd,
Exeinfo PE, UPX, Strings/BinText, PE Studio, Process Monitor, RegShot, AutoRuns, ProcDot, and FakeNet. This
sandboxing assisted us in observing the Malware's static and dynamic behaviours, which enabled us to classify it as either
Malware or benign. Further, by creating two folders of Malware and benign files, the features are extracted using a PE
parser from headers, sections, options, and subfields within the PE file. The PE parser collects attributes from the PE files
through various headers, sections, and options that form the dataset of 56 features. Further applying feature scaling
through normalization and standardization to multiple columns, the preprocessing is complete, and the dataset is ready
for machine learning models that can be used for training and testing.

Memory Addresses (RAM)

An Executable is loaded into memory.

PE Header

[TT]TTI]
CITTTT T TTT] [TTTITTIIT I T

text section

Fig.3. File execution and memory access

e Create two folders containing Malware and regular files collected from Virus Total and Malware Bazaar.
e  We use the PE parser library to identify the required attribute or feature for data generation from various files.
e  Apply feature scaling using normalization Nyew and standardization Spew.

N; — Nimini
Nnew — (Ninstance minimum) (1)
(Nmaximum - Nminimum)
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(Si— Mean)
Standard Deviation
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Snew =

e  Observe the primary contributing feature and its variations for Malware and normal files.
e Use the generated dataset for further training and testing the various models.
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Fig.4. PE files and possible malware dataset

3. Related Works

Machine learning techniques are utilized to complement the detection of Malware in a timely and accurate manner,
as standard antivirus and heuristics databases [1] cannot identify the contemporary hostile advancements that attackers
utilize through sophisticated tools. The system must possess learning capabilities to detect newly emerging Malware-
induced dangers. Various published works propose machine learning-based approaches to combat dynamic and evolving
Malware in a new threat landscape. The author of [2] presents the behaviour of Malware by employing dynamic analysis
with samples of Windows PE files. Additionally, the author generates datasets that utilize Gini's feature scoring to identify
contributing features based on API activities. Regarding ransomware and Trojans, the results were excellent, and they
were successfully classified. The graph model framework built in [3] transforms the application software based on feature
meta-paths for quick Android Malware applications. The model was able to correlate different application software from
the neighbours in the Malware network applications. A recognition rate of 93% was achieved by the model when it came
to identifying the unknown application as being associated with suspicious behaviours. The author used the program
semantics described in [4] and developed a prototype known as Malsensor, which can do static analysis based on the
signatures of portable Windows files. Additionally, the author utilized FCG-based code and string analysis to carry out
an accurate function call graph. With the help of Malsensor, it was possible to detect Malware quickly with an accuracy
rate of 98% by utilizing the image dataset collection. To identify and classify malicious software, the author of [5] utilized
the metric learning technique on Windows PE files and analyzed Malware. Generic metric embeddings can perform
essential Malware analysis tasks well, such as locating and classifying them into malicious file families and forecasting
their types in two distinct methods, provided subject matter experts provide correct information about the files in question.
Examples of these features include the distribution of errors and strings and the location of the API import in PE files. To
find a solution to the issue of unbalanced classes, the author [6] implemented the OCC approach. The One-Class Support
Vector Machine was implemented by the LibSVM package, which utilized pipelining characteristics extracted from PE
file headers. Using the proposed approach, it was possible to differentiate between Malware files that underwent dynamic
changes and those classified as having a class imbalance problem. The author uses visualization techniques [7] to
transform executable files into colourful images. Following this, CNN is utilized to recognize deep features, ultimately
reducing training costs. By applying the feature selection method to a one-class classifier, they could select the most
essential features for detecting Malware. They identified 89% of malicious files by utilizing the most influential attributes,
which resulted in an accuracy of 92%. In [8], the author uses several machine learning algorithms to analyze the signature-
based dataset and identify malicious software. Deep Learning, AdaBoost, Random Forest, NB, and gradient boosting are
some approaches the author utilises to achieve accuracy and precision for the dataset. Additionally, binary executable
files are utilized. The random forest method is the most efficient one, with a success rate of 99% in terms of accuracy.
The author of [9] scrutinizes the increasing trend of attackers employing obfuscation techniques to alter the Malware code
embedded in PE files. They have generated DNA databases for static and dynamic Malware and achieved a high level of
accuracy in identifying and classifying the Malware during this process. The author of the [10] article utilized the
techniques of volatile memory forensics visualization to dump the photos by using the characteristics of PE files to list
the Malware files. Through the utilization of optimized ensemble-based machine learning techniques known as hard
voting, an accuracy of 95% and an accuracy of 96% was achieved. To classify the various forms of Malware, the author
of [11] gathers multiple information from downloaded files and employs several different machine learning models. We
determined the accuracy of these models to be 99% by comparing them based on factors like accuracy, efficiency, and F-
1 scores. This strategy, which is detailed in [12], converts binary files into images and assigns a label to each image based
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on the Malware state of the image. This strategy also allows attackers to develop Malware variants hidden in approaches
dependent on visualization. Within the black box detector framework, the author created the GAN model, trained the
machine learning model, and labelled the image through a substitute detector. PE files contain a variety of strings in their
headers and sections, which provide information regarding Malware investigation. Natural language processing can
recognize these strings. By employing this technique, the author of [13] could use the FFRI dataset and achieve an F1
score of 0.981, successfully identifying the newly discovered Malware. To extract sentences and compose the dataset
based on GTP-2, the author of [14] utilized the text sections of Windows portable files and used low-level assembly
language. The author achieved an F1 score of 98.3%. Integrating bidirectional LSTM methodologies from natural
language processing analysis and word embedding has significantly improved model performance.

The literature highlights some of the challenges encountered in all prior research projects.

e In the literature, researchers directly applied machine learning models to a customized dataset, observing high-
performance metrics. However, real-world deployments revealed false positives and high computational costs
in Malware detection. A two-step solution is proposed in our work; the first step involves training and testing
SVM, KNN, LR, NB, DT, and RF models that enable us to detect Malware in a real environment.

e We applied the SVM model to classify the data in our model and used the SHAP algorithm for feature
importance analysis once we had trained the model. SHAP values help understand each feature's contribution to
the model's prediction. The SHAP analysis identifies only a few features as the most important for classification.

e We utilized the most recent Malware files from the total virus database to analyze their advanced behaviour,
which helped develop the detector and classifier into a more robust and efficient system.

e In the previous works, the Malware samples were limited in type; here, we considered samples of various
Malware, such as adware, Trojans, backdoors, unknown, multidrop, bots, spam, and ransomware, to generate
the dataset.

4. Methodology

Static analysis, which does not involve executing Malware, is a method for detecting it. This initial analysis consists
of extracting useful information from the suspect binary file to make an informed decision and analyze and classify the
Malware. We then focus our subsequent analysis efforts on observing various attributes with outliers or specific values,
aiding the process. We do this to determine the intent of Malware. The dataset's various features enable the detection of
most commodity Malware through their signatures.

Dynamic analysis involves running the file in a controlled environment, a sandbox, to observe its flow and
comprehend the Malware's intentions.

Is the device communicating with anyone on the Internet?

Does it gather information from the system or network?

Are the files in the systems being encrypted?

Is there an attempt to halt any services?

Is the system creating or deleting any files?

Is it looking for anything specific, like a database or email server?

We observed eight of the above-selected 56 features playing prominent roles in observing the above-listed
behaviours for dynamic analysis. After selecting these eight features, we applied various machine-learning models to
detect and classify the Malware.

The flowchart in Figure 4 represents a pipeline for detecting Malware using ML techniques. Below is a breakdown
of each step:

e  Malware Dataset: The Malware features are taken from the RVA of the EP, which we get from the text section.
These include the starting address of execution, the version attributes to see what kind of Windows machine it
is, DLL characteristics, the reserve size of the stack, section details, and resource size. These will help us find
the behaviours that aren't supposed to happen.

e Preprocessing: This step is crucial in preparing the data for machine learning, ensuring that no single feature
overpowers the others. We used min-max normalization to scale all the values in the range [0, 1].
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AddressOfEntryPoint, majarLinkerVersion .
DATASET MajorimageVersion, DLLChracteristics,

SizeOfStackReserve, NumberOfSections,
ResourceSize. Malware
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MACHINE Support vector Machine, K Nearest Neighbour,
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DETECTION AND
CLASSIFICATION MALWARE OR NORMAL

Fig.5. Machine learning models for malware

e Classification Algorithms: Various machine learning classifiers, such as SVM, KNN, LR, NB, DT, and RF, are
then used to select the features for Malware detection and classification, determining whether the data represents
Malware or normal behavior.

a. The support vector machine defines the function of the hyperplane, which divides data points to
maximize the margin between the hyperplane and the data points of various classes.

f(x) = Transpose(weight ecror) X INPUL ector + bias 3)

b. Naive Bayes (NB): Based on Bayes' Theorem, NB is a probabilistic classifier that presumes feature
independence of the class label.

The Bayes' Theorem for classification:

p(x|Cy) P(C
P(Cylx) = ZHLNED (4)

where

P(Cylx) is the posterior probability of class C;, given the data x,
P(x|C,) is the likelihood of data xxx given class Cy,

P(Cy) is the prior probability of class Crand

P(x) is the evidence or total probability of the data x.

c. Logistic Regression (LR): It’s a supervised model that helps transform the linear combination of features
into a probability using the sigmoid function.

The logistic (sigmoid) function is defined as:

1
Ply=11%) = man ®
where:

w is the weight vector,

x is the feature vector,

b is the bias term,

d. Decision Tree (DT): A non-parametric supervised learning approach for regression and classification is

called a DT. It creates a tree structure by dividing the data into subsets according to the input feature
values.

Gini = 1 - Y{_, p/ (6)
where:

pi represents the probability of the class i,
c is the number of classes.
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Random Forest (RF): It builds several decision trees and outputs the class that represents the mean

forecast of each tree or the class that is the mode of the classes. Overfitting is avoided in part by the
randomness of tree generation.

V= mode(T1 (x), T, (x), ..., Tn(x))

™)

K-Nearest Neighbors (KNN): A data point is assigned a class according to the majority class of its k

nearest neighbors. Euclidean distance is commonly used to measure the distance between data points.

Table 1. Selected attributes malware dataset sample

A(w0) = | Shoa e = 50)

Performance Evaluation: We looked at six different classifiers (SVM, KNN, LR, NB, DT, and RF) and their
performance in terms of F1 score, mean square error, sensitivity, specificity, accuracy, and recall. A summary of the
results is in Table 2. Figures 7 to 13 indicate that RF and DT emerge as the top performers in this comparison, excelling
in all key metrics, including accuracy, precision, recall, F1 score, and specificity. LR and NB lag in terms of recall and
F1 score, indicating they may not be ideal for cases requiring a strong balance between precision and recall.

®)

SL No. AddressQf Maj orLink Egzj\(/):::i MajorOperat.ing Dll(;hgra SizeOfStack NumberOfSe ResourceSi | legiti
EntryPoint | erVersion on SystemVersion cteristics Reserve ctions ze mate
0 10407 9 6 6 33088 262144 4 952 1
1 5354 9 6 6 33088 262144 4 952 1
2 58807 9 6 6 33088 262144 4 135490 1
3 25166 9 6 6 33088 262144 4 1940 1
4 70387 9 6 6 33088 262144 4 83098 1
137439 123291 11 0 5 33088 1048576 5 81654 0
137440 40000 2 6 1 32768 1048576 8 67624 0
137441 59610 10 0 5 33088 1048576 5 22648 0
137442 51216 2 0 1 0 1048576 8 2216 0
137443 22731 11 0 5 33088 1048576 5 318464 0
137444 rows x 9 columns

Fig.6. Details of malware dataset

Fig.7. 8-attribute: accuracy

24

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 137444 entries, 0 to 137443
Data columns (total 9 columns):

# Column Non-Null Count Dtype
8  AddressOfEntryPoint 137444 non-null int64
1 MajorLinkerVersion 137444 non-null int64
2 MajorImageVersion 137444 non-null int64
3 MajorOperatingSystemVersion 137444 non-null int64
4 DllCharacteristics 137444 non-null int64
5 SizeOfStackReserve 137444 non-null int64
6  NumberOfSections 137444 non-null int64
7 ResourceSize 137444 non-null int64
8 legitimate 137444 non-null int64

dtypes: int64(9)
memory usage: 9.4 MB
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Precision
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097 M Precision
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Fig.8. 8-attribute: precision

Figure 7 shows that DT and RF achieve the highest accuracy of 92%, meaning they perform correct classification
compared to other classifiers. Similarly, LR and NB exhibit poor accuracy, leading to a higher likelihood of false
classification by the models.

Figure 8 demonstrates that DT and RF achieve a height precision of 98.8%, meaning they can correctly identify true
positives with fewer false positives.

Recall

0.75

0.74 +
0.73
0.72 -
0.71
M Recall
0.7
0.69 -

0.68 -

067 -

Fig.9. 8-attribute dataset: Recall
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Fig.10. 8-attribute: F1 score
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Fig.11. 8-attribute: Mean squared error
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Sensitivity
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Fig.12. 8-attribute: Mean squared error

Figure 9 clearly shows that KNN achieves the highest recall at 74.4%. SVM, DT, and RF have similar recall values,
approximately 74.1%. This model demonstrates its ability to identify many true positives accurately. On the other hand,
LR and NB show the lowest recall value.

Figure 10 shows a good balance between precision and recall for DT and RF, achieving the highest F1 score of
84.6%. LR and NB have the lowest F1 score, indicating a trade-off between lower recall and higher precision value.

With a mean squared error of 0.0799, DT and RF have the lowest error rate, indicating fewer incorrect classifications
made by these two classifiers. LR and NB have the highest mean squared value and a high error rate.

Figure 12 demonstrates that KNN achieves the highest sensitivity of 74.4%. SVM, DT, and RF have similar
sensitivity values, approximately 74.1%. This model demonstrates its ability to accurately identify many true positives.
On the other hand, LR and NB show the lowest value for sensitivity.

Sensitivity

0.75 -
0.74 -
0.73

0.72 ~
0.71

B Sensitivity
0.7 +
0.69

0.68 -

0.67 -

Fig.13. 8-attribute: Specificity

DT and RF have obtained a 99.6% specificity value, indicating that they can easily identify negative cases. KNN has
the lowest specificity of 98.9%, indicating a slightly higher false positive rate than other models.

Table 2. Evaluation of the classifier using an 8-feature dataset

Classifier SVM KNN LR NB DT RF
Accuracy 0.9186 0.9166 0.9057 0.9057 0.9201 0.9201
Precision 0.9815 0.9679 0.9814 0.9814 0.9884 0.9884
Recall 0.741 0.7449 0.6971 0.6971 0.7408 0.7408
F1 Score 0.8445 0.8419 0.8151 0.8151 0.8468 0.8468
Mean Squared Error 0.0814 0.0834 0.0943 0.0943 0.0799 0.0799
Sensitivity 0.741 0.7449 0.6971 0.6971 0.7408 0.7408
Specificity 0.9941 0.9895 0.9944 0.9944 0.9963 0.9963

The model operates with high-performance metrics, identifying all Malware in files and classifying them as Normal
or Malware. However, due to its extensive feature set, its deployment in the real environment can be challenging,
necessitating further enhancements to improve performance. We propose a new classification model, Figure 5, that
utilizes the support vector machine (SVM) model to classify data following preprocessing. SVM is a supervised learning
technique that identifies the optimal hyperplane to separate data into distinct classes and performs well in classification
problems. After training the model, we use the SHAP technique to assess the importance of each feature. The use of
SHAP values simplifies the understanding of each feature's role in the model's prediction.
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Proposed Methodology

Malware Dataset
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;1::;::'6 or lg— og:a'i‘\:/e gg;eesssmn < ‘DliCharacteristics’,

Decision Tree ‘MajorimageVersion’)
Random Forest

Fig.14. Proposed model for Malware detection and classification
Algorithm for Malware Detection:
Step 1: Data Collection and Preprocessing

e Load the Malware dataset with the provided features.
e Apply Min-Max normalization to the dataset to scale the features between 0 and 1.

Step 2: Train the model on SVM.
e Initialize and train an SVM model on the preprocessed data to classify Malware versus normal data.
Step 3: Feature Importance Analysis using SHAP

e Apply the SHAP algorithm to the trained SVM model to determine the feature importance scores. Identify the
key features based on SHAP values.

Step 4: Feature Selection
e Use the important features identified by SHAP for further classification.
Step 5: Train Various Classifiers
e Using the selected features, train different classifiers (SVM, KNN, LR, NB, DT, RF).
Step 6: Classification
e  Use the trained models to determine whether the data represents Malware or normal behaviour.
Step 7: Result Evaluation

e We evaluated the classifiers' performance using metrics like accuracy, recall, F1 score, precision, simplicity,
and sensitivity. We compared the results of the 8-attribute and reduced features using the SHAP algorithm.

5. Result and Discussion

The plot in Figure. 15 helps to explain the contribution of different features to the model's output for individual
predictions. The model orders the listed features SizeOfStackReserve, DllCharacteristics, MajorImageVersion,
NumberOfSections, and MajorOperatingSystemVersion based on their overall impact on the model's output. The SHAP
value serves as an indicator of how a feature influences the model's prediction. A positive SHAP value means the feature
pushes the prediction towards a higher output (e.g., more likely to be Malware).

In comparison, a negative SHAP value pushes it towards a lower output (e.g., less likely to be Malware), and the dot
on the plot represents a single instance (e.g., a single file is classified). The dot's position on the horizontal axis shows the
SHAP value for that feature in that specific instance. The colour of the dots represents the feature value for that instance,
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and the colour bar on the right indicates that blue dots correspond to low features and red dots correspond to high features.
The overall trend of the dots for each feature provides insight into how the feature affects the prediction. For example,
suppose red dots tend to cluster on the right side (positive SHAP values) for a particular feature. In that case, higher values
of that feature generally increase the likelihood of the instance being classified as Malware. In general, this plot helps
visualize the most important features.

Features higher on the vertical axis have a larger overall impact. The impact of each feature and its value on
individual predictions is explained as follows: The position of each dot shows the specific effect of that feature for a given
instance, and the colour of the dots helps understand whether the high or low values of a feature contribute more to the
prediction. Thus, the study of SHAP identified SizeOfStackReserve, DllCharacteristics, and MajorImageVersion as the
most important features for classification. Based on SHAP values, we were able to determine the following essential
features: We further applied the classification algorithm to these crucial features, including SizeOfStackReserve,
DllCharacteristics, and MajorImageVersion, and observed the performance behaviour for various parameters. Fig. 17
explains that DT and RF achieve the highest accuracy at 97.16%, indicating a high proportion of correct predictions. KNN
follows closely with an accuracy of 97.1%, reflecting its robustness. SVM shows moderate accuracy at 90.68%, while
NB and LR trail with 87.96% and 85.36%, respectively.

High
SizeOfStackReserve L] . . - .
DlICharacteristics %
MajorlmageVersion g
NumberOfSections E
MajorOperatingSystemVersion
T Low

50 —40 -30 -20 -10 0O
SHAP value (impact on model output)

Fig.15. SHAP Algorithm on input attributes
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Fig.16. SHAP attributes: Accuracy

Figure 17 shows NB achieves the highest precision at 98.44%, which reflects its strong ability to minimize false
positives. SVM comes next with 98.13%, while KNN, DT, and RF have similar precision scores around 95.18%. LR
performs the weakest in precision, with a score of 73.21%, indicating a higher rate of false positives.

Precision

12

M Precision

Fig.17. SHAP attributes: Precision
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Fig.18. SHAP attributes: Recall
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Fig.19. SHAP attributes: F1 score
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Fig.20. SHAP attributes: Mean squared error
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Figure 19 displays DT and RF recall leads at 95.24% and 95.27%, showing their excellent capability to identify true
positives. KNN also performs well with 95.1%, while SVM recalls are at 70.06%. NB falls behind at 60.6%, showing
difficulty capturing true positives, and LR stands at 80.27. Figure 21 shows that DT and RF have the lowest MSE at
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Fig.21. SHAP attributes: Sensitivity
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0.0284, indicating the fewest incorrect classifications. KNN also has a low MSE of 0.029, while SVM and NB have higher
MSE values 0f 0.0932 and 0.1204, respectively. LR has the highest MSE at 0.1464, showing more misclassifications than
other models.
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Fig.22. SHAP attributes: Specificity

Figure 21 shows that DT and RF lead in sensitivity with 95.24% and 95.27%, respectively, indicating a strong ability
to detect true positives. KNN also performs well with 95.1%, while SVM shows moderate sensitivity at 70.06%. NB has
the lowest sensitivity at 60.6%, and LR stands at 80.27%.

From Figure 16 to Figure 22, we know that DT and RF are the best-performing models across all metrics, excelling
in accuracy, precision, recall, F1 score, and specificity. KNN also performs exceptionally well, with high accuracy and
balanced precision-recall performance. SVM shows moderate results, with substantial precision but a lower recall and F1
score than the top performers. LR and NB struggle in comparison, with lower precision, recall, and F1 scores, making
them less suitable for tasks where both positive and negative classifications are critical.

Table 3 indicates that NB achieves the highest specificity at 99.59%, correctly identifying true negatives. SVM also
performs well with a specificity of 99.43%, while KNN, DT, and RF have similar scores of around 97.95%. LR has the
lowest specificity at 87.52%, indicating more false positives.

Table 3. Applied the SHAP Algorithm on the original data

Classifier SVM KNN LR NB DT RF
Accuracy 0.9068 0.971 0.8536 0.8796 0.9716 0.9716
Precision 0.9813 0.9518 0.7321 0.9844 0.9523 0.9521
Recall 0.7006 0.951 0.8027 0.606 0.9524 0.9527
F1 Score 0.8175 0.9514 0.7658 0.7502 0.9524 0.9524
Mean Squared Error 0.0932 0.029 0.1464 0.1204 0.0284 0.0284
Sensitivity 0.7006 0.951 0.8027 0.606 0.9524 0.9527
Specificity 0.9943 0.9795 0.8752 0.9959 0.9798 0.9796

6. Conclusions

Applying the SHAP set of rules to the dataset significantly improved the overall performance of the classifiers,
particularly KNN, Decision Tree, and Random Forest. Key measurements such as accuracy, F1 score, and Mean Squared
Error (MSE) demonstrated outstanding gains for those classifiers, demonstrating that the SHAP-applied records most
likely comprised more significant function insights, enhancing version efficacy. KNN attained an impressive 97.1%
accuracy, a 74% enhancement in forgetting, and the minimal MSE among all models utilizing SHAP, rendering it
especially advantageous. The rise in recall and F1 scores for KNN, Decision Tree, and Random Forest signifies that these
classifiers are more adept at identifying significant events, demonstrating enhanced sensitivity and predictive capability.

Although specific measures like precision and specificity exhibited slight declines for Decision Tree and Random
Forest with the use of SHAP, this trade-off yielded enhanced overall performance and reliability for real-world
applications where recall and accuracy are paramount, which illustrates that SHAP-based comprehensive functional
insights facilitated enhanced stability in identifying genuinely remarkable events while sustaining a lower error rate across
all classifiers. SHAP enhanced the interpretability of models and optimized their performance on key evaluation measures,
making it a valuable tool for refining machine learning models, particularly in high-stakes applications that require reliable
quality detection.
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