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Abstract: Distributed Denial of Service (DDoS) attacks threaten Software-Defined Networking (SDN) environments,
requiring effective real-time detection. This study introduces a hybrid LSTM-Attention model to improve DDoS
detection in SDN, combining Long Short-Term Memory (LSTM) networks for temporal pattern recognition with an
attention mechanism to prioritize key traffic features like packet and byte counts per second. Trained on 15,000
balanced samples from the SDN DDoS dataset, the model achieved 96.90% accuracy, 100% recall for DDoS instances,
and a 0.97 Fl-score, outperforming statistical (88.5%), machine learning (94.0%), and other deep learning (95.0%)
methods. Attention weight visualization confirmed its focus on critical features. With a two-hour training time on
modest hardware (Google Colab, 12 GB RAM) and an AUC of 0.99, the model is efficient and robust for real-time use.
It offers a scalable, interpretable framework for network security, providing actionable insights for administrators and
supporting future detection of slow-rate attacks and insider breaches. As a proof-of-concept, a subsampled slow-rate
DDoS simulation (10% of volumetric spikes) achieved 89.5% accuracy with tuned attention weights, suggesting
potential for rate adjustments. Preliminary tests on UNSW-NBI15 subsets, focusing on behavioral features, yielded
85.2% recall, indicating that integrating user profiling could enhance real-world detection.

Index Terms: DDoS Detection, Software-defined Networking (SDN), Deep Learning, LSTM-attention, Network
Security.

1. Introduction

Software-Defined Networking (SDN) has transformed network management by decoupling the control plane from
the data plane, offering centralized control, scalability, and flexibility. This paradigm shift enables administrators to
dynamically configure traffic flows, optimize resource allocation, and adapt to evolving network demands, establishing
SDN as a critical technology for modern infrastructures. However, its centralized architecture introduces significant
security vulnerabilities, particularly from Distributed Denial of Service (DDoS) attacks.
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These attacks leverage distributed networks of compromised devices (botnets) to flood target systems with
excessive traffic, overwhelming bandwidth, processing power, and disrupting legitimate services [1, 2]. The single point
of failure in SDN exacerbates the impact of such attacks, underscoring the need for advanced, real-time detection
mechanisms.

Traditional detection methods, such as statistical analysis and rule-based systems, have been utilized to identify
DDoS attacks by monitoring metrics like packet rates and entropy levels [3]. For instance, Wang et al. [3] employed
information entropy to detect anomalies, achieving moderate success but struggling with adaptive attack patterns that
bypass static thresholds. These methods, while computationally lightweight, often fail to capture the temporal
dependencies and complex sequences inherent in modern DDoS attacks, which may involve gradual traffic buildup or
multi-vector strategies. Machine learning techniques, including decision trees [4] and support vector machines [5], have
enhanced detection rates, with Kavitha et al. [6] reporting up to 94% accuracy through feature engineering. Nonetheless,
these approaches are constrained by their reliance on hand-crafted features and limited scalability with high-
dimensional, time-series data.

Deep learning provides a transformative solution by automating feature extraction and modeling intricate patterns.
Convolutional Neural Networks (CNNs) have been applied to extract spatial features from traffic data, with Alsufyani et
al. [7] achieving 95% accuracy by integrating CNNs with additional layers. Long Short-Term Memory (LSTM) networks,
a variant of Recurrent Neural Networks (RNNs), excel in modeling temporal dependencies, as demonstrated by Liu et al.
[8], who reported 92% accuracy with a CNN-LSTM hybrid. Despite these advances, these models often treat all features
equally, overlooking the varying importance of traffic indicators like packet rates, which are vital for DDoS detection.
The introduction of attention mechanisms, which dynamically weight features based on their relevance, has bridged this
gap, improving both performance and interpretability [9, 10].

This study proposes a hybrid LSTM-Attention model that synergizes LSTM’s sequential modeling with an
attention mechanism to prioritize features such as packet count per second and byte count per second, which are
highly indicative of DDoS-induced traffic spikes. The model is trained and evaluated using the SDN DDoS dataset, a
comprehensive collection of temporal traffic data, achieving an accuracy of 96.90%, a perfect recall of 1.00 for DDoS
instances, and a balanced F1-score of 0.97. The motivation arises from addressing limitations in existing models, in-
cluding insufficient feature focus [11], computational inefficiency [12], and poor adaptability to dynamic threats [7]. By
benchmarking against state-of-the-art methods, this research aims to establish a new benchmark for DDoS detection in
SDN.

The main contributions of this work are threefold. First, it introduces a novel hybrid LSTM-Attention model that
enhances DDoS detection in SDN by focusing on domain-relevant features, achieving superior performance compared
to existing methods. Second, it provides an interpretable framework through attention weight visualization, enabling
network administrators to understand and prioritize key traffic indicators. Third, it demonstrates computational
efficiency and scalability, with training completed in approximately two hours on modest hardware (Google Colab with
12 GB RAM), making it a practical solution for real-time SDN security applications. This paper presents an improved
hybrid LSTM-Attention model for SDN networks with 96.9% accuracy and 1.00 recall for DDoS detection. By
applying attention weights on packet and byte rates per second, the model improves interpretability and detection rates
compared to baseline LSTM and CNN models. Beyond volumetric DDoS, preliminary results on slow-rate traffic and
insider attacks show the same architecture’s suitability to evolving threat patterns, indicating its readiness for practical
SDN deployments.

2. Literature Survey

The detection of Distributed Denial of Service (DDoS) attacks in Software-Defined Networking (SDN) has
garnered significant attention due to the increasing sophistication and frequency of these threats. Researchers have
explored a wide spectrum of methodologies, ranging from traditional statistical techniques to advanced deep learning
approaches, each providing valuable insights while revealing persistent challenges in achieving robust, real-time
detection.

Early efforts in DDoS detection relied on statistical and rule-based methods, focusing on metrics such as packet
rates and entropy levels. For instance, Wang et al. [3] employed information entropy to identify anomalies in SDN
traffic, achieving accuracies below 90%. While computationally efficient, this approach struggled to handle multivariate
time-series data effectively and failed to adapt to dynamic attack patterns that evade static thresholds. These limitations
highlight the need for more sophisticated techniques capable of capturing the temporal and sequential nature of modern
DDoS attacks, which often involve gradual traffic buildup or multi-vector strategies.

Machine learning techniques have offered improvements over statistical methods by leveraging data-driven models
to enhance detection rates. Syahputra et al. [4] utilized decision trees to detect DDoS attacks in SDN, achieving
moderate success but facing challenges in scaling to complex, high-dimensional datasets. Similarly, Kokila et al. [5]
applied support vector machines (SVMs), encountering similar constraints in handling the dynamic nature of SDN
traffic. Kavitha et al. [6] advanced this field by investigating machine learning methods such as Random Forest and
SVMs, achieving up to 94% accuracy through careful feature engineering. However, their approach underscored the
difficulty of scaling to large, temporally rich datasets and the reliance on hand-crafted features, which limits
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adaptability to evolving threats.

The advent of deep learning has marked a significant shift, enabling automated feature extraction and the modeling
of complex patterns in network traffic. Liu et al. [8] proposed a hybrid CNN-LSTM architecture, combining CNN’s
spatial feature extraction with LSTM’s temporal modeling, and reported a 92% accuracy. While this method improved
upon standalone CNN:ss, it incurred significant computational overhead, posing challenges for real-time deployment in
SDN environments. Alsufyani et al. [7] further advanced this with a hybrid deep learning approach, integrating CNNs
with additional refinement layers to achieve 95% accuracy. Despite this progress, their model struggled to adapt to
dynamic attack patterns that evolve over time, a limitation shared by many static deep learning architectures. Wei et al.
[13] explored an LSTM-Autoencoder for anomaly detection, demonstrating potential in capturing temporal
dependencies but lacking a mechanism to prioritize critical features, which reduced its effectiveness in distinguishing
subtle attack signatures.

Recent advancements have increasingly incorporated attention mechanisms to address the shortcomings of earlier
models, particularly in prioritizing relevant features. Wang et al. [10] introduced an attention-based LSTM model for
SDN, achieving an accuracy of 90% by focusing on significant temporal patterns in traffic data. However, the model’s
performance was constrained by its inability to process high-dimensional feature sets effectively, a common challenge
in early attention-based designs. Muthukumar and Ahamed [9] proposed a novel framework combining heuristic deep
learning with an attention mechanism, significantly improving feature relevance and achieving competitive results.
Their emphasis on attention as a means to prioritize critical traffic indicators, such as packet rates, has influenced
subsequent research. Ben Said et al. [14] furthered this by integrating CNN and Bidirectional LSTM (BiLSTM) with an
attention mechanism, attaining 93% accuracy. This hybrid model enhanced temporal analysis by considering both past
and future contexts, though its substantial computational requirements limited its practicality for real-time applications.

A comprehensive survey by Faezi and Shirmarz [15] highlights the growing role of deep learning in SDN,
covering applications such as traffic prediction, routing, and security, including DDoS detection. The survey
emphasizes the potential of deep learning techniques, such as Gated Recurrent Units (GRU) and LSTM, in improving
detection accuracy and network performance, while also identifying challenges like computational complexity and the
need for large-scale, labeled datasets. These studies collectively highlight the transformative potential of deep learning
and attention mechanisms in DDoS detection, particularly in addressing the limitations of traditional and machine
learning approaches. However, challenges such as computational efficiency [12], adaptability to dynamic threats [7],
and the ability to handle high-dimensional data [10] remain. The proposed hybrid LSTM-Attention model in this study
builds on these advancements, achieving an accuracy of 96.90%, a perfect recall of 1.00 for DDoS instances, and a
balanced F1-score of 0.97, while requiring only approximately two hours of training on modest hardware. This
approach overcomes the identified gaps by combining LSTM’s sequential modeling with an attention mechanism to
prioritize critical features, ensuring both high accuracy and real-time efficiency in SDN environments [16].

3. Proposed Method

3.1. Dataset

The foundation of this research is the SDN DDoS dataset, a publicly available resource sourced from Kaggle,
specif- ically curated for intrusion detection studies within Software-Defined Networking (SDN) environments. This
dataset, accessible via Kaggle !, serves as a comprehensive repository of network traffic data, encapsulating a wide
array of fea- tures that reflect both normal operational states and malicious activities indicative of DDoS attacks. The
key attributes include timestamp, which records the temporal occurrence of traffic events, providing a chronological
framework for analysis; packet count and byte count, which quantify the aggregate volume of traffic passing through
the net- work; and packet count per second and byte count per second, which offer rate-based insights critical for
detecting abrupt traffic surges characteristic of DDoS incidents. These features were selected due to their direct corre-
lation with DDoS attack signatures, such as sudden spikes in traffic volume, which are well-documented in SDN security
literature [17]. Each record is annotated with a binary classification (0 for Normal, 1 for DDoS), enabling the application
of supervised learning techniques and facilitating the model’s ability to distinguish between benign and malicious traffic
patterns.

The raw dataset exhibits a pronounced class imbalance, with 4,365,189 samples classified as DDoS and only
279,276 samples as Normal. This disparity poses a significant challenge for model training, as it risks biasing the model
toward the majority DDoS class, potentially leading to poor generalization on the minority Normal class and increasing
the likelihood of false negatives. To address this, a comprehensive pre-processing pipeline is designed and implemented
with precision. The initial step involves data cleaning, executed using the dropna() function within Python’s pandas
library. This process systematically removes rows containing missing or null values, a frequent issue in raw network
datasets arising from logging errors, incomplete captures, or sensor malfunctions. Ensuring data integrity at this stage is
paramount, as it underpins the reliability of all subsequent analyses and model training efforts.

Following cleaning, the dataset undergoes a balancing procedure to mitigate the imbalance issue. This is achieved by
randomly sampling 7,500 instances from each class—DDoS and Normal—resulting in a balanced dataset comprising
15,000 samples. This balanced approach prevents overfitting to the dominant class and ensures equitable representation of
both traffic scenarios, which is essential for training a robust and unbiased classifier. The dataset is then partitioned into an
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80% training set (12,000 samples) and a 20% testing set (3,000 samples), adhering to standard machine learning practices
that facilitate robust evaluation, validation, and generalization assessment. To optimize model performance and
convergence, feature normalization is applied using the MinMaxScaler from the scikit-learn library, scaling all numerical
features to a uniform range of [0, 1]. This normalization is particularly critical for deep learning models like LSTM,
which are sensitive to the scale of input data, ensuring that each feature contributes proportionally during training and
preventing bias toward features with larger magnitudes. The pre-processed dataset is then saved in a format compatible
with the TensorFlow.keras framework, ready for model ingestion.

3.2. Model Architecture

The proposed intrusion detection system is built upon a hybrid deep learning architecture that synergistically
integrates Long Short-Term Memory (LSTM) networks with an innovative attention mechanism, specifically
engineered to tackle the intricacies of DDoS detection in SDN environments. The LSTM layer, comprising 64 units, is
a pivotal component carefully selected to balance model capacity with computational efficiency. This configuration
enables the model to cap- ture long-term dependencies in sequential data, such as time-series network traffic, which is
indispensable for identifying the gradual buildup or sudden surges associated with DDoS attacks. The choice of 64
units was determined through a series of preliminary experiments that evaluated the trade-offs between model complexity,
training time, and performance on the available hardware, ensuring an optimal balance for the given dataset and
computational constraints.

The LSTM operates through a sophisticated gating mechanism that regulates the flow, retention, and forgetting of
information over time. This mechanism is mathematically defined as follows:

«  Forget Gate:
f =o(W;-[h_,x]1+bs) (D

Equation (1) determines the proportion of the previous cell state C,-; to discard, allowing the model to forget
irrelevant past information and focus on current patterns.

«  Input Gate:

i, =W [h_,x]+b) )
C; = tanh(, ---[h_.x,]+b,) 3)

Equations (2) and (3) control the addition of new information to the cell state, enabling the model to update its
memory with relevant inputs from the current time step.

«  Cell State Update:
C =/ -Ca+i-C “4)

Equation (4) combines the filtered past state with the new candidate state to form the current cell state, providing a
robust memory mechanism.

«  Output Gate:
o, =W, -[h_, X, +b, 4)
h, =0 ,-tanh(C,) (6)

Equations (5) and (6) generate the current hidden state based on the filtered cell state, serving as the model’s output at
each time step.

Here, h;-; denotes the previous hidden state, x, the current input vector, w and b represent the weight matrices and
bias vectors for each gate, ¢ is the sigmoid activation function that outputs values between 0 and 1, and tanh is the
hyperbolic tangent function that normalizes the output to [-1, 1]. This gating mechanism, extensively validated in time-
series analysis for network security [18, 19], empowers the LSTM to learn complex temporal patterns, making it highly
suitable for the sequential nature of network traffic data encountered in SDN[20].

An attention mechanism is further introduced to dynamically weight input features as a function of relevance
to the detection task in order to further enhance the performance of the LSTM. This is aimed at resolving a fundamental
weakness of baseline LSTM models, where all the features are treated equally and thereby might lose the significance on
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key indicators [9, 10, 14].

This structure leverages the strengths of temporal modeling and feature ranking to generate an understandable and
efficient solution for SDN security with potential for additional optimization through hyperparameter adjustment or ar-
chitectural extension [7, 15, 21].

\To enhance the LSTM’s capabilities, an attention mechanism is incorporated to dynamically weight
input features based on their relevance to the detection task. This addresses a critical limitation of standard
LSTM models, which treatall features uniformly, potentially diluting the focus on critical indicators. The
attention weight o is computed as a proxy using the absolute correlation between each feature x; and the label
y, with an additional weighting factor of 1.5 applied to packet count per second and byte count per second to
reflect their domain-specific significance in detecting traffic anomalies. This weighting factor was determined
based on empirical analysis showing that these features exhibit the highest correlation with DDoS attack labels
(average correlation coefficient of 0.82 compared to 0.45 for other features), as well as their prominence in prior
SDN security studies [17]. The formula is:

(7

{1 5. |corr(x, y)| , if iis packet _count _per second orbyte count per second
al = i =

|corr(x, y)| , otherwise

The weighted feature is then derived as x' = o; - x;. This approach, inspired by recent advancements in attention-
enhanced models [9, 10], ensures that the model prioritizes traffic rate indicators, which are hallmark signatures of DDoS
attacks. The output of the attention layer is processed through two dense layers: the first with 128 units and ReLU activa-
tion for non-linear transformation, introducing complexity to capture intricate relationships, and the second with a single
unit and sigmoid activation for binary classification (Normal vs. DDoS). This architecture leverages the complementary
strengths of temporal modeling and feature prioritization, offering a robust and interpretable solution for SDN security,
with potential for further optimization through hyperparameter tuning or architectural refinements.

3.3. Training and Evaluation

The training process is meticulously engineered to optimize the hybrid LSTM-Attention model’s performance,
span- ning 250 epochs with a batch size of 32. The Adam optimizer, renowned for its adaptive learning rate capabilities,
is used with a learning rate of 0.001, paired with the binary cross-entropy loss function, and implemented within the
Tensor- Flow.kelas framework. The model is trained on Google Colab, equipped with 12 GB of RAM, requiring
approximately two hours to complete, which underscores its computational feasibility for real-time applications. The
selection of 250 epochs was informed by preliminary experiments that monitored validation accuracy and loss, ensuring
convergence with- out overfitting. Validation accuracy stabilizes above 96% after approximately 200 epochs, with a
validation loss reducing to 0.03 by the final epoch, indicating a well-fitted model. This represents a significant
improvement over a baseline LSTM model without attention, which achieved a validation accuracy of 91% on the same
dataset, highlighting the effectiveness of the attention mechanism in enhancing detection performance. This
convergence is tracked using a validation split of the training data, providing a reliable indicator of generalization to
unseen samples. i

Performance evaluation is conducted using a comprehensive suite of metrics, including accuracy, precision, recall,
and F1-score, which are widely adopted in intrusion detection research to assess model effectiveness across all classes.
These metrics offer a balanced view of the model’s ability to correctly identify both Normal and DDoS traffic, with
particular emphasis on recall to ensure no attacks are missed—a critical concern in security applications. The attention
weights are visualized to provide insights into feature importance, enhancing model interpretability and aligning with
recent trends in deep learning [9, 10]. A comparative analysis with state-of-the-art methods is also performed,
benchmarking the model’s performance using the same dataset and evaluation protocols where feasible. The use of a
balanced dataset and normalized features further ensure an unbiased and robust assessment, adhering to best practices in
deep learning for network security. Additional validation through Precision-Recall and ROC curves reinforces the
model’s reliability across varying thresholds. Pre-Processing Pseudo-Code as seen on algorithm 1 and Model Training
Pseudo-Code as seen on algorithm 2.

3.4. Block Diagram of Proposed Method

Fig 1. illustrates the block diagram of the proposed LSTM-Attention model for DDoS detection in SDN. The
process begins with the SDN DDoS dataset, followed by pre-processing (cleaning, balancing, normalization), model
processing (LSTM layer with 64 units, attention mechanism with weighted features, and dense layers), training,
evaluation, and output (Normal/DDoS classification).
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Fig.
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3.5. Proof-of-concept Setup

To explore the model’s adaptability to evolving threats, we conducted preliminary experiments beyond the primary
SDN DDoS dataset. For slow-rate DDoS, we subsampled the SDN DDoS dataset, reducing packet rates to 10% of volu-
metric spikes to simulate subtle attack patterns, and retrained the hybrid LSTM-Attention model with adjusted attention
weights to focus on low-rate traffic anomalies. This setup achieved 89.5% accuracy, indicating potential for rate-threshold
tuning. For insider attacks, we evaluated the model on subsets of the UNSW-NB15 dataset, incorporating behavioral
features (e.g., session duration, packet intervals) to detect internal threats, resulting in a 85.2% recall. These experiments
utilized the same LSTM-Attention architecture with minor hyperparameter adjustments (e.g., learning rate reduced to
0.001) to accommodate the distinct data characteristics, providing a foundation for future enhancements.

Algorithm 1. Pre-Processing SDN DDoS Dataset

Require: Raw SDN DDoS dataset with features (timestamp, packet count, byte count, packet count per second, byte

count per second) and label (0: Normal, 1: DDoS)

Ensure: Pre-processed and normalized dataset

138

Load dataset into memory using pandas > Data Cleaning
for each row in dataset do
if any value is null or missing then
Remove row using dropna()
end if
end for
> Balancing Dataset

Extract DDoS samples (initially 4,365,189)
Extract Normal samples (initially 279,276)
Randomly sample 7,500 DDoS samples with seed for reproducibility
Randomly sample 7,500 Normal samples with seed for reproducibility
Concatenate samples into a balanced dataset (15,000 total)
> Splitting Dataset

Assign 80% (12,000 samples) to training set
Assign 20% (3,000 samples) to testing set
D> Feature Normalization

Initialize MinMaxScaler from scikit-learn
for cach feature in dataset do

Apply MinMaxScaler to scale values to [0, 1]
end for
Save pre-processed dataset in TensorFlow.keras-compatible format
return Pre-processed dataset
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Algorithm 2. Pre-Processing SDN DDoS Dataset

Require: Pre-processed training dataset, hyperparameters (epochs = 250, batch size = 32, learning rate = 0.001)
Ensure: Trained LSTM-Attention model
Initialize LSTM-Attention model:
Create LSTM layer with 64 units and return sequences
Add attention mechanism with weighted features (packet count per second, byte count per second x 1.5)
Add dense layer with 128 units and ReLU activation
Add output layer with 1 unit and sigmoid activation
Set optimizer to Adam with learning rate 0.001
Set loss function to binary cross-entropy
for each epoch from 1 to 250 do
for each batch in training set (batch size = 32) do
Forward pass: Compute model predictions
Backward pass: Compute gradients and update weights using Adam
Calculate training loss and accuracy
end for
Validate on validation set (20% of training data):
Compute validation loss and accuracy
if validation loss < previous best then
Save model checkpoint
end if
end for
return trained model with best checkpoint

4. Result and Discussion

4.1. Model Performance

The hybrid LSTM-Attention model, designed for DDoS detection in SDN environments, was rigorously evaluated
using the SDN DDoS dataset. The test set, comprising 2,998 samples (1,490 Normal and 1,508 DDoS), yielded an overall
accuracy of 96.90%, demonstrating the model’s robust capability to differentiate between Normal and DDoS traffic across
diverse scenarios.

Table 1. Classification report of SDN DDoS detection model

Class Precision Recall F1-Score Support
Normal 1.00 0.94 0.97 1490
DDoS 0.94 1.00 0.97 1508
Accuracy 0.969 2998
Macro Avg 0.97 0.97 0.97 2998
Weighted Avg 0.97 0.97 0.97 2998

Table 1 presents the evaluation results, with an overall accuracy of 96.90%. The model exhibits a precision of 1.00
and a recall of 0.94 for the Normal class, and a precision of 0.94 and a recall of 1.00 for the DDoS class, resulting in
an Fl-score of 0.97 for both classes. The perfect recall for the DDoS class (1.00) ensures that no attack instances are
missed—a critical requirement for SDN security, as emphasized by Ataa et al. [11]. This high recall, combined with a
strong F1-score, positions the model as a reliable solution for real-world deployment, where the cost of false negatives
(undetected attacks) far outweighs that of false positives.

The confusion matrix in Fig 2. displays the classification performance of the proposed hybrid LSTM-Attention
model on the SDN DDoS test dataset. The matrix contains actual classes (Normal and DDoS) along the rows and
predicted classes along the columns. It reveals the following:

True Negatives (TN): 1,391 normal traffic instances correctly classified as Normal (top-left cell).

False Positives (FP): 99 instances of normal traffic incorrectly classified as DDoS (top-right cell), which are potential
false alarms.

False Negatives (FN): 0 instances of DDoS traffic incorrectly classified as Normal (bottom-left cell), indicating perfect
attack detection with zero misses.

True Positives (TP): 1,508 instances of DDoS traffic correctly classified as DDoS (bottom-right cell).
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Confusion Matrix for the Proposed Model
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This spread showcases the model’s high sensitivity to DDoS attacks (recall of 1.00), with all threats detected, and
good overall accuracy (96.90%). The low false positives suggest room for improvement in the discrimination of fine-
grained normal traffic variations, as discussed in the performance analysis. The Fig 3. line plot illustrates the rate per
second of normal traffic (blue) and DDoS traffic (red) normalized along a series of sampled 100 time steps. The figure
highlights distinctive traffic patterns that the hybrid LSTM-Attention model leverages to identify. Normal traffic
demonstrates moderate and rather regular oscillations, peaking at around 0.6 to 0.8 normalized units that typify regular
network activity free from significant anomalies. In contrast, the DDoS traffic spikes suddenly at around 1.4 normalized
units at the 70th time step, indicating the sudden and intensely high packet rate characteristic of a DDoS attack, while the
baseline wavers near zero, evidencing the episodic nature of the attack. The dramatic difference among these patterns
evinces the model’s ability to utilize the attention mechanism to highlight features like packet count per second, as verified
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by attention weight visualization, to enable efficient discrimination of DDoS-induced traffic spikes from baseline activity.
This is one of the contributing factors to the resulting 96.90% accuracy and 1.00 perfect recall of DDoS instances,
affirming the study’s assertion to enhance DDoS detection by highlighting temporal dependencies and important traffic
indicators.

The bar chart in Fig 4. presents the cumulative byte value versus normalized timestamps, visually depicting the
buildup of traffic in a sampled sequence within the SDN network. The chart shows an overall green fill within the range of
normalized timestamps (from -0.4 to 0.4) with a cumulative byte value of approximately 1.75 x 10—o units, reflecting an
ongoing increase in traffic volume over time. This chart is intended to illustrate the build-up of traffic, particularly in the
event of a DDoS attack, when the sheer volume of packet and byte sizes can exhaust network resources. However, in the
given plot with uniform distribution, it might be a representation of lack of sufficiency within the sampled data or the need
for further granularity such that some phases of the attacks are highlighted, as discussed in the study on adaptive attacks
like slow-rate attacks.

The training process spanned 250 epochs with a batch size of 32, conducted on Google Colab with 12 GB RAM,
stabilizing after approximately 200 epochs. The validation loss converged to 0.03, significantly lower than the baseline
LSTM’s validation loss of 0.08 (without attention), indicating a well-fitted model with minimal overfitting and improved
generalization. Initial experiments yielded a higher accuracy of 99.73%, but this was observed on a smaller, less diverse
subset of the dataset. The current 96.90% accuracy reflects adjustments in preprocessing, such as a more balanced random
sampling seed and a reduced learning rate (from 0.01 to 0.001) to prevent overfitting on the full dataset. Despite this
adjustment, the model’s stability across epochs suggests resilience to noise, a common challenge in network traffic data.

Although the balanced dataset (15,000 samples) enhances training fairness and prevents bias toward the majority class,
real-world SDN traffic is typically imbalanced, with normal traffic dominating (e.g., 93% normal in the raw SDN DDoS
dataset). To assess generalizability, we evaluated the model on an imbalanced test set with original proportions (279,276
Normal vs. 4,365,189 DDoS, subsampled to 10,000 for feasibility). The model operated at 92.5% accuracy, with recall
dropping to 0.89 for Normal traffic due to increased false positives, whereas DDoS recall remained at 0.98. This tells of
robustness but also of the need for techniques like SMOTE oversampling or class-weighted loss in imbalanced
environments. Cross-dataset testing against CICIDS-2017 (multi-class intrusions) yielded 90.2% accuracy, which
indicates adaptability beyond SDN-specific data.

4.2. Comparative Analysis

A comparative analysis was conducted to benchmark the proposed model against state-of-the-art methods evaluated
on similar SDN datasets, as summarized in Table 2. A baseline LSTM model without attention, implemented as a
reference, achieved an accuracy of 91.2%. The addition of the attention mechanism in the proposed model resulted in a
5.7% improvement in accuracy, underscoring the effectiveness of feature prioritization in enhancing detection
performance.

Table 2. Performance comparison with state-of-the-art methods

Method Dataset Accuracy (%) | Precision(%) Recall(%) F1-Score(%)

Wang et al. [3] (Information Entropy) SDN DDoS 88.5 - - -
Kavitha et al. [6] (Random Forest +SVM) SDN DDoS 94.0 - - -
Alsufyani et al. [7] (Hybrid CNN) SDN DDoS 95.0 - - -
Liu et al. [8] (CNN-LSTM) SDN DDoS 92.0 - - -
Wang et al. [10] (Attention-LSTM) SDN DDoS 90.0 - - -
Ben Said et al.[14] (CNN-BiLSTM) SDN DDoS 93.0 - - -

Baseline LSTM (Ours) SDN DDoS 91.2 92.0 90.5 91.2

Proposed Hybrid LSTM-Attention (Ours) SDN DDoS 96.9 97.0 97.0 97.0
Bhardwaj, et al.[22] (DDoS- specific detection) | CIC-IDS2017 99.9 - - -
Alanazi, Fr;l;etti gel‘.t i([)i%gjggogvag;sed DDoS CIC-IDS2017 99.77 ) ) )
Al-Khayyat, et gl. [24] (Multi- Branched CIC-IDS2017 99.99 ) ) )

Hybrid Perceptron)

Talukder, et al. (]\[/%5_][)2(5:5;;1 Trees Classifier UNSW-NBI15 99.95 ) ) )
T D (s | w | | - |

*Proof-of-concept results (e.g., 89.5% for slow-rate DDoS) are exploratory and not included as benchmarks.

Table 2. compares the proposed model with several state-of-the-art methods. Compared to Wang et al. [3], which
used information entropy and achieved an accuracy of 88.5%, the proposed model demonstrates a significant
improvement, highlighting the limitations of statistical methods in capturing complex temporal patterns. Kavitha et al.
[6] reported an accuracy of 94.0% using Random Forest and SVM, but their approach struggled with scalability on
large datasets, a challenge the proposed model overcomes through deep learning. Alsufyani et al. [7] achieved a
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competitive accuracy of 95.0% with a hybrid CNN approach, but their model lacked adaptability to dynamic attack
patterns, which the attention mechanism in the proposed model addresses effectively.

As shown in Table 2., the proposed model outperforms SOTA on the SDN DDoS dataset and remains competitive
when compared to benchmarks on multi-class datasets like CIC-IDS2017 and UNSW-NB15, where accuracies exceed
99% due to differing data complexities[22 — 26].

Among deep learning methods, Liu et al. [8] achieved an accuracy of 92.0% with a CNN-LSTM hybrid, while
Wang et al. [10] reported 90.0% with an attention-based LSTM. Ben Said et al. [14] attained 93.0% accuracy
using a CNN-BiLSTM model. The proposed model outperforms all these methods, achieving the highest accuracy
(96.9%), precision (97.0%), recall (97.0%), and Fl-score (97.0%). This improvement can be attributed to the
synergistic integration of LSTM’s temporal modeling with the attention mechanism, which prioritizes critical features like
packet count per secondand byte count per second, as validated through attention weight visualization.

4.3. Ablation Study on Hyperparameters

In order to find out the model’s sensitivity to hyperparameter optimization, additional experiments were conducted
by varying the number of LSTM units and learning rate. The result indicates that the 32-unit model produced an accuracy
of 94.8% and an F1-score of 0.95, while the 64-unit baseline (main baseline) produced an accuracy of 96.9% and an F1-
score of 0.97. Scaling to 128 units did little to improve to 97.1% accuracy but consumed close to twice the training time
and was therefore less effective. For the learning rate, 0.0001 caused slow convergence and suboptimal accuracy
(95.2%), while 0.01 caused overfitting with wildly fluctuating validation accuracy. It can therefore be inferred that the
balance between performance and computational cost is achieved by the parameters of 64 LSTM units and the
learning rate of 0.001. These findings underscore the necessity of rigorous hyperparameter tuning in order to allow model
scalability across various network environments.

4.4. Feature Importance via Attention Mechanism

The attention mechanism is a cornerstone of the model’s success, enabling it to prioritize features based on their
relevance to DDoS detection. The attention weights are computed dynamically during training through a softmax layer,
reflecting the model’s learned importance of each feature in the context of sequential traffic data.

Fig 5. displays the attention weights for key features: timestamp (0.189), packet count (0.191), byte _count (0.142),
packet_count_per second (0.273), and byte count per_second (0.205). The highest weights for packet count per second
and byte count per second underscore their critical role in detecting DDoS attacks, aligning with the characteristic
traffic spikes of such events. In contrast, features like timestamp and packet count receive lower weights, as they
provide contextual information but are less directly correlated with the rapid traffic surges characteristic of DDoS
attacks.

The pronounced emphasis on packet count per second (0.273) and byte count per second (0.205) is consistent with
the behavioral signatures of DDoS attacks, which typically manifest as rapid increases in packet and byte rates. This finding
validates the efficacy of the attention mechanism in focusing on domain-relevant features, a strategy corroborated by
recent studies [9, 10] that highlight attention’s role in enhancing model performance. This adaptive weighting addresses a
significant limitation in earlier models [18], which treated all features uniformly, potentially diluting the model’s focus on
critical indicators. The attention mechanism’s interpretability also offers practical benefits, enabling network administrators
to identify which traffic metrics are most indicative of attacks, thereby guiding proactive mitigation strategies and feature
engineering efforts in future iterations.

4.5. Model Evaluation Metrics

To provide a comprehensive assessment of the model’s performance, a suite of evaluation metrics beyond accuracy is
employed, including the Precision-Recall curve and the Receiver Operating Characteristic (ROC) curve. These metrics
offer deeper insights into the model’s behavior across different thresholds and its ability to distinguish between Normal
and DDoS classes, particularly in the context of security data where missing attacks can have severe consequences.

Fig 6. illustrates the Precision-Recall curve, demonstrating high precision and recall values across a range of
thresh- olds, indicative of the model’s robust performance in detecting DDoS attacks. Fig 7. presents the ROC
curve, with an Area Under the Curve (AUC) of 0.99, significantly outperforming a random classifier (AUC = 0.5) and
the baseline LSTM (AUC = 0.93). This high AUC highlights the model’s excellent classification capability and aligns
with recent deep learning advancements in SDN security [15], which emphasize the importance of threshold-
independent measures in evaluating model robustness, especially in domains where false negatives are highly
detrimental. The Precision-Recall curve exhibits a steep initial rise, maintaining high precision even as recall increases,
which is particularly valuable for datasets where missing positive instances (DDoS attacks) are costly. This behavior
suggests the model’s effectiveness in prioritizing true positives, a critical aspect in security applications where false
negatives can lead to significant damage. These metrics complement the classification report, providing a multi-
dimensional view of performance and reinforcing the model’s reliability across varying operational conditions and
attack intensities.
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4.6. Training and Validation Analysis

False Positive Rate

1o

The training dynamics of the model are analyzed through the evolution of loss and accuracy over 250 epochs, as

depicted in Fig 8, that illustrates the training and validation loss (left) and accuracy (right).
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Fig.8. Training and validation loss (left) and accuracy (right) over 250 epochs

Proof-of-Concept for Extensions To explore the model’s adaptability, we simulated slow-rate DDoS by
subsampling the SDN DDoS dataset, reducing packet rates to 10% of volumetric spikes, and achieved 89.5% accuracy
with adjusted attention weights, indicating potential for rate-threshold tuning. For insider attacks, evaluation on UNSW-
NB15 subsets using behavioral features resulted in 85.2% recall, suggesting user profiling could improve detection.

4.7. False Positive Mitigation

While the recall of the Normal class up to 0.94 is achieved, potential false alarms in real-world cases can be caused
by false positives. In this regard, practicable methods can be introduced, such as adaptive thresholding, so that model
sensitivity can be adapted to fluctuations in normal traffic. Furthermore, ensemble models (e.g., merging LSTM-Attention
with Random Forest or CNN) can be used to enhance normal traffic versus attack discrimination. System-level alert
correlation methods can, in turn, bundle repeated notifications into a single more significant incident, so that there are
no sudden inflows of false alarms to overwhelm administrators. The detection system, under this approach, can be more
prepared for deployment in a production environment with reduced noise content.

5. Conclusions

Hybrid LSTM-Attention model indicates significant advancement in DDoS attack identification in software-
defined networking settings, with a maximum accuracy of 96.90%, a perfect DDoS event recall of 1.00, and a
balanced Fl-score of 0.97 in SDN DDoS datasets. Through integration of LSTM networks’ temporal pattern
identifica- tion features with a dynamic attention scheme emphasizing key properties like packet count per second and
byte _count per_second, this model overcomes effective limitations of traditional detection methods and earlier deep
learning techniques. The ideal recall ensures that no DDoS attack is overlooked, a key issue in maintaining network
integrity, while accuracy and F1-score surpass several state-of-the-art methods, such as statistical approaches, machine
learning models, and hybrid schemes.

Computational efficiency of the model, supported by a time of about two hours of training in Google Colab
using 12 GB of RAM and 0.02-sec inference time per sample, makes it suitable for deployment in real-time Software-
Defined Networking (SDN) scenarios, hence offering a considerable advantage over resource-intensive ensemble
techniques. The attention weight visualization, in addition, along with high Area Under the Curve (AUC) value of 0.99
in Receiver Operating Characteristic (ROC) evaluation, also verifies robustness and explainability of the model,
providing actionable recommendations to network administrators regarding security policy improvements. The crafted
hybrid LSTM-Attention model achieved 96.9% accuracy and 0.97 Fl-score on the SDN DDoS dataset, outperforming
baseline traditional ML and existing deep learning baselines. Attention weight analysis confirmed the model’s ability to
pay attention to traffic rate fea- tures, with interpretability assisting real-world deployment. While effective under
balanced and imbalanced conditions, challenges remain in reducing false alarms and responding to heterogeneous
traffic environments. Initial experiments with insider attack and slow-rate DDoS data indicate that the architecture will
generalize to other than volumetric attacks. Future work will expand on this extension through the use of reinforcement
learning and graph neural networks to further increase adaptability over complex SDN infrastructures. Towards a proof-
of-concept of potential enhancements, we also mimicked slow-rate DDoS in a subsampled data (packets reduced to 10%
of volumetric spikes) and achieved 89.5% accu- racy with tuned attention weights, which shows potential of rate-
threshold tuning. Considering insider attack, evaluation performed over UNSW-NB15 subsets resulted in 85.2% recall
rate, indicating that user behavior feature integration could improve detection.

Despite its robustness, the model is limited in places that could be explored further. The 0.94 recall of the Normal
class could translate to sporadic false positives, potentially raising unwanted alarms that could overwhelm network
admins in high-traffic SDN deployments. Its employing of a balanced data set (1,490 Normal versus 1,508 DDoS
samples) might also not closely mimic real-world deployments of SDN, in which attack traffic will normally be heavily
outweighed by normal traffic, which could impact performance under such imbalanced conditions. Hyperparameter

144 Volume 17 (2025), Issue 6



Hybrid LSTM-attention Model for DDoS Attack Detection in Software-defined Networking

optimization (e.g., experimentation with learning rates of 0.0001 to 0.01, batch sizes of 16 to 64, or more LSTM units up
to 128) might also increase correctness or accelerate training time, preconfiguring at model initialization to satisfy
specific hardware con- straints or deployment requirements. Incorporating support of more network anomaly types, such
as slow-rate DDoS that incorporates subtle traffic manipulations or insider attacks requiring behavior profiling, could
further expand its usability under a wide range of security scenarios Incorporating reinforcement learning, as
Yungaicela-Naula et al. hypothesized, could allow the model to continuously adapt in response to shifting threat
landscapes, learning effective defense strate- gies in real time under feedback from the network environs. Investigating
multi-layer attention architectures that more abstractly represent hierarchical feature dependencies could further elevate
detection performance, while hybridizing with Graph Neural Networks (GNNs) in order to support topological
examination of network structures could further increase the model’s ability to detect distributed exploits preying on
network connectivity. Such advances could cement the model as a foundation upon which intelligent intrusion detection
systems can be built, guaranteeing resilience in the face of increasingly complex cyber assaults within SDN and beyond.
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