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Abstract: Emerging classes of distributed and embedded systems increasingly require cryptographic mechanisms that
provide confidentiality, integrity, and authenticity while operating under strict limitations on computation, energy
consumption, memory capacity, and communication bandwidth. Conventional symmetric and asymmetric cryptographic
algorithms often fail to meet these stringent requirements. Lightweight cryptography (LWC) offers a promising solution
by enabling secure real-time data transmission, command authentication, telemetry encryption, and protection of sensitive
information in embedded systems. This paper presents a multicriteria analysis of widely adopted LWC algorithms,
identifying the CLEFIA block cipher standardized in ISO/IEC 29192-2 as a balanced choice between security and
performance. An enhanced LWC method based on the mentioned cipher is proposed, aiming to improve encryption
throughput without compromising cryptographic robustness. Experimental results demonstrate that the proposed method
achieves an encryption speedup over the baseline CLEFIA implementation. Furthermore, the improved algorithm
successfully passes statistical randomness tests and shows increased resistance to linear and differential cryptanalysis.
Notably, the cipher begins to exhibit random substitution characteristics from the third round, reinforcing its suitability
for secure deployment in resource-limited environments. The results obtained in this study will be valuable for ensuring
confidentiality, integrity, and authenticity in low-power and resource-constrained systems, as well as in modern
information platforms where low latency is critical.

Index Terms: Encryption, LWC, CLEFIA, Security, Privacy, loT, Embedded systems, LMS, NIST STS, Cryptanalysis,
Performance, Low-resource Devices, ISO/IEC 29192-2.
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1. Introduction

The rapid advances of embedded systems, the Internet of Things (IoT), autonomous sensor networks, and unmanned
platforms operating in resource-constrained environments (limited processing power, energy, memory, and bandwidth)
have driven the development of new cryptographic methods. Traditional cryptographic algorithms, such as AES or RSA,
in their full implementations, are often too resource-intensive for devices running on 8- or 16-bit microcontrollers with
only a few kilobytes of RAM and long-term autonomous power requirements. In response, a new generation of
lightweight cryptographic (LWC) algorithms has emerged, designed to ensure fundamental information security
principles (confidentiality, integrity, and authenticity) without imposing a significant system load [1].

LWC is critical in industries where information security must align with mobility, compact size, and long-term
autonomous operation. This is particularly important in aviation and defense, where unmanned aerial vehicles (UAVs),
telemetry sensors, navigation, and communication modules operate under complex conditions with a high risk of
interception or signal manipulation. Beyond these domains, LWC also finds practical application in learning management
systems (LMS) [2] that interact with IoT devices, mobile applications running on low-power or low-budget processors,
edge nodes within university infrastructures, and platforms that rely on NFC, RFID, or hardware tokens for security and
access control. In these systems, classical solutions are either impossible or impractical due to excessive energy and
resource demands. LWC enables secure real-time data transmission, command authentication, telemetry encryption, and
protection of confidential information in embedded computing modules. Algorithms such as Ascon, PRESENT, GIFT,
Grain, and Trivium have proven effective in highly constrained environments [3-4].

As the number of connected devices continues to grow globally and smart environments (such as smart cities, smart
grids, and smart aviation) expand, LWC becomes a fundamental element of cybersecurity. Its application not only protects
critical infrastructure but also helps prevent new attack vectors targeting weakly protected system components. The NIST-
driven standardization of LWC algorithms, including the selection of Ascon as a competition winner, confirms their global
significance. When implemented in hardware, these algorithms offer scalable, cost-effective, and resilient cryptographic
solutions for next-generation systems.

2. State-of-the-Art: Analysis of the Modern Cryptographic Algorithms for IoT-based Applications

Symmetric encryption algorithms [5-6] are key components in ensuring data confidentiality and integrity across
various applications, including commercial, governmental, military, and embedded systems. AES (Advanced Encryption
Standard) [7] is the most widely used algorithm, supporting key lengths of 128, 192, and 256 bits. It is actively used in
SSL/TLS, VPNs, Wi-Fi (WPA2/3), cloud storage, and banking systems. Stream ciphers, such as ChaCha20, have gained
popularity in mobile devices and modern browsers due to their high efficiency and resistance to bit-level attacks.
Authenticated encryption algorithms, such as AES-GCM, are widely used to ensure both confidentiality and integrity.
Military and specialized systems often employ certified variants with enhanced resistance, including protection against
side-channel attacks. The choice of symmetric algorithms depends on the target environment, performance requirements,
resource constraints, and threat levels, which is why modern systems often combine multiple approaches based on
application context.

Asymmetric encryption algorithms [8-10] play a crucial role in secure data exchange, user authentication, digital
signatures, and key management, especially in open or unstable communication channels. RSA remains widely used in
SSL/TLS, VPNs, PKI systems, authentication tokens, and electronic document workflows, primarily due to its simple
implementation and broad software support [11]. Elliptic Curve Cryptography (ECC), including ECDSA for digital
signatures and ECDH for key exchange, provides stronger security with smaller key sizes, which is critical for mobile
devices, [oT, UAVs, and embedded systems [12]. ECC has become the de facto standard in digital currencies and
blockchain platforms due to its optimal balance of performance and security. Meanwhile, post-quantum asymmetric
algorithms, such as Kyber, Dilithium, NTRU, and FALCON, are being actively developed to counter future quantum
computing threats [13-15]. In resource-constrained environments, LWC algorithms are preferred [16]. Examples include
Ascon (NIST LWC competition winner), PRESENT, GIFT, Speck, Simon, and others, which offer compact
implementations and low power consumption. Notable algorithms include:

Ascon [17] is an authenticated encryption algorithm (AEAD) and hash function that was selected in 2023 as the
winner of the NIST Lightweight Cryptography competition for use in resource-constrained devices. It utilizes a sponge-
function-based permutation core and features a compact implementation (approximately 2,000-3,000 logic gates),
providing robust security while maintaining efficiency in both software and hardware environments. Ascon supports short
keys and authentication tags, making it ideal for IoT devices, sensor networks, mobile platforms, and authentication
systems. Its cryptographic strength has been validated through extensive cryptanalysis, including assessments of side-
channel attacks.

PRESENT [17] is a block cipher and one of the first standardized LWC algorithms (ISO/IEC 29192-2:2019). It
follows an SPN (Substitution-Permutation Network) structure with a 64-bit block size and either 80- or 128-bit keys.
PRESENT offers excellent hardware efficiency, with approximately 1,570 logic gates, making it suitable for RFID tags,
smart cards, embedded modules, and wireless sensors. Although its software performance is limited, it remains a reliable
choice when minimal code size and hardware simplicity are critical.

48 Volume 17 (2025), Issue 6



CLEFIA-based Lightweight Encryption for Resource-Constrained Systems: Design, Algorithms and Security Analysis

GIFT [18] is a LWC block cipher and the successor to PRESENT, optimized for even higher efficiency while
maintaining strong cryptographic strength. The algorithm uses a novel bit permutation technique known as a bit-sliced
structure, which significantly reduces hardware complexity (down to 700 GE), making it one of the lightest among its
peers. GIFT supports a 64-bit block size and a 128-bit key, offering a modern level of security. It is actively researched
in projects related to IoT, wearable devices, and distributed sensor networks, although it has not yet undergone formal
standardization.

Grain-128a [19] is a stream cipher with built-in message authentication (MAC), developed as part of the eSSTREAM
project. It offers high processing speed, minimal latency, and reasonable hardware implementation (~3,000 GE), making
it suitable for continuous data stream protection, such as in sensor networks, radio modules, or telemetry channels. Grain-
128a supports a 128-bit key and features an internal shift register that generates a pseudorandom sequence, thereby
complicating cryptanalysis and enhancing resistance to keystream recovery attacks.

Trivium [20] is LWC stream cipher designed for easy hardware implementation with minimal memory usage. A
finalist in the eSSTREAM competition, it remains popular in devices with limited computational capabilities. Trivium uses
an 80-bit key and an 80-bit initialization vector (IV), generating a nonlinear output sequence through three shift registers.
Thanks to its simple structure, Trivium is easily implemented on FPGA, ASIC, and microcontrollers used in IoT and real-
time systems. However, its relatively short key length is considered insufficient for long-term security, which limits its
application in the face of modern threats.

Simon [21] is a block cipher developed by the U.S. National Security Agency (NSA) as LWC alternative to AES.
The algorithm supports variable block sizes (32—128 bits) and key lengths (64—256 bits) and uses a simple Feistel network
structure, enabling efficient hardware implementation. However, Simon has faced significant criticism from the academic
community due to suspected backdoors and lack of design transparency. As a result, it has not been standardized by
international organizations and is not recommended for use in security-critical systems.

Speck [22] is another LWC block cipher from the NSA, optimized for software implementation in low-resource
environments. It relies on simple bitwise operations (addition, shift, XOR) and achieves high performance even on low-
power processors. Like Simon, it offers flexible block and key size configurations. However, due to its opaque
development process and potential vulnerabilities, Speck has also not been approved by NIST or ISO, and its use is
currently discouraged.

CLEFIA [23] is a block cipher developed by Sony in 2007 as an efficient solution for both hardware and software
protection in resource-constrained devices. Its name is derived from the French word clef, meaning “key”. It uses a Feistel-
type structure with a 128-bit data block and supports variable key lengths (128, 192, or 256 bits), allowing the security
level to be scaled according to system requirements. In addition to high performance, CLEFIA features innovative design
elements, including a dual Feistel network and an efficient key schedule, which provide strong resistance to known attacks
(differential, linear, and algebraic cryptanalysis). It has been standardized under ISO/IEC 29192-2 as a recommended
LWC block cipher and remains one of the most balanced options in terms of security and performance for constrained
systems.

A comparative analysis of the discussed algorithms in the context of UAV, RFID, and IoT-based applications is
presented in Table 1, based on the following criteria: Type (T), Block/Key Length (B/K), Hardware Complexity (HC),
Performance (P), Security, Quantum Security (QS), Standardization (St), and Application Area (A).

Table 1. Comparison of modern cryptographic algorithms by various criteria

Ne Cipher T B/K HC P S Qs St A

1 Ascon LWC 128/128 + + + - NIST LWC IoT, UAV
2 PRESENT LWC 64/80, 128 + +/- +/- - ISO/IEC RFID

3 GIFT LWC 64/128 + + + - - ToT

4 Grain-128a LWC -/128 + +/- +/- - eSTREAM IoT, UAV
5 Trivium LWC -/80 + + +/- - eSTREAM IoT

6 Simon LWC 32-128/64-256 + + - - - IoT

7 Speck LWC 32-128/64-256 + + - - - IoT

8 CLEFIA LWC 128/128-256 + + + - ISO/IEC Mobile, IoT, RFID
9 AES SKC 128/128-256 + + + +/- FIPS 197 VPN, Wi-Fi
10 RSA PKC 1024-4096+ - - + - PKCS / X.509 PKI

11 Kyber PQC 80-1536 +/- +/- + + NIST PQC CIp

The algorithms highlighted in grey in Table 1 are the most optimal for use in resource-constrained systems — this is
the key conclusion of the multi-criteria analysis. However, the GIFT algorithm is not yet standardized, whereas Ascon is
both standardized and the most extensively studied LWC algorithm. At the same time, CLEFIA represents an optimal
compromise between security and performance, supporting longer key lengths compared to Ascon, which gives it greater
flexibility and adaptability. Its effectiveness has been demonstrated in practical applications across various fields,
including aviation, smart vehicles, and Industry 4.0 systems [24-26].
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3. Problem Statement

The CLEFIA algorithm [23], despite its efficiency and standardization (ISO/IEC 29192-2), requires further research
and improvement for several key reasons:

«  Architecture complexity — CLEFIA's structure is more complex than most other LWC block ciphers, which
complicates analysis, optimization, and formal verification of its resistance to modern attacks (including
differential, algebraic, side-channel, and fault-injection attacks). Unlike newer competitors such as Ascon or
GIFT, CLEFIA was developed before the surge in side-channel attacks, and its defenses against SCA, DPA, and
CPA require reconsideration and improvement — especially in the context of IoT and embedded systems.

«  Hardware efficiency gap — Although CLEFIA has a relatively modest hardware footprint (~3,500 GE), there
are other algorithms with even smaller footprints and better performance, particularly for ultra-low-power
applications. This highlights the need to optimize CLEFIA for modern platforms (e.g., FPGA, ASIC, RISC-V),
particularly in multi-core systems or power-constrained environments such as UAVs and RFID.

. Limited adoption — CLEFIA has seen limited real-world deployment, which restricts the amount of
independent cryptanalysis and integration into contemporary security protocols. Unlike AES or Ascon, CLEFIA
is still not part of mainstream cryptographic libraries (e.g., OpenSSL, libsodium), and thus lacks broad validation
in open information and communication systems.

In summary, while CLEFIA has strong potential as a secure and well-balanced lightweight cipher, it requires further
analysis, adaptation to modern security requirements, and optimization for implementation in the context of embedded,
autonomous, and post-quantum systems. Therefore, the goal of this study is to improve the CLEFIA algorithm by
increasing the speed of cryptographic transformations while maintaining an adequate level of cryptographic strength.

4. Algorithm CELFIA Analysis

4.1. Encryption

The cipher is based on a generalized Feistel structure, where a 128-bit data block is divided into four 32-bit sub-
blocks (denoted as Py, Py, P,, P;. These sub-blocks undergo 18, 22, or 26 rounds of transformation, depending on the key
length. The key length can be 128, 192, or 256 bits. The encryption procedure's structure is illustrated in Figure 1.

Description of the Encryption Procedure:

«  Before the first round, partial input whitening is performed — subkey WK, is XOR with block P;, and subkey
+ Iniround (i = 1,r) performing the next step:

o Block P, is passed through function Fy: Py = Fy (Py);

o Block Pj is passed through block P, by operation XOR: P, = P; XOR P;;
o Block P, is passed through function F;: P, = F;(P,);

»  Block Py’ is XOR with block Ps. P; = Py XOR Ps;

« At the end of each round (except the last), the blocks are rotated as follows: P, to P, P; to Py, P, to P;, P; to
Py: (Py, Py, Py, P3) = (Py, Py, P3, Py).

. After the final round, output whitening is performed, similar to the initial step, using subkeys WK, and WKj:
Pl = P1XORWK2, P3 = P3XOR WK3.

4.2. Function Fy and F;

The round function of CLEFIA is based on two distinct functions — Fy and F4.Functions Fy and F; follow an SP
structure (Substitution—Permutation network).

The advantage of the SP structure is that data processing consists of substitutions and permutations, which are key-
dependent. Repeated use of these transformations ensures two essential properties of a secure cipher: diffusion and
confusion.

A distinctive feature of CLEFIA’s new design approach is that its F-functions utilize the dual substitution-
multiplexing (DSM) mechanism, which involves using different diffusion matrices and two separate S-boxes to provide
stronger immunity against specific classes of attacks. As a result, the required number of rounds can be reduced.
Furthermore, the two S-boxes are based on different algebraic structures, which are expected to enhance the algorithm's
algebraic resistance.

The F, function processes a 32-bit input block by performing the following steps (see Figure 2):
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Fig.2. Function Fyof the CLEFIA algorithm

« A 32-bit subkey RK; is applied to the block using the XOR: P = PXOR RK;

«  The block is then divided into four 8-bit fragments.

«  These fragments are passed through two 8x8 bit S, and S;. The input/output values for each S-box are provided
in [27]. All values in the S-boxes are expressed in hexadecimal format. For an 8-bit S-box input, the upper 4
bits specify the row, and the lower 4 bits specify the column. The input/output values for each S-block are shown
in [27].

«  The substitution result is multiplied by a fixed matrix M. This multiplication is performed in the finite field
GF (28) where the defining polynomial is: z8 + z4 + z3 + 1.

The matrix M, is defined in Table 2 (values are given in hexadecimal).
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Table 2. The hexadecimal presentation of the matrix M, in the context of realisation F,

0x01 0x02 0x04 0x06
0x02 0x01 0x06 0x04
0x04 0x06 0x01 0x02
0x06 0x04 0x02 0x01

The F; function processes a 32-bit input block by performing the following steps (Figure 3):
e I
RK;

8
%
3 M, 3%

Fig.3. Function F,; of the CLEFIA algorithm

« A 32-bit subkey RK; is applied to the block using the XOR operation: P = P XOR RKj;

«  The block is then divided into four 8-bit fragments.

«  These fragments are passed through two 8%8 bit substitution boxes S, and S;. The input/output values for each
S-box are provided in [27]. All values in the tables are expressed in hexadecimal format. For an 8-bit S-box
input, the upper 4 bits determine the row, and the lower 4 bits determine the column.

«  The result of the substitution is multiplied by a fixed M;. This multiplication is performed in the finite field
GF (2%) defined by the polynomial: z8 + z4 + z3 + 1

The matrix M, is defined in Table 3 (values are given in hexadecimal format).

Table 3. The hexadecimal presentation of the matrix M; in the context of realisation F

0x01 0x08 0x02 0x0a
0x08 0x01 0x0a 0x02
0x02 0x0a 0x01 0x08
0x0a 0x02 0x08 0x01

4.3. Secret Key Expansion Procedure

The CLEFIA algorithm supports 128-, 192-, and 256-bit secret keys. Based on the input secret key, this procedure
generates both the whitening keys WK; (0 < i < 4) and the round keys RK; (0 < j < 2r). the key expansion structure
follows the same design as the data processing part of the algorithm, meaning it also uses a generalized Feistel structure.

4.4. Advantages and Disadvantages of CLEFIA

Based on security evaluations, the full-round version of CLEFIA is considered a secure block cipher against all
known types of attacks. Various attacks have been studied in relation to CLEFIA, including linear and differential
cryptanalysis, impossible differential attacks, and the square attack. Among these, the impossible differential attack has
proven to be the most effective.

Table 4 presents data on CLEFIA’s resistance to specific types of attacks.

Table 4. CLEFIA’s resistance to specific attacks

Attack Rounds Data Vol, B Time, s Essence of the Attack
Integral attack on CLEFIA 128/192/256 12 2113 21167
113 1805 The goal is to predict byte sum values after
Integral attack on CLEFIA 192/256 13 2 2159 . .

a certain number of encryption rounds
Integral attack on CLEFIA 256 14 2113 22445
Impossible differential attack on CLEFIA 128 12 21189 2119

Impossible differential attack on CLEFIA 192 13 21198 2147 An a““ﬁ;ﬁiﬁﬁi"&f%;iﬁi? 9-round
Impossible differential attack on CLEFIA 256 14 21203 2211

Based on the reviewed scientific literature [23-28], the following advantages and disadvantages of the CLEFIA
algorithm can be identified. Advantages of CLEFIA include: 1) High level of security — full-round CLEFIA is resistant
to all known attacks; 2) Low memory requirements; 3) Efficient hardware implementation in resource-constrained

52 Volume 17 (2025), Issue 6



CLEFIA-based Lightweight Encryption for Resource-Constrained Systems: Design, Algorithms and Security Analysis

environments; 4) Encryption and decryption processes are practically identical. Disadvantage of CLEFIA: in software
implementations, encryption speed is lower compared to modern lightweight algorithms.

Considering all the aforementioned advantages of the CLEFIA algorithm, as summarized in Table 1 and Table 4,
this LWC algorithm has been selected as the baseline for developing a method that ensures confidentiality, integrity, and
authenticity in resource-constrained environments.

5. Improved Methods of LWC Algorithms Construction

5.1. Method Description

Since this method is derived from the original CLEFIA cipher [23], it preserves its core structural principles.
Nevertheless, several substantial and conceptually significant modifications were introduced, including the following (all
modification will be clarified in the next subsections of Section 5):

«  Support for increased input data block length;

«  Full initial and final whitening of the data block (not partial);

«  Use of dynamically changing substitution tables in the F, and F; functions;
«  Modified linear diffusion operation;

«  Reworked secret key expansion procedure;

«  Reduced number of encryption rounds;

. Introduction of additional operations in each round.

Round 0 —

r Rounds

-o

A. 4’8")
! RKe(-1) RKer

b4

RKe(r+1)  RKs(r+2)

Bi

RKe(r+3) RKe6(r+4)

Y. RKe(+2) RKs(r+1)

T

+ WKa

A 4

b 4

WKe + )«— WKy

A 4

Co C1

C3 |

Fig.4. Encryption structure of the improved cryptographic algorithm (all parameters were clarified in Section 5.2)

5.2. Encryption

The method is based on a generalized Feistel structure, where a 128n-bit data block (n = 1) is divided into four 32n-
bit sub-blocks (denoted as Py, P, P,, P3). The key length can vary as k = 1281, k = 2561, k = 5121 bits. Depending
on the key length, the number of transformation rounds is defined as: (r = max (13, 1’(—6)).

The structural diagram of the method is shown in Figure 4.
Encryption Procedure Description:
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«  Before the first round, full input whitening is applied: subkey WK, is added to block P,, using the «+» operation,
subkey WK, is XORed with block P;, subkey WK, is added to block P, using the «+» operation, subkey W K5
is XORed with block P;: Py = Py + WKy; P, = P, XOR WK;; P, = P, + WK,; P; = P; XOR WKj.

. In the i-th round (i=17) the following operations are performed:

o Temporary value A,is XORed with block Py: P, = Py XOR 4,;

o Block P, is passed through the function Fy: Py = Fy (Py);

o  Theresult Py is XORed with block P;: P, = Py XORP;;

o Block P; is passed through the function F, to produce the variable B;: B; = F;, (P;);

o Variable B, is XORed with block P,: p, = p, XOR B_;

o Block P, is passed through the function F;: P, = F; (ﬂ’z) ;

o The result Py’ is XORed with block P3: P, = P, XOR P;;

o Block P is passed through the function F; to obtain the variable Aj: A, = F, (P3);

o  Atthe end of each round (except the last), the blocks are rotated as follows: P, to P;, P; to Py, P, to Py, P
to Py: (Po, Py, Py, P3) = (Py, Py, P3, Py).

«  After the final round, output whitening is performed similar to the initial whitening step, using subkeys
WK4,WK5,WK5 and WK7:P0 = PO +WK4; Pl = Pl XOR WKs, PZ = Pz +WK6, P3 = P3 XOR WK7

5.3. Functions Fy and Fy

The round function in the proposed method is based on two distinct functions: Fy and F;. Both follow an SP-
structure. These functions use dynamically changing substitution tables to provide stronger resistance against specific
classes of attacks and to reduce the total number of rounds. Additionally, the S-boxes are built on different algebraic
structures, which are expected to increase algebraic robustness.

Function F processes a 32n-bit input block through the following steps (see Figure 5):

R«

I

{808 -
RKj+l
RK; m m
| X
32n 32n
RKj+1 Mo
m m
—
RKj+1
m m
W )

Fig.5. Scheme of function F; realisation

« A 32n-bit round key RK; is applied using the XOR operation: P = PXOR RK;;

«  The block is divided into fragments of length m(m = 8w, w € N). The number of fragments is calculated as:
32n

m )

. Each fragment passes through a set of substitution tables: S, S;, S, Ta S3. The choice of S-box depends on the
value of the 32n-bit round key RK;.

«  The substitution result is multiplied by matrix M. The multiplication is carried out in the finite field GF (2).

Function F; processes a 32n-bit input block using the same steps as described above, but with different keys and
using matrix M;. instead of M,. The multiplication is performed in the finite field GF (2).

6. Experiments

6.1. Speed Analysis

The main objective was to investigate the performance characteristics of the Improved LWC method based on the
CLEFIA and compare it with the original CLEFIA. For the experimental study, various hardware platforms (workstations,
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WS) were used (WS1: Intel Pentium 4 (2.8 GHz, single-core) with 512 MB DDR of RAM, WS2: Intel Pentium 4 HT (3.0
GHz, single-core / HT) with 1 GB DDR2 of RAM, WS3: Intel Core 2 Duo E7400 / E8400 (dual-core, 2.4-3.0 GHz) with
2 GB DDR3 of RAM, and WS4: Intel Celeron N5100 (quad-core) with 4 GB DDR4 of RAM).

Object of study: The process of cryptographic transformation of information.

Input data: File to be encrypted, encryption key.

Output data: Encryption/decryption speed of the file.

The experiment is conducted using C++ developed software implementations of original CLEFIA and the improved
CLEFIA. The results are recorded in Table 5, which will be presented in the next section.

6.2. Security Analysis

The main ojectives was to investigate the statistical cryptographic strength characteristics of the Improved LWC
method based on the CLEFIA algorithm. Two steps include evaluating the statistical characteristics of the cryptographic
strength of the improved CLEFIA algorithm using the NIST STS, as well as assessing the statistical properties of the key
expansion method of the improved CLEFIA algorithm using the NIST STS technique.

Object of study: The process of information cryptographic protection.

Input data: Encrypted file (12 MB); Length of the tested sequence; Number of tested sequences; File containing the
sequence of generated round keys

Output data: Pass rates for 189 tests.

The experiment is conducted using the console version of the NIST STS application.

v = 4*KolKey;
RozwKey[0] = key;
Pw, Qw, key
S[0]=Pw;
A= S[i] =Right((S[i1+A +
(CrBA)), 4);
B = Left( ( RozwKey[i] + A +
B),(A+B));
C =RozwKeyl[i] =
|| Left(A3)+Right(B,3)+Left(C,
3);
i=(i+1)%KolKey;
—  S[i]=S[i-1]+Qw;

End;

Fig.6. Block diagram of the round key generation algorithm KeyGen

6.3. Algorithm and Software Tools

The input data for the software implementation of the improved CLEFIA cryptographic algorithm consists of a file
to be encrypted or decrypted, along with a 16-character (128-bit) key. The core of the program consists of three main
functions: KeyGen(kq) — for generating round keys; Encryption(FileEncl, FileDecl) — for encryption;
Decryption(FileDec2, FileEnc2) — for decryption
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Round Keys Formation

To generate the round subkeys from the original base key, a key expansion procedure is used. The improved CLEFIA
cryptographic algorithm requires 50 subkeys, each 32 bits long. The first and last 4 keys are used for whitening operations.
Another 14 keys are used to select S-boxes in each round. The remaining 28 subkeys participate in cyclic transformations.

Initially, two pseudorandom constants are generated. These are used to form an array of 50 elements. Based on this
array, round keys are generated using chaining mode with the previous values and several other operations. The block
diagram of the round key generation algorithm from the base key is shown in Figure 6.

Encryption

The encryption algorithm is an iterative (cyclic) procedure consisting of initial and final whitening, as well as cyclic
data transformation. The block diagram of the algorithm is shown in Figure 7.

The input parameters for the Encryption function are the names of two files — one for the plaintext and one for the
ciphertext. Data is read in 32-bit blocks and immediately split into four parts (A, B, C, D) of 1 byte each. Before the first
round, whitening is performed using a set of expanded keys. The block diagram of the whitening function is shown in
Figure 8.

Begin
h J
Subkey generation function
KeyGen; from the master key
A 4
Operation of opening the
fopen( ); . 3 .
plaintext file for reading
A 4
Whitening: Whitening function for texts
and subkeys
h 4
i=0;
> i =<Count;
|++
h J
Round transformation
RoundEnc, function for text encryption
k4
GCiphertext writin,
fwrite( ); €
operation
h 4
Whitening function of text
Whitening;
and round keys
h 4
End

Fig.7. Block diagram of the application algorithm in encryption mode (for the proposed crypto algorithm)

In each round, block A and block B are simply shifted to the right by 64 bits. The remaining blocks require a more
detailed description:

. Additional round keys are used to select 2 S-boxes based on a certain scheme.

. Block A and block B pass through the selected substitution tables.

. The outputs of both S-boxes are combined into a single 64-bit sequence, forming a vector of eight characters.

« A fixed extended matrix M of size 8§x8 is multiplied by the formed vector. Calculations are carried out in Galois
Field GF(2)® using an irreducible polynomial: x® + x® + x> + x3 + 1.

«  The output sequence is then split again into two 32-bit blocks and added modulo 2 to the corresponding round
keys.

«  The first sequence is added modulo 2 to block C and then cyclically shifted 1 bit to the right. This forms the
sequence for the next round of block A.
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«  The other 32 bits are added modulo 2 to block D (which is cyclically shifted 1 bit to the left), forming the
sequence for the next round of block B.

The block diagram of the text round transformation function is shown in Figure 9.

NotLast==true

Yes Nf
t1 =1 * Key[O]; t1 =11 * Key[4];
t2 =12 * Key[1]; t2 =12 * Key[5];
t3 =13 A Key[2]; t3 = t3 * Key[6];
t4 = t4 * Key[3]; t4 = t4 * Key[7];

End

Fig.8. Block diagram of the Whitening function during encryption (for the proposed crypto algorithm)

NumBox1 = ((a1*a2)-a3
*(a4-1))%(KolRound);
NumBox2 = ((b1*b4) (b
2*b3))%(KolRound);

v

X=0;
X<8;
X++

v

y[x] = SBox[NumBox1]
[Poly4it4Bit(t1,28-4*x)]
[Poly4it4Bit(t1,24-4*x)];

th = t4>>1;

t4 = 47 (t+Key[3*NR+9])
& OXFFFFFFFF);

13 = 137 t +Key[3*NR+8])
& OXFFFFFFFF);

13 = t3>>1;

NomerRoundat
=KolRound-1

v = v+ MDS[t] " y[t];

Yes
A 4

t=t1; t1=t3;
No t3=1; t= t2;
t2=14; t4=1t;

End

Fig.9. Block diagram of the RoundEnc function algorithm (for the proposed crypto algorithm)
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Decryption

Given that the encryption algorithm is partially based on elements of a Feistel network, it also has the characteristic
that the same sequence of operations is used for both encryption and decryption. Therefore, the decryption process is
identical to the encryption process. The only exception is the direction of the cyclic shifts, which are reversed.

7. Results and Discussion

7.1. Performance Analysis: Quantitative Parameters and Comparison

To confirm that the stated objective was achieved, a comparative speed test was conducted between the software
implementations of the CLEFIA cryptographic algorithm and the Improved LWC method based on the CLEFIA algorithm.
The testing was conducted on four workstations with varying specifications (WS1-WS4). The results of the encryption
and decryption speed trials are presented in Table 5.

Table 5. Results of speed testing

Size of file, Time of performance for the CLEFIA, s Time of performance for the Improved LWC, s
MB WS1 WS 2 WS 3 WS 4 WS1 WS 2 WS 3 WS 4
1 3,466 4,341 1,062 0,862 0,692 0,764 0,238 0,195
10 31,423 41,633 11,134 7,377 6,73 7,254 2,302 1,854
100 296, 98 399,211 102,46 63,946 65,962 83,461 22,662 18,410
1000 2703,4 3801, 64 1204,368 578,362 601,439 737,45 244,174 167,843

The average speed of the CLEFIA algorithm was 0.77 MB/s, while the speed of the Improved LWC method based
on CLEFIA reached 3.18 MB/s. Thus, the developed cryptographic algorithm outperformed the original prototype by a
factor of 4.12 in terms of data encryption speed.

7.2. Security Analysis: Statistical Testing

Most modern analytical attacks, primarily linear and differential cryptanalysis, are statistical in nature. During
cryptanalysis, a large number of encryption operations are performed, and based on the ciphertexts, possible round key
variants are generated. When analysing a sufficiently large sample of ciphertexts produced using the same key, the correct
value of certain key bits occurs more frequently than other options.

Clearly, the probability of finding the correct pair that yields a specific key value depends on the statistical properties
of the cipher. To increase the complexity of cryptanalysis, the properties of the ciphertext should closely resemble those
of a random sequence. Therefore, a necessary (though not sufficient) condition for a cipher's resistance to analytical
attacks is ensuring good statistical characteristics of the output sequence (ciphertexts).

To verify the statistical characteristics of the Improved LWC method based on the CLEFIA algorithm, tests were
conducted in accordance with the NIST SP 800-22 methodology. The software implementation of the algorithm in cipher
block chaining (CBC) mode was subjected to statistical testing using the NIST STS technique.

The following parameters were selected for testing:

. Length of the tested sequence — n=10° bit;
«  Number of tested sequences — m=100;
«  Significance level 0=0.01.

Thus, the total volume of the tested sample was N = 100 x 10° bits; The number of tests ¢ for different lengths was
q = 189. Therefore, the statistical profile of the generator includes 18,900 probability values P.

In the ideal case, with the given parameters, only one sequence out of one hundred should be rejected during testing
—that is, the passing rate for each test should be 99%. However, such a restriction is considered too strict, so the confidence
interval rule based on the value 1 is applied instead. In this case, the lower bound is 7ui» = 0.96015. Using this threshold,
the results of the testing were analysed for both the encryption algorithm and the key expansion algorithm. The test results
based on the ciphertext are shown in Table 6.

Table 6. Results of NIST test pass rates for ciphertexts of the two ciphers

Generator / Number of tests in which more Number of tests in which more Nul.nber of tests in Nul.nber of tests in
Cipher than 99% of sequences passed than 96% of sequences passed which the value of which the value of
P<0,001 P<0,01
CLEFIA 134 (71%) 189 (100%) 132 (70%) 189 (100%)
ImLp;%ed 146 (77.2%) 189 (100%) 140 (74%) 189 (100%)
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The diagram of the distribution of coefficients (statistical profile) of ciphertext test passing depending on the test
number is shown in Figure 10.

07— 4—%¢—0¢ — —

123 187 188 189

Fig.10. Statistical profile of the Improved LWC method based on CLEFIA passing NIST STS tests

The obtained p-values for all NIST STS tests lie in the range 0.97-1.00, significantly exceeding the standard
significance threshold of 0.01. This indicates (Figure 1) that the output sequence demonstrates no statistically detectable
deviations from randomness, and therefore passes the entire NIST STS. The concentration of p-values near the upper
boundary of the interval is consistent with the behavior of high-entropy cryptographic primitives.

The results of the test with round keys are presented in Table 7.

Table 7. NIST test results for round keys of two ciphers

Generator / Number of tests in which more Number of tests in which more Nu{nber of tests in Nufnber of tests in
Cipher than 99% of sequences passed than 96% of sequences passed which the value of which the value of
p o ol seq P o olseq P P<0,001 P<0,01
CLEFIA 130 (68,7%) 189 (100%) 122 (64,5%) 189 (100%)
Imﬁ’\r%ed 141 (74%) 189 (100%) 136 (72%) 189 (100%)

The distribution diagram of the pass rate coefficients of the round keys depending on the test number is shown in
Figure 11.
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Fig.11. Statistical portrait of the pass rate of the keys of the Improved LWC method based on CLEFIA in NIST STS tests

The second dataset (Figure 11) also passes the entire NIST STS, with all p-values lying in the range 0.96-1.00,
significantly exceeding the threshold of 0.01. The distribution of p-values demonstrates a slightly wider spread compared
to the first dataset, which corresponds to natural statistical variability and indicates no detectable deviation from
randomness. Thus, the analysed sequence can be considered statistically random according to NIST STS criteria.

7.3. Security Analysis: Linear and Differential Characteristics Study

The experiment aims, on the one hand, to use the results of analysing reduced versions of large ciphers to estimate
the expected indicators of their full-scale resistance, and on the other hand, to determine the cipher's resistance to
differential and linear cryptanalysis. The latter is based on the fact that all such ciphers, after a certain number of rounds
— regardless of the specific S-boxes used — begin to exhibit the properties of a random permutation. This holds true in
terms of combinatorial metrics, the distribution laws of transitions in XOR difference tables, and the distribution patterns
in the linear approximation tables. In essence, their behaviour approximates that of a truly random substitution. The
security assessment of the developed block cipher was carried out by estimating its expected resistance indicators to
differential and linear cryptanalysis of full-scale ciphers, based on the analysis results of their reduced versions.

The calculated ratios for determining the values of full differentials and the maximum values of linear approximation
biases were obtained by applying formulas (1) and (2), which are valid for random substitutions, to ciphers considered as
random permutations.
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#xEGF(2)M f()Df (xDAX)=Ay}
271.

DPf(Ax — Ay) = (D

#{XEGF (2)™|(xxI0)= f(x)*Ty}

LPf(I'x - Ty) = ( = 1)? 2

where AxiAy are the input and output differences; I'xi['y — are the input and output masks; x * I'x — denotes the scalar
product of x and I'x; f(x) * ['y— is the result of the scalar product of f(x) and I'y.

The maximum values of differential and linear probabilities for the key-dependent function f are defined by the
following formulas (3) and (4):

f = f
DBy s Axn;%,)éy DP/ (Ax — Ay) 3)

f = f
LPnay = max LP (Fx - Ty). 4

The average differential probability (ADP) of the function.f[k](x):

ADPT = ave DP/Il(Ax — Ay). 5)

The average linear hull probability (ALHP) of the function.f[k](x):

ALHPT = ave LPIFI(Tx - Ty). (6)

The average (over a set of 2" keys) value of the maximum differential probabilities (AMDP) of the key-dependent
function f[k](x):
AMDP! = ave DRI (Ax — &y) = 3 T7L, DRI, (7)

max

The average (over a set of 2# keys) value of the maximum differential probabilities (4MLHP) of the key-dependent
function f[k](x):
AMLHP = ae LPAI(Tx - Ty) = 322, 1A]l] ®)

max

Root means square value of the maximum differential probabilities (g (DP)) of the key-dependent function f[k](x):

o(DP) = \[% Y™ (AMDP;, — AMDP)? 9)

where AMDP; is the i-th value of the maximum differential probabilities; AMDP is the arithmetic mean of the AMDP P
sample; / is the number of rounds.
Root mean square value of the max linear probabilities (o(LP)) of linear hulls for the key-dependent function

fIK](x):

o(LP) = \/% Y (AMLHP; — AMLHP)? (10)

where AMLHP; is the i-th value of the maximum differential probabilities; AMLHP is the arithmetic mean of the AMLHP
sample; / is the number of rounds

During the experiments, encryption of 16-bit data blocks was performed using 10 randomly selected keys on mini-
versions of the ciphers.

The mini-version of the developed algorithm differs from the original in the following features:

«  The input block size is 16 bits;

. Each sub-block (A, B, C, D) is 4 bits;

«  Sub-block A is cyclically shifted by 2 bits, instead of 16;

. After concatenating vectors A and B, a table substitution (S-box) of size 4x4 bits is applied;

«  Multiplication with the maximum distance separable (MDS) matrix D is done over a field of 4x4 bits;
«  The size of the input key is 16 bits;

«  The size of the expanded round keys is also 16 bits.
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The obtained results were averaged over this number of keys and are presented in Table 8 and Table 9.
Table 8 presents the absolute values of the maximum full differentials (AMDP) for the Improved LWC cipher, along
with the root mean square deviations a(DP).

Table 8. Per-round values of max full differentials during encryption of 16-bit blocks using the mini-version of the developed crypto algorithm

Number of Rounds (r) Max full differentials Root Mean Square Deviation
1 65536 0
2 3352,23 +630,312
3 19,0333 +1,536
4 19,0333 +0,99777
5 18,8333 +1,23104
6 19,1332 +0,99106
7 19,2333 +1,0935
8 19,1332 +1,531395
9 19,0333 +1,23654
10 19,3333 +1,2995
11 19.4 +1, 575222
12 18,8333 +0,991072
13 18,8333 +0,991072
14 18.9332 +1,123546

Table 9 presents the absolute values of the maximum linear hull biases (AMLHP) for the Improved LWC cipher,
along with the root mean square deviations o(LP).

Table 9. Per-round values of maximum linear hull biases during encryption of 16-bit blocks using the mini-version of the developed crypto algorithm

Number of Rounds (r) Maximum Value of Linear Hull Bias Root Mean Square Deviation

1 0 0

2 8282.27 +557.454
3 818.267 +25.8819
4 815 +28.214
5 818.5 +18.535
6 815.967 +21.18
7 831.1 +33.1887
8 823.143 +23.5722
9 825.9 +33.5741
10 827.2 +25.2885
11 815.6 +22.3138
12 819 +27.1125
13 822.5 +23.7715
14 821.2 +22.553

The presented results indicate that the Improved LWC method based on CLEFIA, in terms of its differential and
linear characteristics, begins to exhibit the properties of random permutations starting from the third round.

8. Conclusions

The analysis of LWC algorithms was conducted in the context of their application in resource-constrained systems,
using the following criteria: Type, Block/Key Length, Hardware Complexity, Performance, Security, Quantum Security,
Standardization, and Application Area. The analysis identified CLEFIA as an optimal compromise between security and
performance. Unlike Ascon, CLEFIA supports longer keys, providing greater flexibility and adaptability, and its
effectiveness has been validated in various practical domains. However, despite international standard ISO/IEC 29192-2,
CLEFIA still has certain drawbacks — namely, a complex architecture, moderate hardware complexity, and a lack of
widespread adoption — indicating the need for further research and refinement.

An Improved LWC method based on CLEFIA was developed, aiming to enhance encryption speed while
maintaining sufficient cryptographic strength. The key differences between the improved version and the original
algorithm include: support for increased input block sizes; full initial and final whitening of the data block (not partial);
use of dynamically changing substitution tables in the round functions F, and F; a modified linear diffusion operation; a
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redesigned key expansion procedure, a reduced number of rounds; additional operations introduced in each round.

Performance evaluations showed that the Improved LWC method based on CLEFIA achieved, on average, 4.12
times higher encryption speed compared to the original. Security analysis focused on two key aspects. Based on the results,
the software implementation of the Improved CLEFIA in counter mode, as well as the base key expansion method,
successfully passed comprehensive testing using the NIST STS technique.

The statistical evaluation of the generated sequences using the NIST STS demonstrated consistently high p-values
across all tests, with all results significantly exceeding the 0.01 significance threshold. Both analyzed datasets exhibited
p-values within the ranges 0.97-1.00 and 0.96-1.00, indicating complete compliance with the criteria of statistical
randomness. The slightly wider distribution of p-values in the second dataset reflects natural statistical variability and
does not reveal any deviations from expected random behavior. Thus, both sequences can be confidently classified as
statistically random according to NIST STS, confirming the robustness of the proposed method’s output.

An experimental evaluation of the cipher’s resistance to linear and differential cryptanalysis, conducted using a
reduced-round mini-version, demonstrated a marked strengthening of its security profile. Notably, the enhanced
construction begins to exhibit statistically indistinguishable random substitution behavior from as early as the third round,
indicating the rapid diffusion and nonlinearity growth essential for thwarting classical analytical attacks. This early
emergence of randomness-like properties underscores the effectiveness of the introduced modifications and provides
strong evidence of improved cryptographic robustness.

Future research should focus on reducing hardware complexity, developing efficient FPGA/ASIC implementations,
assessing side-channel resistance, and exploring integration with modern secure architectures such as zero-trust,
authenticated LWC schemes, and hybrid post-quantum protocols. The improved CLEFIA-based method holds strong
potential for practical deployment in IoT infrastructures, LMS ecosystems, edge devices, NFC/RFID systems, and access-
control mechanisms, enabling high-performance, low-latency protection of confidentiality, integrity, and authenticity in
contemporary resource-constrained platforms.
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