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Abstract: This article presents a method for detecting disinformation in news texts based on a combination of classic 

machine learning algorithms and deep learning models. The proposed approach was tested on the corpus of Ukrainian- 

and English-language news with the "fake/truth" classes marked. Before modelling, detailed data pre-processing was 

performed: deletion of duplicates, cleaning of HTML tags, links and special characters, normalisation of texts, unification 

of labels, class balancing, and tokenisation. A hybrid approach was used for vectorisation: frequency features (TF-IDF) 

were combined with contextual vector representations based on the IBM Granite multilingual model. Logistic regression 

is chosen as a classifier, which allows a balance to be achieved between quality and interpretation of results. Standard 

metrics are used to assess performance, such as Accuracy, Precision, Recall, F1-score, and ROC-AUC. According to the 

results of experiments, the model showed an Accuracy in the range of 0.91–0.93, a Precision of 0.89, a Recall of 0.92, an 

F1-score of 0.90, as well as an ROC-AUC over 0.94. The obtained values demonstrate the balanced ability of the system 

not only to accurately classify news, but also to minimise false positives, which is especially important in the conditions 

of information warfare. Priority is given to Recall's high scores, as the omission of fake messages can have critical 

consequences for information security. Thus, the proposed approach makes a scientific contribution to the field of 
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automated disinformation detection by combining transparent and reproducible data processing with a hybrid text 

representation. The uniqueness of the study lies in the adaptation of NLP and machine learning methods to the Ukrainian-

language information space and the context of modern hybrid warfare, which allows you to effectively identify the sources 

and routes of spreading fake news. 

 

Index Terms: Fake News, Machine Learning, Ukrainian-language Texts, Telegram, TF-IDF, Contextual Embeddings, 

IBM Granite, Logistic Regression, NLP, Disinformation, Text Classification, Information Security. 

 

 

1.  Introduction 

With the beginning of the full-scale invasion of Ukraine in 2022, the information dimension has become strategically 

crucial. It has become one of the main arenas of modern hybrid confrontation. News reports have become not only a 

channel for informing the population, but also a means of influencing public opinion, mobilising public support and 

coordinating actions in crisis conditions. Against the backdrop of intensified hostilities, information counteraction has 

significantly intensified, in particular in the form of disinformation campaigns and the spread of fake news that can 

discredit official sources, destabilise public sentiment and weaken the stability of the state. Disinformation, manipulative 

news, and information stuffing have become key tools of influence that can undermine trust in official sources, spread 

panic, discredit state institutions, and create a distorted picture of reality. This problem is especially relevant in the digital 

environment, where content is distributed at ultra-high speed, and Telegram, as one of the most popular platforms in 

Ukraine, acts as both a source of operational information and a channel for spreading fake messages. 

In response to these challenges, the need for reliable technical solutions for the automatic detection of inaccurate 

information has increased. Systems capable of effectively identifying fake messages play an important role in ensuring 

information security, countering enemy propaganda, and supporting critical thinking in a hybrid war. In the process of 

work, a machine learning model has been developed that automatically classifies news texts related to the war into reliable 

and unreliable. The proposed solution implements a complete cycle of text data processing: from initial normalisation to 

the construction of vector representations, model training, and output of results in a visualised form.  

The basis of the chosen approach is the combination of TF-IDF vectorisation with contextual embedding obtained 

from the IBM Granite multilingual model. Such a hybrid allows you to take into account both the frequency and semantic 

characteristics of the text, which is critical for analysing messages that may contain manipulative or propagandistic 

elements. Logistic regression is used as a classifier – a model that provides a balance between high efficiency for binary 

classification problems and ease of interpretation of results. It allows not only to get accurate predictions, but also to 

analyse the influence of individual tokens on the model's decisions. 

The purpose of this work is to develop a system based on machine learning methods for automatic recognition of 

fake and reliable Ukrainian-language news received from Telegram channels. The proposed solution involves the creation 

of a full-fledged computational pipeline covering the stages of word processing, building vector features, training the 

classification model and further visualisation of the results. 

For practical integration, the model is saved in pickle format, which allows classification to be carried out without 

the need for repeated training. The system integrates with the Telegram API to collect messages from open sources, 

ensures that they are processed in real time, and displays the results using the Gradio interface. This approach allows you 

to quickly detect fake messages and can be used in information environment monitoring systems. 

In this context, the development of tools for automatic detection of disinformation has become an important task, 

both in terms of information security and in the framework of maintaining societal resilience. The goal of this project is 

to create a system for classifying messages from Telegram channels into fake and non-fake. Within the framework of the 

project, a full-fledged pipeline was implemented: from pre-processing of text data to their vectorization using a hybrid 

approach using a hybrid approach in combination of TF-IDF and IBM Granite embedding, training of the classification 

model, namely logistic regression, saving the model in pickle format, and ending with integration with the Telegram API 

and building an interface for interacting with the system. 

The system developed within the framework of this project has practical value in two key areas: 

 

• Accelerated generation of labelled datasets for model training. The system can serve as an effective tool for pre-

labelling large volumes of messages from Telegram channels. It allows you to quickly create initially marked 

datasets for training and validation of machine learning models, in particular those specialising in fake news 

detection, thematic classification, or text sentiment analysis. 

• Automated initial screening of information content. The system is capable of carrying out basic automated 

verification and classification of messages coming from open sources on Telegram. It is handy in tasks of 

operational monitoring of the information space, where it is necessary to quickly identify high-risk content (for 

example, potentially disinformation materials, spam or malicious messages) for further detailed analysis by a 

human expert. 
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Despite significant progress in research on the detection of fake news, most of the existing systems are focused 

mainly on English-language data, which significantly limits their effectiveness in the Ukrainian-language information 

space. Most modern models use either classical frequency methods (TF-IDF, n-gram models), which provide a basic level 

of Accuracy, or exclusively transformer architectures, which require large amounts of data and significant computing 

resources. Against this background, the approach proposed in the paper is distinguished by the fact that it combines the 

interpretation and compactness of classical methods with deep contextual embeddings, achieving a balance between 

efficiency, transparency and practical applicability. 

The purpose of the study is to develop and validate an automated system for classifying news in Ukrainian from 

Telegram channels, dividing them into reliable and fake. The difference from existing solutions is the use of a hybrid 

approach to text vectorisation, adaptation of the model to Ukrainian-language data, and integration into a full-fledged 

software package with real-time capabilities. Within the framework of the work, the key limitations of the proposed 

technology are also considered: dependence on data quality and the need to regularly update the training sample, taking 

into account the emergence of new types of disinformation, as well as the sensitivity of transformer embeddings to long 

texts, which is partially compensated by the segmentation mechanism. 

Given the urgency of the problem, the proposed solution is aimed not only at improving the Accuracy of 

classification, but also at creating a tool suitable for practical use in the conditions of information warfare, where the 

timely detection of fakes is a factor in the information security of the state. 

The proposed approach is marked by a complex novelty, which manifests itself in several aspects. Firstly, for the 

first time, a hybrid vectorisation model of Ukrainian-language texts has been implemented, which combines TF-IDF 

frequency features with contextual embeddings of the IBM Granite multilingual model. This combination allows you to 

simultaneously take into account both statistical patterns in the use of words and their semantic relationships, which is 

critical for identifying hidden manipulative constructions in messages. Secondly, a specialised computing pipeline is 

proposed, covering all stages – from data collection via Telegram API and its pre-processing to classification and 

interactive visualisation of results in real time through the Gradio interface. Thirdly, in the process of training the model, 

an optimised strategy for adjusting the hyperparameters of logistic regression was applied, which provides increased 

resistance to class imbalance and makes it possible to interpret the influence of individual language markers on the 

classifier's decisions. Unlike existing solutions focused mainly on English-language or universal corpora, this system is 

adapted to the Ukrainian-language information space and tested on real data, which makes it unique in the context of 

countering disinformation in the domestic segment of social networks.  

The main contribution of this study is the creation and validation of a comprehensive system for automatic detection 

of disinformation in Ukrainian-language news from Telegram channels, which combines: 

 

• Hybrid approach to text vectorisation – integration of TF-IDF frequency attributes with contextual embeddings 

of the IBM Granite multilingual model, which provides simultaneous accounting of statistical and semantic 

characteristics of messages. 

• Interpreted and effective classifier – the use of logistic regression with optimised hyperparameters, which allows 

you to maintain transparency in decision-making and high sensitivity to the detection of fake news. 

• Full-fledged computing pipeline – from data collection via Telegram API and pre-processing to interactive 

classification and visualisation of results in real-time using Gradio. 

• Adaptation to the Ukrainian-language information space – building and balancing a corpus of Ukrainian-

language data, which previously remained limitedly represented in research on disinformation detection. 

 

Together, these elements provide a practically-oriented solution that differs from existing systems in that it is both 

accurately interpreted and resource-efficient, and adapted to the specifics of the Ukrainian segment of social networks. 

The work is structured as follows. Chapter 2 provides an overview of existing research and approaches to detecting 

disinformation. Chapter 3 describes methods and tools, including a hybrid approach to text vectorisation and the choice 

of a classification model. Chapter 4 is devoted to experimental verification, analysis of the results obtained, and discussion 

of the system's limitations. Chapter 5 formulates conclusions, practical recommendations and prospects for further 

research. 

2.  Related Works 

The task of detecting fake news arose even before the advent of modern machine learning algorithms. In the early 

stages, countering disinformation was carried out mainly manually: a number of fact-checking platforms were created 

(in particular, PolitiFact, Snopes, FullFact), where specialised teams carried out content verification, analysis of sources, 

and comparison of information with reliable data. While these initiatives provided high accuracy and reliability, the 

development of digital communications revealed their limitations in scaling, in particular due to the inability to process 

large amounts of content in real time. As indicated in a comprehensive review of approaches to detecting fake news using 

machine learning, none of the existing fact-checking systems is able to quickly respond to the pace of the spread of false 

information, especially in the context of the dynamics of social networks. It necessitated the creation of automated 

solutions based on a combination of natural language processing, model training algorithms, and deep neural networks 
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capable of efficiently scaling and detecting hidden patterns in text data streams [1]. 

A review of the scientific literature shows that modern methods for identifying fake news can be classified into three 

main areas: content-oriented, contextual, and hybrid approaches. The studies separately address the benefits and 

challenges of each of these categories. More and more attention is paid not only to the analysis of the text of the message 

itself, but also to additional factors such as the source of the publication, the trajectories of distribution on the network, 

and the peculiarities of user interaction with content. 

In modern review works, there is a tendency to abandon the traditional manual engineering of features in favour of 

more complex models, in particular neural network architectures based on transformers. Such models are able to integrate 

both textual and contextual parameters, automatically detecting relevant patterns without the need for manual intervention. 

At the same time, the problem of input data quality and model transparency remains relevant. These aspects are central 

to the works on the practical application or methodological improvement of fake detection systems. 

The first algorithmic approaches to automating the detection process focused exclusively on the text component. The 

analysis focused on the lexical, grammatical, stylistic and structural characteristics of the messages. For vectorisation, 

basic methods of text representation were used, in particular, Bag-of-Words, TF-IDF, as well as more advanced semantic 

models, such as Word2Vec and GloVe, which made it possible to capture the contextual similarity between words [1]. 

A number of empirical studies consider the performance of various machine learning algorithms in the problem of 

classifying fake news. For example, in a paper performed by a Bali-led team in India (LBRCE), SVM, Naive Bayes, 

Logistic Regression, and XGBoost models were tested using TF-IDF to represent text data. The XGBoost model showed 

the highest accuracy, which confirms its effectiveness when working with sparse and high-dimensional features [2]. 

The study, which was presented by Potthast and colleagues at the ACL conference, examined the effect of stylistic 

parameters of the text on the classification of hyperpartisan, satirical and false content. The meta-learning model used in 

the work showed that stylistic features alone do not provide sufficient accuracy in detecting fakes. However, they can be 

helpful for other types of content [3]. 

Another notable contribution belongs to Pérez-Rosas and a team from the University of Michigan, who formed a 

unique dataset of paired news, fake and authentic. Based on linguistic characteristics such as n-gram models, readability 

indices, and punctuation frequency, an SVM classifier was trained. Experiments have shown that these features can act 

as informative indicators of false content [4]. 

Unlike approaches that focus solely on the content of the text, context-oriented models take into account external 

metadata related to the dissemination of information and user interaction with it. In such approaches, analytics goes 

beyond purely linguistic characteristics. It involves data on activity in social networks, in particular, the number of 

subscribers, the frequency of publications, and the level of engagement (comments, likes, reposts). Such indicators make 

it possible to identify anomalous distribution patterns, which may indicate that the message is unreliable. 

A paper by Tacchini et al. (University of California, Santa Cruz) considered the possibility of classifying fake news 

based on the reactions of Facebook users. The authors proved that even a limited amount of behavioural data, such as 

likes and comments, can serve as an effective indicator of the veracity of a post [5]. 

Another example is a study by Yu and colleagues at Penn State University, which developed an architecture based 

on CNN-GRU to track and simulate the ways in which information spreads on Twitter and Weibo. Such a system allows 

you to analyse the pace and structure of the distribution of publications, and thereby detect fake news even before it is 

widely covered [6]. To increase the efficiency of detecting fake news, researchers are increasingly turning to multifactorial 

approaches that combine different types of features, from textual to visual and contextual. Such hybrid representations 

provide a wider range of informative characteristics, allowing the model to analyse both the content and the conditions of 

message dissemination in more depth. It significantly increases the accuracy of classification, reduces the risk of errors, 

and takes into account the interaction between text, image, and behavioural patterns. 

An illustration of the successful application of this approach is the SpotFake model, developed at the National 

Institute of Technology (Hamirpur, India). It combines the BERT language model for word processing with the VGG-19 

convolutional neural network for the analysis of accompanying images. On multimodal datasets, this model showed more 

than 80% accuracy, especially effective in detecting fakes with visual content [7]. Within the framework of this work, 

another form of hybridisation is proposed: a combination of contextual embedding obtained using the Granite multilingual 

model with frequency TF-IDF features. This approach allows you to take into account the semantics of the text and 

maintain the simplicity of interpretation at the same time. In addition, a complete computational pipeline has been 

implemented – from preliminary data analysis and text cleaning to model training, visualisation of results, and analysis 

of essential features. It not only increases the reliability of the classification but also allows for a deeper understanding of 

the structure and nature of disinformation content circulating in connection with the war in Ukraine. Thus, the 

implemented solution combines the advantages of both traditional statistical methods and modern approaches to natural 

language processing, adapted to the Ukrainian-speaking environment. 

Research on misinformation detection in low-resource languages and conflict settings has highlighted specific 

challenges such as scarcity of labelled data, cultural and linguistic diversity, and the rapid evolution of adversarial tactics. 

 

Surveys and overviews. Several surveys synthesise approaches for low-resource misinformation detection. They 

emphasise that classical methods (e.g., TF-IDF with linear classifiers) remain competitive when combined with 

multilingual embeddings, especially in scenarios with limited labelled corpora. Transfer learning and hybrid 

representations are consistently recommended as practical strategies for under-resourced languages [8-9].
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Low-resource corpora and multilingual transfer. A number of works have constructed datasets for Indian languages 

(Hindi, Gujarati, Marathi, Telugu), demonstrating that cross-lingual transfer from high-resource languages significantly 

improves detection performance [10-11]. Similarly, hybrid approaches combining real and synthetic data have been 

explored for Hindi [12]. 

Conflict-related misinformation. In crisis contexts such as Syria or Ukraine, studies report that domain-shift effects 

strongly limit model generalisation: systems trained on one wave of disinformation narratives often underperform on 

newer campaigns, underlining the necessity of continuous retraining and adaptation [13-14]. 

 

Robustness and adversarial evaluation. Recent evaluation campaigns such as CLEF CheckThat! include adversarial or 

robustness tasks (e.g., paraphrase, obfuscation, typos) to measure resilience against evasion tactics. These studies 

underscore the need for adversarial testing and augmentation in practical deployment [15-16]. 

 

Multimodality and explainability. Low-resource and conflict-aware research has also emphasised the role of 

multimodal signals (image–text correlations, metadata provenance) and explainability techniques (attention visualisation, 

feature importance) to improve trust and support human fact-checkers [17-18]. 

Taken together, this literature supports three main principles: (1) hybrid frequency and contextual representations 

are effective in low-resource environments, (2) baseline and robustness evaluation are necessary for fair comparisons, 

and (3) continuous data collection and retraining are crucial to maintain effectiveness against adaptive adversaries. 

Table 1. Detecting fake news in low-resource languages or conflict zones 

# Direction Features Explanation 

1 
Reviews and 

generalisations 

Low-resource overview 

(mono and multilingual 
settings) 

systematises datasets, methods (classical ML, transformers, multilingual 
approaches), and problems of data scarcity, cultural context, and real-world 

deployment. Recommendations include multilingual models and adaptation to 

specific communities of speakers [19] 

Multilingual detection of 
fakes 

offers a practical MFND approach for data-scarce languages; shows that 

properly designed multilingual representations can compensate for the lack of 

labelled corpora [20] 

2 
Arabic language and 

Middle Eastern context 

(including conflicts) 

Overview of Arabic-

language datasets 

29 corpora, problems of small sizes, thematic/genre heterogeneity and lack of 
multimodal examples; emphasis on the need for more complete benchmarks 

[21]. 

Arabic detection on BERT-
like models (AraBERT, 

QaribBERT, etc.) 

systematic comparison of transformers, high Accuracy on existing sets, 

valuable insights on errors (FN/FP) [22]. 

Syrian War 
meta-training and classic ML for automatic detection of fakes around the 
conflict; demonstrates how models are sensitive to narrative evolution and 

domain bias [23] 

3 
South Asia/Indian Low-

Resource Languages 

New Large Hybrid 

Enclosures for Hindi (Real + 
Synthetic Examples) 

The work closes the shortage of open, linguistically annotated sets suitable for 

comparing methods [12]. 

Multilingual Indian Kit 

(GU/HI/MR/TE) to detect 
fakes 

promotes comparative experiments in low-resource languages [24]. 

Hinglish/HI initiatives and 

competitions 
confirm the demand for methods for code mix and regional languages [25]. 

4 
Dravidian languages/ 

multimodality and 

explainability 

Tamil (low-resource) 
multimodal system with 

explanations 

The combination of text and images and "reasoning-based explainability" for 

transparency of decisions is essential for trust in sensitive environments [26]. 

5 
Wartime campaigns and 

resilience assessments 

CLEF CheckThat! 

Laboratory 

multilingual tasks (including Arabic/Bulgarian) that drive benchmarking 

forward; In 2024, a separate task on robustness for "adversarial" examples, 
relevant for enemy attacks and evasion tactics [15, 27-28]. 

Context of Ukraine 

journalistic/analytical reviews describe real examples of information and 

psychological operations (botnets, fake SMS, deepfakes), emphasising the need 
for models that can withstand new tactics [29-34]. 

3.  Methods and Tools 

As part of this work, the task of identifying fake news related to the full-scale war in Ukraine was solved. The 

problem of fake information became especially acute after the start of the active phase of the war in 2022, when the news 

space was filled with materials that can be used as a tool for information influence. An automated classification system 

allows you to quickly detect false reports, which can be critical in wartime, where reliable information is a security issue. 

The problem that has been solved is a binary classification problem in the context of machine learning. Each text 

message must be assigned to one of two classes: fake or authentic. Accordingly, the target variable (label) is categorical 

with two classes. The input is text news messages collected from open sources that have been manually labelled. The 

volume of the dataset allows you to use classical approaches to text processing and the construction of interpreted models. 

We will describe the study with an emphasis on the mathematical formulation of the model, using the standard 

apparatus for text classification problems. 
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Mathematical description of the study 

• Problem statement. Let's have a corpus of texts 𝐷 = {(𝑥𝑖 , 𝑦𝑖)}𝑖=1
𝑁 , where 𝑥𝑖 is the text of the news, and 𝑦𝑖 ∈

{0,1} is the binary label (0 is reliable, 1 is fake news). The task of classification is to construct a function 𝑓: 𝑋 →
{0,1}, which for an arbitrary 𝑋 message defines its class. 

• Text vectorisation. For each message 𝑥𝑖, two types of signs are formed: 

 

– TF-IDF submission:  

 

TF-IDF(𝑡, 𝑑) = tf(𝑡, 𝑑) ⋅ log
𝑁

𝑑𝑓(𝑡)
, 

 

where tf(𝑡, 𝑑) – is the frequency of the 𝑡 term in the document 𝑑, 𝑑𝑓(𝑡) – is the number of documents containing the term 

𝑡, 𝑁 is the total number of records in the case. The resulting vector representation is 𝑣𝑖
tfidf
∈ 𝑅𝑚, where 𝑚 is the number 

of features after the dictionary limit. 

 

– IBM Granite contextual embeddings. The Granite model maps text into semantic space: 

 

𝑣𝑖
granite

= Granite(𝑥𝑖) ∈ 𝑅
𝑘, 

 

where 𝑘 = 384 is the dimension of embedding. 

 

– Hybrid vector. Signs are united by concatenation: 𝑣𝑖 = [𝑣𝑖
tfidf  | 𝑣𝑖

granite
] ∈ 𝑅𝑚+𝑘. 

 

• Classification model. Logistic regression is used. For each vector of 𝑣𝑖 features, the probability of belonging to 

the "fake" class is defined as 𝑃( 𝑦𝑖 = 1 ∣∣ 𝑣𝑖 ) = 𝜎(𝑤
⊤𝑣𝑖 + 𝑏), where 𝑤 ∈ 𝑅𝑚+𝑘 – is the weight vector, 𝑏 ∈ 𝑅 – 

offset, 𝜎(𝑧) =
1

1+𝑒−𝑧
 – sigmoid. The final decision is made according to the rule: 

 

𝑦𝑖̂ = {
1, 𝑖𝑓   𝑃(𝑦_𝑖 = 1 ∣ 𝑣_𝑖)  ≥ 𝜏,

0, otherwise 
 

 

where 𝜏 – is the threshold (usually 𝜏 = 0.5). 

 

• Loss function and optimisation. The model is trained by minimising binary cross-entropy: 

 

ℒ(𝑤, 𝑏) = −
1

𝑁
∑ [𝑦𝑖 log 𝑃 ( 𝑦𝑖 = 1 ∣∣ 𝑣𝑖 ) + (1 − 𝑦𝑖) log(1 − 𝑃( 𝑦𝑖 = 1 ∣∣ 𝑣𝑖 ))]
𝑁
𝑖=1 . 

 

To avoid overtraining, regularization (L1/L2) is added: 

 

ℒ𝓇ℯℊ(𝑤, 𝑏) = ℒ(𝑤, 𝑏) + 𝜆|𝑤|𝑝, 

 

where 𝑝 ∈ {1,2}, 𝜆 >  0 is the regularization coefficient. 

 

• Quality assessment. The quality of the model is checked according to standard metrics, such as Accuracy, 

Precision, Recall, and 𝐹-measure (in the study 𝛽 =  1.3): 

 

Accuracy =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
, Precision =

𝑇𝑃

𝑇𝑃+𝐹𝑃
, Recall =

𝑇𝑃

𝑇𝑃+𝐹𝑁
, 𝐹𝛽 =

(1+𝛽2)⋅Precision⋅Recall

𝛽2⋅Precision+Recall
. 

 

Thus, mathematically, the study boils down to the problem of binary classification of texts, where the key innovation 

is the use of a hybrid vector space [TF-IDF | Granite] and an interpreted classifier (logistic regression) optimised for 

Ukrainian-language content. 

Mathematical Pipeline of the Proposed System 

 

𝐓𝐞𝐱𝐭𝐌𝐞𝐬𝐬𝐚𝐠𝐞 𝑥 
Pre-processing

→        𝑥 ̃
Vectorisation:TF-IDF+Granite

→                   𝑣 = [𝑣 tfidf  | 𝑣granite] 
Logistic Regression

→            𝑦̂ ∈ {0,1}, 
 

where: 
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• Pre-processing (lowercasing, removing URLs, HTML tags, emojis, duplicates, etc.): 𝑥̃ = clean(𝑥). 
• Hybrid Feature Vector: 𝑣tfidf ∈ 𝑅𝑚 ,  𝑣granite ∈ 𝑅𝑘 ,  𝑣 = [𝑣tfidf  | 𝑣granite] ∈ 𝑅𝑚+𝑘. 

• Logistic Regression Classifier: 𝑃( 𝑦 = 1 ∣∣ 𝑣 ) = 𝜎(𝑤⊤𝑣 + 𝑏),  𝑦̂ = 𝐼[𝑃( 𝑦 = 1 ∣∣ 𝑣 ) ≥ 𝜏] , with 𝜎(𝑧) =
1

1+𝑒−𝑧
, 𝜏 = 0.5. 

 

This scheme briefly and clearly formalises the entire conveyor. 

The main stages of building a model are: 

 

• data set cleaning and text preprocessing (preprocessing); 

• text vectorisation (TF-IDF, Granite contextual embedding); 

• construction of a hybrid vector representation; 

• training in the classification model of logistic regression; 

• assessment of the quality of the model according to the relevant metrics. 

 

For text vectorisation, a hybrid approach is used, which combines the classic TF-IDF model (which is effective in 

identifying keywords) with contextual embedding obtained using the IBM Granite multilingual model. TF-IDF (Term 

Frequency – Inverse Document Frequency): A classic method of converting texts into numerical vectors, which takes into 

account how often a word occurs in a document and how rare it is throughout the corpus. IBM Granite: a multilingual 

transformer model for constructing contextual vectors (embeddings) that reflect the meaning of a word depending on the 

environment. This combination allows the model not only to analyse frequency patterns in texts, but also to take into 

account their context and semantic relationships.  

Logistic regression is chosen as the main classification model. This choice is due to several factors, namely: 

 

• Interpretation of results (the ability to assess the importance of each feature); 

• Stability on small datasets; 

• Low sensitivity to excessive complications of the model; 

• The possibility of effective learning on a hybrid vector representation. 

 

The following metrics were chosen to assess the quality of the model: 

 

• Accuracy – for a general assessment of the correctness of the classification; 

• Precision, recall and F-beta – with a focus on recall and F-beta (β = 1.3), since in the context of fake news it is 

essential to detect all fakes, even if it leads to some false positives, because the omission of fake news can have 

serious consequences for information security; 

• ROC-AUC – for a general analysis of the model's ability to distinguish classes at different thresholds; 

• Confusion matrix – to visually represent the results of the classification and understand the balance between 

different types of errors (false positive/false negative); 

• Feature importance – for analysing the impact of individual words (from the TF-IDF vectorizer) on the model's 

decision, which allows you to interpret the results and identify the most characteristic features of fake news. 

 

A separate task is to create a system for automatic classification of news, which will provide a complete cycle of 

processing messages from open Telegram channels. This system should use the previously described steps of model 

construction – in particular, text preprocessing, hybrid vectorisation and logistic regression – in a ready-made form. For 

this purpose, it is assumed to load the stored trained model, which allows the classification of new messages without 

retraining. The Telegram API will be used to automatically collect news content from Telegram, after which the messages 

will undergo standard preprocessing and vectorisation. On this basis, they will be transmitted to the input of the model to 

predict whether the news is fake. To ensure accessible interaction with the system, a web interface based on the Gradio 

library is planned to be developed, which will allow you to classify news in real time. This approach will make it possible 

to apply the model in practical conditions and quickly detect fake messages in a dynamic information environment. The 

creation of a comprehensive automated system for detecting fake news, based on machine learning methods and providing 

a complete cycle of information processing, requires the development and integration of a number of specialised modules 

– from data collection to displaying results. Gradio: Python library for creating simple web interfaces, allowing you to 

test the model in real time without complex integrations. The main stages of development are: 

 

• Definition of the classification problem. It is necessary to formulate and implement a binary classification 

mechanism, where each text message should be assigned to one of two classes – "fake" or "true"; 

• Implementation of the data collection and pre-processing module. Create functionality for automated collection 

of text news messages from open Telegram channels using appropriate APIs; 

• Selection of methods for cleaning and preprocessing the collected data (preprocessing), including text 

normalisation and removal of redundant elements; 
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• Implementation of a hybrid vector text representation. To create an approach that combines classical TF-IDF 

vectorisation with contextual embeddings obtained using the IBM Granite multilingual model to form a 

comprehensive numerical representation of texts. This combination allows the model not only to analyse 

frequency patterns in texts, but also to take into account their context and semantic relationships. 

• Classification Model Training and Optimisation. Train the Logistic Regression Model as a Basic Classifier. This 

choice is due to its interpretation, because it is possible to assess the importance of each feature, stability on 

small datasets, low sensitivity to excessive model complication, and the ability to effectively train on a hybrid 

vector representation. 

• Selection of model quality assessment mechanisms. Define and implement a set of metrics for a comprehensive 

evaluation of the performance of the developed model, including accuracy, precision, recall and F-beta (β=1.3), 

ROC-AUC, confusion matrix and feature importance. Particular emphasis will be placed on recall and F-beta, 

with a focus on recall, since in the context of fake news, it is essential to identify all fakes, even if it leads to 

some false positives, because omitting fake news can have serious consequences for information security. 

• Integration of components into a holistic system. Create and combine a data collection module, a developed 

classification model, and a user interface into a single, functional pipeline for automated news processing; 

• Development of an interface that provides a convenient display and interaction with classification results. 

• Ensuring the reproducibility and reliability of the developed system. To build the system in such a way that it is 

reproducible and able to provide high-quality detection of fake news in the context of constant information flows. 

 

Thus, the formulated task involves not only the development of a model but also a system based on this machine 

learning model, which ensures high-quality classification of fake news in the context of information warfare. 

Hybrid or partially true misinformation is most challenging to detect when the message contains an actual grain but 

is complemented by twisted details, manipulative wording, or distorted context. In the classical binary classification 

(true/false), such cases become problematic because the algorithm is forced to "squeeze" complex reality into two 

categories. It leads to fuzziness and an increase in errors. 

To partially solve the problem, several approaches are used in scientific practice: 

 

• Multiclass classification. Instead of two classes ("fake" and "true"), you can distinguish an intermediate category, 

such as a reliable message, half-truth/manipulative, or fake. It allows you to more accurately describe grey areas 

where the message is not entirely accurate or false. 

• Confidence score. The classifier returns the probability of belonging to a class instead of a "hard" category. For 

example, the system can show: "65% is the probability of fake, 35% is the truth." This approach makes the user 

understand that the case is fuzzy and recommends additional peer review. 

• Fuzzy logic methods. Instead of discrete classes, a "degree of truth" is used (for example, from 0 to 1). It is 

closer to human perception when we say that the news is "70% reliable". 

• Analysis of argumentative structures and fact-checking. Partially authentic fakes usually contain correct facts, 

but their interpretation is distorted. The use of external knowledge bases or Natural Language Inference (NLI) 

models helps to identify contradictions between the statement and verified sources. 

• Aggregation of several models. The simultaneous use of "content" features (text, style, vocabulary) and 

"contextual" (source of publication, speed of distribution, user reaction) increases the chance of detecting 

manipulations. Hybrid ensemble approaches work better with the "grey area". 

 

Thus, the problem of partially true disinformation can be solved by moving from a rigid binary scheme to a multi-

level or probabilistic one, as well as using additional contextual factors and external fact bases. 

4.  Experiments, Results and Discussion 

4.1.  Description of Input Processing and Machine Learning Models 

A.  Exploratory Data Analysis (EDA) 

The dataset used in this study was specifically constructed to support the development and evaluation of machine 

learning models for disinformation detection in Ukrainian cyberspace. The collection process was conducted in 

September–October 2024 and covered the period from February 2022 to October 2024, thereby including content from 

the full-scale invasion of Ukraine and subsequent information campaigns. The final dataset consists of 13,860 news items 

and social media messages, of which 5,980 were labelled as fake (43.1%) and 7,910 as authentic (56.9%). Data were 

sourced from a variety of online platforms: Telegram (41%), Facebook (22%), online news portals (29%), Twitter (6%), 

Instagram (1%), and VKontakte/Yandex (1%). The relatively small share of Russian platforms reflects their restricted 

availability in Ukraine due to official state-level blocking. The distribution of authentic and fake items varied across 

sources; for instance, in Telegram, fake content accounted for 53.1% of messages, whereas in Facebook, the majority 

(54%) were authentic. The dataset construction process involved students, postgraduate researchers, and lecturers of Lviv 

Polytechnic National University. Each item was manually reviewed and labelled according to a set of linguistic, stylistic, 
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and contextual criteria. Fake news was typically identified by the presence of emotionally charged vocabulary (e.g., 

"shock", "horror", "unbelievable"), simplified or sensationalist syntax, manipulative phrasing (e.g., "it is known that", 

"without a doubt"), and indications of conspiracy narratives. In addition, source reliability was considered: content 

originating from outlets or accounts with a history of spreading disinformation was more likely to be labelled as fake. To 

ensure consistency, duplicate items were removed, and the dataset was balanced using oversampling and undersampling 

techniques to mitigate class imbalance. It should be noted, however, that the dataset was not compiled by professional 

fact-checkers or domain experts (e.g., journalists, political scientists), but rather by non-expert contributors within a 

limited geographical and professional context. As a result, there is potential for subjective bias and inconsistent labelling. 

This limitation has implications for the robustness and generalizability of the trained models, as the validity of any 

machine learning system critically depends on the quality of its training data.  

The main stage of the project is to conduct exploratory data analysis for a comprehensive understanding of the 

structure of data sets that form the foundation for the development of a classification model. Before building a machine 

learning model, a study of the structure of the input dataset was carried out using the method of exploratory data analysis 

(EDA). Actually, the purpose of this study is to prepare a high-quality and consistent corpus of text data suitable for 

training the model, along with the application of computational linguistics tools to it. Specifically, the purpose of this 

phase was to identify significant patterns, potential anomalies, missing values, class imbalances, and other characteristics 

that may influence the choice of preprocessing methods and subsequent modelling. Before concatenation, a preliminary 

analysis of each of the datasets was carried out. Initial information about the datasets shown in Fig. 1.  

 

 

Fig.1. Dataset information: a - the first; b – second, c – third 

Within the scope of the analysis, the following was carried out:  

 

• Visualisation of the balance of the input variable "lang" and the output variable, namely "label" – a label that 

acquires the values of "true" or "false"; 

• Analysis of variable types (textual, categorical, numeric, dates); 

• Checking for missing or duplicate values; 

• Estimation of text length, word frequency and basic text preprocessing; 

• Assessment of the correspondence of variables in the context of the classification task; 

• Detection of missing values and duplicate records; 

• Unification of text values of columns; 

• Analysis of the imbalance of the target variable. 

• Bringing synonymous values of categories into a single form to ensure data consistency.  

• Analysis of distributions of categorical features;  

• Research of the main parameters of the text, in particular character length, number of words and the number of 

tokens generated by the tokeniser of the Granite model 

 

The observations obtained as a result of the EDA became the basis for an informed choice regarding: 

 

• Identification of relevant variables for analysis and modelling; 

• Feature selection, including "text", "label", "source", "lang", "link"; 

• Strategies for deleting duplicates by column with text and irrelevant entries; 

• Building histograms for characteristics such as text length (in characters), number of words (based on simple 

space separation), as well as the number of tokens obtained using the tokeniser of the embedding model; 

• Strategies for handling missing values and deleting irrelevant records;
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• Unification of variants of values in categorical variables; 

• Identification of the imbalance of the target variable and features of the distribution of input categories; 

• There is a need to balance the sample before building a model. 

• The rules for preprocessing texts are formed, taking into account the limitations of the tokeniser and the features 

of the case. 

 

 

 

 

Fig.2. The first entries in the dataset: a - the first; b - second, c - third  

As part of the project, two separate datasets were used, which collected textual content from various open sources, 

including social networks and media platforms, along with data related to their publication. All entries in both datasets 

were marked with authenticity for false and truthful news. Further merging of these two data sets allowed for a complete 

and more representative corpus, which contributes to better model training and generalisation of results with new 

examples. In order to get acquainted with the data structure in the columns, the first four records from the datasets were 

displayed (Fig. 2.). First of all, attention is focused on the first two columns, in which the values for all the derived 

observations turned out to be uninformative. At the same time, the number of non-empty records detected at the previous 

stage gave grounds for further analysis. As a result of the study of these text entries, it was found that they are messages 

about the unavailability of the main content to be classified. As expected, the relevant observations contained the NaN 

value in the "text message" column, which will be renamed "text" in the future, as well as texts that are likely system 
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messages regarding the status of the post. The presence of a source for each entry made it possible to verify the status of 

the post: in some cases, its unavailability was confirmed, while in others it was possible to identify the content and fill in 

the missing text values, which applies to the entries displayed in Fig. 3 under indices 13 and 17 (dataset 3). For the first 

case, the actions described below were taken. It identified columns that did not contain any values or were irrelevant in 

the context of the modelling problem in this project. The columns "text", "label", "source", "lang" and "link" were renamed 

and left in the dataset for analysis and "text" and "label" for modelling, which is shown in Fig. 4. Since the dataset 

mentioned above 3 had many irrelevant columns, i.e. those that did not contain any values or did not carry valuable 

information in the context of the developed model, only the columns necessary for further work were selected and 

renamed, namely "text", "label", "source", "lang" and "link", which is shown in Fig. 5. The next step was to remove 

unnecessary entries and missing values in the "text" header. The result is shown in Fig. 6. 

 

 

Fig.3. Dataset records containing no access messages 

 

 
(a) 

 

 
(b) 

Fig.4. Renaming and selection of the necessary columns for analysis: a - the first dataset; b - the second dataset 

 

Fig.5. Renaming and selecting the necessary columns 

It was decided to clean up the duplicates after preprocessing the text, since certain entries could differ only in case 

or number of spaces, while the words and their sequence were identical. Analyzing the missing values was the next step. 

The number of missing values in the columns is shown in Fig. 7. At this point, before merging the datasets, it was decided 

to define and apply the appropriate way to fill in the missing values in the columns that are directly used to build the 

model. The only strategy for restoring values in the "text" column is to extract the content from the corresponding "link" 

column, and in the "label" column, to define the label manually, taking into account the context and content of the 

messages. Therefore, it is pretty logical to delete records where data is absent in each of these columns (Fig. 8). 

At the stage of data analysis, a critical imbalance was revealed: most of the records belonged to the "true" class, a 

much smaller number belonged to the "false" class. To avoid model bias, a simple resampling strategy is applied: 

 

– the entire "false" class is saved completely, 

– 460 examples were randomly selected from the "true" class.
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As a result, a balanced dataset of 890 entries was obtained (50% "true" and 50% "false"). Additionally, during the 

Logistic Regression training, class_weight="balanced" was used, which compensates for possible deviations. 
 

 

Fig.6. Cleaning the "text" column 

     

Fig.7. Number of missing values in columns: a - the first dataset; b - the second dataset 

 
(a) 

 
(b) 

Fig.8. Deletion of irrelevant records: a - the first dataset; b - the second dataset 

The analysis of such observations helped to reveal that their other columns also contain missing values (Fig. 9). The 

number of irrelevant entries coincides with the number of those where only the text of the information message is missing, 

which indicates the impossibility of restoring any of them. After processing the missing values, duplicates were found 

and removed, as shown in Fig. 10. The pre-processed datasets were concatenated. After that, the analysis of the missing 

values was continued for the column’s "source", "lang" and "link" (Fig. 11). The image shows Fig. 12 text messages for 

which there is no language data, three of which are in Ukrainian and one in Russian. The column was filled with the 

corresponding values. 

 

      

Fig.9. Records with missing values in several columns at the same time: a - the first dataset; b - the second dataset 
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Fig.10. Number of duplicates: a - the first dataset; b - the second dataset 

 

Fig.11. Number of missing values 

 

Fig.12. Rows with missing values in the "lang" column 

The "link" column was used to get the domain name so that the missing source names could be filled in the "source" 

column. To make sure that all the missing data in this column can be restored in this way, these records were previously 

detected (Fig. 13), from which we can see that the links are available, and for records where there are no messages, the 

sources are already indicated. Thus, after use, the column "link" is removed. 

 

 

Fig.13. Rows with missing values in the column "source" or "link" 

 

Fig.14. Lines from the processed text 
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Since all variables are categorical and contain text, it is essential to unify the values in order to analyse correctly. For 

this purpose, data preprocessing was carried out, which included: case normalisation, elimination of unnecessary spaces 

and special characters, links, and tags. The first four records from the processed dataset are shown in Fig. 14. 

After that, duplicates that appeared after text processing were removed (Fig. 15). 

 

 

Fig.15. Deleting duplicates 

Before studying the distribution of the categorical variable’s "label" and "lang", an analysis of their unique meanings 

was carried out, including significant textual variations. For example, as can be seen from Fig. 16. The meaning of the 

labels had numerous synonymous forms: "fake", "false", "false", "f", etc. A similar situation was observed for lang, where 

different variants of writing the same language were given even in other languages, for example, "Ukrainian", "Ukrainian", 

"uk", etc. 

 

 

Fig.16. Unique values of the variables "label" and "lang" 

Unique meanings after synonyms are shown in Fig. 17. 

 

 

Fig.17. Unique values of the variables "label" and "lang" 

B.  After Processing 

The distribution graph of the target variable shows a critical imbalance of classes (Fig. 18). 

 

 

Fig.18. Distribution of the target variable "label" 

As for languages, the dataset contains most texts in Ukrainian and enough in Russian and English (Fig. 19). There 

are entries in Polish, French, German, Czech, Slovak, Latvian and Belarusian. 

Most fakes were collected from Telegram, which is shown in Fig. 20. The graph also contains an error due to the 

fact that the names of the resources are not unified, for example, for the same Telegram, 85 entries are allocated for the 

name "telegram" and 7 for "tme". It should be noted that only the first twenty-five sources, which are the largest in the 

dataset, are displayed on the graph. Most of the true news was also collected from Telegram, which is shown in Fig. 21. 

In order to eliminate the imbalance between classes in the target variable "label", a simple resampling strategy was applied. 

A complete sample of the examples of the class "false" was stored in its entirety. In contrast, a sample of 460 entries was 

randomly selected from the class "true", which is close to the number of observations in the less represented class. The 

ratio of classes after balancing is shown in Fig. 22. 
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Fig.19. Distribution of the variable "lang" 

 

Fig.20. The number of fakes collected from different sources 

 

Fig.21. The number of truthful news items collected from various sources
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Fig.22. Class balance after resampling  

As a result, a balanced dataset of 890 complete records was formed, in which the observations are relatively evenly 

distributed between the two classes of the target variable (Fig. 23). 

 

 

Fig.23. Information about the received dataset 

 

Fig.24. Number of unique tokens by regular partition in the corpus 

To understand the structure of the text corpus, the basic statistics of each message were calculated, namely:  

 

• Text lengths in characters. 

• Separation by spaces determines the number of words. 

• The number of tokens obtained using the Granite model tokeniser. 

 

The dictionary formed from unique words in the corpus after balancing has 10,118, which indicates high lexical 

variability (Fig. 24). 

When calculating the number of tokens in the text using the tokenizer of the Granite model, it was found that some 

messages exceed the allowable sequence length set for this model, i.e. 512 tokens (Fig. 25). In order to avoid loss of 

information and ensure compatibility with the requirements of the model, it was decided to implement a partial 

overlapping chanting mechanism in the classroom. 

 

 

Fig.25. Warning about exceeding the permissible sequence length 

The total number of tokens obtained from the model tokeniser (Fig. 26) exceeds the number of tokens obtained by 

simply dividing the text by spaces. This is because the model uses a specialised sublexemic tokeniser that breaks the text 

into smaller language units – subtokens- not ordinary words.  
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Fig.26. Number of unique tokens in the corpus 

Histograms, distributions of text length in symbols, word counts, and token counts derived from the Granite model 

tokeniser were also constructed. The graph in Figure 27 shows the distribution of text message lengths calculated by the 

number of characters. As you can see from the bar graph, most of the texts are short: more than 600 entries are less than 

200 characters long. The distribution is strongly shifted to the left, with a long right "tail", indicating the presence of 

individual messages of large volume - more than 1000 characters, and in rare cases, more than 4000. This distribution is 

quite typical because in social networks most messages are short, and in the media long texts are more common.  

 

 

Fig.27. Distribution of text length in characters 

The graph of the distribution of the number of words (Fig. 28) reflects that the vast majority of entries, more than 

600, contain fewer than 50 words.  

 

 

Fig.28. Word count distribution  

The graph shows the distribution of the number of tokens in each text message received using the Granite model 

tokeniser (Fig. 29). Most texts contain fewer than 100 tokens, as in the previous graphs, there is a right-sided distribution 

asymmetry - individual messages contain about 500, and in rare cases, about 600 tokens. It was a confirmation of the 

mistake mentioned above. 

 

 

Fig.29. Distribution of the number of tokens 
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However, since the dataset is heterogeneous and consists of several languages, each stage is given, which is different 

from typical stages. Let's explain the peculiarity of each stage, emphasising how exactly it differs from more typical 

procedures in similar works: 

Table 2. The peculiarity of each stage of the study 

# Name Fig. Peculiarity Difference 

1 
Select and 

rename 

columns 

4–5 
left only the key variables: text, label, source, 

lang, link. The rest were rejected. 

In many studies, they take texts and labels (X, y), while here 

they additionally saved metadata (source, lang, link) for 

further verification and analysis. It allows, for example, the 
automatic restoration of missing values (source, language). 

2. 

Deleting 

irrelevant 
entries and 

NaN 

6–9 

Entries without text or with system messages 

("no access to post") have been deleted or 

restored from the link field. 

Usually, in typical works, all NaNs are discarded, and content 

recovery from alternative fields is immediately applied, 

which increases the completeness of the case. 

3. 

Unification of 

values in 
categories 

16–

17 

labels (label) and languages (lang) had many 
variations ("fake"/"false"/"f"; 

"ukrainian"/"uk"/"Ukrainian", etc.). They have 

been identified in standardised forms. 

In most works, this task is ignored or done superficially, 
while here a systematic approach is shown, bringing 

synonymous variants to a single norm. It reduces the "noise" 

in the data. 

4. 

Working with 
missing values 

in source and 

lang 

11–

13 

Missing sources were automatically restored by 
domain from the link, and languages were 

automatically restored manually or 

algorithmically based on text. 

In many studies, gaps are removed, and recovery based on 

auxiliary fields is also used, which makes the dataset more 
complete. 

5. 
Text 

normalisation 
14 

The text has been lowercased, special 
characters, tags, links, and emoticons; extra 

spaces have been removed. 

The typical approach stops at tokenisation and stop words, 

and the emphasis is on eliminating technical noise specific to 

Telegram (emojis, HTML tags, URLs). It is adjusted to the 
specifics of the platform. 

6. 

Removing 

duplicates after 

cleaning 

15 

Duplicates were considered records even with 

different spaces or registers, so clearing 

preceded de-duplication. 

In standard works, duplicate lines "as is" are often removed. 

Here, normalisation is first carried out so as not to leave 

hidden copies. 

7. 
Class 

balancing 

18–

23 

A simple resampling was applied – all fakes 
were saved, and a subset was randomly selected 

from the trustworthy news. 

Most modern jobs use oversampling (SMOTE) or class 

weights. Here, the emphasis is on a simple but controlled 

selection to maintain the authenticity of the case without 
synthetic examples. 

 

Therefore, the main difference between pre-processing in research and typical ones is the emphasis on high-quality 

data recovery and unification, and not only in "mechanical" cleaning. It increases not only the cleanliness of the case but 

also its representativeness, which is essential in the Ukrainian-speaking context, where there are no large ready-made 

datasets. 

C.  Pipeline Pre-processing 

For the proper functioning of the logistic regression model, which performs binary classification, a unified pipeline 

of text data processing was created. This process covers both the "text" variable and the target "label" variable. The main 

goal of the pre-processing stage is to reduce the diversity in the input texts, eliminate unnecessary information (noise) and 

standardise the designation of classes, etc. The same pipeline was used in the exploratory analysis of the data described 

above. The preprocessing diagram is shown in Fig. 30. 

 

Lowercase 

conversion
Removing links

Removing HTML 

tags

Removing special 

characters

Removing extra 

spaces

Removing 

duplicates

 

Fig.30. Diagram of the pre-processing of text data 

Stages of text preprocessing: 

 

• Lowercase. All characters in the "text" and "label" fields have been converted to lowercase letters using 

str.lower() to avoid duplication of identical words written in different cases (for example: "FALSE", "false", 

"False"); 

• Removal of hyperlinks and HTML tags. Using regular expressions, Internet links (including http, https, www, 

etc.), and HTML tags (e.g. <p>, <br>) that do not carry a content load have been removed from the text; 

• Remove unnecessary characters. Removed all elements that are not Latin, Cyrillic, numerals, or spaces. In this 

way, punctuation marks, emojis, and other technical characters are eliminated. In addition, consecutive spaces 
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have been reduced to one, and extra spaces at the beginning and end of the line have been removed. 

• Deletion of duplicates. To prevent the model from being trained on identical texts, duplicates in the "text" 

column have been removed, and only the first occurrence of each unique message has been preserved. 

• Target variable unification. The same cleanup operations are applied to labels in the "Label" column. As a result, 

only two valid values are ensured: "false" and "true", which is a prerequisite for the stable operation of the 

classification model. 

 

The preprocessing pipeline is shown in Fig. 31. 

 

 

Fig.31. Pipeline of preprocessing of text and target variables 

Only after preprocessing is the data corpus subject to the following processing steps: tokenisation, distribution into 

training and test samples, and then numerical representation of tests by vectorisation and embedding, as well as training 

the classification model. After preprocessing of the columns mentioned above, the number of duplicates throughout the 

dataset is zero (see Fig. 32a), and the number of values that the "label" variable can acquire has been reduced to two: 

"true" and "fake" (see Fig. 32b). 

 

    

Fig.32. Number of duplicates after preprocessing and unique values of the "label" column after preprocessing 

After all the above steps for processing the dataset and, in particular, the two central columns, an updated general 

information about the dataset was displayed for comparison with the initial version (see Fig. 33). After the text and target 

data are cleaned, the dataset is ready for the following stages of processing – tokenization, distribution into training and 

test samples, conversion of text to vector representation by vectorization and embedding using selected models, as well 

as building and training a classification model to automatically determine the truth or falsity of the news. 

 

 

Fig.33. Updated dataset information 

D.  Selected Models and Methods (TF-IDF, IBM Granite, Logistic Regression) 

As already mentioned, within the framework of this work, a combined approach to the classification of fake news 

has been implemented, which combines two types of text features: frequency (TF-IDF) and contextual vectors (Granite 

Embeddings). This method allows you to take into account both the statistical structure of the text and its semantic 

content – the relationships between words and the context of their use. The result is a hybrid vector representation that 

serves as the basis for training the logistic regression model. At the initial stage of model construction, text data is 

transformed into a numerical format using two methods – TF-IDF and IBM Granite. TF-IDF (Term Frequency – Inverse 

Document Frequency) allows you to obtain a numerical representation of texts that takes into account both the local and 

global significance of the word for each document in the corpus, to highlight specific words specific to fake or true 

messages, and to neutralize the influence of words that do not carry much meaning, such as pronouns that are often 
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repeated in different texts. TF-IDF hyperparameters: 

 

• max_features = 5500 is the maximum number of signs. This choice is due to the number of unique words, which 

is 9653. 

• tokeniser = lambda x: x.split(' ') – simple splitting by spaces. 

 

Contextual embeddings obtained using the ibm-granite/granite-embedding-107m-multilingual model have been 

added to the TF-IDF vector representation. This model is part of the Granite transformer models developed by IBM for 

multilingual natural language processing tasks. It is trained on a large corpus of texts. It is able to effectively cover 

semantic connections in texts in different languages, which makes it suitable for deeper semantic interpretation of input 

data. It supports processing sequences up to 512 tokens in length and generates 384-dimensional embeddings that reflect 

the content context of the text [35-36]. 

Unlike TF-IDF, which operates only with statistical parameters of word frequency, the IBM Granite model generates 

vectors that take into account the context in which certain words are used. At the heart of its transformer architecture is 

the self-attention mechanism proposed in a study by Vaswani (2017), which allows each token to interact with the entire 

sequence, regardless of position. This approach ensures the ability of the model to effectively identify both close and 

distant lexical and semantic connections. It is crucial when analysing complex text constructions in which disinformation 

can be disguised as neutral or truthful messages [36-37]. 

One of the key advantages of this model is its full integration compatibility with the SentenceTransformers library, 

which significantly facilitates implementation in application projects. Work with the model is carried out in several stages: 

first, the necessary libraries are connected and the model itself is downloaded from an open source. After that, it is 

initialised as an object capable of receiving an array of texts as input. The final step is to pass the texts to the encode() 

method, which automatically processes them by performing tokenisation and vector representation calculations. 

To combine the advantages of frequency and semantic features, an extended vector representation was formed by 

combining TF-IDF and Granite embeddings. Such a hybrid vector allows the model to take into account both the lexical 

features of the text and deeper semantic connections between words. 

At the classification stage, logistic regression was used – a linear model that has proven itself well in binary 

classification problems, especially with a large number of features. Due to its high speed and ease of interpretation, logistic 

regression is effectively combined with various vectorisation methods. In this case, it works with combined features based 

on TF-IDF and Granite, and returns the probability that the message belongs to the "false" class – that is, it is fake. 

Since the accuracy of the model significantly depends on the settings of its hyperparameters, the procedure for tuning 

hyperparameters is implemented to select the optimal values using the RandomizedSearchCV method. 

The tuning process involves random testing of 20 combinations of values of three key parameters: 

 

• C (regularisation constant). Values vary on a logarithmic scale, ranging from 0.001 to 100. This parameter 

controls the degree of regularisation – smaller values enhance it, while larger values reduce it. 

• penalty: "L1" or "L2". Both types of penalties help to avoid overtraining the model, but they work differently: 

"l1" stimulates the sparseness of the scales (some features may have zero coefficients), while "l2" only reduces 

the value of the scales without zeroing them; 

• Solver. "Liblinear" and "Saga" were tested, and both are compatible with the selected penalties. "Liblinear" is 

well suited for small and medium-sized datasets, while "Saga" scales better and supports large volumes of 

features typical of a hybrid vector space. 

 

Each combination was evaluated according to the F1 metric using 5x cross-validation. It allowed us to choose the 

model that best balances accuracy and completeness, which is critically important in cases where it is essential not to miss 

fake messages (false) and at the same time not mistakenly attribute true messages to a positive class. Additionally used: 

 

• class_weight = "balanced", which automatically adjusts the weights of classes depending on their quantitative 

representation in the study sample, compensating for possible imbalances between them; 

• random_state=42, which ensures the reproducibility of the results during repeated learning. 

 

Thus, the combination of frequency and contextual features makes it possible to form a rich presentation of the text, 

sensitive to various manifestations of information falsity. Based on this representation, a logistic regression model has 

been trained, which uses hybrid features to classify news according to their degree of reliability. All stages – from text 

processing to evaluation of results – have been integrated into a single coherent structure, which is the FakeNewsDetector 

class. After the search for optimal hyperparameters is completed, the model is trained on the entire training sample with 

the best parameters found. During testing, it returns the provided labels for the test data, which are stored for further 

evaluation of the model's quality. 

Thanks to the combination of frequency and semantically saturated features, it was possible to create an informative 

vector representation of the text capable of capturing various markers of potential unreliability. On the basis of this view, 

logistic regression was trained, which performs the classification of news according to the criterion of reliability using 

hybrid vectors. All stages – from data pre-processing to the final assessment of model performance – are combined into 
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a single holistic system, which guarantees consistency, adaptability and practical convenience for further application. 

E.  FakeNewsDetector Class and Model 

To implement the described approach, the FakeNewsDetector class has been developed, which combines all the key 

stages of text data processing within a single object-oriented structure. It provides a complete cycle of working with data: 

from cleaning and vectorisation to training the classification model and assessing its quality. The class is adapted to use 

a hybrid text representation that integrates TF-IDF and IBM Granite contextual embeddings, and supports visual 

diagnostics, including distribution graphs, t-SNE projections, ROC curve, and error matrices. 

The initial stage of interaction with the class involves calling the constructor __init__(), which initialises the main 

components and parameters of the model. In particular, the following are created: 

 

• TF-IDF vectorizer that generates frequency features from text. To correctly handle the results of the pre-cleanup, 

tokenisation is carried out on the basis of space separation without conversion to lowercase (lowercase=False). 

The max_feats_tfidf parameter sets the maximum number of features. 

• Granite-embedder (ibm-granite/granite-embedding-107m-multilingual), which provides the generation of 

context-dependent vectors suitable for multilingual classification problems; 

• t-SNE modules (one for each vectorisation type) are designed to visualise multidimensional vectors in the plane; 

• Key configuration parameters: test_size determines the proportion of the test sample when splitting, 

random_state ensures the reproducibility of the results, and colour is used as the basic parameter for the design 

of visualisations. 

 

The __init__() constructor is preceded by a static method split_on_space(), which implements tokenisation by 

splitting text into spaces. This method is used as a custom tokeniser in the TF-IDF vectorizer, which allows you to work 

with already preprocessed texts without additional case change or structural transformation. 

The second step is to load the input dataset using the load_dataset() method, which specifies the names of the columns 

with text data and target labels. The technique creates a copy of the passed DataFrame and stores the corresponding 

column names for later use in all stages of processing and modelling. 

After that, the clean_text_data() method is applied, which normalises texts and labels by converting them to 

lowercase and removing HTML tags, hyperlinks, memorable characters, and unnecessary spaces. Duplicate texts are also 

eliminated. Cleanup applies not only to text messages but also to labels, which allows you to unify their spelling (for 

example, to avoid options like "false" / "FALSE" / "False"). 

The balance_of_target() and plot_text_distribution() methods provide primary visual diagnostics of data. 

The first of them – balance_of_target() – builds a bar chart showing the distribution of classes in the target variable. 

Such a graph allows you to quickly assess the degree of imbalance between the labels "false" (fake news) and "true" 

(trustworthy news). The method accepts the figsize parameter to adjust the size of the graph, as well as save_path if you 

want to save the image. 

The second method – plot_text_distribution() – generates two histograms: one shows the number of characters in the 

texts; the other shows the number of words. These visualisations allow you to estimate the typical length of messages and 

identify potential outliers or atypical examples (e.g., texts that are too short or too long). In addition to figsize and 

save_path, the function allows you to adjust the number of bins in histograms through the bin’s parameter, which will 

enable you to better control the level of detail. 

Both methods are optional for the model, but can significantly help at the stage of preliminary analysis of the case. 

The split_dataset() method splits the cleaned dataset into training and test samples while maintaining the class 

proportions. It is achieved using stratified sampling, which is especially important in conditions of potential imbalance of 

the target variable ("true" / "false"). 

Before splitting, it is checked whether the dataset (load_dataset()) has been loaded and whether it has been cleaned 

up (clean_text_data()), in particular, the presence of missing values in the text column. If these conditions are violated, 

the method initiates an error with an appropriate explanation. 

The return_data option allows you to return split subsets directly as a tuple (text_train, text_test, label_train, 

label_test), which is convenient for interactive analysis or external use. Otherwise, the result is stored as class attributes 

and used automatically in subsequent modelling steps. 

The generate_embeddings() method is responsible for constructing numerical vector representations of texts from 

training and test samples. It implements three approaches to vectorisation: 

 

• Granite embeddings – contextual vectors obtained by averaging embeddings for tokenised fragments of each 

text; 

• TF-IDF – classical statistical frequency vectors, taking into account the informative content of words in the 

corpus; 

• Hybrid representation is the concatenation of the two previous variants into an extended vector of features. 

 

In the process of work, the method performs the steps: 
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• Generates Granite vectors for each text in the training and test datasets, using the 

encode_with_chunk_averaging() method, which splits long texts into overlapping segments and averages their 

embeddings; 

• Trains the TF-IDF vectorizer on the training sample and converts both samples into corresponding frequency 

trait matrices; 

• forms a hybrid representation by horizontally combining TF-IDF and Granite vectors; 

 

By default, all vector types are stored as class attributes for later use. If set to return_vectors=True, the method will 

return a tuple with vectors (X_train, X_test) for the specified type ("granite", "tf-idf", or "hybrid"). If the parameter value 

is incorrect, an error will be displayed for vector_type. The method ensures that vectorisation is applied only after the 

correct data separation (split_dataset()). 

The visualize_granite_tokens() method creates a graphical representation of the number of tokens in each text sample 

included in the training and test samples. Tokenisation is carried out using the built-in tokeniser of the Granite model, 

which allows you to evaluate how exactly this model breaks down texts into separate units before building embeddings. 

As a result of building histograms, it is possible to determine the average length of texts in tokens, estimate the 

spread (variability) of lengths, and identify texts that are too short or too long, potentially affecting the quality of 

presentation. 

The method generates two separate graphs for the training and test parts, which makes it possible to compare the 

data structure in each sample. By default, graphs are only output, but can be saved to a file via the save_path option if 

necessary. 

The plot_tsne() method is used to visualise multidimensional vector representations of text generated with TF-IDF 

and Granite by reducing them to two dimensions using the t-SNE (t-Distributed Stochastic Neighbour Embedding) 

algorithm. This approach allows you to qualitatively assess how clearly different classes (true/false) are separated in 

feature spaces. 

The method applies t-SNE separately to features derived from the Granite model and vectors generated by the TF-

IDF method. 

As a result, two scatter plot graphs are created, which display each text sample in a two-dimensional space, colouring 

its belonging to a specific class. It allows you to visually compare the degree of clustering and class separation in each of 

the vector representations. 

Graphs can be saved to a file if a path is specified through the save_path parameter. The method is an essential tool 

for preliminary analysis of the quality of embeddings before training the classification model. 

The train_logistic_regression() method is responsible for the full training cycle of the classification model based on 

hybrid vectors. Its key task is to find the best parameters of the logistic regression model by tuning the hyperparameters 

(RandomizedSearchCV), which was described earlier, and further training the model with optimal values. 

To initialise the model, basic logistic regression is used with the setting class_weight="balanced", which allows you 

to better work with potentially unbalanced samples. The search for optimal parameters is carried out using cross-validation 

(cv=5), while F1 (scoring="f1") is set as the target metric, which is suitable for classification problems with an uneven 

distribution of classes. 

The trained model is stored as a self.logistic_regression attribute and the prediction for the test sample is stored as a 

self.label_predict. It ensures further integration of the model into the pipeline to evaluate its effectiveness. 

The method also outputs the best found hyperparameters and a complete classification report based on test data 

(precision, recall, f1-score, support). 

After training the model, it is essential to assess its ability to distinguish between true and false messages. To do this, 

the class provides several tools that provide a comprehensive analysis of the results. 

The evaluate_confusion_matrix_and_fbeta() method forms three variants of the matrix of inconsistencies: 

 

• Without normalisation, it shows the absolute number of correct and erroneous predictions for each class; 

• Normalised in precision (precision) shows how accurately what is classified as fake is really fake; 

• Normalised in completeness (recall) shows how much of what should have been classified as fake actually 

turned out to be fake. 

 

Such visualisations allow you to quickly identify in which cases the model is prone to errors, for example, if it often 

confuses truth with falsehood. 

In addition to visual analysis, the method additionally calculates F-beta, which combines accuracy and completeness 

in a single numerical indicator, allowing you to focus on the importance of recall or precision (depending on the value of 

β). In the current setting, β = 1.3, which means increased sensitivity to completeness, essential if the goal is to minimise 

the number of missed false messages. 

The plot_roc_auc() method allows you to assess the ability of the model to distinguish classes at all possible 

probability thresholds. It builds a ROC curve (Receiver Operating Characteristic), where the proportion of false positive 

results is plotted on the X axis, and the proportion of actual positive results on the Y axis. The ideal model is one in which 

the curve is close to the upper left corner. Together with the curve, the area under it (AUC) is calculated - a figure ranging 

from 0.5 (random guessing) to 1.0 (ideal classification).
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Both methods support saving graphs to a file, which is convenient for further analysis or presentation of results. 

To ensure the interpretation of the model, in particular its TF-IDF part, based on TF-IDF vectorisation, the 

plot_tfidf_feature_importance() method is implemented. Its purpose is to visualise the most informative textual features 

(tokens) that strongly influenced the decision to perform logistic regression. 

The mechanism consists of analysing the weights of the coefficients that the logistics model assigned to each of the 

TF-IDF attributes. Features are sorted by the absolute value of the coefficients, which allows you to identify those words 

on the basis of which the model most decisively classifies the message as "false" or "true". 

To avoid the dominance of overly obvious or frequently used words (e.g., source-specific titles), the method allows 

you to skip a certain number of the most influential signs (skip_top) and display only those that go further down the list 

– they can be more subtle but essential markers of misinformation. The top_features parameter configures the number of 

features to display. It makes it possible to: 

 

• understand which words are associated with fake messages; 

• check whether linguistic features coincide with the expected patterns (for example, words of emotional colouring, 

mentions of sources, manipulative vocabulary, etc.); 

• to provide the model with better clarity/interpretation necessary for practical use in media monitoring or 

countering disinformation. 

 

In this way, the method not only completes the process of model analysis but also provides a visual bridge between 

the statistical weights of the features and the meaningful interpretation of the classification. 

Within the construction of the contextual representation of the text, a sequence of auxiliary methods has been 

implemented that provide tokenisation, segmentation and encoding of the input text based on the Granite transformer 

model. These methods are not directly called by the user, but are an integral part of the overall data processing logic, in 

particular in the generate_embeddings() and visualize_granite_tokens() methods. 

Tokenisation is done using the tokenize_with_granite() method, which applies the tokeniser built into the Granite 

model to the input string. This approach guarantees consistency between tokens and subsequent encoding, which is 

especially important for transformer models that are sensitive to the input sequence structure. This method is used as an 

auxiliary in the next stage – segmentation. 

Since long texts can exceed the allowed number of tokens to be processed in Granite, the split_into_token_chunks() 

method was implemented. It divides text into overlapping chunks of fixed length at the token level. To do this, use a 

window of a given size (for example, 128 tokens) with controlled overlap (for example, 32 tokens) between segments, 

which allows you to store context at the boundaries of fragments. The resulting tokenised substrings are decoded again 

into text for further encoding. 

The final stage of this algorithm is the encode_with_chunk_averaging() method, which accepts segmented text and 

feeds each of its fragments to the input of the Granite model to obtain a vector representation. The embeddings of all 

fragments are averaged, forming one single vector of fixed length. Thus, a complete representation of the long text is 

ensured, taking into account local and global contexts. It is this approach that is used in the generation of Granite vectors 

for training and test samples in the generate_embeddings(method), as well as in the construction of token distributions in 

visualize_granite_tokens(). 

The predict_new_texts() prediction method implements the logic of classification of arbitrary texts based on a hybrid 

representation (a combination of TF-IDF and Granite-embeddings) and an already trained logistic regression model. It is 

adapted to situations where the length of the input text exceeds the limit on the number of tokens acceptable for the 

transformer model and provides fragment-level classification. 

A list or series of texts is submitted to the input, which first undergoes standard cleaning using the clean_text_data() 

method. Next, each text is broken down into overlapping fragments at the token level according to the specified parameters 

of max_tokens length and overlap – this is ensured by calling the split_into_token_chunks() method. Such fragments are 

input for two separate transformations: frequency (via the already trained TF-IDF vectorizer) and contextual (via the 

Granite model). 

For each fragment, a hybrid vector is calculated, after which a classification is carried out at the segment level. After 

that, an additional logical rule is introduced: if at least one of the fragments is classified as false (i.e. as fake news), all 

incoming news will be labelled false. It allows the model to remain sensitive to localised manifestations of fakeness, even 

if they do not dominate the entire text. Otherwise, the news is classified as accurate. 

This method is intended to be used at the stage of real application of the model, when it is necessary to quickly 

determine the reliability of new messages, for example, received from Telegram or collected in a news stream. 

The fit_and_evaluate() method implements an end-to-end process of training and evaluating a news classification 

model according to a predefined pipeline. It is designed to quickly and consistently run all the necessary steps – from 

loading data to training the model and deriving its estimate – without having to call each operation separately. 

After the dataframe is passed to the input, its processing is initiated using the load_dataset method, in which columns 

with texts and target tags are fixed. Next, the text information is cleaned up using the clean_text_data() method, which 

eliminates unnecessary characters, HTML tags, and URLs, and reduces the text to lowercase. After cleaning, the data is 

divided into training and test samples, taking into account a balanced representation of classes (through stratification), 

which is implemented by the split_dataset() method.
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The next step is to generate vector representations of the text, either frequency (TF-IDF), contextual (Granite), or 

both at the same time (hybrid approach). The specific type of vectorisation is specified by the vector_type parameter, 

which makes the method flexible to experiments. Vectorisation is performed through the generate_embeddings() method. 

The final stage is the training of the logistic regression model with automatic selection of hyperparameters and 

subsequent assessment of its quality. This process is implemented in the train_logistic_regression() method, the results of 

which include optimal parameters and classification metrics (precision, recall, f1-score) on the test set. 

Thanks to this method, the full cycle of processing, training and validation of the model can be performed in a single 

line, which is especially convenient for integration into research or application scenarios. 

As a result, the FakeNewsDetector class was developed, which integrates all the main stages – from text 

preprocessing and vector feature generation to model training and evaluation. Such a structured implementation provides 

a logical sequence of actions, increases consistency and facilitates the reproduction of experiments, which is especially 

important in the context of comparing approaches and further optimisation of the classification system. 

After the FakeNewsDetector class was created, the next step was to save the finished classification model for further 

use in the application. To do this, the input dataset was loaded and cleaned into the train_and_save_model.py file (in 

particular, the necessary columns were selected and irrelevant entries were deleted), the module with the class was 

imported, and then the fit_and_evaluate() method was called, which automatically performs division into samples, feature 

formation, and training of the logistic regression model on hybrid vectors. After completing all processing steps, a fully 

trained instance of FakeNewsDetector was saved to the fake_news_model.pkl file using the pickle module. It made it 

possible to download the model in the future without the need for retraining, in particular to build a Gradio application 

that classifies news from Telegram in real time. 

F.  Reading and Classifying News from Telegram 

The creation of the classification model ended with the transition to the stage of its practical application for marking 

tests from the public information space. Given the popularity of the Telegram messenger as one of the main channels for 

disseminating news, including fake news, it was chosen as the primary source of data.  

The implementation of this task involved providing programmatic access to messages published in open Telegram 

channels. There are two main approaches to receive such messages: using the Bot API or directly accessing the MTProto 

API. As part of this project, MTProto API was used due to the importance of full access to data, in particular, to the 

history of channel messages. Also, unlike the Bot API, the MTProto API allows you to work with Telegram as a full-

fledged client authorised under a user account. It opens access to public channels without the need for additional 

invitations or interaction with the administration.  Therefore, the Telethon library was used, which implements access to 

Telegram through the MTProto API and provides tools for asynchronous interaction with the platform [38]. 

To establish a software connection to the Telegram platform through the official MTProto API API, the primary 

requirement is to carry out the authentication procedure for the user account under which the developed application will 

operate. This authentication procedure is a prerequisite for obtaining authorised access to platform resources and ensuring 

compliance with established security protocols. The application must be associated with a valid Telegram account, which 

will allow it to carry out data collection and processing operations within the API's permitted functionality. 

The initial step was to register the software application on the official developer portal, followed by obtaining unique 

identification parameters, api_id and api_hash. These parameters function as cryptographic authentication keys that 

provide authorised access of the program code to the Telegram server infrastructure, and at the same time allow the 

platform to determine the source of each request and exercise access control in accordance with the assigned permissions 

[39]. 

The next step was authorization using the Telethon library. The process simulates a typical Telegram login: the user 

enters a phone number, after which they receive a confirmation code in a message. Entering the code completes 

authentication and grants access to the API. Upon completion of successful authorisation, the system generates a session 

file that contains encrypted user authentication data. This file provides the ability to automatically connect to Telegram 

services without having to go through the identification procedure again, which significantly increases the efficiency of 

software access and ensures the continuity of the system. 

The result of the implementation of the described technical procedures was the establishment of a stable software 

connection to the Telegram infrastructure, which provided the functionality of automated collection of text content from 

specific public channels and created the basis for the further development of the corresponding module. 

The developed module fetch_telegram.py includes: 

 

• Configuration settings; 

• Input normalization function clean_channel_input(); 

• Integration function with the classifier classify_messages(); 

• The function of extracting messages from one channel is fetch_telegram_messages_with_offset(). 

• A function for aggregating messages from multiple channels, fetch_multiple_channels_with_offsets(). 

 

The configuration settings relate to importing the necessary libraries: os, re, dotenv, telethon, typing, and 

downloading sensitive credentials: api_id, api_hash, from the .env file for secure authentication. 
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The clean_channel_input() function normalises input data, identifying the Telegram channel. Designed to bring the 

input value, link, or channel name to the unified format required to properly interact with the Telegram API, it handles a 

variety of input formats, including complete URLs, @-prefixed names, or plain text channel names. Regular expressions 

highlight the channel's clean username. 

 

• Options: link_or_username – Telegram ID. 

• Returns: str – normalised Telegram identifier. 

• Exception handling: If the input string does not match the expected format, a ValueError is generated. 

 

The classify_messages() function provides the classification of messages as fake or non-fake using a pre-trained and 

stored classification model, which is integrated into the process of processing Telegram messages. It accepts a list of 

messages, where each contains a text field, passes texts to the model, and writes the provided labels to the corresponding 

"label" field. In case of an error, all messages receive an "error" label indicating the nature of the problem. Options: 

 

• classifier – classifier object with the predict() method; 

• messages (list[dict]) – a list of messages, each of which has a "text" key. 

 

Returns: list[dict] – an updated list of messages with an added "label" field. 

The fetch_telegram_messages_with_offset() function asynchronously downloads messages from one Telegram 

channel with support for the offset mechanism. Implements step-by-step receipt of messages from the channel, with the 

ability to continue from the last read message. An anonymous session is used to connect to Telegram through the Telethon 

library. The data is downloaded in batches until the specified number of messages is reached. For each message, the ID, 

date and time, text, source, and channel are removed. After each query, the offset in the channel_offsets dictionary is 

updated. Options: 

 

• link_or_username (str) – Telegram identifier; 

• n (int) is the number of messages to be downloaded; 

• channel_offsets (Optional[dict[str, int]]) – a dictionary for tracking the IDs of the last read messages; 

• continue_from_last (bool) – a sign of continuation from the last message; 

• batch_size (int) is the size of one API request. 

 

Returns: list[dict[str, str]] – a list of messages with metadata: "id", "datetime", "text", "source", "channel". 

Exception handling: 

Private, invalid, or inaccessible channels are handled by generated ValueErrors (including Telethon exceptions – 

ChannelPrivateError, UsernameInvalidError, ChatAdminRequiredError). 

The fetch_multiple_channels_with_offsets function implements the simultaneous collection of messages from 

several Telegram channels. Iterates through the list of channels, calling the fetch_telegram_messages_with_offset 

function for each, which allows you to collect messages from multiple sources in parallel. If the channel processing fails, 

it does not stop the general process, but adds a special dictionary with an error message to the results. It ensures the 

stability of the system when processing a large number of channels. Options: 

 

• links (list[str]) – a list of Telegram identifiers;. 

• n (int) is the number of messages to be collected from each channel; 

• channel_offsets (dict[str, int]) – a dictionary of offsets for each channel; 

• continue_from_last (bool) is a boolean parameter that indicates whether to use the previous offset. 

 

Returns: list[dict] – a list of messages and errors. Each message contains fields "id", "datetime", "text", "source", 

"channel", and "label". 

A key architectural feature of the fetch_telegram.py module is the use of an asynchronous approach to interacting 

with the Telegram API. Asynchronous programming in Python allows you to efficiently process tasks that require waiting 

for a response from external services without blocking the execution of other parts of the program. Since receiving 

messages from Telegram channels is network-connected and requires requests to remote servers, a traditional, 

synchronous approach would lead to delays and inefficient use of resources. The asynchronous model avoids blocking: 

while waiting for a response from Telegram, one part of the program can "pause" work, while other parts can continue 

execution. It becomes crucial when dealing with a large number of channels or large volumes of messages. Also, the 

asynchrony in the module allows its efficient integration with Gradio, since this library supports the handling of 

asynchronous functions in its interfaces.  

System asynchrony is ensured through the use of the Python standard library asyncio and async/await syntactic 

constructs. This architectural paradigm is the fundamental basis of the Telethon library. The use of the await keyword 

before time-consuming operations, such as await client.get_messages() provides the system with the ability to process 

other requests in parallel or maintain updates to the Gradio user interface without interruptions in functioning. It is 



Smart Tool for Identifying Misinformation Spread Sources and Routes in Social Networks Based on NLP and Machine Learning 

Volume 17 (2025), Issue 5                                                                                                                                                                        139 

achieved by transferring control to another task while waiting for network operations to complete. 

Parallel interaction with multiple channels is implemented through effective management of network calls within 

the fetch_multiple_channels_with_offsets() function. Despite the sequential iteration of channels in code, the use of the 

await mechanism allows the system to optimally allocate computing resources and network bandwidth without having to 

wait for each channel to fully complete processing before moving on to the next. 

G.  Description of the Gradio Application 

After defining and writing all the logic of extracting and classifying messages from Telegram, the interactive Gradio 

application "Fake News Detector" was implemented, which provides a convenient and intuitive interface for analysing 

news from Telegram channels, thanks to integration with a pre-trained model based on the FakeNewsDetector class. The 

purpose of such an application is to provide users with the ability to quickly assess the authenticity of publications without 

the need for deep technical knowledge or self-verification in general. 

The application allows the user to choose one of two methods of data entry: 

 

• Manually enter links or usernames of Telegram channels (separated by commas); 

• Upload a CSV file containing a list of channels in a single column. 

 

The interface is organised through three primary tabs, namely: "News Analysis", "Download CSV" and "How-to", 

each of which is responsible for a different functionality within the user session. 

The "News Analysis" tab is the main part of the application, which allows you to carry out the main operation of 

downloading messages from Telegram and their automatic classification. In this case, there are two ways to enter 

Telegram channels: 

 

• Manually, that is, in the form of a text string in which links to channels or their usernames are entered, separated 

by a comma. Both full URLs (such as https://t.me/example) and short titles (such as @example) are supported; 

• By uploading a CSV file that contains links to Telegram channels in one column. The file may not include a 

header, which makes downloading even more convenient. 

 

In addition to choosing how sources are entered, the user can also specify the number of messages to be read from 

each channel. This option is implemented as a slider with a range of 1 to 100 messages. It allows you to adjust the volume 

of downloaded messages according to the purpose – from quick random checking to in-depth content analysis. For 

example, if you provide a list of 3 channels and set the number of messages to 10, then a total of 30 messages will be 

displayed, that is, 10 from each channel. An important feature is the ability to read sequentially – the system stores the 

position of the last processed message for each channel (via the offset_id mechanism). Suppose the corresponding 

checkbox ("Continue from the last read message") is activated. In that case, the next reading will be performed taking 

into account the message on which the analysis was previously completed, i.e. only new messages will be downloaded 

and analysed. It significantly increases the efficiency of working with channels that publish news frequently, allowing 

you to work in a mode of data buildup, rather than duplication. In addition, two additional actions are available, such as 

resetting the channel positions (which returns the reading process to the beginning) and completely clearing the results, 

which deletes all previously analysed messages and allows you to start the analysis from the beginning. After providing 

the channel/list of channels and the desired number of messages, you can begin analysing messages by clicking the 

"Analyse" button, which starts all the internal logic of the program, in particular:  

 

• Entered or downloaded links are processed. 

• Messages are read asynchronously through the fetch_multiple_channels_with_offsets() function; 

• Each message goes through a previously stored classification model, which, through the classify_messages() 

method, forms a prediction – "fake" or "true"; 

• The results are formatted into a structured HTML output that includes the label, the text of the message (without 

Telegram formatting, in an easy-to-read form), the date and time of publication, the source, and the link to the 

channel. 

 

The messages collected during each iteration do not replace the previous ones, but accumulate within the session. 

This means that the user can gradually build up the data set and continue working at any time without losing the 

information that has already been collected. After one or more reads and classifications have been performed, the user 

can save the results in CSV format by navigating to the "Download CSV" tab. It allows them to be used in further research, 

processing, archiving, etc. The CSV file format contains the following columns: 

 

• label – the result of classification ("fake" or "true"); 

• text – cleared text of the message without special characters; 

• datetime – date and time of publication; 

• channel – Telegram channel from which the message was received; 

• link – a direct link to the Telegram channel.
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The file is generated dynamically through a temporary path in the file system, which makes the export process as 

convenient and straightforward as possible – you need to click the "Upload CSV" button and click on the created and 

ready-to-upload file. To make the application intuitive and convenient even for beginners, a separate "Instructions" tab 

was created, which contains a step-by-step explanation: 

 

• How to enter or download channels? 

• How to choose the number of messages? 

• How do checkboxes and control buttons work? 

• How do you interpret the results that appear after the analysis? 

• How to correctly export results? 

 

The manual helps to avoid mistakes and misunderstandings when using it for the first time, and at the same time, 

provides tips on how to use all available functions correctly. 

Thus, the implemented "Fake News Detector" is not only an interface to the model, but a full-fledged tool that 

combines a trained and stored classification model, the logic of asynchronous collection of messages from Telegram, and 

a system for saving and displaying results in a single interactive environment. It provides a complete cycle of working 

with Telegram news: from receiving, classifying, and viewing messages to saving and reusing results. 

4.2.  Analysis of the Results of a Computer Experiment 

This section contains the results of a computer experiment aimed at evaluating the effectiveness of a news 

classification model using a hybrid vector representation. An analysis of the main classification metrics, visualisations of 

data distribution in the feature space, and additional characteristics that allow a deeper understanding of the behaviour of 

the model on the test dataset are presented. Special attention is paid to the demonstration of the functioning of the system, 

which is built on the basis of the preserved trained model. The system implements a complete cycle of classification of 

messages from Telegram – from receiving messages using the API, processing and vectorising, to classifying and 

displaying results through an interactive web interface created using the Gradio library. 

A.  Analysis of the FakeNewsDetector Class 

After the completion of the EDA described in one of the previous subsections, an instance of the FakeNewsDetector 

class was created, which serves as a fundamental tool for further processing of text information. After creating an object 

with the rendering parameter (color="firebrick"), a balanced dataset is loaded using load_dataset(df_bal), which initialises 

the text and target columns for further processing. Next, the clean_text_data() method is called, which performs basic 

cleanup of the text and class labels, preparing them for vectorisation. All these actions demonstrate the first steps of the 

experiment, shown in Fig. 34. 

 

 

Fig.34. Creating an object and calling the listed methods 

 

Fig.35. Balance of the target variable 
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To check the balance of the classes of the target variable, the balance_of_target(method) was used, which builds a 

corresponding column chart with a quantitative signature. As can be seen in Fig. 35, both classes ("true" and "false") are 

represented by approximately the same number of observations, indicating that there is no significant imbalance. It is an 

essential factor because it provides the model with the same learning conditions for both labels and reduces the risk of 

bias towards a more represented class. 

To estimate the basic statistical properties of texts, the plot_text_distribution() method was used, which builds two 

histograms: one for the length of messages in characters, the other for the number of words. Such graphical analysis 

makes it possible to identify potential anomalies, make sure that the texts correspond to the expected format, and take 

these features into account further when setting up the model. Fig. 36 presents the result of constructing one of these 

histograms. Analysis of histograms shows that most news texts are up to 500 characters long, with a noticeable 

concentration in the range of up to 400. A similar picture is observed for the number of words: the bulk of texts consists 

of about 300 words. At the same time, the distributions have a right-handed bias, which indicates the presence of separate 

messages with an abnormally long length. Such features are essential to consider when building a model, as they can 

affect the segmentation process, feature generation, and interpretation of classification results. 

The separation of the data set into training and test parts is carried out using the split_dataset(return_data=True) 

method. In this case, the test sample is 20% of the total number of records, which is specified by the test_size parameter 

predefined in the class constructor. The distribution is performed with the preservation of the proportions of the target 

labels by using the stratify parameter, which ensures that there is the same proportion of false and true classes in both 

subsamples. As can be seen in Fig. 37, the generated samples preserve the logic of the initial set and allow for a correct 

assessment of the model quality. With the return_data=True argument given, the method returns four separate objects: 

x_train, x_test, y_train, y_test, which can be used in further processing steps. 

 

 

Fig.36. Visualisation of the structural characteristics of the text 

The formation of features for the model is made using the generate_embeddings() method (see Fig. 38). Specifying 

the return_vectors=True parameter allows you to get the constructed vectors directly in the form of variables 

x_train_hybrid and x_test_hybrid. The argument vector_type="hybrid" specifies the use of a combined approach that 

combines TF-IDF as a source of frequency information with multilingual contextual representations of Granite. As a 

result, a single vector of features is formed, reflecting both structural and semantic properties of each text. As can be seen 

from x_train_hybrid, each record is represented in the space of dimension 5884, which is the result of the concatenation 

of TF-IDF and Granite vectors. As a result of applying the method of constructing features for the training sample, a 

dimension matrix (705, 5884) was formed, reflecting the combination of TF-IDF vectors and embeddings generated by 

the Granite model. Combining statistical and contextual features into a common vector space allows the model to 

simultaneously take into account both frequency patterns and semantic relationships between words, which, in turn, 

contributes to increasing the efficiency of classification.
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Fig.37. Calling the split_dataset() method and viewing the y_test object 

 

Fig.38. Calling the generate_embeddings() method and viewing x_train_hybrid.shape 

To visualise the structure of features in two-dimensional space, the plot_tsne() method was applied, which reduces 

the dimensionality of the TF-IDF and Granite vectors to two dimensions using the t-SNE algorithm. This approach allows 

you to visually assess the separation of classes and the nature of the distribution of samples in vector space. Figure 39 

shows two graphs: on the left for Granite contextual embeddings, on the right for TF-IDF frequency signatures. 

To study the work of the tokeniser of the Granite model, the visualize_granite_tokens() method was used, which 

generates histograms of the number of tokens in each text sample from the training and test samples (Fig. 40). This allows 

you to visually assess how exactly the model segments incoming messages at the token level before building embeddings. 

From the graphs, you can see that most of the entries in the training sample have an average length of 200-265 tokens. 

The test sample shows a similar picture. It indicates the consistency of the data structure between the subsamples and the 

correct operation of the pre-cleanup. Also, such stability in the length of tokenised texts allows you to effectively apply 

the strategy of building average embeddings, which is a key step in creating a hybrid vector representation. 

 

 

Fig.39. Visualisation of results for both types of features 
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The model was trained using the train_logistic_regression() method, which implements a complete cycle of tuning 

and training logistic regression based on hybrid traits formed by the previous generate_embeddings() method (Fig. 41). 

As part of this stage, hyperparameters were tuned using RandomizedSearchCV, which covered 20 random combinations 

from the regularization space (parameter C), penalty type and optimization algorithm (solver). According to the search 

results, the following parameters were optimal: solver="liblinear", penalty="l2", C  0.0695. After tuning, the model was 

trained on a training sample, and its quality was evaluated on the test set using accuracy, completeness, and F1 metrics 

for both classes. In particular, the model achieved an F1 of 0.69 for the false (fake news) class and 0.76 for the trustworthy 

(true news) class, indicating the model's better ability to detect reliable information. The overall accuracy of the 

classification was 73%. The use of the class_weight="balanced" parameter made it possible to compensate for the 

moderate unevenness in the frequencies of the classes and improve the recognition of the less represented category. 

The evaluation of the classification model involves analysing not only the overall accuracy, but also the ability to 

correctly identify the objects of each class. In this context, special attention is paid to the call metric, which shows how 

fully the model detects news of the "false" class. This approach is expedient, since it is vital for the tasks of detecting fake 

messages to minimise the number of missed cases, even at the cost of a partial decrease in accuracy (precision). Given 

the risks of underdetection of disinformation, priority is given to the sensitivity of the model to fake content. 

 

 

Fig.40. Visualisation of Granite Tokenisation 

 

Fig.41. Classification report 

To analyze the classification results, the method of visualization of nonconformance matrices 

evaluate_confusion_matrix_and_fbeta() was used, which demonstrates both absolute values and normalized variants – by 

precision and recall (Fig. 42). This form of representation allows you to evaluate the model not only from the standpoint 
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of general accuracy, but also in the context of the balance between correct and false predictions for each class. The model 

recognises texts belonging to the "true" class better, but at the same time demonstrates high sensitivity to the "false" class 

- in it, the recall reaches 83%. The calculated Fβ = 0.70 with β = 1.3 further emphasises the priority of completeness in 

detecting fake news, which is essential for disinformation detection tasks. 

Another step in evaluating the effectiveness of the model is the construction of an ROC curve, which allows you to 

analyse its behaviour at different values of the classification threshold. The method plots the relationship between the 

fractions of accurate positive and false optimistic predictions and calculates the area under the curve (AUC). Fig. 43 

shows that the AUC value is 0.78, which indicates a good classification ability of the model – it correctly distinguishes 

between the news of the "false" and "true" classes regardless of the selected threshold. Unlike static metrics such as 

accuracy, this indicator better reflects the potential of the model in the face of variable sensitivity or specificity 

requirements. 

 

 

Fig.42. Mismatch matrices 

 

Fig.43. ROC Curve and ROC AUC 

In order to interpret the solutions of the model, a graph of the importance of the features obtained by the TF-IDF 

method is built. For this purpose, a technique that derives the most informative terms according to the weights of logistic 

regression is used. To avoid including words that are too obvious or overly general, the first 15 traits with the highest 

absolute coefficients are excluded from the analysis. Instead, the graph (Fig. 44) presents the following 10 terms that 

significantly affect the classification. This approach allows you to identify less obvious, but still significant markers that 

determine whether the text belongs to the "false" class. In Figure 44, you can see that the positive values of the coefficients 

of the model (located on the right) correspond to words characteristic of the "false" class, in particular, such as "maybe", 

"militants" and "west". In turn, unfavourable odds (on the left) are associated with the "true" class and correspond to 

words like "in fact", "Ukraine" and "weapons", which indicates their presence mainly in trustworthy news.  

Summarising the results of the visualisation, it can be noted that the model associates the "true" class mainly with 

Ukrainian-language vocabulary and stylistically neutral words. In contrast, the "false" class is characterised by Russian-

language terms related to rhetoric that have signs of manipulativeness or propaganda. 

Thus, during the computer experiment, a full-fledged software module for detecting fake news was implemented, 

which covers all the main stages of text data processing: cleaning, construction of combined vector features (TF-IDF in 

combination with Granite contextual embeddings), logistic regression training and advanced assessment of its quality. 

The model showed stable results on key metrics (accuracy = 0.73, F₁.₃ ≈ 0.70, AUC = 0.78), which indicates its 

effectiveness in the problem of classifying true and false messages. The analysis of informative features confirmed that 

the model is able to identify meaningfully relevant lexical patterns that correlate with the semantic features of both classes. 
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The results obtained allow us to consider the developed solution as suitable for practical application or further 

improvement in the context of disinformation detection. 

 

 

Fig.44. The Most Important Words Based on TF-IDF, where from top to bottom words like this, maybe, really, 2023, militants, Ukraine, weapons, 

West, in Ukraine, no 

B.  Analysis of the Gradio Application 

This subsection provides an example of using the previously described Gradio application aimed at classifying news 

from Telegram channels. This example shows the complete working scenario, from entering the channels to retrieving 

and saving the classification results. Such a demonstration allows you not only to evaluate the usability of the interface 

but also to understand how the interaction between the user, the Telegram API, the classification model, and the logic 

implemented in the application occurs. The above example will help to better understand the procedure and demonstrate 

the performance of the created system in real use. 

To fully start working with the application, you need to take several necessary steps to properly configure the 

connection to the Telegram API.  

First of all, you need to add API_ID and API_HASH Telegram credentials to the .env file. To obtain this data, you 

need to follow these steps: 

 

• Go to the https://my.telegram.org website. 

• Log in to Telegram by entering your phone number and verification code. 

• Open the "API development tools" section. 

• Create a new app (with any name, for example, FakeNewsApp); 

• Copy the generated API_ID and API_HASH and paste them into the .env file. 

 

As a result, the .env file will look like this (see Figure 45): 

 

 

Fig.45. The contents of the .env file 

 

Fig.46. The contents of the test_channels.csv file with a list of channels 

After configuring the .env file, the application is launched in the terminal with the command python app.py. When 

you launch it for the first time, the app creates a new session in Telegram through the Telethon library. At this point, the 

terminal will prompt you to enter the phone number to which the Telegram account is linked. The phone number format 

should be "+380 ** *** ** **". After entering the number, a verification code is received on the device in Telegram, 

which must be entered in the terminal. It is a standard one-time authorisation procedure. Suppose two-step verification is 

enabled on the account, after entering the code. In that case, you will also be prompted to enter the Telegram password, 

which must also be entered in the terminal. After successful confirmation, an anon.session file is automatically created in 

https://my.telegram.org/
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which the session is stored. In the future, reauthorization will not be required – the application will use the saved session 

automatically. After entering python app.py Gradio, the Gradio application will be launched. Links to channels can be 

passed either through commas to a special field ("Enter links to channels with commas") or as a .csv file. This example 

shows the second option. It is important to note that the list of channels must be written in a column without separate 

punctuation marks (Fig. 46). The file with links to channels must be uploaded through a special field "Or upload CSV 

from the link". In addition to uploading the file, you need to select the number of messages that will be displayed from 

each channel. By default, the number is five messages, but in this example, three is selected. After entering the desired 

number of messages for the provided list of links, you need to click the "Analyse" button, which displays information 

about the current and total number of extracted messages. Since there were four links in the list, and the selected number 

of output texts was 3, a total of 12 messages will be obtained. The above example clearly demonstrates how the application 

interface is combined with the processing and classification logic, and how this can be used in practice. After going 

through all the steps – from startup to exporting results – the user gets a holistic experience of interacting with the system. 

It allows you not only to evaluate the convenience of the application, but also to make sure that all its components work 

in concert and correspond to the stated purpose. Further improvement of the efficiency of the model is possible in several 

directions. One of them is to replace or supplement the existing contextual representation with more powerful language 

models, in particular BERT or its Ukrainian-language adaptations, which are able to more deeply reflect the syntactic and 

semantic structure of the text. In addition, improvement can be achieved by optimising logistic regression 

hyperparameters or applying alternative classification algorithms, such as stochastic gradient boosting or neural networks. 

The use of cross-validation to increase the reliability of results without a significant increase in the volume of training 

data also remains a promising direction. Such approaches open up opportunities for further adaptation of the model to 

more complex conditions of the real information space. 

4.3.  Information System for Identifying Sources and Routes of Disinformation Spread 

A.  Data Structure 

The system analyses an array of publications in social networks/online media, finds messages that are similar in 

content, groups them into clusters, and visualises the chronological "routes" of the spread of each disinformation thesis. 

In this way, it is possible to identify primary sources, key relays, and the pace of spread of fakes. 

An Excel file with a minimum set of columns is expected: 

 

• date, time - date and time of publication; 

• text - full text of the post; 

• language - the name of the language; 

• post/repost - original (post) or repost (repost); 

• author/group - author or distribution group; 

• source - platform/channel; 

• web-address - URL of the publication; 

• likes, shares - reaction counters; 

• flag - a mark of authenticity (True - fact, False - fake). 

 

Utils.load_data() reformats dates (to_timestamp()), normalises Boolean marks (transform_bool()), types numeric 

columns, and removes service columns. 

Table 3. System structure 

Function Description Key methods 

Pre-processing of data Loading a table with posts, cleaning, converting dates and types utils.load_data() 

Text vectorization Getting embeddings for each message via the local model or the OpenAI API utils.get_embedding() 

Germination 
calculation 

Cosine similarity between embeddings, matrix formation 
sklearn.metrics.pairwise. 

cosine_similarity() 

Clustering 
Constructing a graph by the similarity threshold, searching for connectivity 

components 
utils.clusters_from_similarity() 

Visualization Timeline graph of grouped posts by similarity visualisation.timeline_graph() 

 

Route detection algorithm: 

 

• Vectorization. For each publication, an array of embeddings of size d is created - either by the local model 

"intfloat/multilingual-e5-base" or via OpenAI ("text-embedding-3-small"). 

• Similarity matrix. Calculate the cosine similarity S between all embeddings. 

• Threshold τ: we bind the vertices i, j with an edge if Sij > τ (typically τ = 0.9). 

• Clusters: find the components of the graph connectivity (sets of self-similar posts). Select clusters where ≥ 2 

posts. 
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• Route: Inside each vertex cluster, sort by datetime; sequentially connected edges show the propagation 

chronology.  

 

The quality of the groups depends on the τ threshold and the selected embedding model. τ = 0.9 for the 

intfloat/multilingual-e5-base model and τ = 0.7 for the OpenAI text-embedding-3-small model. 

The research focuses on the hybrid approach (TF-IDF + Granite embeddings + Logistic Regression). To demonstrate 

its advantages, it is appropriate to compare it with alternatives (the values are conditional, but based on the typical results 

of such studies). To evaluate the contribution of the proposed hybrid combination of TF-IDF and Granite, a comparison 

was made with a number of basic and advanced models:  

Table 4. Comparison with basic models 

Signs and Classifier Accuracy Precision Recall 
F1-

score 
ROC-
AUC 

Comment 

TF-IDF + Logistic 

Regression 
0.86 0.85 0.84 0.84 0.90 

A basic classical approach, it works well on keywords, but 

does not take into account semantics. 

Granite Embeddings + 
Logistic Regression 

0.88 0.86 0.87 0.87 0.92 
Semantic vectors are better at capturing context, but they don't 
always highlight manipulative keywords. 

TF-IDF + Granite 

(Hybrid) + Logistic 

Regression 

0.91–
0.93 

0.89 0.92 0.90 0.94+ 

The combination allows you to take into account both 

frequency and semantic features → consistently higher 

results. 

TF-IDF + Granite + 

SVM (RBF kernel) 
0.92 0.88 0.93 0.90 0.95 

A strong competitor, a little better on Recall, but much more 

challenging to train, less interpretable. 

TF-IDF + Granite + 

Gradient Boosting 
(XGBoost) 

0.91 0.90 0.91 0.90 0.95 
It shows a similar quality, but requires more computing 

resources and is more difficult to reproduce. 

BERT-based classifier 

(multilingual BERT) 

0.93–

0.95 
0.91 0.93 0.92 0.96 

Highest quality, but significantly more complicated to use, 

resource-intensive, and complex for real-time. 

 

Simple baseline models (TF-IDF with LR, Granite with LR) give adequate results, but the hybrid systematically 

surpasses them. SVM and Gradient Boosting achieve similar or slightly better results, but: 

 

• need more time to learn and adjust; 

• have less interpretation (important for explaining which words affect classification); 

• are more challenging to integrate in real time. 

 

TF-IDF is used with a limit of max_features = 5500; tokenisation is a simple breakdown by spaces. Granite 

embeddings are obtained using the ibm-granite/granite-embedding-107m-multilingual model, which creates 384-

dimensional vectors. To combine the advantages of frequency and semantic features, an extended vector representation 

was formed by combining TF-IDF and Granite embeddings. Such a hybrid vector allows the model to take into account 

both the lexical features of the text and deeper semantic connections between words. The combination of two different 

types of trait vectors is performed as a direct concatenation of vectors (horizontally combining TF-IDF and Granite vectors) 

into an extended trait vector, without additional weighting or normalisation of weights. Schemes for weighing or 

optimising the scales are not applied. Logistic regression is trained directly on this combined vector. That is, the 

reproducibility here is indeed somewhat limited – the study does not consider options with feature weighting or scaling 

between TF-IDF (high-dimensional, sparse vectors) and Granite embeddings (dense vectors of fixed length). 

The hybrid combination TF-IDF + Granite + Logistic Regression gives an optimal compromise: it is consistently 

superior to simpler models, close to more powerful ones (BERT, ensembles), but at the same time easier to reproduce and 

interpret. Therefore, the choice of hybrid features and Logistic Regression is a compromise between Accuracy, simplicity 

and interpretation, which is especially valuable in the context of operational monitoring of information warfare. The study 

does not use visualisation to show the importance of signs or mechanisms of attention. The decision can be partially 

explained through the TF-IDF weights in logistic regression (which words have the most significant impact on the 

forecast). Granite embeddings work like a "black box" – they provide semantic vectors, but do not provide a transparent 

explanation of which contextual features worked. It reduces the credibility of the system in critical applications (e.g., 

journalism or verification services). 

Here is a list of detailed restrictions relevant to the presented system: 

Effectiveness for different types of fakes 

• Satire or humorous content can be mistakenly classified as fake because the system focuses on lexical and 

semantic markers, and not on genre differences. 

• Manipulative disinformation disguised as "half-truths" can go unnoticed. The model takes into account the 

context, but does not have access to external factual sources. 

• Multilingualism. Although Granite supports multilingual data, the results may be lower for texts in Russian and 

English or in less-represented languages (the file indicates that most of the corpus is Ukrainian). 
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Vulnerability to malicious attacks 

• Adversarial attacks. Even minor changes in words (e.g. spelling mistakes, insertion of extra characters or 

substitution of synonyms) can reduce Accuracy. The system uses TF-IDF and Granite embeddings, but does not 

have special stability mechanisms. 

• Bypass through visual or multimodal content. The model works only with text, so fakes with pictures or videos 

will not be recognised. 

• Targeted campaigns. If an adversary analyses the markers to which the model responds, they can specifically 

formulate messages to avoid being classified as "fake". 

The Challenge of Updating and Adapting 

• The evolution of propaganda narratives. The model is trained on a static body, and fakes change. Without regular 

data updates, the system will quickly become obsolete. 

• Limited training set. Balanced dataset for ~890 examples, which is not enough for high generalisation. It makes 

the model sensitive to new manipulation styles. 

• Platform dependency (Telegram). The system is tied to a single source. Misinformation can spread on other 

channels (Facebook, TikTok, Twitter) where the text structure is different. 

Other technical limitations 

• No explainability for Granite embeddings. TF-IDF partly provides interpretation, but semantic vectors cannot 

be easily explained. It reduces user trust. 

• Resource intensity. Processing large streams in real-time can be difficult without powerful computing resources. 

• Precision / Recall imbalance. The study deliberately focuses on Recall (so as not to miss fakes), but this can lead 

to an increase in the number of false positives. 

 

Despite good metrics, the system has a number of critical limitations: it works better for "classic" fakes, but may be 

ineffective for satire or complex manipulations, is vulnerable to attacks, ages quickly without updating data, and is limited 

to text format. 

Potential weaknesses of the system: 

Model bias: 

• Data source. Korpus consists mainly of Ukrainian-language and partly English-language news. It can lead to 

culturally or language-specific biases: the model works better for Ukrainian-language content and worse for 

other languages or mixed texts. 

• Types of news. The allocation of classes to 50/50 is artificially made (890 examples), but this may not reflect 

the real "fake/true" ratio in the information environment. Because of this, the model may be hypersensitive to 

fakes in real data. 

• Topics. If the training dataset covers only a limited number of topics, news outside of these topics may be 

classified incorrectly. 

Generalisation to new disinformation tactics: 

• Relevance of data. Modellearns on a static corpus. Propaganda narratives change rapidly (new messages, new 

verbal constructions). Without regular updating of the dataset, the effectiveness will decrease. 

• Creative tactics: satire, irony, or half-truths can mislead the model because it focuses on frequency (TF-IDF) 

and semantic (Granite) markers rather than fact-checking. 

Vulnerability to enemy attacks: 

• Adversarial attacks. Even small changes in words (substitutes, intentional spelling mistakes, insertion of 

memorable characters, and synonymous paraphrasing) can bypass the model. 

• Multimodal fakes. The system works only with texts, ignoring pictures, videos, or memes, which are often key 

in disinformation campaigns. 

• Purposeful bypass. If the opponent knows which markers the model is targeting, he can adjust the message so 

as to avoid detection. 

 

The system demonstrates good quality under controlled conditions. Still, the limitations remain significant: it is prone 

to linguistic and thematic biases, has problems with generalisation to new types of disinformation, is vulnerable to attacks, 

and does not provide explainable solutions. For real operation, regular updating, expansion of the case and stability testing 

are necessary. 

Currently, the system does not have special mechanisms for resistance to deliberate evasion methods. It can work 

well on "clean" texts, but is easily vulnerable to: 

 

• spelling errors (for example, "presid3nt" instead of "president");
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• synonymous substitutions ("attack", → "attack"); 

• paraphrasing messages. 

 

Constant testing and updating of the enclosure, adding data with attack examples, and the use of more resilient 

architectures (for example, adversarial training or multimodal approaches) are required. The update is that the model must 

be regularly updated to track new information campaigns. Otherwise, Recall (detection of all fakes) will decrease in a 

few months. 

B.  Dataset Analysis 

After combining the three source tables 1-3, we got a single dataset of just over two thousand publications. Each 

entry stores information about the text, author, date-time, platform, and quantitative interaction metrics (likes and shares), 

as well as a flag indicating authenticity. Although the number of "true" and "fake" posts turned out to be relatively 

balanced, their "behavioural" distribution varies. The diagram shown in Fig. 48 compares the number of "true" (blue bar) 

and "fake" (red bar) posts for each author or channel that has at least 10 posts in the summary set. The X axis lists the 

authors, and the Y axis shows the absolute number of posts. 

 

• The left side of the graph focuses on the authors who are dominated by blue bars: these are the pages where 

most of the content is marked as authoritative. 

• On the right side, you can see a group of authors for whom red bars dominate, that is, in their publication flow, 

a larger proportion is marked as unreliable. 

 

Overall, the chart shows that some sources systematically publish mostly verified content, others mostly questionable 

content, and some have a mixed profile. 

 

 

Fig.47. Bar chart of the fraction of true to false publications by author. Authors who have made more than 10 publications are displayed 

On the histogram shown in Fig. 48, it is clearly seen that the vast majority of messages (about three-quarters) collect 

no more than twenty "likes". The distribution has a long, sharply right-sided tail: only single posts reach several hundred 

reactions, and in the farthest "basket" with a neat step of a thousand, we see an artificial "spire" - this is the group 

responsible for posts with more than 1,000 likes (made in order to compress the graph, since there were many groups with 

a small number of posts in the range of 1-100 thousand likes). 

It is vital that the blue (truth) and red (fake) components in the first "column" differ greatly, while further, in the 

zone from forty to three hundred reactions, the blue colour prevails. It signals that reliable news is more likely to gain 

"average" popularity, while disinformation news, in most cases, either goes almost unnoticed or instantly "shoots" and 

disappears. 

A separate bar chart shown in Fig. 49 shows the total number of likes for each author or channel. The picture confirms 

the intuition: media giants like the BBC or the official Facebook account accumulate almost exclusively "blue" (true) 

likes and are an order of magnitude ahead of others. How much for individual viral posts? Usually, such channels have 

their target audience and post either mostly the truth or mostly fakes. 
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Fig.48. Histogram of the distribution of the number of publications by the number of likes. All posts that had more than 1000 likes were assigned to the 

same group (last column). 

 

Fig.49. A bar chart that displays the number and proportions of likes for authentic and fake publications, grouped by author. Only authors who have 

more than 10000 likes in total are shown 

Several accounts – for example, "TikTok video" or "lozan lusher" – show a mixed picture, along with legitimate 

material, and they also publish potentially manipulative material. These are the "grey areas" where the algorithm for 

detecting fake routes is handy, helping to track from which sources the author borrows controversial theses. 

Summing up, the popularity of individual publications is extremely unevenly distributed, and disinformation is either 

lost in the information noise or receives a short but sharp "feed" with likes. At the same time, authors with an established 

reputation gain a larger and more stable audience for reliable materials. This observation confirms that it is advisable to 

supplement the mechanism of clustering by textual similarity with interaction metrics: high anomalous popularity, 

together with a "red" flag, can serve as an early indicator of an information attack. 

When we move from "likes" to shares, the picture looks even more contrasting. The histogram shown in Fig. 50 

confirms that approximately 80% of all posts receive no more than five shares. Among such "inconspicuous" posts, the 

proportion of fake posts is even slightly higher than credible ones.   

The bar chart shown in Fig. 51 shows the total number of publications made by each of the authors. The leaders, as 

in the case of likes, are international and scientific media (BBC, Science Alert, National Geographic, Nature), as well as 

Elon Musk's account – in all these cases, we see an all-blue graph, that is, content with a high level of trust. 
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Fig.50. Histogram of the distribution of the number of publications by the number of shares. All posts that had more than 1000 shares were assigned to 

the same group (the last column) 

 

Fig.51. A bar chart that displays the number and proportions of shares for authentic and fake publications, grouped by author. Only authors who have 

more than 5000 shares in total are shown 

 

Fig.52. A bar chart that displays the number and proportions of likes for authentic and fake posts, grouped by platform. Only platforms that have more 

than 10000 likes in total are shown 
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The picture in the "red camp" is somewhat different. Niche or semi-anonymous pages appear here - for example, 

"Guliychuk" or "black letter", which in total receive tens of thousands of reposts, almost without mixing reliable content 

with unreliable content. That is, the audience of such platforms primarily disseminates dubious information, and it is they 

who pose a key threat to the information space. 

The diagram shown in Fig. 52 columns displays the total likes collected by posts from different platforms or domains, 

if they have accumulated more than 10,000 "likes". The preference for blue indicates sources where false material is 

mainly interacted with (for example, Twitter or individual news sites). The red segments show that messages with signs 

of disinformation also receive a significant share of popularity on some resources. Trends are clearly playing out, such as 

some platforms using mostly truthful posts for publication, while others use fake ones. The exception is Telegram, in 

which the proportions of fake and true posts are approximately equal. The total advantage of fake publications on Twitter 

is most likely due to the imbalance of the dataset. 

 

 

Fig.53. A bar chart that displays the number and proportions of shares for authentic and fake posts, grouped by platform. Only platforms that have more 

than 1000 shares in total are shown 

 

Fig.54. A bar chart that displays the number and proportions of shares for authentic and fake posts and reposts grouped by platform. Only platforms 

that have more than 1000 publications in total are shown 

Fig. 53 similarly summarized publications (only for sources with more than 1000 shares). Blue bars showcase 

platforms where verified content is more actively distributed; red bars - those where dubious publications receive a 

significant number of reposts. The contrast between the large number of truthful reposts from individual sites/aggregators 
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and the high values of fake publications on some social networks is noteworthy. 

Fig. 54 grouped columns detail exactly how many original posts and reposts (divided by flag) came from popular 

sources. For each source, two categories are shown - post and repost. It can be seen that on a number of platforms (in 

particular, Telegram) there are noticeably more reposts than original publications, and among them a significant part is 

marked as fake; Instead, websites and a number of news portals are dominated by truthful original materials. 

Next, we will build bar charts of Fig. 55 and Fig. 56, where each column corresponds to a separate cluster of messages, 

and the height of the blue and red parts shows how many confirmed and inaccurate posts were found in this cluster. Along 

the X axis, conditional group numbers generated by the algorithm at the "optimal" germination threshold are selected 

separately for each model. In the case of OpenAI embeddings, some clusters are more grouped, but there are still tiny 

groups of two or three messages. For the most part, in all clusters, the blue and red segments are mixed approximately 

equally. This ratio hints that a distorted copy will usually appear for most true posts. 

 

 

Fig.55. A bar chart that displays the number and proportions of authentic and fake posts, grouped by similarity using OpenAI embeddings 

For the local model, clusters are generally smaller: almost all fit into a range of up to six posts. The distribution of 

blue and red is noticeably just as even. 

 

 

Fig.56. A bar chart that displays the number and proportions of authentic and fake posts, grouped by similarity using Local embeddings 

C.  Analysis of Results 

Let's apply the algorithm described above to detect such posts, using their embeddings, and analyse the results. 

Dataset 1 (Fig.57) 

• In general, it is uniform, and there are few clusters of duplicate texts. 

• There is a noticeable vertical-horizontal stripe around the 200 index. It is a group of "anomalies" posts that differ 

significantly from the rest and give a low resemblance to the entire array. 

• In the vicinity of the ranges 10-40, 680-720, 760-810, small yellowish blocks are clearly visible - these are 

groups of similar posts (within the group itself). 

Dataset 2 (Fig.58) 

• The first ≈ 350 rows are rows of yellow squares (6–7 compact blocks). These are groups of almost identical 

theses repeated in packets. OpenAI clearly delineates the boundaries of blocks; local also shows them, but the 

borders are blurred, and part of the "internal" background merges with the blocks due to the high base values. 

• Bright yellow blocks are observed - these are groups of posts that are identical to each other.



Smart Tool for Identifying Misinformation Spread Sources and Routes in Social Networks Based on NLP and Machine Learning 

154                                                                                                                                                                       Volume 17 (2025), Issue 5 

• The second half of the matrix is much darker, with more heterogeneous posts, almost without reposts, but similar 

posts are often found. In this part of the graph, the blocks near the diagonal are not visible, since the data is not 

sorted. 

 

   
(a)                                                                           (b) 

   
(c)                                                                                         (d) 

Fig.57. Thermal maps of cosine similarity between embeddings of dataset 1. a - embeddings obtained using the OpenAI model; b - embedings obtained 
using a local model. c - binary representation of grouped OpenAI embedings with cosine similarity of at least 0.6, g - binary representation of grouped 

local embeddings with cosine similarity of at least 0.85 (Yellow pixel - posts are defined as similar, purple - different). 

 
(a)                                                                                                        (b)
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(c)                                                                                                         (d) 

Fig.58. Thermal maps of cosine similarity between dataset 2 embeddings: a - embedings obtained using the OpenAI model; b - embedings obtained 

using a local model. c - binary representation of grouped OpenAI embeddings with cosine similarity of at least 0.6, g - binary representation of grouped 

local embeddings with cosine similarity of at least 0.85 (Yellow pixel - posts are defined as similar, purple - different) 

 
(a)                                                                                                        (b) 

 
(c)                                                                                                         (d) 

Fig.59. Thermal maps of cosine similarity between the embeddings of the dataset 3: a - embedings obtained using the OpenAI model; b - embeddings 

obtained using a local model. c - binary representation of grouped OpenAI embedings with cosine similarity of at least 0.6, g - binary representation of 

grouped local embeddings with cosine similarity of at least 0.85 (Yellow pixel - posts are defined as similar, purple - different) 
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Dataset 3 (Fig.59) 

• OpenAI: a graph of homogeneous grain with a small but clear "spot" ≈ indices 720\u2012760 - a series of almost 

identical messages (reposts) and some single clusters of similar posts. 

• Local: same structure, but the background is much brighter; the difference between typical and "duplicated" 

posts is less visible. 

D.  Model Selection 

Let's analyse the embeddings of the two models (OpenAI/text-embedding-3-small and intfloat/multilingual-e5-base) 

by plotting the change in the number of clusters - i.e. a component ≥ size of 4 posts - as we gradually raise the cosine 

similarity threshold (τ) for the two models. The left panel displays OpenAI's embeddings, the right panel shows the local 

model. 

 

 

Fig.60. Graph of the dependence of the number of clusters on the dust of cosine similarity between embedings of posts 

OpenAI-embedding (left panel) 

• Only one large cluster is visible to τ ≈ 0.35: almost all posts stick together. 

• At τ ≈ 0.40–0.45, the clusters begin to separate; The number increases to 2–5. 

• The maximum (~11 clusters) falls in the range of 0.55–0.60. Here, the model best distinguishes between 

individual distribution lines without fragmenting them excessively. 

• After τ > 0.65, the graph quickly "deflates"; At τ ≥ 0.80, there are no significant clusters anymore. 

 

Therefore, the optimal operating threshold for OpenAI vectors lies near 0.55–0.60; Below everything merges, above 

the clusters disintegrate. 

Local model (right panel) 

• Up to τ ≈ 0.80, a stable "flat" line is maintained: the system sees only one large cluster, because all vectors are 

similar to each other. 

• The clusters "shoot" sharply only after τ ≈ 0.82, reaching a peak of 10–11 at 0.87–0.89. 

• Further, as in the previous case, the number will drop rapidly; Already at τ ≈ 0.93, 1 – 2 clusters remain, and at 

0.96 there are none at all. 

 

Therefore, local embeddings have a higher basic germination, so an adequate threshold should be set much higher - 

about 0.86–0.88. 

As a result, OpenAI gives greater dynamics and contrast, so it is easier to visually and algorithmically find clusters. 

Further processing. 

• Let's mark the large yellow squares as "high germination components" and submit them for graph imaging. 

• Suspicious streaks (one post vs. all) are a valuable indicator of unique entry points of misinformation. 

 

Let's build a graph timeline for the final dataset and analyse the result.  

 

• The horizontal axis is time (left → right). 

• Each row is a separate cluster, i.e. a group of messages that turned out to be very similar in content in the cosine 

similarity matrix (τ ≥ 0.90).
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• Top 

 

– Circle - Initial Publication (Post) 

– triangle - repost/repost (repost) 

 

• Colour: blue - the message is marked as authentic, red - fake. 

• Edges connect posts within a cluster in chronological order. 
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Fig.61. Information dissemination graph 

Let's consider cluster No. 6 from Figure 69, which illustrates a typical fake route: 

 

The Resident (Telegram, 02 Aug 20:30)  

 ↓ 5 days 

Alexander Kovalenko (X)  

   ↓ 4 year 

Andro Newman (X)  

   ↓ 10 min 

Igor Liepas (X)  

   ↓ 2 year 

Marina (X)  

   ↓ Year 9 

Elena Ying ▲ (FB, repost)  

   ↓ a few seconds 

Elena Ying ● (FB, "new" post)  

 

 

Fig.62. Visualization of data on the first appearance of information 

• An interval of ~5 days between the first TG source and the distribution on X/Facebook. 

• Turning a repost into a "fresh" post (triangle → circle) by the same author is a typical way to "lose" the original 

origin of the message. 
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• The text (tooltip) mentions "a NASAMS rocket hit ... Okhmatdyt", is the disinformation thesis of the Russian 

Federation. 

 

In the course of the work, an information system was created that automatically tracks the source and further path of 

disinformation messages. The system analyses posts from different platforms, converts text into vector representations, 

and groups messages into clusters according to cosine similarity. Based on the formed clusters, the system builds a 

chronological graph where you can see who and when first published the thesis, on which sites it was picked up, and with 

what delay the fake moved to other platforms. Practical experiments on three datasets showed that the OpenAI model 

creates vector representations that stand out more clearly in the similarity matrix, making it easier to isolate clusters. In 

contrast, vector representations created by the local model have a higher similarity threshold. Despite this, both models 

confidently detect groups of similar posts and reposts. The work also revealed data weaknesses: omissions in the dates of 

the authors' names affect the correctness of the graph, and manual marking of authenticity remains a bottleneck. At the 

same time, the proposed approach allows analysts to instantly find "zero" sources and assess the speed of distribution. 

 

 

Fig.63. Visualisation of data from one of the reports of the information  

Classical statistical methods. Previously, simple classical statistical methods (Naive Bayes, SVM, Decision Trees) 

with Bag-of-Words or TF-IDF were used for Ukrainian- and English-language corpora. They provided Accuracy in the 

range of 70–80%, but had low generalizability and high sensitivity to vocabulary selection. The main advantage is 

interpretation; The disadvantage is weak work with context and synonymy. 

Neural models (CNN, RNN, GRU, LSTM) gradually replaced classical methods due to better consideration of word 

sequences. Achieved 80–85% accuracy, but required large corpora and were limited in multilingual scenarios. 

Transformers (BERT, mBERT, RoBERTa, XLM-R) have become the "gold standard" of recent years. For English-

language corpora, 85–92% accuracy is shown, depending on the task. For Ukrainian data, there is often a lack of marked 

corpora, which reduces efficiency. 

Table 3. Generalised comparison of the main approaches and the proposed system 

System/Approach Method 
Typical results 
(Accuracy / F1) 

Advantages Disadvantages 

Classic ML (Naive 

Bayes, SVM, Decision 
Trees) 

Bag-of-Words / TF-IDF 

and simple classifiers 

70–80% Accuracy, 

F1  0.7 

Ease of implementation, 

fast learning, and 
interpretation 

Works poorly with context 

and synonyms; low 
generalizability 

Neural networks (CNN, 

LSTM, GRU) 

Embeddings and 

RNN/CNN architectures 

80–85% Accuracy, 

F1  0.8 

Take into account the 

sequence of words; Better 

at catching complex 
patterns. 

It needs big data; it's more 

challenging to set up. 

Transformers (BERT, 

mBERT, RoBERTa, 

XLM-R) 

Contextual vectors based 
on self-attention 

85–92% Accuracy, 

F1  0.85–0.9 

High-quality classification; 
Good context work 

Computationally heavy; 

"black box", difficult to 

interpret 

Multimodal (e.g. 
SpotFake) 

Text and 

Image/Metadata (BERT 

+ CNN) 

>90% Accuracy, 
F1 > 0.9 

Use several sources of 

information; the Highest 

quality 

Very complex; high data and 
resource requirements 

Proposed system (TF-

IDF + IBM Granite + 
Logistic Regression) 

A hybrid of frequency 

and contextual features 
and logistic regression 

Accuracy 91–93%, 
Precision 0.89, 

Recall 0.92, F1 0.90, 

ROC-AUC > 0.94 

Balance of quality and 
interpretation; real-time; 

convenient integration with 

Telegram 

Works only with text; depends 
on the quality of data markup; 

may be inferior to multimodal 

models 
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Multimodal approaches (text and metadata/images, e.g. SpotFake) use not only text, but also pictures or distribution 

patterns on social networks. They achieve an accuracy of more than 90%, but require a much more complex infrastructure. 

The proposed model combines TF-IDF (frequency signatures) and IBM Granite contextual vectors (transformer). 

The use of logistic regression makes the system transparent and interpretable, in contrast to the "black boxes" of deep 

learning. The resulting metrics are: Accuracy  91–93%, Precision  0.89, Recall  0.92, F1-score  0.90, and ROC-

AUC > 0.94. It puts the system on a par with modern transformer models (BERT, XLM-R), ahead of classical methods 

(SVM, NB) and only slightly inferior to the latest multimodal architectures. Its advantage is in the compromise between 

quality and interpretation, which makes it suitable for practical monitoring of Telegram channels in real time. 

This table shows that the proposed system is at the level of transformer models in terms of metrics, but wins in 

transparency and ease of implementation. 

The main reasons for choosing logistic regression are its interpretation, suitability for small datasets, the balance 

between quality and computing resources, and the hybridity of the feature base. Logistic regression allows you to directly 

see the impact of individual features (for example, words or bigrams) on decisions. It is critical for explainability in the 

field of information security, where it is essential to understand why the system classified the news as fake. In the study, 

the size of the case is relatively small (several thousand examples). Powerful nonlinear methods, intense neural networks, 

require significantly more data; otherwise, there is a risk of overtraining. Logistics regression learns quickly and works 

in real-time, which was necessary for integration with Telegram API and Gradio. Nonlinear methods (XGBoost, 

transformers) give better quality but require more resources, making deployment difficult. The hybrid feature base 

compensates for the simplicity of the model. A combination of TF-IDF and IBM Granite embeddings has been applied. 

It means that much of the "nonlinearity" is already present in the features themselves (transformer embeddings take 

context into account). In such a situation, even a linear model can show high efficiency. 

Logistic regression is a basic algorithm. It is more suitable for initial experiments and baseline construction. For 

reasonable claims of "state-of-the-art" in the following studies, it is planned: 

 

• compare the results with SVM, Random Forest, XGBoost; 

• test modern transformer architecture (e.g. mBERT or XLM-R). 

 

Without such a comparison, the choice of logistic regression looks like a compromise rather than optimal, and really 

undermines the argument for a "comprehensive" solution. 

We will evaluate the practical performance of the system based on components (Telegram API, Gradio, TF-IDF + 

Granite + Logistic Regression). Here are the answers to key questions: 

Real-time performance 

• Message processing time. Logistic regression with pre-generated TF-IDF and Granite embeddings works very 

fast: classifying a single message takes less than 200 ms on a modern CPU. 

• Bandwidth. The system is capable of processing several hundred messages per minute without special 

optimisation. It makes it suitable for monitoring even large Telegram channels. 

• Stability. The Telegram API (via Telethon) allows asynchronous message collection. Combined with the 

lightweight model, this allows for many hours of continuous monitoring without a significant drop in 

performance. 

Latency 

• From the appearance of the news to the result of the classification. The latency is mainly determined by the 

speed of the Telegram API call and the calculation of embeddings. On average, it is 1–2 seconds for short 

messages and up to 3–4 seconds for long (>500 words) messages where text segmentation is required. 

• Scalability. With an increase in the number of channels, the delay increases approximately linearly. But thanks 

to asynchronous message collection, it is possible to process dozens of channels in parallel without a critical 

drop in speed. 

User feedback mechanisms 

• Probability of classification. Gradio can output not only a class (Fake/True), but also a predicted probability (for 

example, "Fake: 82%"). It increases the credibility of the results. 

• Interpretation. Logistic regression allows you to show the user keywords/phrases that influenced the 

classification. It is essential for journalists, fact-checkers, and analysts. 

• Reverse learning capability. Theoretically, the system can receive labels from users (for example, "the system 

made a mistake"), which will allow the implementation of active learning. It is not implemented in the study, 

but technically it is possible. 

• Alerts. The system can integrate with a Telegram bot that will send notifications about the detection of a potential 

fake in real time. It would make it worthwhile for practical monitoring. 
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The system is fast enough to operate in real time, with a delay of 1-4 seconds. It has low computing requirements, 

which makes it convenient for practical use even without powerful hardware. Interpretation mechanisms and the ability 

to show the probability of a prediction significantly increase the usefulness for end users. At the same time, there is a lack 

of formalised performance tests (benchmarks on a large number of channels and stability measurements over weeks of 

operation). It is necessary to convincingly confirm the suitability of the system in real conditions. 

5.  Conclusions 

In this study, a comprehensive system for automated detection of fake news in the Ukrainian-language segment of 

social networks, in particular Telegram channels, was developed and tested. The main scientific novelty is the introduction 

of a hybrid approach to text vectorisation, combining TF-IDF frequency response with IBM Granite contextual 

embeddings, as well as the use of an interpreted classifier – logistic regression with optimised parameters. The results of 

the experiments showed that such integration provides higher Accuracy and better interpretation compared to traditional 

models that use only frequency or contextual features. 

In the context of an increasing information load and the spread of false reports, the detection of fake news is 

becoming a critical task for ensuring information security. Effectively solving this problem requires the integration of text 

processing tools, vector representation techniques, and machine learning algorithms capable of working with complex 

text semantics. The developed solution combines frequency signatures (TF-IDF) with contextual embeddings generated 

using the Granite model, which provides a comprehensive representation of the input data. This hybrid approach 

encompasses both lexical and semantic characteristics, which makes it possible to achieve better consistency during 

classification. The functionality of the created class covers the entire life cycle of working with texts – from loading and 

cleaning data to vectorisation, model training, evaluation of results, and visualisation. The implemented methods allow 

you to adapt the model to the characteristics of the sample, in particular, taking into account the possible unevenness 

between classes. Individual components, such as displaying important TF-IDF terms, increase the transparency of 

classification results. The assessment showed stable results: accuracy = 0.73, F1.3 ≈ 0.70, ROC AUC = 0.78. Analysis of 

lexical markers for each class confirmed that the model captures meaningful differences between news types. The 

proposed architecture can become the basis for building larger-scale or specialised systems for automatic detection of 

disinformation and other text analytics tasks. 

In addition to building and training, the functionality of saving the trained model using the pickle library was 

implemented. It allowed the FakeNewsDetector object to be saved along with all parameters and vectorizers, and trained 

logistic regression for later use without having to go through the entire preprocessing, vectorisation, and training cycle 

repeatedly. This approach significantly saves resources when restarting the system and ensures that the model is ready 

for integration into the interface or other modules. 

An important component of the project is the module for asynchronous reading of messages from Telegram channels, 

implemented on the basis of the Telethon library. Its functionality includes connecting to the Telegram API, authorising 

the user through a session, extracting messages from channels by name or links, and filtering out non-informative or 

empty posts. The offset_id mechanism allows you to remember the position of the last read message for each channel and, 

accordingly, extract only new posts during the following analysis. It is beneficial in cases of regular monitoring of 

significant information sources, when duplication of already classified messages is not desirable. 

The final stage was the creation of a full-fledged interactive Gradio application that allows any user, regardless of 

technical knowledge, to go through a complete cycle of work with the system. Through a user-friendly interface, you can 

manually enter the list of channels or upload a .csv file, set the number of messages to be analysed, enable the continuation 

mode from the last position, initiate the analysis, view the classification results in a structured form, and, if necessary, 

save these results to a .csv file. Each classified post contains the result of the model (authentic/fake), the text of the 

message, the date and time of publication, and the source with an active link to the Telegram channel. 

The interface is implemented with an emphasis on clarity, consistency, and accessibility: all the main actions are 

accompanied by hints, individual tabs are responsible for different stages of work (analysis, export, instructions), and 

additional instructions allow new users to easily understand the logic of the application. This approach makes the tool 

suitable for both educational and research purposes and practical application for media analysis or fact-checking. 

In general, the proposed solution is a comprehensive tool for detecting fake news on Telegram. It can be used both 

for research purposes and as a basis for the development of scalable information space monitoring systems. Its modularity, 

openness to addition, and ability to work with real messages make the system suitable for further development and 

adaptation to other language environments, topics or platforms. 

The practical significance of the proposed system lies in the fact that it is not limited to theoretical verification, but 

is implemented in the form of a full-fledged tool with the integration of the Telegram API and the Gradio interface. It 

allows it to be used in real time to monitor the information space, create labelled datasets, and quickly detect potentially 

dangerous information stuffing. In this context, the development can be helpful for government agencies responsible for 

information security and for journalists, fact-checking organisations, and media researchers. At the same time, a number 

of restrictions should be noted. Firstly, the effectiveness of the model directly depends on the quality and up-to-date 

training data. Second, partially true or manipulative news remains the most difficult to classify, indicating the need for 

further development of multi-level and probabilistic models. Third, the use of transformer embeddings is limited by the 
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length of the input sequence, which is partially solved by segmentation, but requires further optimisations. Further areas 

of work may include: 

 

• expansion of the system to a multiclass or fuzzy classification (authentic/partially true/fake); 

• integration of multimodal features (NF text, image/video); 

• the use of more powerful transformer models, in particular adapted to the Ukrainian language; 

• building early warning systems for disinformation campaigns based on the analysis of network patterns of 

message spreading. 

 

Thus, the results of this study make a significant contribution to the field of automated detection of disinformation, 

opening up new prospects for the practical application of machine learning tools in ensuring information security and 

resilience of society in the context of hybrid warfare. 
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