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Abstract: The increasing complexity and dynamism of modern cyber threats necessitate intelligent and adaptive network 

intrusion detection systems (NIDS). This paper proposes a novel hybrid metaheuristic approach that combines the Lion 

Optimization Algorithm (LOA) with the Virus Colony Search (VCS), enhanced by adaptive parameter tuning mechanisms. 

The proposed LOA-VCS hybrid algorithm addresses limitations in prior single and hybrid metaheuristic by alternating 

exploration and exploitation strategies across epochs, optimizing detection performance in high-dimensional feature 

spaces. Unlike previous hybrid metaheuristics that use fixed or non-adaptive control, our model uniquely alternates LOA 

and VCS phases adaptively across epochs to enhance convergence and detection robustness. A real-world intrusion 

detection dataset evaluated the LOA-VCS model with 98.4% detection accuracy, an F1-score of 0.976, and an AUC of 

0.986, consistently outperforming the standalone LOA and VCS baselines. These results emphasize the power of adaptive 

hybrid met heuristics in maintaining low false alarms while ensuring strong recall for NIDS. The proposed approach can 

be deployed in scalable, high-speed systems in today’s contemporary cyber security environments. 

 

Index Terms: Network Intrusion Detection, Hybrid Metaheuristic Algorithms, Lion Optimization Algorithm (LOA), 

Virus Colony Search (VCS), Adaptive Parameter Tuning, Cyber Security, Anomaly Detection, Machine Learning 

Optimization. 

 

 

1.  Introduction 

The increasing digitalization of services in key industries—financial, health, and energy—has created exponentially 

more surfaces vulnerable to cyber threats. Network Intrusion Detection Systems (NIDS) are used as a first line of defense 

by constantly scanning the flow of traffic in order to identify suspicious behavior. Conventional NIDS methods, stemming 

from fixed or pre-established signatures and rules, are ineffective in identifying new and dynamic patterns of attacks. The 

emergence of zero-day exploits, advanced persistent threats, and polymorphic malware has further fuelled the need for 

smart, adaptive, and scalable intrusion detection systems. 

These challenges have been countered by recent research focusing on machine learning and metaheuristic 

optimization algorithms. These methods enable NIDS models to learn from examples, dynamically adjust parameters, 

and enhance detection rates with time. Metaheuristics like nature-inspired algorithms Sine Cosine Algorithm, Particle 

Swarm Optimization, and Evolutionary Learning have been shown effective in optimizing classifier parameter settings 

and feature selection procedures in intrusion detection [1-2]. 

In spite of these improvements, most methods are fraught with trade-offs among exploration and exploitation, 

convergence rate, and initialization sensitivity. Most hybrid metaheuristics are also excessively complicated or are not 

adaptable in real-world, high-dimensional environments. We, in this research, introduce a new Hybrid LOA-VCS 

metaheuristic that intertwines the global search efficiency of the Lion Optimization Algorithm (LOA) with the refinement 
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strength of the Virus Colony Search (VCS) with targeted enhancements. Alternating between these mechanisms from one 

iteration to the next, the model dynamically adjusts exploration and exploitation and optimizes parameter tuning in NIDS. 

The key contributions of this study are as follows: 

 

• Proposal of a novel hybrid LOA-VCS algorithm for adaptive parameter tuning in network intrusion detection 

systems, addressing limitations in prior single and hybrid methods. 

• Design of an alternating exploration–exploitation structure, integrating LOA and VCS in epoch-based 

loops to enhance detection robustness. 

• Comprehensive empirical evaluation on a real-world intrusion detection dataset, comparing the hybrid model 

with standalone LOA and VCS implementations using accuracy, F1-score, AUC, and other key metrics. 

• Sensitivity analysis to evaluate the impact of hyper parameters and ensure the model's adaptability across 

different configurations. 

• Discussion of deployment implications, highlighting potential integration with real-world NIDS tools and 

platforms. 

 

The rest of the paper is structured as follows. Section 2 overviews existing work on metaheuristic-based intrusion 

detection. The proposed hybrid LOA-VCS approach is explained in Section 3. The experimental setup as well as the 

dataset used are presented in Section 4. The performance results and comparison are given in Section 5. Sensitivity 

analysis, limitations, as well as deployment implications are presented in Section 6. Conclusion of the paper together with 

future work is given in Section 7. 

2.  Related Works 

The use of metaheuristic algorithms for network intrusion detection is becoming increasingly popular because of 

their ability to navigate large search spaces efficiently as well as optimize feature sets and parameter values. Traditional 

algorithms like Genetic Algorithm (GA), Particle Swarm Optimization (PSO), and Grey Wolf Optimizer (GWO) have 

found extensive usage for intrusion detection purposes when used with machine learning classifiers [1]. These methods 

generally aim for enhancing detection rates and reducing false alarms via feature selection optimization as well as 

classifier parameter optimization. 

More advanced, as well as hybrid, metaheuristics have been studied recently. For instance, Alkanhel et al. [2] 

suggested a multiple metaheuristics-based hybrid optimization algorithm for feature selection in intrusion detection. It 

enhanced accuracy but did not have epoch-based adaptive control of exploration-exploitation. Varzaneh and Hosseini [3] 

also upgraded the Sine Cosine Algorithm using dynamic parameter integration for controlling global/local search in NIDS 

feature selection. Though efficient, their model was still parameter-sensitive. 

Salem et al. [4] presented an extensive overview of the intrusion detection methods that utilize AI, highlighting that 

the integration of metaheuristics with deep learning enhances performance with diverse types of attacks. Nonetheless, 

they also pointed out limitations in interpretability as well as scalability when working in real-time environments or 

having imbalanced datasets. Al Mazroa et al. [5] offered a specialized solution that used binary metaheuristics in the 

context of cyber-physical systems (CPSs) with robust classification capability through deep learning. These techniques, 

however, tend to rely heavily on large training datasets as well as computing power. 

Within metaheuristic-based intrusion detection and cyber security, ensemble-based as well as hybrid learning models 

have demonstrated increasing potential. Nassar and Al-Mashagba [6], for instance, proposed an ensemble learning method 

optimized through metaheuristic for syscall-binder interactions classification in mobile apps, stressing the utility of 

optimized approaches in intrusion scenario-specific domains. Al Ghamri et al. [7] used the Whale Optimization Algorithm 

for malware classification feature selection, affirming that specifically optimized feature space reduction plays an 

important role in enhancing classification performance in cyber security datasets. Shannaq et al. [8] presented the 

systematic assessment of metaheuristic use for detection of textual cyber harassment, uncovering larger cross-domain 

applicability of optimization techniques within digital threat detection systems. Shehab et al. [9] gave an extensive review 

of the use of the Harris Hawks Optimization Algorithm that showed its adaptability and resilience in security-sensitive 

environments. Complementing all of these, Ibrahim et al. [10] suggested an innovative use of cryptography on the 

foundation of Harris Hawks Optimization, illustrating the universality of these algorithms in detection as well as 

protection levels of cyber security systems. 

Although previous literature has shown the potential of metaheuristic techniques in NIDS, they have not considered 

adaptive integration of such complementary algorithms as LOA and VCS. Moreover, previous models have failed to 

consider the advantage of dynamically changing strategies at runtime for enhancing detection robustness in response to 

different patterns of attacks. The suggested LOA-VCS hybrid algorithm overcomes these shortfalls directly through 

alternate use of LOA’s opportunity for exploration and VCS’s power for exploitation in stages with adaptive parameter 

adjustment for achieving optimal convergence as well as classification. Table 1 provides summary and comparative 

analysis of metaheuristic-based IDS models with adaptive parameter Tuning for the studies conducted in the following 

period (2021–2025). 
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Table 1. Comparative Analysis of Metaheuristic-Based IDS Models with Adaptive Parameter Tuning (2021–2025) 

Study Year 
Methodology / 

Optimization 
Dataset Contribution / Innovation Limitation Citation 

Shanbhag et 

al. 
2022 GA, PSO, GWO NSL-KDD 

Standard ensemble metaheuristics 
for feature selection 

Limited adaptivity, 
feature overlap 

[1] 

Alkanhel et 

al. 
2023 

Custom Hybrid 

Metaheuristic 

UNSW-

NB15 

Feature optimization with partial 

adaptivity 

No dynamic epoch 

control 
[2] 

Varzaneh et 

al. 
2022 

Enhanced Sine Cosine 
Algorithm 

NSL-KDD 
Dynamic parameter updates in 

feature selection 
Sensitive to tuning [3] 

Salem et al. 2022 
Multiple Metaheuristics 

+ DL 
Various 

Survey highlighting 

DL+metaheuristic synergy 

Scalability and 

interpretability issues 
[4] 

Al Mazroa et 

al. 
2023 

Binary Metaheuristics + 

DL 
CPS-specific 

Hybrid system for CPS attack 

classification 

Requires heavy 
compute and training 

data 

[5] 

Abbas et al. 2023 
Hybrid Ensemble 

Model (GA+RF) 

UNSW-

NB15 

Improved classification accuracy 

in imbalanced settings 

High training time 

and feature 
dimensionality 

[11] 

Balogun et al. 2022 

Hybrid Metaheuristics 

for Dimensionality 

Reduction 

NSL-KDD 
Robust dimensionality reduction 

for improved IDS performance 

Lacks real-time 

deployment strategy 
[12] 

Kunhare et 

al. 
2021 

Hybrid Classifiers + 
Genetic Algorithm 

NSL-KDD 
Increased precision and reduced 
false positives using hybrid GA 

Limited 

generalization on 

unseen attacks 

[13] 

Ding et al. 2023 

Multi-Class Feature 

Selection via 

Metaheuristics 

KDD Cup 
99 

Improved multi-class attack 

separation using evolutionary 

feature selection 

Costly computation 
for large-scale data 

[14] 

Aldabbagh et 

al. 
2023 

Fuzzy Inference + 

Metaheuristics 

Custom 

Simulation 

Enhanced rule tuning and reduced 

false negatives 

Sensitive to fuzzy 

parameter bounds 
[15] 

This Study 

(LOA-VCS) 
2024 

Hybrid LOA–VCS with 

Adaptive Switching 
CIDDS-001 

Epoch-based adaptive 

exploration–exploitation strategy, 
strong F1-score and AUC 

Moderate compute 

cost 
— 

3.  Proposed Methodology 

The section introduces the suggested hybrid optimization approach based on combining the Lion Optimization 

Algorithm (LOA) with the Virus Colony Search (VCS) for the purpose of improving the performance of network intrusion 

detection systems (NIDS). The hybrid approach is intended for epoch-based adaptive switching between the exploratory 

power of LOA and the exploitative refinement of VCS. 

3.1.  Justification for Algorithm Selection 

LOA mimics lion grouping behavior and performs well in search in the world as it diversifies the group of individuals 

and prevents convergence in the early stages. It balances optimally the movement towards favorable areas with grouping-

based strategy coordination [16]. In contrast, VCS simulates viral diffusion, infection, and immune resistance, focusing 

on local search and convergence. It rapidly exploits promising regions but may stagnate if the initial population lacks 

diversity [17]. 

By hybridizing these two methods, the proposed model leverages LOA’s exploration in the early phase and VCS’s 

exploitation in the later phase. The integration is designed to improve convergence stability, solution accuracy, and 

robustness across different intrusion patterns. 

3.2.  Hybrid LOA-VCS Framework 

The hybridization is implemented through an alternating epoch strategy, where LOA and VCS are applied 

sequentially within each training cycle. In each global iteration: 

 

• The first half of the epochs employ LOA to broadly explore the solution space. 

• The second half uses VCS to refine and exploit the best candidates discovered. 

• Parameters such as population size, learning rate, and mutation rates are adaptively updated to support 

convergence. 

 

The structure is illustrated in Fig.1, which shows the phases: initialization, LOA evolution, VCS refinement, 

evaluation, and adaptive tuning. A step-by-step pseudo code representation is provided in Fig.2. 
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Fig.1. Flow diagram of the proposed LOA-VCS hybrid optimization framework 

 

Fig.2. Pseudocode for LOA-VCS hybrid algorithm 

3.3.  Mathematical Model of the LOA-VCS Hybrid Algorithm 

This section describes the mathematical foundations of the hybrid LOA-VCS optimization process. The hybrid 

model alternates between the global exploration capability of the Lion Optimization Algorithm (LOA) and the local 

exploitation dynamics of the Virus Colony Search (VCS). At each iteration, the algorithm switches based on the current 

epoch index to selectively apply LOA or VCS strategies. 

A.  Lion Optimization Algorithm (LOA) 

In LOA, the population is divided into prides and nomads. The movement and update strategies simulate lion hunting, 

roaming, and safety-seeking behaviors [16]. 

Each lion’s position at iteration t is represented in equation (1) as:

Input: Training dataset D, maximum iterations T, LOA and VCS 

parameters 
Output: Optimal classifier parameters θ* 

1. Initialize population P with random candidate solutions 

2. Evaluate initial fitness using F1-based objective function 
3. For each epoch t in 1 to T: 

a. If t ≤ T/2: 

Run LOA: 
- Divide population into prides 

- Perform roaming, hunting, and mating 

- Update positions and fitness 
b. Else: 

Run VCS: 

- Infect hosts based on probability 
- Propagate best solutions 

- Apply resistance mutation 

c. Update adaptive parameters (e.g., learning rate α_t) 
d. Store the best solution found so far 

e. If convergence/stopping criteria met, break 

4. Return best solution θ* 
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𝑋𝑖 
𝑡+1 = 𝑋𝑖

𝑡 + 𝑟 × (𝑋best 
𝑡 − 𝑋𝑖

𝑡)                                                                 (1) 

 

where: 𝑋𝑖
𝑡 is the current position of lion i, 𝑋best 

𝑡 is the best solution at time t, and R ∈ [0,1] is a random number for stochastic 

behavior. 

In hunting mode, lions coordinate movements using a weighted combination of target and group dynamics equation 

(2): 

 

𝑋𝑖 
𝑡+1 = 𝜔1𝑋𝑐𝑒𝑛𝑡𝑒𝑟

𝑡 + 𝜔2 𝑋target 
𝑡 +  𝜖                                                          (2) 

 

where: 𝜔1, 𝜔2 are weight factors, 𝑋𝑐𝑒𝑛𝑡𝑒𝑟   is the pride center, and ϵ is a small perturbation term. 

B.  Virus Colony Search (VCS) 

VCS simulates how viruses infect host cells and adapt to immune responses [17]. Each virus position is updated 

based on diffusion and resistance mechanisms. 

Viral diffusion is modeled in equation (3) as: 

 

𝑋𝑖
𝑡+1 = 𝑋𝑖

𝑡 + 𝛿 . rand( ) . (𝑋𝑏𝑒𝑠𝑡
𝑡 − 𝑋𝑙

𝑡)                                                         (3) 

 

where: δ ∈ [0,1]   control mutation and infection rates.  

Immune response modeling includes resistance to convergence, where weak candidates are pushed toward stronger 

ones as shown in equation (4): 

 

𝑋𝑖
𝑡+1 = 𝑋𝑖

𝑡 + β .  (𝑋ℎ𝑜𝑠𝑡
𝑡 − 𝑋𝑙

𝑡)                                                                      (4) 

 

with β controlling the infection rate and 𝑋ℎ𝑜𝑠𝑡  being a neighboring solution used to model immune resistance. 

C.  Fitness Evaluation and Switching Strategy 

After each phase (LOA or VCS), the fitness of each solution is computed using a modified F1-score objective (see 

Eq. (7)). 

Switching between LOA and VCS is governed by equation (5): 

 

𝑖𝑓 𝑡 𝑚𝑜𝑑 2 = 0 → 𝑈𝑠𝑒 𝐿𝑂𝐴; 𝑒𝑙𝑠𝑒 → 𝑈𝑠𝑒 𝑉𝐶𝑆                                                  (5) 

 

Additionally, the learning rate α𝑡 is adaptively updated as using equation (6): 

 

α𝑡 = α0 .  e
−λ⋅t                                                                             (6) 

 

Where α0 is the initial learning rate, λ is the decay constant, and t is the epoch index. 

This ensures that the step size decays over time to encourage fine-tuned convergence during later stages. 

3.4.  Optimization Objective 

The objective function of the hybrid algorithm is to maximize classification accuracy while minimizing false 

positives and false negatives. Fitness function F is computed using a weighted combination of precision and recall, 

forming a customized version of the F1 score: 

 

𝐹1 𝑆𝑐𝑜𝑟𝑒 =
2𝑇𝑃

(2𝑇𝑃+𝐹𝑃+𝐹𝑁𝑁)
                                                                    (7) 

 

Where: 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

(𝑇𝑃+𝐹𝑃)
                                                                        (8) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

(𝑇𝑃+𝐹𝑁)
                                                                           (9) 

 

The algorithm also integrates an adaptive learning rate α𝑡  that adjusts based on stagnation detection across recent 

iterations using equation (10): 

 

α𝑡 = α0 .  e
−λ⋅t                                                                        (10) 

 

Where α0 is the initial learning rate, λ is the decay constant, and t is the epoch index.
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4.  Dataset and Experimental Setup 

This section outlines the dataset used in the experiments, the preprocessing techniques applied, feature engineering 

strategy, and the configuration of the computational environment for evaluating the proposed LOA-VCS hybrid model. 

4.1.  Dataset Description 

The training and testing of the model were done with the CIDDS-001 database, an open-access, labeled flow-based 

database used for benchmarking intrusion detection systems based on anomalies [18]. 

The subset contains 2,089 records of which 38 are classified as attacks, thus constituting an imbalanced binary 

classification task. The imbalance drove the use of fitness functions promoting recall and F1-score over simple accuracy. 

4.2.  Data Preprocessing and Feature Engineering 

The following preprocessing steps were applied: 

 

• Duplicate removal and missing values elimination. 

• Label encoding for categorical variables. 

• Min-max normalization of numerical features. 

• Filtering of low-variance and highly correlated features. 

• Evaluation and transformation of time-based features (L_T1 to L_T5). 

 

To improve robustness against class imbalance, the following strategies were used: 

 

• Fitness functions weighted by class 

• Evaluation using F1-score, AUC, precision, and recall 

 

Given the imbalance in the dataset (38 attack samples out of 2089 total), we did not apply resampling techniques 

such as SMOTE or undersampling to preserve the original distribution. Instead, we incorporated class weighting into the 

fitness function during training, penalizing misclassification of minority (attack) instances more heavily. This ensured 

that the optimizer remained sensitive to the rare class while avoiding overfitting due to artificial duplication. Evaluation 

was conducted using F1-score, precision, recall, and AUC, which are more appropriate than accuracy for imbalanced 

classification tasks. 

Table 2 summarizes the preprocessing actions applied to different feature types in the dataset, including encoding, 

scaling, and feature selection based on variance and correlation thresholds. 

Table 2. Feature summary: preprocessing actions 

Feature Type Action Taken Notes 

ATT_FLAG Target variable (binary) Highly imbalanced (38 positive) 

Categorical vars One-hot or label encoding applied e.g., protocol, direction 

Numerical vars Normalized using min-max scaling Range [0, 1] 

Low-variance vars Dropped (std < 0.01) e.g., constant ID fields 

Highly correlated Removed one of each correlated pair Correlation > 0.85 

 

 

Fig.3. illustrates the distribution of the target variable ATT_FLAG, highlighting the imbalance between attack and normal traffic samples 
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Fig.4. Shows the distribution of selected time-based features across the attack (ATT_FLAG = 1) and normal (ATT_FLAG = 0) classes 

 

Fig.5. Summarizes the full feature preprocessing pipeline 

4.3.  Experimental Environment 

Experiments were conducted on Google Colab, using: 

 

• Processor: 2-core virtual CPU 

• RAM: 12 GB 

• Environment: Python 3.10, NumPy, Pandas, Scikit-learn, Seaborn 

• Cross-validation: 5-fold stratified 

 

The reported metrics were averaged over all folds. 

5.  Results and Evaluation 

This section presents the empirical results of the proposed hybrid LOA-VCS algorithm and compares its performance 

against the baseline LOA and VCS approaches. The evaluation is based on multiple classification metrics, including F1-

score, precision, recall, accuracy, and AUC, to account for the highly imbalanced nature of the dataset. 

5.1.  Performance Metrics 

The performance of each algorithm was evaluated using 5-fold stratified cross-validation, and the results were 

averaged across all folds. Table 3 summarizes the performance metrics for the three approaches: LOA, VCS, and LOA-

VCS. 
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Table 3. Comparative performance metrics of LOA, VCS, and LOA-VCS approaches 

Model Accuracy Precision Recall F1-score AUC FP FN 

LOA 96.8% 0.951 0.934 0.942 0.961 3 5 

VCS 95.9% 0.940 0.932 0.936 0.955 4 6 

LOA-VCS 98.4% 0.979 0.973 0.976 0.986 1 2 

5.2.  Visual Evaluation 

To further validate the numerical results, a series of visual analyses were performed comparing the LOA, VCS, and 

LOA-VCS models across multiple classification metrics. 

Fig. 6 shows the confusion matrices for all three approaches. The LOA-VCS model achieves the lowest number of 

false negatives (FN = 2) and false positives (FP = 1), indicating both high sensitivity and specificity. In contrast, LOA and 

VCS exhibit higher false negative rates (5 and 6 respectively), which is critical to minimize in security contexts where 

missed detections may lead to severe consequences [19]. Fig. 7 presents a bar chart comparison of five evaluation metrics: 

accuracy, precision, recall, F1-score, and AUC. The LOA-VCS model outperforms the other methods in all metrics, most 

notably in recall and F1-score—two metrics particularly important in imbalanced classification tasks. 

 

 

Fig.6. Confusion matrices for LOA, VCS, and LOA-VCS models. The hybrid approach demonstrates superior balance between false positives and 

false negatives 

 

Fig.7. Comparative performance metrics for all models. LOA-VCS consistently achieves higher scores across all metrics, especially in F1-score and 

recall 

Fig. 8 shows the Receiver Operating Characteristic (ROC) curves, with LOA-VCS achieving the highest AUC of 

0.986. This reflects an improved trade-off between true positives and false positives, confirming its reliability in 

distinguishing attack traffic from benign flows. Fig. 9 displays the precision–recall curves, further emphasizing LOA-

VCS’s advantage in detecting positive samples (attacks) without degrading precision. This is particularly valuable in 

intrusion detection, where excessive false alarms can overwhelm analysts and dilute system effectiveness. 

Together, these visualizations reinforce the superiority of the LOA-VCS hybrid method, especially in handling class 

imbalance and minimizing false negatives. The results are consistent with the expectations for hybrid metaheuristics in 

anomaly detection contexts, confirming the value of adaptive alternating search strategies. Fig. 6–9 (previously discussed) 

demonstrated metric-based performance and classification quality. To complement these, Figs. 10–12 explore the stability 

and internal correlation of results across folds. Fig. 9 presents a boxplot of F1-scores across 5-fold cross-validation runs 

for each model. The LOA-VCS model shows the tightest spread and highest median value, suggesting both high 

performance and stability. 
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Fig.8. ROC curve comparison among models. LOA-VCS shows the largest AUC, indicating its robust performance across varying classification 

thresholds. 

 

Fig.9. Precision–recall curves for LOA, VCS, and LOA-VCS. The hybrid model maintains better balance between sensitivity and specificity. 

 

Fig.10. Boxplot of F1 scores across cross-validation folds. LOA-VCS exhibits minimal variance and highest median 

 

Fig.11. Histogram of F1 scores for LOA-VCS, centered around 0.976 with narrow dispersion 
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Fig. 11 displays a histogram of the LOA-VCS F1-scores, confirming their normal-like distribution centered around 

0.976, indicating consistent classification quality across folds. Fig. 12 shows the scatter relationship between accuracy 

and F1-score for each fold under LOA-VCS. The positive linear trend reaffirms the model’s balance between overall 

classification success and minority class detection. These visual trends are consistent with conclusions from similar recent 

hybrid optimization IDS frameworks [1,6]. 

 

 

Fig.12. Scatter plot between F1 score and accuracy across folds, showing strong positive correlation 

5.3.  Interpretation and Impact 

The LOA-VCS combination performs superiorly in all the measures consistently. The increased F1-score and recall 

of the combination demonstrate its ability to detect infrequent samples of attacks without allowing false alarms. The shift 

between exploration (LOA) and exploitation (VCS), coupled with the adaptive parameter adjustment, directly adds to 

these performance gains. These results complement results from other studies highlighting the advantages of ensemble as 

well as hybrid metaheuristics in the use in cybersecurity [1,4,6]. The suggested method, however, continues to have a 

lighter computation footprint compared to deep learning-based methods with comparable or superior detection rates for 

light feature sets. 

6.  Discussion and Sensitivity Analysis 

The performance results in Section 5 exhibit the persistent dominance of the LOA-VCS hybrid over individual 

metaheuristics for intrusion detection. To ensure robustness as well as practicality, further analysis is required that involves 

sensitivity of the algorithm, cost of computation, and deployment requirements. 

6.1.  Sensitivity to Parameter Tuning 

The hybrid LOA-VCS method is dependent on the important hyperparameters of the population size, iterations, and 

learning decay rate λ. The sensitivity of the algorithm with respect to these three parameters was verified with variations 

of ±20% for their default values. The learning rate αt showed the highest variance, with large decay values resulting in 

premature convergence, while gradual decay produced increased stability with added runtime. 

The results confirm previous work in stressing the role of adaptive and feedback-based learning rates in hybrid 

optimization [20,21]. The hybrid setup proved steadier with respect to parameter change than single LOA or VCS trials, 

with an indication of greater generalization—a characteristic also emphasized in recently developed hybrids such as 

GWQBBA and BLOEO [22,23]. 

To assess the LOA-VCS model’s robustness and convergence behavior, we analyzed its sensitivity to parameters and 

iterative improvement trends. 

 

 

Fig.13. F1-score convergence over 50 iterations for LOA-VCS. Rapid convergence after iteration 35 confirms optimization efficiency 

Fig. 13 plots the convergence of F1-score over 50 global iterations of the LOA-VCS algorithm. The model converges 

quickly after roughly 35 iterations with an F1-score of 0.976, verifying efficient exploitation in subsequent epochs. Fig. 
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14 (a) is used to investigate sensitivity to the learning rate decay parameter α. There is an optimal interval of 0.5–0.7 

which maintains performance; values too small cause stagnation. Fig. 14(b) examines the mutation coefficient β in VCS. 

The performance is strong in 0.4–0.8, then declines when values are overly aggressive (>0.9), as established in other 

adaptive metaheuristic platforms [20,23]. 

 

 

Fig.14(a). Sensitivity analysis of learning rate decay α\alphaα; stable performance near 0.6 

 

Fig.14(b). Sensitivity analysis of mutation coefficient beta β; robustness within 0.4–0.8 range 

These findings underscore the importance of dynamic parameter tuning in hybrid metaheuristics and validate LOA-

VCS's adaptive structure, which balances exploration and exploitation phases more effectively than single-phase methods 

like LOEO or MOBBAT [24,25]. 

6.2.  Trade-Offs in Accuracy vs. Computation 

While LOA-VCS achieved the highest accuracy and lowest false negatives, it incurred moderately higher 

computational cost due to dual-phase optimization. Nevertheless, the increase remained within practical limits for real-

time detection environments, especially when parallel execution is feasible. Several recent IDS models, such as those 

using MOBBAT [24] and HOA [25], show similar trade-offs, prioritizing detection precision over raw speed in high-risk 

domains like IoT and autonomous systems. 

6.3.  Generalization and Dataset Bias 

Although the model was evaluated on the CIDDS-001 dataset, which provides realistic traffic flow scenarios, the 

findings may not generalize directly to other domains (e.g., automotive CAN networks or industrial IoT). Literature has 

shown that feature relevance and noise structure vary significantly between datasets [27,28]. As a result, future adaptations 

of the LOA-VCS model should incorporate dynamic feature selection modules or transfer learning approaches for cross-

domain generalization. 

6.4.  Limitations and Future Directions 

Although the hybrid LOA-VCS method enhances detection performance and reliability, it remains based on the 

manual fine-tuning of hyperparameters as well as on the assumption of fixed patterns of attacks during training. To 

overcome these shortfalls, future research should investigate: 

 

• Comparison with newer modified metaheuristics such as DMO and LOEO [29,30]. 

• Extension of zero-day attack detection based on reinforcement or online learning [31]. 

• Integration with security orchestration platforms (i.e., SIEM systems) [32]. 

• Real-time deployment with streaming intrusion data [33]. 

 

While integration with specific intrusion detection platforms such as Snort or Zeek, or commercial SIEM tools like 

Splunk or QRadar, is outside the scope of this study, the lightweight structure and high detection accuracy of the proposed 
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LOA-VCS method suggests its potential compatibility with such systems. Future work may explore wrapper modules or 

API-based deployment strategies to support real-time anomaly detection in operational IDS environments. 

7.  Conclusion and Future Work 

This work introduced an innovative metaheuristic algorithm combining the Lion Optimization Algorithm (LOA) 

with Virus Colony Search (VCS) for parameter adaptation in network intrusion detection systems. The algorithm switches 

between the explorative phase of LOA and the exploitative phase of VCS from epoch to epoch, aided with a decaying 

learning rate. Empirical tests on the CIDDS-001 dataset showed that the suggested model performs better than 

independent LOA and VCS algorithms for all key performance measurements, such as F1-score, AUC, and recall, with 

an acceptable computational cost. 

The hybrid LOA-VCS method overcomes central weaknesses of single-phase metaheuristics through enhanced 

generalization to infrequent patterns of attack as well as decreased false negatives—a circumstance of great value in 

deployed intrusion detection systems [6,18]. The results concur with universal tendencies in the literature for feature 

selection and classification using hybrid metaheuristics [25]. 

Although these accomplishments have been made, some of them have limitations. The model is trained off-line from 

a static data set, and performance is robust, though real-world environments call for models capable of adapting 

continuously. Moreover, although CIDDS-001 is typical of enterprise traffic, expansion of validation to newer IoT-

specific test sets or zero-day conditions is an open problem. 

Future Research Directions 

To further enhance the effectiveness and applicability of the LOA-VCS model, we identify the following key 

directions for future work: 

 

• Online Learning and Real-Time Detection: Integrating incremental or reinforcement learning would allow the 

model to adapt to evolving threats in real time, as explored in streaming IDS systems [11]. 

• Cross-Domain Generalization: Validating the model on alternative datasets—such as CAN bus, IoT-specific 

logs, or SCADA environments—can improve its adaptability and resilience across domains [9]. 

• Feature Transfer via Meta-Learning: Applying meta-learning or transfer learning mechanisms can reduce the 

cost of re-training models for new environments [15]. 

• Integration with Deep Learning: A potential extension is the hybridization of LOA-VCS with RNN-based deep 

models (e.g., LSTM-GRU ensembles) for higher semantic understanding of traffic patterns [5]. 

• Deployment on Edge/Cloud Architectures: Testing scalability across cloud-based or edge-deployed IDS 

environments can reveal deployment bottlenecks [27]. 

• Exploring Novel Metaheuristics: Newer algorithms such as the Horse Herd Optimization Algorithm (HOA) or 

Modified Metaheuristics with Deep Ensembles may yield even stronger results [29]. 

 

By addressing these directions, the proposed LOA-VCS framework can evolve into a scalable, domain-independent, 

and adaptive cybersecurity tool. 
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