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Abstract: The Internet of Things (IoT) is an ever-expanding network that links all objects to the web so that they can
communicate with one another using standardized protocols. Recently, 10T networks have been extensively used in
advanced applications like smart factories, smart homes, smart grids, smart cities, etc. They can be used in conjunction
with artificial intelligence (Al) and machine learning to facilitate a data collection procedure that is both simplified and
more dynamic. Along with the services provided by 10T applications, various security issues are also raised. The accessing
of 10T devices is mainly through an untrusted network like the Internet which makes them unprotected against a wide
range of malicious attacks. The detection performance of current IDSs is hindered by issues including false alarms, low
detection rate, an unbalanced dataset, and slow response time. This study proposes a new intrusion detection system (IDS)
for the 10T that utilizes the chaotic improved Black Widow Optimization Kernel Extreme Learning Machine (CIBWO-
KELM) algorithm to address these problems. Initially, the pre-processing of the dataset is carried out using min-max
normalization, changing string values to numerical values and changing IP address to numerical values. The selection of
the highest performing feature set is achieved through the information gain method (IGM), and finally, the intrusion
detection is performed by the CIBWO-KELM algorithm. Python is the tool utilized for testing, while the BoT-10T dataset
is used for simulation analysis. The suggested model achieves an accuracy level of 99.7% when applied to the BoT-loT
dataset. In addition, the results of the studies demonstrate that the proposed model outperforms other current techniques.

Index Terms: Internet of Things, Machine Learning, Intrusion Detection System, Chaotic Improved Black Widow
Optimization, Kernel Extreme Learning Machine.

1. Introduction

For instance, the Internet of Things (I0T) imagines a society where every aspect of daily life is interconnected. This
indicates a significant change in the environment that interacts and creates new ways of dealing with the constantly
available stream of information [1]. The IoT goal is not without significant obstacles, though. Small, battery-powered
gadgets will rule 10T surroundings. For instance, sensors are devices that can carry out autonomous monitoring activities
but will avoid carrying out computationally demanding jobs because these processes will soon drain their battery [2].
However, the massive connectivity of the 10T has a drawback, even if the right to privacy is essentially threatened. In the
modern world, such a privacy concern is growing more significant [3]. However, introducing loT technologies is more
likely to worsen the issue than solve it, as most of the time, information sharing across 10T nodes happens silently in the
background, going unobserved by users [4].

Several service sectors, including cattle tracking systems, home automation, medical monitoring devices, traffic
monitoring systems, and many more, are increasingly relying on 10T devices. More security concerns are being posed to
the environment and its resources [5,6]. Firewalls and other conventional security measures fall short of stopping modern
attackers. Many security threat prevention systems are already available, but the bulk of them cannot offer protection
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from fresh attacks [7,8]. Regrettably, 10T devices are still open to outside threats in the modern world [9]. Although it is
common practice to identify attacks based on their recognized signatures, identifying the signature still necessitates the
expert study of the attack [10,11].

Intrusion Detection Systems (IDS) should be able to spot both known and undiscovered attacks and let sensor hubs
know about them to protect the Internet of Things (10T) from many security risks [12,13]. IDS can detect suspicious or
unusual behavior when there is an interruption and issue a warning [14]. IDSs for WSNs are more challenging than other
frameworks since sensor hubs are frequently made of cheap, tiny, and insufficient hardware [15,16]. An actual dataset
with regular profiles and attacks that recognize an attacker’s signature is not present in the WSN [17,18]. Researchers
employ machine learning within an 10T gateway to help protect the system framework [19,20]. This helps them deal with
the problems that come with protecting 10T devices. Machine learning (ML), which is a crucial part of artificial
intelligence (Al), can be used to give computers additional intelligence in terms of context, patterns, and relationships.

1.1. Motivation

Internet technology has expanded its applications in numerous sectors of our lives over the past few decades,
including online auctions, online applications, banking operations, social networking, electronic commerce applications,
and so on. Hackers have compromised many electronic networks due to inadequate computer system security, primarily
through denial-of-service or distributed denial-of-service attacks. IDS can employ a wide variety of algorithms for attack
detection. Because they particularly address similar issues, including data collection for analysis or numerical exploration
processes, many of these techniques are derived from data mining techniques. Almost all well-known data mining
techniques have been applied for abnormality detection in IDS, including fuzzy logic and evolutionary algorithms. The
abuse and abnormality discovery procedures were combined to create the Fusion method, which was then used with the
NIDS. Due to their durability, the IDS has gained popularity during the last few years. IDSs are designed to find intruders
in a space. A host seeking to get unauthorized access to some other nodes can be considered an intrusion in an loT
environment. The field of IDS has a research gap. For IDS in 10T, many ML approaches are employed. Moreover, it does
not adequately address problems with complexity. These methods do not offer excellent precision and are also restricted
to certain strikes. These solutions can be used in the real world system by reducing the complexity difficulties with IDS.

1.2. Obijectives

The key objectives of the research work are listed below.

. To design a hybrid optimized ML technique known as KELM to detect the attacks in the 10T by selecting
important features using IGM.

. To perform pre-processing using various techniques such as min-max normalization, changing strings to
numerical, and changing IP address to the numerical value.

. To optimize the detection model using CIBWO to achieve the best detection accuracy rate compared to other
methods.

. To test the effectiveness of the proposed method by training the ML model with an effective botloT dataset and
to examine the performance using various performance metrics.

The rest of the sections in the research work are as follows: Section 2 provides the related work, and section 3 briefly
explains the core of the research work, which is the proposed intrusion detection methodology in 10T. Section 4 contains
the result and discussion, and in section 5 conclusion is included for the overall research work.

2. Related Works

An IDS for wormhole risks in the RPL-based 10T was suggested by SD Bhosale et al. [21]. When it comes to attacks
against the 6LoWPAN adaption layer of the RPL network, wormhole attacks are among the worst of the worst. This sort
of attack involves a group of malicious nodes faking a direct connection between two targets by establishing a “tunnel”
between the nodes. The attack and attacker node were tracked down thanks to the received signal strength indicator (RSSI).
Deka et al. [22] developed a parallel cumulative ranker technique to rank the attributes of a dataset to identify network
traffic cost-effectively. Active learning was also mentioned when discussing the training of an SVM binary classifier for
the unsupervised identification of DDoS attack traffic by an expert module. With the suggested strategy, large
improvements in network traffic categorization accuracy can be made through the selection of small batches of training
samples from a dataset. Venkatraman and B Surendaran [23] suggested timed automata controller-based hybrid adaptive
IDS. The proposed Hybrid IDS utilized its additional knowledge of prevalent multimedia file types to inspect multimedia
data-containing packets fully. To identify the infiltration in 10T networks, a crowdsourced online library for developing
harmful pattern sets based on signatures, and a self-tuning timed automaton were built.

Patil et al. [24] designed a virtual environment monitoring system to prevent intrusions. Security is a major concern
in the latest innovations of computer systems based on virtualization. In order to deliver secure internet computing
services, the underlying virtual environment must be protected against the system- and network-level threats. It scanned
freshly linked virtual machines for system and network model vulnerabilities. Diro et al. [25] developed a new deep
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learning-based cyber security solution to aid in the identification of dangers in the social Internet of things (DL). DL’s
high-level feature extraction may make cyber-attack detection impervious to minute modifications or novel attacks. The
distributed attack detection system’s performance is compared to that of a centralized system, and the deep model’s
performance is compared to a traditional machine learning approach. Bany Salameh et al. [26] created a probabilistic-
based channel assignment technique by studying reactive and proactive jamming attacks. This method reduced invalid
CR packet emissions in a certain time frame. The proposed method used statistical data, jamming attacks, and fading
circumstances from licensed primary users to supply CR 10T devices with the best secure channels and lowest invalidity
ratios.

The Mobile Code-driven Trust Mechanism (MCTM) was designed by N Tariq et al. [27] as a software-defined-
network (SDN) based energy-efficient solution to the problem by evaluating SN trust based on their forwarding behaviors.
Findings from the research indicate that SNs can benefit greatly from state-of-the-art Software-Defined Network (SDN)-
based energy-efficient management. Hasan et al. [28] claim that by comparing the efficacies of several machine learning
models, it can accurately detect assaults and irregularities on 10T devices. Machine learning (ML) algorithms like decision
trees, random forests, support vector machines, logistic regression, and artificial neural networks have been used here
(ANN). Attacks and irregularities include denial of service, surveillance, malicious control, malicious operation, data type
probing, scan, and faulty configuration.

Since WSNs require authenticity and reliability, C. Lyu et al. [29] suggested selective authentication-based
geographic opportunistic routing (SelGOR) to counteract DoS attacks. In order to hasten the isolation of attackers, a
distributed cooperative verification mechanism was also developed. Due to opportunistic routing, this technique also
prevents SelGOR from avoiding repeated signature verification and duplication of data delivery. A safe fusion estimation
was created by B Chen et al. [30] for bandwidth-constrained cyber-physical systems subject to replay assaults. Because
Multisensor Information Fusion Estimation (MIFE) may boost estimate accuracy, dependability, and robustness against
8 attacks, it offers a compelling option to research secure 6 estimation problems. A new mathematical model, including
a compensatory strategy, was published to characterize replay dangers and bandwidth constraints.

A novel approach to feature clustering utilizing Flow, Transmission Control Protocol (TCP) and Message Queuing
Telemetry Transport (MQTT) features within the UNSW-NB15 dataset was presented by Ahmad et al. [31]. This
methodology addressed the challenges like over-fitting, data-set imbalance and the curse of dimensionality. Employing
supervised ML algorithms like Random Forest (RF), Support Vector Machine, and Artificial Neural Networks, the results
were computed. Utilizing RF, the accuracy rates of 98.67% and 97.37% in binary and multi-class classification was
attained respectively. In the context of cluster-based techniques, this approach yields classification accuracies of 96.96%
and 91.4% for binary and multi-class. Table 1 presents the comparison of existing techniques with its drawbacks.

Table 1. Comparison of existing techniques

Reference Method Advantages Disadvantages
[21] IDS for wormhole attack RSSI is high ML are many, the detection
rate is low.
ranked dataset properties using a improves classification accuracy while The power system attack dataset is not
(22] parallel cumulative ranker for requiring fewer training samples compatible with it
network traffic classification 4 9 Y P P )
Timed automata controllers power It significantly contributes to the
[23] adantive hvbrid DS P sustainability of the Internet and our Detection accuracy can be improved
puve ny intelligent society
created a mechanism for monitoring From a system and network security aspect, it
[24] the vnrtual_envnrqnment to stop is suitable for the virtual environment The detection rate can be improved
incursions
legsr[wgrkt:é?:i tzs;gssntt)earr;ee\évu(:ﬁep Cyberattacks can be detected more effectively
[25] 9 4 4 . 4 using distributed attack detection than The performance can be improved
that can detect threats in social 1oT . .
B centralized techniques.
environments
[26] New channel assignment algorithm Delay limits are used to minimize the Different channels’ CR link quality is
based on probability theory proportion of invalid CR packet transfers. ignored.
Energy-efficient, software-defined- The identification and removing Routing attacks like a wormhole, Syhil,
[27] network-based Mobile Code-driven compromised SNs from SN-enabled Internet and a sinkhole for resource-constrained
Trust Mechanism (MCTM) of Things applications SNs are not considered
Several machine learning methods
have been tested to accurately . Things like Big Data and other related
[28] S High system performance .
anticipate loT attacks and concerns are ignored.
abnormalities
Selective authentication-based Eliminate redundant signature verification R . .
: " . The DosS attackers’ behavior model is not
[29] geographic opportunistic routing and repeated data transfer caused by .
L . taken into account
(SelGOR) opportunistic routing
[30] Examine the network assaylts that High performance It does not detect a broad range of attacks
10T gateways are susceptible to.
Random Forest (RF), Support Vector . " .
[31] Machine, and Artificial Neural Disables over f'tt'?gsjgg dataset imbalance Higher training time is required.
Networks )
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Problem Statement

An intrusion detection system can find a breach at any stage, before, during, or after it occurs. Due to anomalies, the
IDS is notorious for triggering false alarms. Efforts are being made to lower the current false-positive rate. Examining
the data analysis procedure of intrusion detection can illuminate a problem with accurate data classification. This means
that, from the perspective of anomaly-based DS, we may drastically reduce the number of false positives by identifying
and extracting the features that distinguish normal data from anomalous data. Most machine learning and data mining-
based intrusion detection technologies rely on tried-and-true methods and equipment. However, the analysis of more data
takes longer, which delays the discovery of assaults. If an IDS can sound the warning as soon as possible to lessen the
damage a continuous attack can do, it will be more beneficial. IDS needs to be as rapid as it can be when working online.
This is possible if the amount of data to be evaluated can be reduced while retaining the data. Current advancements in
Al have prompted scientists to integrate distributed IDSs with other machine learning techniques. The complexity of IDSs
presents a number of challenges for typical machine learning algorithms. The promise of IDSs can be realized in the real
world by advancing technology to fix these faults.

3. Proposed Methodology

The 10T needs to be protected against various security risks, so an IDS is expected to find known and undetected
attacks and alert sensor hubs. IDS detects suspicious or unusual activity during disruption and issues an alert. Within an
0T gateway, ML is used to solve the difficulties of protecting 10T devices while securing the system fabric. The collected
attributes are examined for both normal and abnormal behavior to select the most significant traits. Initially, the dataset
is pre-processed using three techniques, e.g. Min-Max normalization, changing string values to numeric values, and
changing IP address to numeric values. The information acquisition approach is then used to select features (IGM). The
method executes quickly and extracts the best performing feature set. A new detection algorithm called CIBWO-KELM
is proposed. In order to improve the parameters of the Kernel Extreme Learning Machine, an improved Black Widow
Optimization (IBWO) is presented in this chaotic study (KELM). Fig.1 shows the overall workflow of the proposed
methodology.

BoT-loT dataset

f | Pre-processing ) f | Feature Selection |
Min-max normalization Informati(on gai)n method
IGM
String values to numerical values " EE EE

Optimal

Records of normal and Ip address to numerical values E E E Feature Set
malicious traffic

y

Novel Intrusion Detection model ( | Detection of Intrusions |

Reconnaissance

Optimization of
kernel parameters |
using IBWO

|

|

I

Chaotic improved Black Widow |
Optimization Kernel Extreme |
I

I

|

Learning Machine

Normal

Fig.1. Overall structure of the proposed model

As loT devices function within an interconnected and interdependent system, a continuous invasion of new threats
arises. Furthermore, as the loT devices typically operate in unattended environments, there exists a vulnerability wherein
intruders can maliciously gain access to these devices. The use of eavesdropping techniques poses a risk of unauthorized
access to private information transmitted over wireless networks that connect 10T devices. These security concerns are
the limitation faced by 10T devices in incorporating advanced security features due to the restricted energy and processing
capabilities. Consequently, there is a persistent need to implement an effective intrusion detection network to safeguard
organizations utilizing 1oT from potential cyber threats. In this research, the IGM approach helps in capturing highest
information value and reduce the dimensionality issues. The novel CIBWO-KELM method is employed for promoting
the generalization performance of features thereby reducing the overfitting and convergence issue by optimal tuning of
kernel parameters.

3.1. Pre-processing

Data pre-processing is defined as the function of converting the raw data into meaningful form. Initially, the process
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is achieved because of various issues in real-world data. Some of the issues are inconsistent, unstructured, redundant, and
noisy. These issues can be eradicated in this particular stage. Also, the pre-processing techniques can minimize the size
of the data, normalize the data, identify relationships between the data, remove outliers, and enhance the efficiency of
attack detection. In this proposed work, normalization is performed. It is said to be a data transformation strategy used to
convert a wide range of numerical values in a dataset to a common scale without making any alterations in the range of
the values. Every attribute will attain equal weight after performing normalization. This technique speeds up model
training for neural network and ML classification algorithms. Z-score, min-max, and decimal scaling are normalizing
approaches. Min-max normalization normalizes the dataset. This method conserves all data relationships and does not
find any potential consequences. Min-max is mathematically represented as,

_ [v—min(a)* [new_max(a) —new_min(a)]]

M, + new_min(a) 1)

[max(a)-min(a)]

Here, the original value of the attribute ais denoted as v, the new value gained after normalization is denoted asM,,,,
the max and min value of the attribute is denoted as max(a) and min(a). In this technique, it maps a value v of a to M,,
in the range [new_max(a) — new_min(a)]. For example, using this technique, a value is mapped to the attribute
between the range [0, 1]; therefore, new_max(a) = 1 and new_min(a) = 0. The simplified form of equation (1) is
represented as,

v—min(a)

My, = max(a)-min(a) @)
Furthermore, the dataset is composed of IP addresses and strings that should be converted into numerical values.
Therefore, the techniques such as the conversion of IP addresses and strings to numerical values are effectively performed.

3.2. Feature Selection using IGM

In data mining, the ML classification algorithms employ a feature selection strategy in ID datasets. This is a practical
method for improving IDS’s functionality. The two main categories of feature selection strategies are filter and wrapper
methods. In filter-based methods, they use any of the filter models to select the best optimal features based on the method
known as rank search. The top features are chosen, while the lower-ranked features are removed from the feature set. This
type of technique is computationally simple, more applicable on large datasets, and fast scalable. The wrapper-based
strategy uses a learning algorithm to test the quality of the selected feature set. Many feature subsets are validated based
on the performance of the classification, and the best feature set that attains this quality is selected as the optimal feature
set. In the proposed work, ranking based technique is used known as IGM. This technique provides a classification ranking
for the entire attributes, also known as features related to the class. Then a threshold value is allocated to choose various
features based on the order obtained. Therefore, the feature that matches the class is considered important, and others are
eliminated. GM, or mutual information maximization (MIM), is a method for reducing or eliminating correlated features
in a dataset by focusing on the relationship between features and classes. It is widely used for feature selection because
of its computational efficiency and simplicity.

A. Information Theory Concept

Mutual, conditional, and joint entropies constitute information theory. A random variable’s entropy measures
uncertainty and information needed to comprehend random variable. Consider a discrete random variable P with
Udifferent number of values asP = {p;, p,, ...y}, another discrete random variable Qwith Vdifferent number of values
asQ = {q1,92,--.qy}, and Pas entropy is represented asE (P):

E(P) = -3V, 9(p,) log(g(py)) ®3)

Here, g(p,)is represented as,

Number of ins tan ts with value py (4)

9(x) =

Total number of instants of P

The definition of entropy for continuous random variables is mathematically represented as,

E(P)=—[g(p)log g (p)dp (5)

The quantity of uncertainty still existing in the variable Qafter its variable introduction Pis denoted in egn (6) by its
conditional entropy Q

EQIP) = = p,er Baye0 9(ay12) 10g (9(ay Ipx) ) Q]
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Whenever two variables are involved, the resultant uncertainty is mentioned by the joint entropy of Pand@, which
is represented as E(Q, P)

E(Q.P) = = Zp,er Zayeq 9(a5,1x) 1og (9 (5. 1) ) )

Here, the joint probability of g,and p,is denoted asg(qy, py ).
The mathematical link between entropy, conditional entropy, and joint entropy is given as,

E(P) + E(QIP)

EQ) + E(P|Q) ®

E@Q.P)=E(P,Q) =|

Mutual information (MI) is another notion in information theory that is defined as the quantity of information
released by the newly formed variable and the information issued by two variables. The MI between the variables QandPis
represented as M (Q; P) , and it is mathematically represented as,

E@Q - E@IP)

M(Q;P) = {E(P) — E(P|Q) ©
E(Q) +E(P) —E(Q,P)

M(Q; P) = Tper Lqco 9(a,p) log a2 (10)

The MI for continuous random variables is represented as,

To exactly identify M(P; Q) = [ g(p, q) log %dpdq (11)

the probability density functions (g(p),g(q),g(p,q)) is too difficult. Hence, the continuous variables are initially
discretized, and then the MI and the entropy are calculated with discrete descriptions. Conditional Ml M(Q;Px|Py)
determine the new discriminative information issued by P,when P, is chosen, which is represented as,

E(Q|Py) _E(Q|Px'Py)

M(Q; P,|P,) =< E(P.|P,) — E(P,|Q,P,) (12)
M(Px; ley)
Joint mutual information (JMI) identifies the information issued by Qand the joint variablesp,,...., B,, which is
represented as,
M(Q;P,,....,B) = EQ)——EQ|P,,...,B) (13)

The quantity of information issued among three variables is said to be interaction information, which is represented
as,

M(Q;P;P) =M(Q;P) + M(Q;B,) — M(Q; P, P,) (14)

The value of M(Q; P,; Py)can be negative, zero, or positive, and it is known as the shared discriminative information
of two features.

B. Proposed IGM

To attain the best optimal feature subsetFyp¢imq = max M (L; F), where output class is denoted asLand Fdenotes
the feature subset. The proposed feature selection is based on M, and the features are validated using this MI. According
to equation (9), M(L; F) = E(L) — E(L|F), where E(L|F)andE (L) represents the conditional entropy and entropy.
E(L)Represents the uncertainty of the variable L , and the remaining uncertainty after the introduction Fis denoted
asE (L|F). For a particular problem to get maximumM (L; F), E (L)is considered as a constant. It just requires choosing
the feature subset Fthat can make E (L|F)minimum. Consider Kbe the entire feature subset of the data, and each feature
k., € Kcan be regarded as a division of Lthat classifies Linto various segments andE (L |k, )is the average uncertainty of
each part. Lcan be divided into more or equal segments than any single feature when k,andk, are introduced. Hence, the
new partition of Lare {kx, ky}and Lcan be classified into various segments based on two features k,andk, . Hence,

E(L|kx, ky)is considered as the average uncertainty of each part.
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Table 2. Example data of XOR

ky k; ks ky L=k, ® ks
1 0 0 1 0
0 0 0 0 0
0 1 1 0 0
1 1 0 1 1
0 1 1 0 0
1 0 1 1 1

Assume that F = {ky,k,,.., k,_,}is chosen, andf = F U k,, where the next validated feature is denoted ask,.
Instead of measuring M1 between feature k,.and each feature in the chosen feature set Fto attain redundant information,
Fis considered as the new division as F,and calculates JMI of {E,, k. }directly withLoutput class and is mathematically
represented as,

HIGM (kx) = argmax M (L, Fn: kx) (15)

Herek, € K — F. For example, consider the features k; and k,have been elected and try to identify the features
ksand k,that is to be elected next. The proposed technique will take the entire {k,, k,}and become the equivalent division
which is represented asF,. Then compute M (L; E,, k3)and M (L; E,, k,)and select the one which is bigger in value and k4
is selected. Then, {F,, k3}is used as the new equivalent division for the next epoch. To attain equivalent divisionFE,, a
unique label must be provided for the combination. For instance, the features such as k,and k,are selected from Table 2
then to calculate the features such as k5 and k,, to form an equivalent division for {k,, k,}. The combinations attained
from {k4, k, }are {(0,0), (1,0), (1,1), (0,1) }and unique labels are given for each combination as 1 for (0, 0), 2 for (1, 0), 3
for (1, 1), and 4 for (0, 1). From these unique labels, the new equivalent division can be obtained as F, = [1,2,3,3,2,1,4,4].
In this way, an optimal feature subset is selected to detect the type of attack. The pseudocode for IGM is shown in Table
3.

Table 3. Pseudocode for IGM

Input: Pre-processed dataset Swill entirely feature set K = {ky, k,,..., ky}, output class label L, and user-denoted feature number
threshold T
Output: Optimal feature subset K

1LF«<o;
t < 0;
. Initialize F, to keep the equivalent division of the chosen features;

. Initialize M,_a[]array to keep the MI between the class and features;
.fori = 1toMdo

. Measure the MI M(L; k,.)

. Keep M(L; k) in M;_a[]

.end for

. Choose the feature k,that has maximum value in M;_a[]
.F=FUky

K=K -k,

t=t+1;

By =k

.whilet <T

. Initialize CM1_a[]array to keep JMI

. for each feature k, € Kdo

. Measure IMI M (L; E,, k;)

. KeepM(L; E,, k;)in CMI_a[]

. end for

. elect the feature k,with maximum value in CMI_a[];
.F=FUk,;

K=K —ky

t=t+1;

. update F,based on the previous F,andk,

. end while

NN RNRNRNNNDERERRR R B B B B
O U s WNRP O O© 00 N O O WN B O

.output K
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3.3. Attack Detection Using CIBWO-KELM

A KELM-based ML model is used to detect the nature of attacks in the IoT. It is an integration of ELM and a kernel
function. The kernel function used in the proposed work is named RBF. A brief description of ELM and KELM is given
below.

A. Extreme Learning Machine (ELM)

One-hidden-layer feed forward neural networks are efficient, and this one is no exception. It is simple to obtain local
optimal solutions while training a typical neural network, and a broad number of parameters is required. But in ELM, the
total number of hidden nodes is set from scratch without adjusting the hidden layer’s bias or the input layer’s weight. The
model’s path to the best possible global response becomes more direct. Hence, the ELM model can converge faster and
more effectively in terms of learning performance.

For a training dataset D, = {(u,, t,),n=1,...... ,M}, where the input feature vector is denoted as u, =
[Un1,-- - Unm] € R™, and the target vector is denoted ast,, = [tnl,....tng] € RI. The main aim is to attain an optimal
model to continue with other testing tasks. The output vector is denoted as ¢,, = [cnl,....,cng] € RYachieved through
the network ELM. The ELM network is mathematically represented as,

Cn = Y=t Amhm (U) = Y1 A (B - U + k), n=1,...... M (16)

Here, B, is represented as the weight vector between the input and hidden layers, the weight vector between the
output and hidden layers is denoted asa,,, the m**hidden node’s bias is denoted as k,,,, and the hidden layer’s activation
function is denoted as h(-). The parameters of the node B,,and k,,are assigned randomly, and only the quantity of hidden
nodes smust be identified in the model. The error is assigned as zero in between the target tand outputc, then the
mathematical expression is formulated as follows,

Zgzllltn - Cn” =0 (17)

On combining equations (16) and (17), the parametersa,,,,8,and k., are obtained. The equations can be formulated
as,

Yom=1 Cmh (B Uy + k) =t,n=1,..... M (18)

The matrix form of equation (18) can be represented as,

h(ﬂl : u1 + kl) ..... h(ﬁS : u1 + kS) afl tf
B - =|: (19)
h(ﬂl ° uM + kl) ...... h(ﬁS ° uM + kS) MXs ‘[;;1 t;ﬁl
GMxs=[g(1),.gup)]4 Asxn gxn AMxnprxn
It can be written as:
Ga=A (20)

Here, the output matrix is denoted asA, adenotes the weight matrix of the hidden layer and Grepresents the output
matrix of the hidden layer. The hidden layer’s weight matrix is mathematically represented as,

a=G" A (21)
The Moore-Penrose generalized inverse of the matrix Gis denoted asG™*, and it is mathematically represented as,

Gt =GA(GGY)™?! (22)
B. Proposed KELM

The accuracy of detection by the traditional model becomes low when unknown testing datasets are provided. Hence,
a kernel parameter K/Lwas applied to enhance the generalization capacity of the model. This combination is termed as
KELM and its output function [32] is mathematically represented as follows.
-1
0(uw) = g(w)a which implies 0(u) = g(u)G* (% + GGA) A (23)

From the above equation, @ = G4 (K /L + GG*)~'A that are derived using equations (21) and (22). Here, the identity
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matrix is denoted as K, and the regularization parameter is denoted asL. The kernel function in the KELM model is
mathematically represented as,

Yypm = GG, ljVKELM,,M = g(Um) g (Uy) = S (U, up) (24)
The KELM model function is mathematically formulated as,
S(u,uy)

o(u) = [:

o (5t #pn) 4 (25)

Choosing the best kernel function can enhance the KELM model. There are various kernel functions. Among all the
kernel functions, the RBF kernel function performs well with the KELM to detect attacks in 10T.

RBF kernel function: The suggested KELM model has a high generalization and great learning capacity due to the use
of the ELM and the conventional local kernel function. To mathematically describe the RBF kernel function
mathematically as

Rpr(u,up) = exp (— _||u—um||2) = exp (— _||u—um||2) (26)

2w? b
Here, the exponent parameter of the selected kernel function is expressed ash = 2w?.
The important parameters of KELM that are optimized are the kernel parameters @and regularization parametersL
3.4. Kernel Parameter Optimization using CIBWO

The black widow is a medium-sized spider belonging to the Orygiidae family, mainly available along the
Mediterranean Sea in European countries. The female spider spends their entire time in their webs feeding, hatching
offspring, and mating. A female spider releases a pheromone in the web that attracts the male spider for mating. The
female spider will utilize the male spider in the post-mating and perform hatching by transferring the eggs into the sock.
After the hatching process, sibling cannibalism is engaged by the offspring. In this stage, the strong widow will eat the
weak, and they even utilize their mother when they are on the web for a short period.

A. Mathematical Expression of BWO

The traditional BWO algorithm undergoes four stages: population initialization, cannibalism, procreation, and
mutation. The four stages of the BWO algorithm are described below.

a. Initialization

The spider population is composed of Mwidows Ry, R,, ..., Ryis denoted asPy w4 = [Ry, Ry, ..., Ry ]. Where, the
dimension of the optimization problem is denoted asd. The k" widow in the population is denoted asR; =
[Te1, Tie2o -+ Tia] (1 < k < M). Hence, the initial population is mathematically represented as,

Here, gandfrepresentry, , = f, + rand(0,1) - (gpfp), 1 < b <d (27)

s the lower and upper bounds of the variables in the optimization design.
b. Procreate

The production of a new generation is obtained only by the mating behavior of widows. When the mating process
starts, a group of spiders, as father and mother, are chosen randomly from the population depending on the procreating
rate. The production of offspring is mathematically represented as,

{Fx =.8Mx+(1_.8)My (28)

F,=pBM, + (1-pB)M,
The mother spiders are denoted as M,andM,,, father spiders are denoted as F,andF,,, and gis the random number.

¢. Cannibalism

There are three types of cannibalism: sibling cannibalism, sexual cannibalism, and cannibalism between mother and
offspring. In this stage, the weak spiders are eliminated, and the excellent spiders are conserved.

d. Mutation

Using the mutation rate, the quantity of population to mutate is identified. From a chosen individual R,.(1 < x < M),
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two elements are randomly selected and then exchanged from the arrayr, ,andr, ., (1 < n,m < d).
B. Mathematical expression of CIBWO

The population of the widow spiders are initialized using the chaos map, which is termed CIBWO. The logistic map
is mathematically represented as,

Ryy1 =8 X Ry, X (=R,,)S € [0,4], R, € (0,1) (29)

Here, the degree of chaos is controlled using the parameterd, and when the parameter possesses a value of 4, it is in
a completely chaotic state. Chaotic sequences are widely used for various practical problems, and these sequences
effectively optimize the initialization process of an optimization algorithm. The detection accuracy is said to be the fitness
function and is mathematically represented as,

Fr = Max(avgac) (30)

Here, avg,-denotes the average test detection accuracy which is given as Zle testAC; /f achieved by the classifier
known as KELM. Here, the number of iterations fiis set to be 100 and the iteration which yields maximum testing accuracy
is replaced as the best outcome. The iteration process promoting better detection performance on optimizing the kernel
parameters in case of test accuracy performance outcome is considered. The pseudocode for the proposed CIBWO is
shown in Table 4.

Table 4. Pseudocode for CIBWO

Start

Input: training set, interval of Land ¢
Output: Optimal value of Land ¢

1. Initialize size of population p, sub-population attained procreating, cannibalism, and mutation P,,,

.forn=1,....ado

.form=1,...,bdo

. Compute the fitness value Frusing equation (30)
. Determine the worst and best solutions

. Update the solutions based on equation (29)

. Obtain a new fitness value F¢

. if Ff < Fythen

. Consider the new solution Fy = Ff

© 0O N O g B~ W N

=
o

. else

-
[N

. eliminate the new solution
.end if
. if the termination criteria is reached then

N
5w N

. Update the result in the m**population

[N
(53]

. else

[y
[=2]

. return to step (4)

.end if

. end for

. Determine the best optimal solutions F;,_among p,,,sub-populations

N B
O © o

. end for
. Identify the best optimal solutions F, from ppopulation and particular Land ¢
. return best Land best ¢

N
[y

N
N

4, Results and Discussion

The efficiency and superiority of the suggested model’s performance over the state-of-the-art methodologies are
demonstrated through a number of different evaluation methods. Here, the simulation analysis and the derived results are
discussed. Classification and Regression Trees (CART), Naive Bayes (NB), random forest (RF), and Support vector
machine (SVM) are all applied to the same dataset, and their performances are compared in this analysis.

4.1. Simulation Scenario

Python is used to implement the work, and simulation results are obtained. The BoT-loT dataset is used to show that
the suggested model works. When botnet attacks on 10T networks arise, the Bot-10T is the best publicly available dataset
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to study the resulting traffic. The cyber range lab at UNSW Canberra established an authentic network setting to generate
the dataset. In the network environment, both regular and botnet traffic coexist. A total of over 72 million records of
benign and malicious traffic have been recorded for this dataset. The dataset includes information on several types of
attacks, including denial of service (DoS), data exfiltration, key logging, operating system (OS) and service scan, and
distributed denial of service (DDoS). There were 4,55,786 instances of DoS (0) in the loT Botnet training set and 71,971
instances of DoS (0) in the loT Botnet testing set. The BoT-loT dataset contains 74 .csv files, each consisting of 1 million
records combining botnet and normal traffic.

4.2. Performance Metrics

Many indicators are used to assess the suggested model’s effectiveness. Accuracy, kappa coefficient, recall, false
positive rate (FPR), and precision are among the parameters considered. Here are the corresponding mathematical
expressions:

Accuracy: It is defined as the fraction of correctly classified positive or negative cases. The following is a formulation of
accuracy:

TP+TN
X

Accuracy = (31)

In this case, the total number of input samples is denoted asX. True positive (TP) indicates cases in which the model
correctly identified as intrusions, while True negative (TN) indicates instances that correctly identified as normal.

Precision: Precision is the model’s ability to correctly identify the target instances. It shows the chances of how much
the positively labelled sample remains accurate. Accuracy can be expressed mathematically in the following way:

Precision = (32)

TP+FP

Where False positive (FP) denotes the non-intrusion instances that are wrongly labelled as intrusions.

Recall: It is the proportion of correct positive detections to the actual abnormal samples. The mathematical formulation
can be given as:

TP
TP+FN

recall = (33)

False negative (FN) denotes the intrusion instances wrongly labelled as non-intrusions.

F1-score: The harmonic mean of precision and recall is denoted as F1-score. The mathematical formulation of the F1-
score can be given as follows:

2(recall*precision)

F1-score = (34)

recall+precision

False positive rate (FPR): The percentage of incorrect classification of normal samples as intrusions by the model are
termed FPR. The mathematical formulation can be given as

FPR = —F

(35)

XNormal

Where Xy.rma denotes the overall actual normal samples inX.

Kappa coefficient: It demonstrates the model’s superiority over other models as a statistical metric. The mathematical
expression is as follows:

K = FoFa (36)

1-Fg

Where F,denotes the proportion of observed agreement among existing classes of behavior and predicted class.
F, denotes the proportion of agreement expected by chance.
4.3. Performance Analysis

The suggested model’s efficacy is measured against BoT-10T dataset records of both benign and malicious traffic.
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Fig.2 compares the proposed CIBWO-KELM model’s accuracy to existing models. As can be seen in the figure, the
proposed model achieved excellent classification accuracy. When unknown testing datasets are provided, the accuracy of
detection by the traditional models becomes low. In order to improve the model’s ability to generalize, the KELM
classification model is presented and then optimize the KELM model’s kernel parameters with CIBWO to ensure the
highest possible detection accuracy. As a result of the model’s ability to detect the incursions, it was found to have greater
accuracy than existing models. An impressive 99.7% precision is achieved by the proposed model. Of the compared
models, CART provided the highest accuracy at 92.2%, whereas Naive Bayes produced an extremely low accuracy at
87.1%.

Fig.3 displays a comparison of accuracy of the suggested model with alternative methods. The proposed model
outperformed the competition in terms of precision, as seen in the figure. Since the existing models obtained very few
positive predictions as true intrusions, the precision remained low. The proposed CIBWO-KELM model obtained a
precision of 99.79%, and the Na'We Bayes obtained the least precision of 85.71%.
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Fig.2. Accuracy comparison
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Fig.3. Precision comparison

Fig.4 shows a comparison of the proposed model’s recall. The proposed CIBWO-KELM model attained a very high
precision than the traditional techniques. The compared models obtained a low recall score due to a high number of false
negatives (i.e.) a large number of intrusions are wrongly predicted as non-intrusions. The proposed model obtained an
overall recall score of 99.75%, and the Na'we Bayes obtained the least recall score of 86.83%.
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Fig.4. Comparison of recall with existing classifiers
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The F1-score comparison of the suggested model is displayed in Fig.5. The proposed CIBWO-KELM model attained
a very high F1 score compared to existing classifiers. The comparing models’ low precision or recall value
correspondingly results in a low F1-score. The proposed model obtained an overall F1-score of 99.77%, and the Na'we
Bayes model obtained the least F1-score of 86.25%.
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Fig.5. F1-score comparison
Fig.6 displays the results of comparing the proposed and existing classifiers’ kappa coefficients. In terms of kappa,

the proposed CIBWO-KELM model performed better than the other models. The proposed model attained an overall
kappa coefficient of 99.70%, and the Na'we Bayes model obtained the least Kappa value of 82.71%.
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Fig.6. Kappa coefficient

Table 5 compares the proposed model’s performance with some existing models, including SVM, RF, NB, and
CART. Compared to conventional approaches, the new model achieved superior performance matrix values.

Table 5. Performance comparison using the Bot-1oT dataset

Methods Accuracy Precision Recall F1 score kappa
CIBWO-KELM 99.7% 99.7% 99.7% 99.7% 99.7%
SVM 90.8% 88.8% 88.8% 88.8% 83.04%

RF 91.1% 89.4% 90.4% 89.9% 87.5%

NB 87.1% 85.7% 86.8% 86.2% 82.7%
CART 92.2% 92.3% 91.3% 91.8% 89.6%

Confusion matrix analysis: As shown in Fig.7, the suggested model’s confusion matrix on the Bot-loT dataset is rather
low. In the total of 1449 DDoS labels, 1443 samples are correctly predicted as DDoS, and the remaining 6 labels are
wrongly classified as DoS and Theft. But two of DoS’s 2045 labels were properly categorized as regular labels. From 543
normal labels, the proposed model classifies 542 labels correctly, and the remaining 1 is incorrectly classified as DoS.
The simulation results demonstrate that the proposed strategy produces greater classification accuracy.
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Fig.7. Confusion matrix of proposed CIBWO-KELM model using Bot-1oT dataset

The ROC curve compares the proportion of correct classifications to those that are incorrect at different cutoffs. By
decreasing the positive classification threshold, both the count of false and true positives are increased. For intrusion
detection on the Bot-10T dataset, the suggested model achieves an AUC of 99.7%. The true positive rate of the trained
CIBWO-KELM model is illustrated in Fig.8.
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Fig.8. True positive rate VS False positive rate

4.4. Discussion

The utilization of IGM in intrusion detection assists in investigating the most pertinent features by assessing the
contribution to the overall information content. This ensures that the chosen features are better composed to capture
significant patterns pertaining to security threats. By concentrating on features that offer the highest information value,
the IGM aids in diminishing the dimensionality of the feature space. This proves indispensable for intrusion detection
systems, restructuring the analysis, advancing processing, and developing more efficient model training. The outcome of
this process is an efficient set of informative features, leading to quicker model training and testing. This holds particular
significance for real-time intrusion detection systems where a quick response to security threats is of greatest importance.
The KELM approach proves highly suitable for intrusion detection due to its adept handling of non-linear relationships
within the data. This is particularly critical, given that malicious activities in cybersecurity often manifest intricate and
non-linear patterns and the linear models may fail to capture. In the context of intrusion detection, KELM exhibits a
diminished risk of overfitting compared to certain other sophisticated models. This characteristic is advantageous as it
ensures the model's ability to generalize effectively to unseen data and adapt to emerging types of cyber threats. By
optimizing the kernel parameters using CIBWO, the KELM proficiently maps input features into a higher-dimensional
space. This strategic transformation enhances the visibility of intrusion-related patterns, thereby improving the model's
efficacy in capturing intricate relationships within the data. Optimization guarantees that the chosen parameters yield a
model with robust generalization to unseen data, mitigating the chances of overfitting or underfitting. The process of
finely adjusting kernel parameters through CIBWO contributes to heightened accuracy in predicting outcomes. It aids in
the identification of kernel parameters that enhance the model's ability to generalize effectively. CIBWO is designed to
efficiently seek optimal parameter values, expediting the convergence process during model training and thereby reducing
the overall training time. On considering the efficiency of proposed models, effective performance outcomes are attained
through the implementation of novel intrusion detection model.
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5. Conclusions

In case of network security, IDS plays a crucial role and the security of smart environment applications is exposed
by the significant vulnerabilities prevalent in heterogeneous networks such as 1oT. This study introduces an IDS based
on machine learning, designed to safeguard 10T devices from malicious intrusions. The process involves three key steps:
pre-processing, feature selection, and intrusion classification. During the pre-processing phase, various tasks are executed
to enhance attack detection efficiency. These include minimizing data size, normalizing data, identifying interrelations,
erasing outliers, and improving overall data quality by eliminating inconsistent, redundant, unstructured, and noisy aspects
from real-world data. Feature selection is carried out using IGM, which involves categorizing and ranking a class's
characteristics. The detection of intrusion types in 10T relies on a machine learning model based on KELM that enhances
the generalization and feature learning performance. The model's parameters are optimized using a meta-heuristic
approach known as CIBWO algorithm that helps to diminish the overfitting issues and enhances the detection accuracy.
The proposed model demonstrates impressive performance metrics, achieving an accuracy of 99.76%, precision of
99.79%, recall of 99.75%, F1-score of 99.77%, and kappa of 99.70%. In future, there is a potential for developing real-
time anomaly prediction systems to prevent attacks before they occur. Additionally, further exploration is needed in IDS
for smart vehicles. Also, the efficiency of the proposed model will be evaluated against various benchmark datasets.
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