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Abstract: Maintaining privacy is becoming increasingly challenging due to growing reliance on cloud services and
software, respectively. Our data is stored in a virtual environment on unreliable cloud machines, making it susceptible to
privacy breaches if not handled properly. Encrypting data before uploading it can be a solution to this problem, but it
can be time-consuming. However, all of the encryption methods used to safeguard digital data so far did not fulfillment
privacy and integration requirements. This is because encryption cannot function independently. Data that is encrypted
and stored on a single cloud server can still be accessed by attackers, compromising the privacy of the data. In this paper,
we propose a hew model based on the user's classification of privacy level. The proposed model divides the digital file
into multiple fragments and separately encrypts each fragment; each fragment is encrypted as separated blocks.
Additionally, permutation is implemented on encrypted fragments because they are stored in the cloud with replication
fragments on another cloud service. This approach ensures that even if the attacker’s gains access to one fragment, they
would not be able to access the entire file, thereby safeguarding the privacy of the data.

Index Terms: Data Privacy, Data Integrity, Permuted Fragmentation, Cloud Security, AES, Image Encryption.

1. Introduction

Businesses and individuals use the cloud to preserve mobility and efficiency in terms of organizational resources
and costs across many platforms. The cloud is used for a variety of objectives, including corporate communication,
services, and document archiving. However, the cloud can be dangerous as it is open to illegal access, which could be
seriously detrimental to businesses or individuals personally. On the other hand, Attacks on privacy can give
unauthorized access and are often passive in nature. Confidentiality is one of the security requirements; it is defined to
maintain authorized limitations on information access and disclosure, including mechanisms for protecting individual
privacy and property information. This means that confidentiality aims to prevent unauthorized access to sensitive
information, as well as protect the privacy of individuals. By implementing proper confidentiality measures, businesses
and individuals can ensure that their sensitive information remains secure and protected from unauthorized access and
disclosure [1, 2].

Researchers in the field of cryptography have focused their efforts on achieving the security and privacy
requirements of digital data using a variety of encryption techniques. These techniques include hashing, asymmetric
encryption, and symmetric encryption. Hashing is a technique that takes a digital file and produces a fixed-length output,
which serves as a unique fingerprint of the data. Asymmetric encryption uses two keys, a public key, and a private key,
to encrypt and decrypt data. Symmetric encryption uses the same key to encrypt and decrypt data, providing faster and
more efficient encryption compared to asymmetric encryption. These cryptographic techniques are essential in ensuring
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the security and privacy of digital data, and researchers continue to work on improving and innovating these techniques
to provide better protection against potential security breaches [3-11].

Cloud computing services allow users to store their data on cloud storage servers, providing remote access to their
data whenever they need it. However, ensuring the security and integrity of user data is a critical issue and a challenge.

Cloud data file replication and distribution refers to the process of replicating and distributing data across multiple
cloud storage providers to increase data availability and elasticity against data loss. Digital data privacy-based
fragmentation involves dividing digital files into smaller fragments and encrypting them individually to increase data
privacy and security. Digital data encryption involves the process of converting plain text into ciphertext to prevent
unauthorized access to the data [12].

In this paper, we propose a new model based on the user's classification of privacy level. The model divides the
digital file into multiple blocks and separately encrypts each block. Additionally, permutation is implemented on
encrypted fragments because they are stored in the cloud with replication fragments on another cloud service. This
approach ensures that even if an attacker gains access to one fragment, they would not be able to access the entire file,
thereby safeguarding the privacy of the data.

The rest of the paper is organized as follows: a literature review is introduced in Section 2. The proposed model
and the detailed steps are presented in Section 3. The security analysis and the experimental results are included in
Section 4. Finally, we introduce the conclusion in Section 5.

2. Literature Review

Previous research in the area of cloud security has shown that traditional encryption methods are not sufficient to
ensure data privacy and security in the cloud. Therefore, researchers have proposed new methods such as homomorphic
encryption. The author of [13] has proposed a mechanism that works as follows: it is breaking up the image into blocks
and rearranging them before encryption, this could make it more difficult for an attacker to decipher the content of the
image. It used the homomorphic encryption could further enhance the security of the image.

A new a digital image encryption model has been proposed in [13], the image is converted from a 2D image to a
3D map by separating the red, green, and blue hues. To increase the effectiveness of the encryption, the image was
divided into three sub images. Then, each component was encrypted using a unique key. With this paradigm, the
encryption process ran more quickly, there was more room for keys, and a high level of anonymity was guaranteed.

The authors of [14] proposed a novel approach to enhance the security and integrity of data stored in cloud storage
by using division and replication techniques. Their proposed method includes splitting the original data into multiple
fragments and then replicating each fragment across different cloud storage servers. A public auditing scheme is
employed to ensure that the data remains secure and uncorrupted. The authors conducted experiments to evaluate the
performance and efficiency of their approach, which showed promising results. On the other hand, the authors of [15]
focuses on analyzing the performance of data fragmentation techniques on a cloud server. Three different fragmentation
techniques were implemented and evaluated on various parameters such as fragmentation overhead, response time, and
throughput. The experimental results indicated that the fragmentation techniques could impact the performance of the
cloud server, and the selection of the fragmentation technique should be based on the specific requirements of the
application. The authors suggested that future research should focus on improving the efficiency of the fragmentation
techniques and considering other factors such as security and reliability.

The authors of [16] propose a hybrid encryption algorithm for enhancing the security of cloud data. The proposed
algorithm combines symmetric key encryption and asymmetric key encryption techniques to ensure both data
confidentiality and integrity. The symmetric key encryption technique is used to encrypt the actual data, while the
asymmetric key encryption technique is used to encrypt the symmetric key. The encrypted data and encrypted
symmetric key are then stored in the cloud; on the other hand, [17] includes a performance evaluation of the proposed
algorithm, which shows that it has low computational overhead and high security. Rashid and Chaturvedi present a
review of cloud computing characteristics and services in [17]. They discussed the essential characteristics of cloud
computing, such as on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured
service. The authors of [17] also highlights the three primary cloud service models: Infrastructure as a Service (laaS),
Platform as a Service (PaaS), and Software as a Service (SaaS). Additionally, it covers the four cloud deployment
models: public cloud, private cloud, community cloud, and hybrid cloud. The article referenced in [18] concludes by
evaluating the advantages/benefits and disadvantages/limitation of utilizing cloud computing.

The authors of [18] proposed a dynamic AES-based image encryption and analysis technique. The proposed
approach used a dynamic key generation process that made use of the pixel values of the input image to generate unique
keys for each block of the image. This technique offered a higher level of security and made it difficult for an attacker
to crack the encryption key. The performance analysis of the proposed technique showed that it was efficient and
provided good results for both the encryption and decryption of the image. The authors also suggested that the
technique could be extended for use in other applications, such as video encryption and analysis.

It is worth mentioning that despite the enormous amount of effort that has been put forward by numerous
researchers, the literature review indicates that there is a need for more efficient and secure methods to protect digital
data in the cloud. The proposed model presented in this paper aims to address this need.

36 Volume 16 (2024), Issue 5



A Novel Model for Protecting the Privacy of Digital Images in Cloud Using Permutated Fragmentation and Encryption Algorithms

3. Proposed Model and Methodology

The main objective of the proposed model is to enhance the security of digital images and provide a high level of
privacy for cloud-based digital data. To achieve this goal, the proposed model consists of four fundamental steps.

The first step is image fragmentation, which involves dividing the original image into smaller fragments. The
second step is independent encryption of each fragment to prevent unauthorized access. The third step is the
permutation of the order of the fragments, which further increases the complexity of the encryption scheme and makes
it more difficult for attackers to reconstruct the original image. Finally, the encrypted fragments are replicated and
stored across multiple cloud storage services to provide redundancy and ensure the availability of the image even if one
of the storage services experiences downtime or data loss. During these steps, multi-level database security measures
are implemented to ensure the protection of the image fragments and encryption keys. By incorporating these four steps,
the proposed model aims to provide a robust and secure solution for storing digital images in the cloud. The
implementation of multi-level database security measures during each step further enhances the security of the system
and makes it more resilient against cyber-attacks and data breaches.

The data retrieval process follows the same route by reversing the phases. In the following subsections, we provide
the details of each phase.

Check the image width

-~ Yes Tile width=250 px
if width >=1500 px Tile hight=250 px

Yes Tile width=200 px
if width >=1000 px > Tile hight=200 px
2 o Yes Tile width=150 px
if Width;>=500 px " Tile hight=150 px
Tile width=100 px Image fragmentation into tiles |e
Tile hight=100 px with padding process

End

Fig.1. Determination of tile size process
3.1. Image Fragmentation

The plain image will be divided into a matrix of tiles as shown in Fig. 1. The size of each tile depends on the
dimensions of the original image; it is determined based on the following procedure:
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If (W > 1500px) then
T = 250px x250px
Else if (W > 1000px and W<1500) then
T=200px x 200px
Else if W >500 and W<1000 then
T=150px x150px
Else T=100px x 100px

Note that, W denotes Image width, and T represents tile dimensions.

The sizes mentioned above were set for two reasons: first, to prevent expectations about the number of tiles each
image in the system will have; and second, to ensure that the GPU and main memory can handle the fragmentation
process quickly. The number of image tiles is determined by equation (1) and the last tile is padded according to
equation (2) if image width mod tile size #0

Number of tiles = image width / tile size @
Padded=tile size - (image width mod tile size) 2)

Fig. 2 illustrates the Image fragmentation to tiles.

Width

=) Plain Image
T
Image
fragmentation
N px to tiles
-
>
2 I Tile Tile Tile | saees
=
Tile Tile Tile | vuens
Tile Tile Tile | caun-

Fig.2. Image fragmentation

3.2. Tiles Encryption

Encrypted tiles are generated for each tile using an algorithm that corresponds to the user's security level. For
instance, if there are 20 image tiles, the outcome will be 20 encrypted tiles, each encrypted independently. Fig. 3
illustrates the tile encryption procedure. It is noteworthy that the security level is based on the Bell-LaPadula model,
which includes the Confidential (C), Secret (S), and Top Secret (TS) security levels.

3.3. Encrypted Tiles Permutation
The outputs of the Tiles encryption are arranged as a matrix. At this point the order of the array of tiles is shuffled
randomly as depicted in Fig. 4, and each part is permuted using a pseudorandom permutation (note that the permutation
is generated by using RC4 [10]), we add the current time information to the tile title based on equation (3).
Tile title = Pseudo random Number + current tile ®3)
where 'Pseudo random Number' will be generated based on RC4 algorithm [10]. The main part of RC4 is illustrated as

follows:
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Upload Encrypted Tiles
to Cloud and replicate it
on another cloud

Cloud 1 Cloud 2
Oooo Dooo
oooo oooo
aoooo = oooo
oooo oooo

Fig.3. Replication tiles on multi cloud storage

Encryption by one of three
algorithms based on the user
security level

N px
- -
Y
>
= Encrypted .
=z Encrypted Encrypted | .....
Tile Tile Tile
0:0 0:1 0:2
Encrypted Encrypted Encrypted
Tile Tile Tie | 77T
1:0 11 1:2
Encrypted Encrypted Encrypted | .,
Tile Tile Tile
2:0 2:1 2:2
Fig.4. Tiles encryption
While i < 255

Generate j value
j < (j+ B[i] + K[i mod length(key)]) mod 256
Swap values in B[i] and B[j]
i« i+l
The output pseudo random Number will be combined with the current time, to ensure that the Encrypted tiles name

is not duplicated, then the whole name will be hashed as shown in the following: New encrypted tile name = hash (j +
current tile).

3.4. Uploading and Replication Tiles on Multi Cloud Storage

In this step, the encrypted parts are uploaded to the cloud storage, and then the files are duplicated to another cloud
storage through synchronization between the two clouds, where the replication process protects data from loss. Fig. 5
show the Replication Tiles on multi cloud storage.

3.5. Image Downloading Process

This process passes in four basic stages, download permuted fragments, de-permutation, and decryption and
defragmentation as explained below.
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Permutation of all encrypted
Tiles

N px
- -
& Encrypted Encrypted
; Encrlypleu Tr\\;fz _2]'9 .....
Tile
1.2 1.1 2:1
Encrypted Encrypted Encrypted
Tile Tile Tile | """
2:2 0:2 0:0

Encrypted Encrypted Encrypted
Tile Tile Tile

1:0 01 2:0

Fig.5. Encrypted tiles permutation

A. Download Permuted Fragments

In this step, the names of the image Fragments are retrieved from the database, and downloaded from the cloud
sequentially.

B. Fragments De-permutation

In this process, the row and column number of each part is retrieved, to rearrange the fragments in the form of a
matrix.

C. Fragments Decryption

In this process, each part is decrypted individually, according to the algorithm that was used in the security level of
the image owner.

D. Image Defragmentation

Here we get a matrix of ordered and decoded Fragments, to Defragment the parts using image-processing
Techniques, to get the Plain image finally.

4. Experimental Results and Discussion

The implementation of the proposed model is illustrated as follows: Upload process, the implementation of the
upload process involved fragmenting the images, which was achieved using the 'ImageMagic' library for image
processing. The fragmentation was done by dividing the images into tiles, with the size and number of tiles determined
according to equation 1; the result of the fragmentation process is depicted in Fig. 6. Note that: the Lena's image was
used with dimensions of 512x512 pixels.

Uploading Time with Two Synchronized Cloud Storage Services

The system's upload time for files should be considered; the upload time of the original file versus the uploaded
time to the cloud via the standard method has been taken into account. To determine the average upload time, five
images of equivalent size were used while taking into account the variation in fragmentation for each size. The elapsed
time of the fragments submitted using the suggested methodology is greater than the elapsed time of the original image
uploaded using the standard method.

Additionally, uploading an image using 256-bits key length encryption takes longer on average than uploading an
image with 192-bits or 128-bits encryption. This is due to the fact that Google Drive cloud storage runs a process of
(file extension validation, file scanning, file link generation, and file sharing sittings) when uploading any file, which
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results in lost time in each fragment. Along with the time taken for the encryption, permutation, and fragmentation
processes. It's also important to consider cloud storage effectiveness and internet speed.

o VDR O

X1Y4.jpg X1Y¥3.jpg X1Y2,jpg X1¥1.jpg

X2Y1.jpg

X2Y4.jpg X2Y3.jpg

X3Y4,jpg X3Y3.jpg X3Y2.jpg X3Y1.jpg

X4Y4.jpg X4Y3.jpg X4Y2.jpg X4Y1.jpg

Fig.6. Lena image (512 %512 pixels) after fragmentation

Uploading Time with Three Synchronized Cloud Storage Services

In this section, the time taken to upload image fragments by the proposed system with the applying replication
between three clouds, and the results showed a very large convergence between the time spent with three clouds and the
time spent with two clouds. This means that the level of data security will go up without affecting the time.

Table 1 shows the upload time for the fragments with traditional method (one cloud), two Synchronized Cloud
storage Services and with replication files to three clouds, respectively.

Encryption

In the encryption process, OpenSSL library was used to ensure the security of files during transmission between
the user and the system. Where the AES algorithm was used with three key lengths used as follows (256 bits for TS user
level — 192 bits for S user level — 128 bits for C user level). Note that TS represents Top secret, S denotes Secret and C
represents Confidentiality levels, respectively.

Table 1. Upload time for the fragments with one cloud, two synchronized cloud storage services and with replication files to three clouds

Average uploading time (s)
Image Image Average two Synchronized Cloud storage with replication files to THREE
widthby | size | NoOf uploading Services clouds
pixel (kby | images time ()~ [ Aes-128 | Aes-192 | Aes-256 | Aes-128 | Aes-192 | Aes-256
one cloud bit bit bit bit bit bit

length length length length length length

400 164 5 7.25 22.63 23.00 23.13 22.43 23.02 23.23

800 595 5 16.91 39.12 39.39 40.10 39.09 39.37 40.11

1200 1200 5 25.52 58.14 60.16 60.91 58.15 60.17 60.90

1600 1890 5 36.26 76.59 77.76 78.37 76.57 71.77 78.36

Retrieval Time with Two Synchronized Cloud Storage Services

Table 2 shows the elapsed time to download files by the system from the cloud should be taken into account
compared with the original file download to the cloud by traditional method. Five images of each size were used to
calculate the average download time. Where the results showed a higher rate of downloading time for the fragments
downloaded through the proposed system compared with the download original image by traditional way. On the other
hand, the average elapsed time for downloading the 256-bit encrypted file is greater than that of the elapsed time for
both 192-bit and 128-bit encryption. This is because Google Drive's cloud storage process includes checking for
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potential threats when downloading any file, which results in additional time being spent on scanning fragments.
Besides the time required for defragmentation, decryption, and DE-permutation, it's also important to consider factors
such as internet speed and cloud storage efficiency.

Table 2. Download time for the fragments that encrypted by three AES key lengths

Average downloading time (s)
Image | Image Average two Synchronized Cloud storage with replication files to THREE
widthby | size Noof | downloading Services clouds
pixel (ko) | images time ()~ [ Aes-128 | Aes-192 | Aes-256 | Aes-128 | Aes-192 | Aes-256
one cloud bit bit bit bit bit bit

length length length length length length

400 164 5 5.33 15.83 16.10 16.73 15.84 16.12 16.71

800 595 5 9.73 26.82 26.42 27.11 26.81 26.40 27.12

1200 1200 5 11.32 41.81 42.02 42.71 41.82 42.04 42.73

1600 1890 5 13.20 54.08 54.74 55.17 54.10 54.70 55.17

X1¥4.jpg X1Y3.jpg X1¥2.jpg X1¥1.jpg

X2Y4.jpg X2Y3.jpg X2Y2.jpg X2Y¥1.jpg

X3Y4.jpg X3Y3.jpg X3Y2.jpg X3Y1.jpg

X4Y4.jpg X4Y3.jpg X4Y2.jpg X4Y1.jpg

Fig.7. Lena image, encrypted and permutated fragments

Retrieval Time with Three Synchronized Cloud Storage Services

The download results for the image from cloud storage with replicated files on two and three clouds are very
similar. This is due to the synchronization process between clouds being performed outside of the user's environment.
For more details on download times for encrypted fragments using three different AES key lengths, please refer to
Table 2.

Histogram Analysis for Encryption Process

In order to examine and evaluate the performance of the encryption process, a histogram analysis was conducted
on a plain-image fragment and compared to the same fragment after encryption. The obtained results showed a
completely different distribution of pixels after encryption, making it difficult to predict the original arrangement of the
image. Fig. 8 shows a visual representation of the obtained results.

NPCR and UACI Analysis

Two commonly used methods for analyzing the resistance of encrypted data against various differential attacks are
NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing Intensity) [19, 20].

These methods involve comparing the original image and the encrypted image data to determine the extent of their
differences. A large difference between the original image and the encrypted image data is essential for withstanding
various differential attacks. Equation 4 is used to calculate the NPCR:
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NPCR(X,Y) {Z D(p,q)/ NJ.[OO% 4)

p.q

where, N represents the total number of pixels, X denotes the original image, Y is the encrypted image, and

D(p,q) = 1ﬁfx(p.q)¢Y(p,q) (®)
0if X(p,q)Y =(p,q)

3500
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2500 2000)

2000 1500)
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Original Image Encrypted Image

Fig.8. Histogram Analysis for original image and encrypted image
Note that the optimal value of NPCR is 99.61 [18]

- UACI method defines the average density between two images in next equation. X (p, g) and Y (p, q) represent
the previous and following pixels, N represents total pixel number, L represents the bit number that describes the pixel
of the image.

- The average density of two images X, and Y is defined by UACI. The previous and next pixels. Equation 6 is
used to calculate the UACI.

UACI(X,Y):&I(Z

p.q

X(p.q)—Y(p,q)] ©6)
2t -1

Where, N is the total number of pixels, and L represents the bit number that describes the pixel of the image. Note
that: the optimal value of UACI is 33.46% [21].

Random samples of the original image fragments and the encrypted image fragments were used in the tests, and
the results are shown in Table 3. The obtained results are close to the optimal values for each test, indicating that the
proposed model successfully achieved high image security

DE Permutation Analysis

The proposed model fragments each image into a matrix of a dynamic number of tiles, which depends on the width
of the original image. The resulting matrix is then subjected to a permutation process. However, as the number of
fragments increases, the number of attempts required to reverse the permutation process also increases. For example, if
the resulting matrix is of size N x N, then the number of trials required to reverse the permutation process is the factorial
of N (i.e., N). This means that as the number of tiles in the matrix increases, the number of trials required to de-
permute the image also increases.

Table 3. NPCR and UACI; note that (NPCR optimal value= 99.61) and (UACI optimal value = 33.46%)

Algorithm Image Type NPCR UACI
Gray Scale 99.525 33.268

AES-128
RGB 98.989 32.244
Gray Scale 99.721 33.418

AES-192
RGB 99.411 34.316
Gray Scale 98.827 34.514

AES-256
RGB 99.335 33,517

Retrieved Image Analysis

To compare the original image with the retrieved image from the cloud-based system, histogram analysis is
performed using MATLAB. This analysis involves comparing the histograms of the original and retrieved images to
evaluate their similarity. The results of the sample showed that there is a congruence between the distribution of pixels
between the two images, and this means that the retrieved image is identical to the original as shown in Fig. 9.
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Fig.9. Histogram analysis for original image and retrieved image

5. Conclusions

In this paper, we proposed a novel model to enhance the security of images stored on cloud-based storage systems.
The proposed model addresses the limitations of encryption methods, which may not be sufficient to protect digital files.
If the attackers gain access to all encrypted digital files, they may be able to decrypt them and retrieve the original data.
Therefore, additional measures are necessary to ensure the security of digital files, especially for sensitive data.

The proposed model involves dividing the image into a matrix-like set of tiles and encrypting each tile
independently using a different technique based on the security classification (level). The encrypted tiles are then
permuted and uploaded to the cloud storage. To maintain data integrity, all the components are replicated to another
cloud service provider. This approach enhances the security of the image data by adding multiple layers of encryption
and permutation, which makes it more difficult for attackers to decrypt and retrieve the original data

The system was tested using several images of various shapes and sizes. The time required to upload and retrieve
images from the system was compared to the time required to do so without encryption. The results were consistent
whether the replication was done on two or three clouds, this implies that the security can be increased by the factorial
of the number of clouds (N! times) without a change in the upload time. The resistance of the encrypted image to
decryption was tested, and the distribution of pixels was measured using histogram analysis. The obtained results
showed a high degree of convergence to the test-optimal values (it gave more than 99% of convergence to the test-
optimal value), indicating the effectiveness of the proposed model. Finally, the retrieved image was examined using a
histogram analysis and compared to the original image. The results showed that the recovered image was an exact
replica of the original one.
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