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Abstract: Cybersecurity has received significant attention globally, with the ever-continuing expansion of internet usage,
due to growing trends and adverse impacts of cybercrimes, which include disrupting businesses, corrupting or altering
sensitive data, stealing or exposing information, and illegally accessing a computer network. As a popular way, different
kinds of firewalls, antivirus systems, and Intrusion Detection Systems (IDS) have been introduced to protect a network
from such attacks. Recently, Machine Learning (ML), including Deep Learning (DL) based autonomous systems, have
been state-of-the-art in cyber security, along with their drastic growth and superior performance. This study aims to
develop a novel IDS system that gives more attention to classifying attack cases correctly and categorizes attacks into
subclass levels by proposing a two-step process with a cascaded framework. The proposed framework recognizes the
attacks using one ML model and classifies them into subclass levels using the other ML model in successive operations.
The most challenging part is to train both models with unbalanced cases of attacks and non-attacks in the datasets, which
is overcome by proposing a data augmentation technique. Precisely, limited attack samples of the dataset are augmented
in the training set to learn the attack cases properly. Finally, the proposed framework is implemented with NN, the most
popular ML model, and evaluated with the NSL-KDD dataset by conducting a rigorous analysis of each subclass
emphasizing the major attack class. The proficiency of the proposed cascaded approach with data augmentation is
compared with the other three models: the cascaded model without data augmentation and the standard single NN model
with and without the data augmentation technique. Experimental results on the NSL-KDD dataset have revealed the
proposed method as an effective IDS system and outperformed existing state-of-the-art ML models.

Index Terms: Cascaded Framework, Classification, Data Augmentation, Intrusion Detection System, Neural Network.
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1. Introduction

Cyber-attack is an unwanted attempt to steal, hide, expose, manipulate, and alter information through illegally
accessing a computer network or the internet. It can lead to cyber-terrorism, cyber-war, or cyber threats [1]. The
availability, low cost, and rapid advancement of the internet play a significant role in our lives. But this rapid development
is also expanding the cyber-attack scopes due to the expanding trends of remote work, availability of sensitive data,
insufficient and inefficient malicious software (malware), and intrusion detection system. Different types of cyber-attacks
can happen, such as denial of service, a man-in-the-middle attack, phishing attack, cross-site scripting attack, malware,
birthday attack, intruder attack, and so on [2]. Different methods are being introduced to stop and detect cyber-attacks as
a remedy.

Cybersecurity has been a crucial research area over the last decade since different levels of hi-tech attacks are being
employed by attackers. Cybersecurity has received significant attention globally, with the ever-continuing expansion of
internet usage, due to growing trends and adverse impacts of cybercrimes. High-profile cybercrimes have revealed the
ease of spreading international cyber-attacks, including disrupting businesses, corrupting sensitive data, stealing
information, illegitimate access, etc. [3]. As a preventive measure against such attacks, different kinds of firewalls,
antivirus systems, phishing detection [4], anomaly-based detection systems [5], and Intrusion Detection Systems (IDS)
have been introduced throughout the last decade. The first IDS idea was proposed by Jim Anderson in 1980 [6]. Since
then, the enormous evolution of technology has raised the need for proper IDS products.

Recently, with the drastic growth and superior performance, Machine learning (ML)-based autonomous systems
have evolved state-of-the-art in cybersecurity. Diverse IDS models have been developed using several ML methods [7-
17]. The IDS studies are intensely focused on achieving better accuracy with this standardized dataset, overlooking the
fact of solving the discrepancies of this dataset. Most importantly, both attack and Normal cases were emphasized equally,
which is not justified for a highly reliable IDS system development. It would be hazardous if any attack is treated as
Normal, though the opposite (i.e., a normal case treated as an attack) is not harmful as only a few measures will apply to
it. Therefore, the IDS might have more significant attention to classify attack cases correctly. Besides, the dataset holds
subclass categorization of only four primary attack class samples, but none of the current studies considered the influence
of attacks in the subclass levels.

This study aims to develop a novel IDS system that gives more attention to classifying attack cases correctly and
categorizing attacks into subclass levels. A two-step process with a cascaded framework is proposed, where an ML model
recognizes the attacks and another classifies them into subclass levels in successive operations. The most challenging part
is to train both ML models with unbalanced cases of attacks and non-attacks in the datasets. Therefore, an appropriate
augmentation technique is introduced for sufficiently preparing the training set to learn attack attributes using the limited
attack samples of the original dataset. The proficiency of the proposed cascaded approach with data augmentation is
compared with the standard NN. Furthermore, with and without the data augmentation technique, the performances of
the proposed framework are compared. Evaluation results on the NSL-KDD dataset have demonstrated the proposed
method as an effective IDS system. The remarkable contributions of the study are summarized as follows:

. Anaugmentation technique is proposed that has solved inconsistencies in the data distribution in the IDS dataset
so that system learns attack issues properly;

. A cascaded ML framework model is introduced to give more considerable attention to classifying attacks into
subclass levels; and

« The proposed framework is implemented with NN on the NSL-KDD dataset and rigorously analyzed,
comparing it with related competitive methods and techniques.

The structure of the rest of the paper is as follows. Section 2 describes NSL-KDD and reviews IDS studies with the
NSL-KDD dataset. Section 3 demonstrates the proposed Cascaded Neural Network based IDS. Section 4 presents
experimental outcomes and performance comparisons with the existing studies. Finally, Section 5 concludes the paper
with a few remarks.

2. Benchmark IDS Datasets and Related Studies

There are a few IDS-related datasets. The pioneer IDS dataset is KDD CUP 99, developed on the DARPA’98, and
NSL-KDD is its updated version [18]. Numerous studies considered NSL-KDD as a benchmark 1DS dataset, including
[9,11,12,17,19] and so on. Several other studies performed on their proprietary datasets[20]. The CICIDS2017 dataset
[21] comprises recent common attacks and benign traffic, and the CSE-CIC-DS2018 dataset [22] is a labeled network
traffic dataset comprising a diverse range of network traffic. Over the past few years, both of these datasets have been
utilized for the development of IDS. This study considered the NSL-KDD data due to its significant properties as well as
uses in recent prominent studies. Existing studies indicate that the NSL-KDD dataset is well-suited for evaluating various
intrusion detection models [23]. The following subsections describe the NSL-KDD dataset briefly and review central
studies with the dataset.
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2.1. NSL-KDD Dataset and Its Features

The NSL-KDD dataset is the most popular [18], containing different types of cyber-attacks with various attributes.
There are 41 features in the NSL-KDD dataset. Among those features, four features are string type: Protocol_type, Class,
Service, and Flag. The dataset is divided into training and test sets. Jointly, there is a total of 125973 samples, where
67343 samples are for Normal (i.e., non-attack) and the remaining 58,630 samples are for four different attacks: Denial
of Service (DoS), Probing, Root to Local (R2L), and User to Root (U2R). DoS is an attack intended to make a cyber
service or website unavailable to users. Probing is one kind of invasive attack that tries to find the weakness of the network.
In R2L, the attacker gains local access by sending packets from a remote machine, which is mainly illegal [24]. U2R
attacker illegally accesses the root’s privilege and where at the same time, legally accesses the local machine. Samples of
each class have also been categorized into subclasses.

The dataset is highly imbalanced in samples for the Normal and four different attack types; the imbalance issue is
clearly observed from the distribution of samples according to classes in the Pie Chart of Fig. 1. ML-based IDS using the
NSL-KDD dataset is a classification task having five categories. The Normal class alone holds around 52% of samples,
and U2R holds only 119 samples (0.04%). In the case of the subclass level, the imbalance issue is more severe. Several
subclasses contain only two samples. In the case of the IDS dataset, the imbalance matter is acceptable because Normal
is an ordinary/default case having more presence, attack issues are noted as a regular matter, and some attack types may
happen rarely. The imbalance matter has a significant concern in the case of ML. It is easy for the ML model to show
acceptable performance, truly classifying large proportionate class samples, while the failure for classes having very few
samples, such a system is not perfect for IDS as it fails to tackle the rare sample classes.

3880(2.6%) 119(0.04%)
14077(9.5%)

= Normal
DOS
Probing
R2L

= U2R

77057(51.9%)

53387(35.9%)

Fig.1. Distribution of samples according to classes in pie chart; samples are highly imbalanced

2.2. IDS Studies with NSL-KDD Dataset

Diverse IDS models have been developed in recent years using the NSL-KDD dataset using several ML and deep
learning methods [11,17,19]. Extensive studies on the NSL-KDD dataset and evaluation using typical ML algorithms
have been shown in [25]. The study mainly measured the effectiveness of the various classification algorithms in detecting
anomalies in network traffic patterns. The automated data mining tool WEKA was used to conduct experiments using
J48, SVM, and Na'we Bayes algorithms for classification. In [17], a self-organized map was used to develop IDS, where
the K-means clustering algorithm is used to measure the accuracy. Effective classifier approach by combining different
types of decision tree has been proposed in [26] to overcome the limitations of traditional IDS, such as high false positive
rates and low detection rates.

Neural Network (NN) was considered in several IDS studies. The study of [11] considered NN, the Bayesian Net-
GR (Net with Gain Ratio) technique, and the Bayesian feature selection technique. In [27], an ensemble of NNs was used
to classify the different types of attacks in the dataset. The base classifiers of the ensemble are an autoencoder, a deep
belief NN, a deep NN, and an extreme learning machine. In particular, the detection and false alarm rates of the
implemented ensemble were evaluated. The performance of this dataset is also evaluated using ANN in [28]; the
performance is measured for both binary class and five class classification (type of attacks).

Deep learning (DL) methods have been considered in recent studies. Convolution Neural Network (CNN) has been
used for IDS development and found to be better than traditional ML methods (i.e., Random Forest and SVM) and other
DL methods (i.e., Deep Belief Network and Long Short-Term Memory) [19]. The study in [12] proposed a hybrid IDS
that combines the advantages of K-means clustering, RF classification, and DL techniques where the proposed system
aims to address the limitations of traditional IDS, such as high false positive rates, low detection accuracy, and high
computational complexity. A DL method with filter-based feature engineering for wireless IDS has been proposed in [10]
where the authors used feed forward Deep Neural Network (DNN) with multiple hidden layers to learn the complex
patterns and relationships between the selected features. The authors in [29] proposed a Deep Q-Learning based
Reinforcement Learning (RL) approach by using RL to train a deep Q-network (DQN) to detect network intrusions.
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3. Cascaded Neural Network based Intrusion Detection System

To achieve the goal of developing a novel IDS employing more attention to classifying attack cases, the challenges
addressed in this study include properly handling highly imbalanced IDS datasets, increasing attention to classifying
attack cases correctly, and extending the classification of attack cases up to the subclass level. The following subsection
first proposes a proposed cascaded framework and then briefly describes individual components.

3.1. Cascaded Framework Overview

Figure 2 depicts the proposed cascaded framework as a whole. At first, available samples are divided into training
and test sets. A training set was used to develop the model, and a test set was reserved to evaluate the performance of the
developed system. Augmentation is performed on the training set samples, and the augmented data is used to develop ML
models in the cascaded framework. The cascaded framework consists of two different stages: Stage 1 for the classification
of samples into major classes and Stage 2 for the classification into the subclass levels. A single ML model is trained with
the whole augmented dataset for Stage 1. For subclass classification in Stage 2, the augmented dataset was divided into
five individual classes (i.e., Normal and four attack classes), and then four distinct ML models were trained with individual
attack case samples for subclass classification. In the figure, MLwain in Stage 1 is the classifier for the major class; and
MLpos, MLepron, MLgo, and MLyzr in Stage 2 are the classifiers for subclass classification of Denial of Service (DoS),
Probing, Root to Local (R2L), and User to Root (U2R) attacks, respectively. The MLwain classifier might have five output
classes, and the number of classes for other classifiers depends on the number of subclasses in the individual attack cases.
According to attack and subclass cases described in Table 1, the number of subclasses for DoS, Proving, R2L, and U2R
are 11, 6, 15, and 7, respectively.

Major Class Classification Sub Class Classification
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Fig.2. Proposed cascaded framework architecture

In the case of the testing phase, a test sample is passed through the MLain to classify into a major class, which might
be Normal or an attack among four different categories. The attack-categorized sample is then used to measure its subclass
level using the classier trained for the corresponding class. For example, if a test sample is classified as U2R, then MLyzr
is used to measure its class level. Notably, the misclassification in the proposed cascaded model may occur in two different
forms: misclassification in the major class level in Stage 1 and misclassification in the subclass levels in Stage 2.

3.2. Data Preprocessing and Augmentation

The NSL-KDD dataset holds 41 features or attributes; among those three attributes, protocol_type, service, and flag
are non-numeric (i.e., string) types. These three attributes are processed by using One Hot Encoding. For example, the
feature protocol_type has three types of attributes, which are TCP, UDP, and ICMP; and its one-hot encoder values are
binary vectors [1,0,0], [0,1,0], and [0,0,1]. Similarly, the feature service has 70 types of attributes, and the feature flag
has 11 kinds of attributes. This way, 41-dimensional features are mapped into 122-dimensional features to use in the ML
model. Table 1 presents the individual attributes’ brief descriptions, types, and inputs after one-hot encoding.

After taking samples reserved for the test set, the training set is augmented, which is essential in the proposed model.
Note that the augmentation aims to handle the biasing issues towards highly populated data and improves the overall
accuracy throughout all the classes. Table 2 shows the separated samples for training and test sets and the augmented
training samples for individual subclass levels. It is uncovered from the table that the number of examples in different
attack classes varies widely. Firstly, the available data samples are divided into training and test sets to obtain the balanced
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ones. For classes with large samples, around 20% are reserved for the test set. The remaining about 80% of the samples
are used as the training set. For example, the Neptune subclass of DoS has a total of 45871 samples; the samples are
divided into test and training sets 9175 and 36696, respectively. For such subclasses cases having large samples,

augmentation is not necessary and is not performed.

Table 1. Attributes (i.e., Input Features) and one-hot encoding of NSL-KDD dataset

Att. No. Attribute Name Description Att. Type Nu(r)nnbee_:'_'%ft Igrpl)cuot(s“?]fgter
1 Flag Status 11
2 Protocol_type Protocol String 3
3 Service Destination network 70
4 Duration Basic Feature 1
5 Src_bytes Transferred from source to destination 1
6 Dst_bytes Transferred from destination to source 1
7 Land Check source and destination port numbers 1
8 Wrong_fragment Number of wrong fragments 1
9 Urgent Number of urgent packets 1
10 Hot Indicate contents 1
11 Num_failed_logins Count of failed login attempts 1
12 Logged in Login Status 1
13 Num_comp romised Number of conditions 1
14 Root_shell Check if root shell is obtained or not 1
15 Su_attempted Check if Su_root shell is obtained or not 1
16 Num_root Number of root accesses 1
17 Num_file_creations Number of file creation operations 1
18 Num_shells Number of shell prompts 1
19 Num_access_files Number of operations on access control 1
20 Num_outbound_cmds Number of out of bound commands 1
21 Is_hot_login Check login 1
22 Is_guest_login Check guest . 1
23 Count Number of connections to the same destination host Numerical 1
24 Srv_count Number of connections to the same service 1
25 Serror_rate Flag error rate 1
26 Srv_serror_rate Flag error rate 1
27 Rerror_rate Flag error rate 1
28 Srv_rerror_rate Flag error rate 1
29 Same_srv_rate Rate of connections 1
30 Diff_srv_rate Rate of connections to a different server 1
31 Srv_diff_host_rate Rate of connections to different destination 1
32 Dst_host_count Number of connections of same destination IP 1
33 Dst_host_srv_count Number of connections of same destination port 1
34 Dst_host_same_srv_rate Rate of connections to same service 1
35 Dst_host_diff_srv_rate Rate of connections to different service 1
36 Dst_host_same_src_port_rate Rate of connections to same source port 1
37 Dst_host_srv_diff_host_rate Rate of connections to different machines 1
38 Dst_host_serror_rate Rate of connections having flags 1
39 Dst_host_srv_serror_rate Rate of connections having flags 1
40 Dst_host_rerror_rate Rate of connections having flags 1
41 Dst_host_srv_rerror_rate Rate of connections having flags 1

Total Processed Inputs 122

On the other hand, classes having a few samples are divided training and test sets fairly. Several cases among 23
different types have a minimal number of examples; a few cases (e.g., spy) have only two samples. Such case samples
are divided fairly into training and test sets. As an example, two spy samples are divided into training and testing. This
uneven distribution results in bias and poor accuracy, which is handled by augmentation of the training set. After
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augmentation, the minimum number of samples for a subclass becomes larger than 1000. The augmentation algorithm
followed in this study is as follows:

train = no. of training example in subclass x
if train<1000:
1500

ratio = ceil(—;
A train
for 1 to ratio:
X +=X

)

Table 2. Summary of data augmentation on NSL-KDD dataset

Major Class Sub Class Available Reserved as an_sidered as Aug_m_ented Comments on
(Total Samples) Samples Test Samples | Training Samples | Training Set Augmentation
Normal (77057) Normal 77057 15411 61646 61646 -

1. neptune 45871 9175 36696 36696 -
2. teardrop 904 181 723 2169 Applied
3. back 1315 263 1052 1052 -
4. smurf 3311 663 2648 2648 -
5. pod 242 49 193 1544 Applied
DoS (53387) 6. land 25 5 20 1500 Applied
7. mailbomb 293 59 234 1638 Applied
8. processtable 685 137 548 1644 Applied
9. udpstorm 2 1 1 1500 Applied
10. apache2 737 148 589 1767 Applied
11. worm 2 1 1 1500 Applied
1. portsweep 3088 618 2470 2470 -
2. ipsweep 3740 748 2992 2992 -
. 3. nmap 1566 314 1252 1252 -
Probing (14077)
4. satan 4368 874 3494 3494 -
5. mscan 996 200 796 1592 Applied
6. saint 319 64 255 1530 Applied
1. spy 2 1 1 1500 Applied
2. phf 6 2 4 1500 Applied
3. warezclient 890 178 712 2136 Applied
4. guess_passwd 1284 257 1027 2054 Applied
5. multihop 25 5 20 1500 Applied
6. ftp_write 11 3 8 1504 Applied
7. imap 12 3 9 1503 Applied
R2L (3880) 8. warezmaster 964 193 771 1542 Applied
9. xlock 9 2 7 1505 Applied
10. xsnoop 4 1 3 1500 Applied
11. snmpguess 331 67 264 1584 Applied
12. Snmpgetattack 178 36 142 1562 Applied
13. httptunnel 133 27 106 1590 Applied
14. sendmail 14 3 11 1507 Applied
15. named 17 4 13 1508 Applied
1. rootkit 23 5 18 1512 Applied
2. perl 5 1 4 1500 Applied
3. buffer_overflow 50 10 40 1520 Applied
UZ2R (119) 4. loadmodule 11 3 8 1504 Applied
5. sglattack 2 1 1 1500 Applied
6. xterm 13 3 10 1500 Applied
7. ps 15 3 12 1500 Applied
Total: 125973 29719 118798 123757
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3.3. Neural Network (NN) Architecture in the Cascaded Framework

ML classifier is the basic computational unit in the proposed cascaded framework, as shown in Fig. 2. NN is well-
known for the classification task, and NNs with several hidden layers are considered a classifier in the proposed cascaded
framework. The NN architecture is different in Stage 1 and Stage 2 due to other class numbers to classify.

NN for Classification in Major Class: As per Fig. 2, after augmentation, the training data is used to train the major
class classification model MLwain, for using them in categorizing five major classes. Therefore, the NN for MLain Will
have five neurons in the output layer, where individual neurons will represent a particular class. The neurons in the input
layer will be 122, where each processed feature will map to a specific input neuron. The NN has three hidden layers, with
50, 20, and 10 neurons in three layers, respectively.

NNs for Classification into Subclass Level: In the case of the subclass classification model, each augmented subclass
training dataset is used to train four individual ML classifiers. Each one will ultimately categorize their respective attacks
into subclass levels. The NNs for subclass classification are similar to the major class model MLain €xcept for the output
layer. The size of the output layer is based on the number of subclasses for a particular major class. For example, the
ML s subclass model will have 11 neurons to classify a DoS attack into one of 11 subclass attacks. Again, the number
of output layer neurons of NNs for MLpon, MLg2, and MLygr are 6, 15, and 7, respectively.

3.4. Significance of the Proposed Model

The proposed cascaded model of this study is significantly different from the existing IDS studies in several
directions, including management of inconsistencies of IDS data, emphasis on learning attack samples, and classifying
attacks into subclass levels. The IDS dataset is highly imbalanced as attack samples are very few concerning the non-
attack cases, as demonstrated in the NSL-KDD dataset. Any ML model with this highly imbalanced data might suffer
from learning the attack classes properly due to the lack of samples. An innovative augmentation is employed in this study
to manage such inconsistency, which is explained in Section 3.2. It is observed from Table 2 that a subclass having very
few training samples (even one or two) is augmented in number in such a way that it is more than 1000 in the actual
training of the ML model. Such augmentation gives intensive attention to attack issues and helps to properly learn
individual attack classes and subclasses. At the same time, it will reduce the risk of attack misclassification as Normal,
which is very important. Such attentions are not available in the existing studies; most of the studies only focused on the
accuracy of available samples, which is not adequate for a highly imbalanced dataset like the NSL-KDD dataset.

Attack categorization into subclass levels through a cascaded framework is a significant contribution of this study.
The NSL-KDD dataset holds subclass categorization of four major attack class samples, but no existing studies considered
the influence of attacks in the subclass levels. The problem turns into a 40-class problem to classify a sample into subclass
levels with a single ML model, as depicted in Table 2, where one for the Normal class and 39 (=11+6+15+7) for subclasses
of four major categories. Such a 40-class problem is relatively complex for any ML model. The whole task is subdivided
in the cascaded framework: classify into major classes first and then classify into subclass levels with ML/NN models
specialized for individual classes. Such sub-division simplifies the task for ML models to perform better in classification.
The proposed model’s performance has been evaluated through rigorous experiments for both the cascaded and single
ML models, which will be presented in the following section.

4. Experimental Studies

The proposed IDS is a cascaded framework with data augmentation and five NNs. To evaluate the performance of
the proposed model, single NN with and without augmentation are also investigated. Finally, four different models are
considered for proper evaluation of the techniques employed in the proposed model.

Model 1: A single NN is trained with the dataset without augmentation.

Model 2: A single NN is trained with augmented training data.

Model 3: The cascaded NN model without augmentation where the MLwain model is trained for major class, and four
others are trained for subclass attacks without augmentation.

Model 4: The cascaded NN model with augmentation where MLain is trained for five major classes and four others
are trained for subclass attacks with augmented data. This is the proposed cascaded NN model.

The architecture of NNs for Model 4 is explained as the proposed model; the NN architectures of Model 3 are the
same as Model 4. The NN architecture for Model 1 and Model 2 is the same; the neurons in the output layer are 40 to
classify a sample into Normal as well as subclass levels with the single NN. All the models were trained with Adam
optimizer with a learning rate of 0.001 for 500 epochs.

Python Programming Language and Anaconda IDE have been preferred to conduct the experiment. The PC in which
the experiments were conducted had the following configuration: processor of 7th Generation Intel® Core™ i5-7400
CPU @ 3.50GHz, GPU of NVIDIA Ge-Force GTX 1070Ti, 8 GB.

4.1. Experimental Results and Analysis

This section presents experimental outcomes on the NSL-KDD dataset with four models. At first, Loss curves for
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different models are shown. Insightful evaluation of model-wise misclassification is the main/crucial points of the study
to realize the proposed approach. Finally, the overall performances of the models are analyzed and then the outcome of
the proposed method are compared with existing methods.

0.25 1 Loss Curve

0.2 ]
] Model 1: Single NN
0.15 1 Model 2: Single NN with Augmentation

Model 3: Cascaded NN
Model 4: Cascaded NN with Augmentation

Loss

0.05 ]

0 100 200 300 400 500
Epoch

Fig.3. Loss curves of four different models with NNs considering data augmentation and cascaded manner

Figure 3 shows the loss curves of the implemented four different models with NNs considering data augmentation
and cascaded manner. For simplicity, cascaded models’ (i.e., Model 3 and Model 4) curves are for NNs of MLwain in
Stage 1. Therefore, the curves for cascaded cases are for major class classification while the curves for Model 1 and
Model 2 are for subclass classification. It is visible from the figure that Model 1 hold highest amount of loss, then Model
2. On the other hand, it is clearly seen that Model 4 (i.e., the cascaded model with augmentation) has the lowest amount
of loss and Model 3 also close to it. Lowest loss amount in cascaded cases is logical as it classifies only major five classes.
At a glance, Model 4 is much efficient than others and its proficiency is explained in detail with the help of bar charts.

Figures 4-7 illustrate model-wise misclassification of test set attack samples as Normal, other major classes, and
subclass level in their own class. Fig. 4 demonstrates misclassification for DoS class samples. It is clear from the figure
that Model 1 generates the greatest number of misclassifications where it gets decreased in the subsequent three models,
and Model 4 minimizes the misclassifications to the lowest. To clearly demonstrate the role of cascaded network and data
augmentation in Model 4, let’s take an example of the smurf subclass. The numbers of misclassification are 3, 2, and 1
for Model 1, Model 2, and Model 3, respectively. Model 1 makes some outer class misclassification, including Normal
class, which is removed by using augmentation methodology in Model 2. Model 3 removes misclassified as Normal errors,
which cannot be done by Model 1 and Model 2. But still, it makes some misclassification in a subclass. Finally, Model 4,
with cascading and data augmentation, makes no error in classification, which manifests the effectiveness of the proposed
model. For another example, the processtable subclass has a total of 18 misclassifications, which are solely incurred by
misclassified as Normal. The most notable thing is that when Model 1, Model 2, and Model 3 cannot make any
improvement, Model 4 decreases the errors from 18 to 13. Though Model 4 cannot lessen it to zero, it manages to decrease
misclassified as Normal, which is one of the main objectives of our study. The effectiveness of the data augmentation is
clearly revealed from the result presented in Fig. 4.
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Fig.4. Misclassification of DoS class samples as normal, other classes and subclass level in own class
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Figure 5 demonstrates misclassification for Probing class samples for four different models into as Normal, other
major classes, and subclass level within its own major class. The figure shows the outperformance of Model 4, although
it has some misclassifications. Moreover, the figure shows some important findings. As an example, the portsweep
subclass has all three different types of misclassifications in Model 1. Model 2 decreases the misclassification for Normal
classes, but increases misclassified subclasses within its own Probing class. Augmentation in Model 2 tries to make data
distribution even, but it may augment some of the samples, which is confusing to predict for the ML model. This might
be the reason behind the remarkable improvement failure of augmentation alone. The cascaded technique in Model 3
decreases the total misclassification for the portsweep subclass further, but three different errors are still present there.
Model 4 then removes misclassified as Normal and misclassified in other classes, which proves the effectiveness of the
combination of cascading and augmentation once again. At a glance, Model 4 is the best, and Model 1 is the worst,
considering the misclassification of all the test set samples for the Probing class.
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Fig.6. Misclassification of R2L class samples as normal, other classes and subclass level in own class

The proficiency of the proposed model is more visible from the test set misclassification analysis for the R2L class
shown in Fig. 6. According to Fig. 6, a large number of misclassifications is observed for the warezclient subclass and
has remarkable findings. Model 2 increases misclassified within the major class from Model 1 in the warezclient subclass
from 6 to 7. But Model 2 manages to decrease the number of misclassifications from 12 to 11. The other point to be noted
here is that Model 3 not only increases misclassified in subclass (from 7 to 14) but also increases the total misclassification
(11 to 15). This represents only cascaded techniques that might not be good enough for some of the specific subclasses.
Finally, Model 4 decreases the total misclassification (i.e., 15 to 11) as well as misclassified in the subclass level (i.e., 14
to 10). Though Model 4 cannot vanish the misclassification, it shows good performance by keeping misclassified as
Normal, only 2, which is the major concern.

U2R attack class has the least number of samples among all five classes, and Fig. 7 demonstrates misclassification
like other classes explained above. Apart from the buffer_overflow, Model 4 can remove all the misclassifications. There
are two misclassifications by Model 4 for Buffer_overflow misclassified as Normal is only one. On the other hand, the
misclassifications as Normal class were 4, 4, and 2 by Model 1, Model 2, and Model 3, respectively. With the lowest
misclassification, Model 4 yet again manifests its effectiveness even with low data.

One of the main concerns of the study is to emphasize not classifying attack samples as Normal rather than vice-
versa. To observe the system’s performance in this regard, hacking classes misclassification to Normal class and vise-
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versa are summarized in Fig. 8. and Fig. 9, respectively. Fig. 8 shows misclassifications of the Normal class into DoS,
Probing, R2L, or U2R attack classes by four models. The number of misclassified as U2R equals five for all four models.
The same goes for Probing, except Model 4 has a slight increase in misclassifying Normal as Probing class. For DoS and
R2L, Model 2 has a smaller number of misclassifications than Model 1, but the misclassifications increase in Model 3
and Model 4. Although the number of misclassification samples (less than 100 in total) is negligible concerning the total
Normal test samples 15,411, Model 4 is not better than other models for Normal class samples classification. But the most
significant issue to minimizing the misclassification of attack class samples as Normal class is observed in Fig. 9. It is
observed from the figure that Model 1 is the worst among the four models having the highest number of misclassifications
(in total 160) of four different hacking class samples as Normal. The number of misclassifications decreased for Model 2
(i.e., 114) and Model 3 (i.e., 78) gradually, and Model 4 performed the best with a total number of misclassifications of
39. At a glance, the proposed Model 4 efficiently decreases hacking attacks misclassified as Normal, which is crucial in
defending a system from suspicious attacks and a major concern of the study.
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Fig.9. Misclassification of hacking classes (i.e., DoS, Probing, R2L and U2R) sample as normal class
To evaluate the overall performance of the four implemented models, the Precision, Recall, F1 Score, and Accuracy

of the models are measured on the test samples. Eq. (1) — Eq. (4) are the well-known measures of the scores. Table 3
shows the achieved Precision, Recall, F1 Score, and Accuracy scores of individual models. The presented results are the

26 Volume 16 (2024), Issue 4



Cascaded Machine Learning Approach with Data Augmentation for Intrusion Detection System

summary of the experiment analyzed above. According to the results presented in the table, Model 1 (i.e., single NN
without data augmentation) is the worst, and Model 4 (proposed cascaded model with data augmentation) is the best.

Precision = TP/(TP + FP) Q

Recall = TP/(TP + FN) 2

F1Score = ZX% 3)
Accuracy = (TP +TN)/(TP + TN + FP + FN) @)

Table 3. Overall performance comparison among the four implemented models

Model Precision (%) Recall (%) F1 Score (%) Accuracy (%)
Mode | 99.07 99.17 99.12 99.16
Mode 2 99.19 99.22 99.20 99.22
Mode 3 99.57 99.57 99.57 99.34
Mode 4 99.63 99.72 99.67 99.42

4.2. Performance Comparison with Existing Models

Table 4 compares the performance of the proposed IDS with other prominent works with the NSL-KDD dataset.
Computational methods used by the individual studies and other important remarkable issues are mentioned in the table
for better comparison among the methods. As stated earlier already, the previous IDS work on the NSL-KDD dataset was
focused on increasing the accuracy of an ML model. But the concentration of this study was not only increasing the
accuracy of the model but also giving more attention to handling attack samples not to be classified as Normal. The efforts
eventually helped to reach a satisfactory accuracy of the proposed model. Finally, the proposed cascaded model with data
augmentation (i.e., Model 4) achieved remarkable accuracy of 99.42%, which is the best among the methods mentioned
in the table. Moreover, the proposed models’ evaluation is on the subclass level, which is a 40-class classification problem;
on the contrary, the existing methods were concerned only major class level, which is a 5-class problem. In the case of
ML, problems with a large number of classes are usually more complicated than problems with fewer classes. In such
circumstances, the proposed method is much more effective than any other existing method. It is also notable that existing
methods considered only accuracy issues without emphasizing attack matter with classification major class levels.
Therefore, attack emphasizing and classification up to subclass levels are the two folds significance of the proposed study
over the existing studies with the NSL-KDD dataset.

Table 4. Performance comparison of proposed model with state-of-arts on NSL-KDD dataset

Test Data for Level of Attack
Work Ref. Method Accuracy | Performance e - Remarks and Significance
A Classification | Emphasized
Evaluation
J48 98.88%

Dhanabal & o . .
Shantharajah, SUM 95.20% 20% of NSL- | Major Class No Emphasis on the accuracy of the ML

2015[25] — KDD Dataset Only models

Na'we Bayes 73.32%

Ingre & Major Class Emphasis on the accuracy of the ML

Yadav, ANN 79.90% No

2015[28] Only model
Almi’Ani et Self-Organized Map and o Major Class Emphasis on the accuracy of that
al., 2018[17] K-means clustering 83.46% N?:s-tKSEtD Only No model

Ludwig, Autoencoder, Deep Belief 92.50% Major Class No Ensemble model and emphasis on

2019[27] NN ) Only the accuracy of that model
Ding & Zhai, 0 Major Class Emphasis on the accuracy of the DL

2018[19] CNN 80.13% Only No model

. 20% of Total | Classification Cascaded framework, classification
Proposed . '
Mzdel ,E\Ssﬁgsgatli\lo,: \évl\l/fgdzﬁtﬂfa) 99.42% NSL-KDD in Subclass Yes in subclass level, and emphasis not to
9 Dataset Level classify attack as Normal

5. Conclusions

This paper has presented the development of a machine Learning (ML)-based effective intrusion detection system
(IDS) by addressing the three crucial issues with innovative techniques. Specifically, the proposed ML-based IDS in this
study copes with a high imbalance in the dataset, i.e., having fewer attack samples, emphasizing that attacks should not
go into the Normal class while classifying them further in subclass levels. For a compelling training scheme, data is
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augmented reasonably so that samples of individual classes and subclasses hold an appropriate ratio for proper training
of the ML model. In augmentation, a limited number of instances of the attack class/subclass in the dataset are multiplied
to make them sufficiently large in number, emphasizing the consistent distributions of samples per class/subclass in the
training set. The cascaded ML model is developed for classifying attack samples into subclass levels, i.e., once the attack
is detected, the attack instance is further fed to the next ML model to classify its subclass. The proposed cascaded
framework with data augmentation is implemented with NN (the most popular ML model for classification) and evaluated
with the NSL-KDD dataset. The same task has been performed with three other models: the cascaded model without data
augmentation and a single NN model with and without data augmentation, to observe the proficiency of the employed
techniques properly. Experimental results on the NSL-KDD dataset have revealed that the proposed cascaded model is
the best, showing 99.42% accuracy on the test set. In contrast, the single NN model without data augmentation is the
worst (with 99.16% accuracy) among the four models implemented and analyzed for comparison. Remarkably, the
proposed cascaded model efficiently reduced the hacking attack misclassification as Normal, which is crucial in defending
a system from suspicious attacks and a major concern of the study. Finally, based on superior accuracy, the proposed
method is identified as an effective IDS system with distinct properties to tackle attack issues concerning the existing
state-of-the-art ML-based IDS models. At a glance, attack emphasizing and classification up to subclass levels are the
two notable significances of the proposed study over the existing ones.

Several future potential research directions have been explored from this study. Firstly, instead of NN in the proposed
cascaded framework, other classifiers, especially DL models (e.g., CNN, DBN), might perform differently. Adaptation
of data augmentation and appropriate DL model selection might give better performance for ML-based IDS. Another
future work could be to adopt this IDS for a real-time scenario in the underlying security system. More interestingly, the
idea of data augmentation and cascaded framework will be applicable for similar scenario cases, such as security issue
handling in vehicular Ad hoc networks (VANET), since it is also challenging due to the lack of intruder instances.
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