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Abstract: With the increasing number of co-residence attacks, the security of the multi-tenant public laaS cloud
environment has become a growing concern. The co-residence attacker creates a side channel to retrieve the secured
data. These attacks help the adversary to leak out the sensitive information of the user with whom it is co-located. This
paper discusses a secured VM placement technique, Previous Server and Co-resident users First (PSCF), which focuses
on facilitating security against the co-residence attack by minimizing the probability of co-locating the malicious user
with the authentic user. Co-location resistance and core utilization metrics are utilized to evaluate the algorithm’s
performance. The proposed method is simulated, and the result is analysed and compared with existing approaches like
Best Fit, Worst Fit, PSSF, and SC-PSSF. It is observed that the proposed approach furnished maximum co-location
resistance of 74.32% and a core utilization of 82.63%. Further, the algorithm has shown significant performance in
balancing the load and energy consumption. The result has reduced the probability that malicious users co-located with
the authentic one, thus reducing the security breach of confidential information.

Index Terms: Co-residency, Co-location Attacks, Cloud Security, Virtual Machine Placement, Energy Consumption.

1. Introduction

Cloud has become the most popular computing paradigm in all the sectors of industries, businesses, and self-usage.
Infrastructure as a Service has facilitated users to access multiple resources in shared and dynamic modes. This sharing
has given the advantage to the cloud system to reach its maximum efficiency and fully utilize the resources.
Additionally, it has allowed cloud users to reduce their expenses by paying only for the resources that are used and
leaving the resources that are not in use. These benefits of cloud computing have attracted many businesses that want to
do a lot of computational operations economically.

The resource sharing at the infrastructure level is executed through multi-tenancy. The practice of having multiple
tenants placed on the same physical hardware is known as multi-tenancy [1]. Cloud users and service providers have got
benefitted from such types of practice. It has eliminated the requirement of buying and maintaining hardware resources
for cloud users. While the providers can rent out the resources efficiently to the users and generate revenue [2].
Unfortunately, this practice has raised one of the security concerns, a co-residence attack. The threat due to co-
residency is being recognized as a co-residence attack, a potent attack in cloud infrastructures that enables the attackers
to spy the sensitive and confidential data or affect the efficacity of another tenant co-existing on the same host [3].
Attackers can take advantage of co-residence, enact diverse attacks against the co-tenant, and threaten the security of
the cloud and the integrity of the users’ confidence. The vulnerabilities in the cloud have caused several types of data
breaches [4]. For instance, information leakage can occur due to the misconfigured hypervisor hosting various virtual
machines (VMs) from different tenants [5]. The [6] perform a fascinating work by modeling the attacks and defense
issue as a game. It utilizes the belief model to segregate the benign and malicious VM. It provides a set of security
mechanisms for the defender, which facilitates it to execute a strategy against the attackers. An SC attack to extract
confidential information and the technique to secure the public key is demonstrated in [7]. In this paper, server and PM
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are used irreversibly, representing the machine on which VM is deployed.

These co-resident attacks possess two distinguishing characteristics. Firstly, it is associated directly with resource
sharing among users and continues to prevail until the users are isolated on the different physical machines. Secondly, it
mainly exploits legitimate resource requests from the users. Hence, it becomes strenuous for conventional security
practices like authentication and authorization to identify co-resident attacks and block them without restraining the
normal access to the resources in shared mode. A cloud provider is solely in control of the placement of VM to PM
through various placement strategies. The provider can implement a placement algorithm that not only optimizes the
usage of cloud resources but also furnishes security against co-resident attacks. Recent research [8-10] has provided
enough support that a cloud provider can detect such attacks in some situations. The cloud provider can utilize this
detecting capability to collect prior information about the types of cloud users (authentic or malicious) based on their
past behaviour and use that knowledge to reinforce the security offered by placement algorithms automatically.

Moreover, the increment in the VM allocation factorially makes it tedious to be allocated to the PMs and it has
been designated as an NP-hard problem for optimal allocation [11,12]. Nevertheless, this research area is recently
explored and has a broad scope of work, as a substantial amount of work is required to rectify and control this issue.
Fig.1 demonstrates the co-residence attack. The malicious user (in red) is co-located with the VM of user 1(blue) and
user 2(green), and hence user 1 and user 2 are not safe. While users 3 (light pink) and 4 (pink) are safe as they are not
co-located with the malicious user.
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Fig.1. Co-residence attack

Therefore, a secure VM allocation strategy to defend against the co-resident attack has been discussed in the paper.
The paper proposes an allocation scheme, Previous Server and Co-resident users First (PSCF) which has a dual
objective for optimizing the co-location resistance and resource utilization, which can be enforced by cloud service
provider (CSP) to address the security concerns in muti-tenant public clouds. The algorithm tries to place the VMs on
the host while maximizing the CR and core utilization. The energy consumption metrics and the system's load balance
are also analysed while implementing the algorithm. Further, the algorithm is simulated, and the result obtained is
compared and analysed with a few existing techniques.

Further, the paper is organized as follows: Section 2 gives a detailed description of the techniques existing in this
field. The work is proposed under Section 3; further, the simulation and the result analysis are performed in Section 4.
Lastly, the work is concluded along with the future scope in section 5.

2. Background Work

Recent research has focussed on minimizing power usage through efficient and maximum resource utilization, thus
reducing the system's operational cost. However, increasing resource usage and maintaining co-resident security is still
a significant concern. The most obvious way to mitigate the co-resident-based attack is to furnish a committed PM to
each user. Although this will reduce the co-resident attack to a large extent but will affect resource utilization.
Allocating a devoted PM to each user will result in many idle cores in the active PMs, which will tremendously increase
the energy consumption of the data centre and hence the cost. Therefore, an allocation strategy is required to stand
against co-resident-based attacks and efficiently utilize the resources, thus decreasing the system's execution cost. This
section reviews some work on providing the defines against co-resident-based attacks in the past few years. The work
can be broadly categorized as a) Defence against information leakage via SC. b) Mitigating the allocations of co-
resident VM.

2.1. Defence against Information Leakage via SC

These works primarily aim the devising methods that either remove the SC or reduce the information leakage
through SC. A multidimensional analysis for SC attack is given in [13], which studies the security at the hypervisor and
resource level. It also analyses the threats and security with various attack levels to virtualization. It discussed the
various types of attacks and their detection techniques. It performs the analysis of SC threats on RSA and AES-based
procedures. SC attack aims to leak co-residency information over the cache, which is eliminated through time window-
based methods. [14] provided a technique to reduce the SC attacks, which works in three phases. The capturing phase,
the notification phase, and the anomaly phase. These phases help in minimizing cache-based SC attacks. An embedding
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scheme to secure the virtual network to shield against information leakage via covert channels in a virtual network [15].
A detection and prevention technique were suggested in [16], which employs the statistical procedure for detecting the
SC attack, and a random permutation method was proposed for the prevention. The detection was performed through
hypothesis testing while the permutation function mapped the operation's physical address to some other cache location
than the one designated. An approach is discussed in [17] to detect some SC attacks based on cache like prime and
probe, flush and reload, and flush and flush attack. The proposed work performs its operation in two phases: training
and monitoring phase. In the first phase, the author created a contention model of the process under the monitor. It
classifies the workload and trains the workload classifiers, produces a classification tree, and uses k-means clustering.
The monitoring phase contention model is represented through four characteristic numbers, three indicating the sphere's
center and one storing the sphere's radius. If a window falls outside the sphere's perimeter, it is declared to have a spy
process, and the system is intimated. An embedding scheme to secure the virtual network to shield against information
leakage via covert channels in the virtual network is discussed in [18]

2.2. Mitigating the Allocation of Attackers with an Authentic User

This works to prevent and reduce the probability of co-location of VMs of attackers with the VMs of the authentic
user. The main prerequisite of an SC attack is to establish co-location. The VM placement technique, which can
minimize the probability of co-location of malicious VMs, would reduce the scope of SC attacks. This can be mitigated
by designing a secure VM placement technique or a secure VM migration technique. A preventive measure is discussed
in [19], which has used probabilistic methods to reduce the occurrence of these attacks by minimizing the number of
PMs shared among the resources. It used the statistical methodology for maximizing the likelihood estimation based on
the particular data set. It also increases core utilization and reduces the makespan time. A threat defense framework
against co-resident attacks for the VM deployment, SVMDF, is introduced in [20], including secured VM allocation,
procedure-based threat score process, and attack-aware VM reallocation. It utilizes the weight mechanism to identify
the optimal PM, and then the attack monitor looks out for the performance data, evaluates the threat score, and migrates
the hazardous VM. The probability that a VM is a culprit or victim is evaluated. The technique helps in reducing the
workload effectively.[21] discussed a technique PSSF that mitigated the threat of attack and addressed the workload
balance issue and power consumption. [22] further enhances the PSSF technique and introduces SC-PSSF to perform
the allocation providing resistance against the co-location threat. The abovesaid technique performed better than the
PSSF in load balancing and power consumption. A sampling-based technique is discussed in [23], which proposed a
VM placement technique providing a significant level of resistance against the co-location attack. Additionally, it tries
to minimize the number of PMs. A polynomial time technique utilizing the technique of confidence interval estimation
is utilized. These techniques have opened various dimensions for research and motivated the researcher to take up this
field. Most of the work discussed above provides a prevention technique that mainly concentrates on minimizing the co-
residence attack. These works do not consider energy consumption, core utilization, and load balancing, which are some
of the major aspects one needs to consider while performing the placement procedure. The work discussed here
includes all these factors and furnished a major hands-on the technique in the literature discussed above.

3. Proposed Work

This section will describe the proposed approach to performing the secure VM placement procedure in detail.
Firstly, the assumption and threat model is discussed. The mathematical formulation has been done along with the
problem statement description. Further, the algorithm is discussed.

3.1. Problem Statement

The CSP uses some placement strategies for VM placement and fulfils the demand of the users. Some of the
assumptions which should be undertaken concerning CSP are as follows:

. The CSP may or may not have prior information regarding the authenticity of the user.

. The CSP does not have any future information associated with the VM’s request and takes the placement
decision as per their arrival.

«  The placement of VMs to PMs is solely under the control of CSP.

. Once a VM is allocated to a PM, it will remain allocated to that particular PM until the request is executed
completely or the user terminates it.

The malicious user’s main goal is to co-locate its VM with the authentic user’s VM, conduct an SC (co-residence-
based) attack, and compromise it. Some assumptions associated with the malicious user are as follows:

. The malicious users have full control over their workload and can configure their VM requirements like
processor, memory, and timing requirements.

. Various malicious users coordinate together to compromise the VMs of the authentic user.

. Once the malicious user compromises the VMs of an authentic user by co-locating its VMs with the authentic
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one, it starts leaking its information via SC.

A multi-tenant laaS cloud system has total U users. These users include both malicious and authentic. The
authentic users are those who request VM instances to perform the computation through the cloud resources, while the
malicious user has a clear intention to compromise the authentic users through co-location-based attacks. In this
environment, the VM’s request may vary with the time demanding more resources. Each VM request V is associated
with a cloud user which is represented as V¢ specifies cores’ quantity and V™ specifies memory requirements. The
secure VM placement problem deals with the placement of incoming VMs to PMs in such a manner that maximizes the
core usage of PM and reduces the co-located VMs. A user is regarded as SAFE if not a single VM of this user is co-
located with the malicious user all through the placement procedure. A good placement technique has a high number of
SAFE users.

3.2. Mathematical Formulation

It is assumed that there are p number of PMs represented as P = {P;, P, P3, P, ... .... B,} having a core and memory
represented as Pf and P/™ and set of n VMs represented as V = {V,V,, V3, V, .......V,,} having core and memory
represented as V;© and V™. Let x;; and y; be the binary variables which are being defined as:

o = {1 if VMivi €Visallocated to PM jVj € P )
Yo otherwise
1 if the PM jVj € Pisinuse
= 2
Yi {0 otherwise @)

The core utilization of the system can be represented as a ratio of cores utilized by all the VMs till the time they are
active to the total available live PMs core that is not idle given as

n C v
_ Zj=Virxty

CU= 57 v @)

i=1"1

Where, t/ represent the lifetime of a VM v and t? represent the life of a PM, that is, the duration it is hosting at least a
VM.

A Co-location Resistance (CR) is defined as the ratio of SAFE users to the total authentic users, which is
represented as

Total number of SAFE users
CR = 4

~ Total number of authentic users

The SAFE users may vary depending upon the sequence of the incoming request. Suppose there U,, malicious
users and U, authentic users. There is a sequence g which denotes the sequence of occurrence of a user. E.g., if o =
U, U, this shows that the U, has requested the first VM before the request was made by U,. There are two cases in
which a user Uy gets co-located with another user U,

Case 1: If > p, it means the user U, has placed its first request before Uy then Uy can become co-resident with U,
when it gives its first request. If the user U, does not get co-located with U, in the first request, then PSCF will ensure
that it will never get co-located with U,, with any further requests.

Case 2: If ¥ < u, means the user U, has placed its first request after Uy then Uy can become co-resident with U,
when U, gives it the first request. If the user U, does not get co-located with Uy in the first request, then PSCF will

ensure that it will never get co-located with Uy with any further requests.
The probability that a user is authentic and does not get co-residence with the malicious user is given as:

P = P(Uy is authentic user) X P(Uﬁ is not coresident with any malicious user Uu| 9 >
u and Uy is authentic) X P(No malicious user is co — resident with Uy | 9 < u and Uy is authentic) (5)

The probability that the user is authentic is evaluated as:
P(Uy is authentic user) = % (6)
The probability to be evaluated in case 1 needs some consideration. Whenever a U, demands for a new VM either
it is allocated randomly or the PM having enough resources is allocated. It is supposed that a novel user is co-located

with some random « users on average. The probability that the user is not co-resident with the malicious user is
equivalent to the probability of a users co-locating with the (9 — 1) users coming before in the sequence are authentic.
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The probability is evaluated as:

. . . .. ) ) (Ul_l)min(ﬁ—l,a)
P(U,g is not co — resident with any malicious user U#| 9 > pand Uy is authentic) = 0 @)
The probability for case 2 needs first the evaluation of the probability for the user U, who are malicious and can
be co-resident with Uy. This can be estimated as:
Umn min (u—1,a)

P( U,is malicious and can get co — located with Uy ) =X —a (8)

The probability that no malicious user is co-resident with authentic is calculated as:

P(No malicious user is co — resident with Uy |9 < u and Uy is authentic) = nggﬂ(l - % X %) 9)

For an efficient placement, CR and CU needs to be maximized subject to the given constraint:

?:1 Vic X Xij < P]'C X Yj Vj € P (11)
71-1=1 Vic X Xij < ch X y]V] eEP (12)

Where the summation of all the cores allocated to the VMs should be less than the cores
Equation (10) restricts VM i to be deployed to one server only. The restriction in (11) & (12) ensures that the
allocated VM does not drive beyond the extent of the PM.

3.3. Proposed Algorithm

The proposed algorithm, “Previous Server and Co-tenant First” (PSCF), is a placement algorithm to maximize CU
and CR. As a new request for a VM arrives, the algorithm is called. The algorithm is displayed as Algorithm 1.

Algorithm 1: PSCF

InPUt: Uir Vi ' Pactive ’Pidle
Output: V; is allocated to a PM P
1. Start

2. if (U; isan old user)

3. for each P, where P, € Py tive

4. if (P, has enough resources)

5. if (P, already host or hosted once U;’s VM && Users(P,)\U; € Colocated(U;))
6. then Py, < Py

7. endif

8. endif

9. end for

10. if (tisempty(Pyse))

11. Sort (P , available_cores, ascending)

12. Passign < Pust [0]

13. else

14. Sort (P;q1e , available_cores, ascending)
15. Passign < Piaie With enough resources

16. remove Py, from Py, and insert in Pyesive
17. endif

18. else

19. Py < all P, with enough resources to host V; such that P, € P,ctive
20. Passign < Px any random such that Py € Py,

21 if (isempty(Pyssign))

22. Sort (P4, , available_cores, ascending)

23. Passign < Piaie With enough resources to host V;
24, remove Pg;, from P;g and insert in Pyeeive

25. endif

26. endif

27. assign V; 10 Pyggign

28. End
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The algorithm is executed in some steps, which are defined as follows:

Step 1: It starts with the identification of the user, whether it is a new or old user.
Step 2 handles the old user, i.e., if the user has already placed a VM request, then a list of PMs, Py, is created,
which includes all those PMs subjected to the following two constraints:

« Py has enough resources to host V; and
. those users’ VMs which are currently placed on PM P, are the subset of those users with whom the U; was
co-located once.

Step 3: It checks if this P;;,; is empty or not, if the list is not empty, then the list is sorted according to the available
cores in increasing order, and the first in the list is assigned to VM. Otherwise, the P, is sorted, and the one with
enough resources and the least available cores is assigned to V;.

Step 4: It is executed if the user U;, is a new user and has not placed any request in the past, PM from the P, ;iye
the list is randomly chosen which has enough resources to host V;. This random assignment makes the situation hard for
the malicious user to be co-located with the destined or the target user.

Step 5: It will work when no PM is available for allocation then, the PM is assigned from the P, list which has
enough resources to host V; and the PM is removed from the P,;;, list and inserted in the P, ;.. list. This assignment
helps reduce the co-location of VMs of malicious users with the authentic user; further, it decreases the probability of
co-location of a particular user with an adversary. Lastly, the VM is assigned to the PM.

4, Simulation

The effectiveness and efficiency of the PSCF are analysed through a series of simulation experiments. The
suggested algorithm is simulated on Cloudsim, open-source software for cloud computation [24,25]. It facilitates the
simulation of large data centres, placement policies, and many other functionalities. As shown in table 1, a datacentre
with 150 servers and more than 1500 VMs is considered for the simulation. There are three variations in the VMs with
different CPU and RAM requirements. Table 1 represents the configuration of VMs undertaken. Type 1 VM consists of
613 MB RAM and 500 MIPS, type 2 VM has RAM of 870 MB and single core CPU of 1000 MIPS, while type 3 VM is
of 1740 MB RAM and 2500MIPS processor speed. The PM considered for the simulation consists of 49152 MB RAM
with 12 cores CPU. As the VM request arrives, it is allocated randomly to the PMs as per the allocation policy
discussed above. In the simulation, a large authentic user can initiate with 20 VMs. The malicious tenant starts
respectively 5,10, 15, ...,100 VMs. The experiment is repeated 100 times to obtain the result. The result has been
compared with PSSF[20], SC-PSSF[21], Best Fit(BF), and Worst Fit (WF). The simulation environment used is same
as given in the techniques from which the proposed work has been compared for the better analysis of the suggested
work. Moreover, the parameters considered highly resembles the configuration of the real systems.

Table 1. VMs and PM configuration

PM1 VM1 VM2 VM3

CPU cores 12 1 1 1
MIPS 2600 500 1000 2500
RAM(MB) 49152 613 870 1740

4.1. Co-location Resistance

Co-location Resistance evaluation may vary with the malicious user's occurrence in the allocation of the VM. Fig.
2 shows the graph between the co-location resistance and the percentage of the malicious user in the system. It can be
analyzed that as the malicious user increases the co-location resistance decreases. When a malicious user’s percentage
increases to more than 30%, the CR of BW and WF almost becomes negligible, which shows that these algorithm does
not provide any resistance against this attack. In the case of PSSF, SC-PSSF, and PSCF as the percentage of malicious
users increase, the co-location resistance decreases rapidly, showing the likelihood of co-locating malicious users with
authentic users increases. The proposed algorithm has shown a better performance as compared to others. The
maximum resistance shown by the PSCF is 74.32% when the percentage of the malicious user is 10%, and the least
resistance is 4.16% with 90% malicious users, which is best among all the other algorithms that are being compared.

4.2. Core Utilization

Core utilization is an important aspect of all placement algorithms. The more utilization, the more efficient the
placement techniques. An effective placement algorithm with maximum core utilization reduces the system's energy
consumption and the data center's expenditure. Fig. 3 depicts the core utilization of all the algorithms considered for the
analysis. It can be observed from the figure that the WF algorithm performs worst among all the algorithms. BF offers
better efficiency as compared to PSSF and SC-PSSF. BF is the second efficient algorithm in terms of CU. The PSCF
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shows the maximum CU efficiency of 82.63%, which is best compared to BF, PSSF, SC-PSSF, and WF. Among all the
algorithms, PSCF has presented a good balance between the CU and CR.
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Fig.3. Core utilization

4.3. Load Balancing

The load on the machines greatly influences the performance of the cloud system. The prime responsibility of CSP
is to distribute the load properly among the machines. Load balancing is the distribution of VMs among PMs. Let 4,, is
the set of users such that A, = {4,4,, 43, ... ... A} and |[VM(A,)] is the set of VMs requests placed by users 4,,. Let
Tservers 1S the total number of servers. The standard deviation of VMs in hosts is evaluated as:

K .
_ Bk, vman (13)

Tservers

L

From fig. 4 it is observed that when the VMs are less, the deviation is less, but as the number of VMs increases, the
deviation is more. The WF has shown the maximum deviation, while BF has shown a deviation less than WF, PSSF,
and SC- PSSF. SC-PSSF has shown less deviation than PSSF. The least deviation is shown by the PSCF technique,
which is worth expecting.

4.4. Energy Consumption

Energy has a vital role in cloud computing. The CPU consumes 90% of the energy in a cloud center [26], and if a
server is idle, it will consume 70% of the maximum energy. The energy can be evaluated as:

E =70% X Epax + (1 — 70%) X Epgy X R (14)

Where, E,,, . is the maximum energy consumption of a server, and R represents the CPU ratio of the host.
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Fig.5. Energy consumption

A detailed analysis has been performed on the energy consumption by the data centre upon the implementation of
the proposed algorithm. Fig. 5 shows the variation in energy consumption concerning the VMs of different algorithms.
It is observed that below 30 VMs there is not much variation in energy consumption. The sudden rise in the energy can
be seen when the number of VMs goes beyond 30. Energy consumed in the case of PSSF and the WF is quite
comparable. In some cases, the energy utilized by PSCF and BF is at power when the number of VMs is 20, 40, and 70
and in the rest of the scenario, PSCF takes the lead position against BF. Still, the performance of PSCF is better in terms
of energy consumption than other algorithms.

5. Conclusions

This paper described a secured VM placement technique, PSCF, which addresses the security threats associated
with co-tenancy in public clouds. Instead of providing the solution after the attack, the proposed work minimizes the
probability of attackers getting co-located with authentic users. It utilizes the CU and CR metrics to display the
technique's efficiency against security concerns associated with the placement of the VMs. It considers the servers
previously used for the placement of the VMs of the old user, and it also considers the co-located users with the given
user while placing its VMs on the PMs. The proposed algorithm is simulated on the Cloudsim, and the result is
compared against some well-known algorithms, BF, WF, PSSF, and SC-PSSF. It is observed from the analysis of the
result that PSCF has performed better, showing a maximum CR of 74.32% and CU of 82.63%. The energy consumption
of PSCF has reduced by 18%, 17%, and 10% as compared to Worst Fit, PSSF, and SC-PSSF, respectively. In addition,
load balancing metrics are also studied to evaluate the technique's performance. From the analysis, it is concluded that
PSCF offers good resistance against co-location attacks. The PSCF has performed better than WF and BF as they are
not providing any resistance against the co-location resistance. PSSF offers security against the co-location resistance
considering only the previously selected server, while SC-PSSF works for the reduction in energy consumption in PSSF.
PSCEF is better than the latter two as it considers both the previously used server and co-tenant for allocating VMs. It
enhances security and reduces the number of active servers and thus reducing energy consumption. In the future, the
work can be extended to consider the live migration of the VM, as it plays a crucial role in the VM placement. The
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work can be tested in a real cloud scenario with multiple data centers to evaluate its efficiency. Further, more factors
affecting the security of the cloud can be undertaken, such as traffic, scheduling, scaling, provisioning, and many more.
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