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Abstract: Containers have newly emerged as a potential way to encapsulate and execute programs. In contrast to virtual
machines, each container does not have its own kernel and instead shares the host systems. Containers on the other hand
are more lightweight, need fewer data to be sent between network nodes and boot up faster than VM. This makes
containers a feasible choice, particularly for hosting and extending the services across the fog computing architecture.
The major purpose of this paper is to describe the Distributed Intelligent Scheduling based Lightweight Container
algorithm (DIS-LC), which is a revolutionary way for container to fog-services integration and resource optimization. In
this proposed algorithm is compared to the least connection algorithm, round-robin algorithm and Ant Colony
Optimization-based Light Weight Container (ACO-LWC). Operating cost and traffic cost are used to validate the
suggested algorithm. Fog node running costs are divided into two categories: CPU and memory. When compared to
current algorithms, quantitative research demonstrates that the proposed DIS-LC scheme gets the greatest performance
in terms of all metrics. This demonstrate the algorithm is efficient. Finally, the performance of containerized services and
resource management systems is evaluated using the iFogSim simulator.

Index Terms: Container, Docker, Fog Computing, Scalability, Internet of Things, Self-organized Network.

1. Introduction

A container is a generic unit of software that encapsulates code and all of its prerequisites so that the programme
may be moved easily and safely from one development platform to another. Containers allow for the separation of services
and the light movement of microservices from one fog device to another as needed. Based on the availability of resources
and workload functions to address the dynamic micro-service positioning issue for fog devices. Cloud computing is a
popular alternative for deploying distributed applications. However, for some 10T applications, the cloud is not an
appropriate platform. Fast explosive flows from 10T applications enhance the reaction time for each packet processed by
the cloud. To solve this limitation, Cisco proposed fog computing [1] for time-critical 10T applications, which employs
network computation to offer users with the best service level possible (Quality of Service). Cloud-based 10T/M2M
networks becoming more overwhelmed with large quantities of data traffic as more 10T/M2M (Machine-to-Machinge)
machines join the distributed network. A Fog system is an extension of cloud computing that creates an additional network,
additional locations and computing paradigm in the cloud server. Fog focuses on ease of use, low latency and quick
response compared to the cloud. The IoT and fog computing systems are used in the FoT framework. As the fog
computation within the local server or tiny server is called FoT server. It manages the user’s request. The major
components of fog infrastructure are FOT server, FoT devices and FoT gateways. These elements are provided by the FoT
for local processing. The fog paradigm is a layered model that focuses on providing ubiquitous access to a common and
visible computing resource pool. The core idea behind the model is to protect all of the benefits of the cloud. Fog nodes
are located between the edges of communication networks and have the ability to use remote and delay sensitive
applications.
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iFogSim is the most common simulator based on CloudSim for fog and 10T environments. It is a multi-platform,
open source and scalable. Modeling and simulation of infrastructures involving millions of fog nodes, 10T services,
sensors, and actuators is possible. iFogSim requires user-defined fog infrastructure, mapping, and IoT service planning
techniques, and it allows evaluation with a variety of criteria like latency, network, power consumption and operating
expenditures. In the iFogSim environment provides resource management and planning policies. It computes performance
metrics and simulates devices, cloud data centers, sensors, network connections, data flows, and flow processing
applications. Furthermore, iFogSim has two unique levels of simulated services for power monitoring and resource
management: work placement and job planning. It is a high-performance open source tool for fog systems, edge
computing and 1oT. It is used in conjunction with CloudSim, a popular application for modelling cloud systems and
managing resources. The iFogSim simulator was used to evaluate the proposed architecture's scalability. The results of
the experiments reveal that the framework is effective at reducing the system's reaction time to satisfy resource restrictions.
It can lower the application's average response time. Furthermore, the proposed architecture allows for additional
flexibility in terms of microservice isolation and lightweight implementation.

The primary research objective of this paper is:

. Itis described how to use a docker container with several services.

« A new Distributed Intelligent Scheduling based Lightweight Container (DIS-LC) algorithm is proposed for
container-to-fog-services integration and efficient resource utilizations.

.  The proposed algorithm is analyzed using parameters like CPU, memory utilization and network latency of
containers with fog nodes.

«  Determine the performance of containerized services and resource management solutions with the iFogSim
simulator.

The remainder of the paper is structured as follows. Section 2 covers methodology, as well as a related work study
and a literature review. Section 3 describes a docker-based infrastructure for multi-service container applications. Section
4 focuses on boosting scalability through the usage of a fog environment. Section 5 focuses on the design and execution
of the iFogSim simulator. Section 6 discussed the proposed algorithm. Section 7 addressed the result and discussion.
Finally, Section 8 presents the conclusion of the work and discusses the scope of future effort.

2. Related Works

This section discusses the ideas and technologies that are used in our fog-based scalable container service architecture.

Some of the recent papers have dealt with the issue of the placement in fog devices by the micro-service. In [2,3],
the authors addressed the problem of application placement by putting Virtual Machines (VMSs) in fog or edge devices.
However, VMs use requires a high resource consumption; the container (light virtualization technology) has been
suggested by [4,5] to prevent this overhead by the proposed architecture for speeding up the application deployment. [6,7]
suggested placement of containers in the hierarchical fog environment and mapping module algorithm respectively. The
goal of fog computing is to bring cloud power (compute, network and storage) to the cloud-to-cloud continuum of things
[8,9]. Fog computing, due to its proximity and localization, can deliver lower latency and faster responsiveness than cloud
computing. As a result, fog should be viewed as an extension of the cloud. The Fog network's architecture might be
hierarchical, indicating data from end-users. Devices can be analyzed at several levels, with each level doing complex
data filtering and analytics to determine whether to transfer to the next level for more Fog/Cloud processing. CloudSim
is the most popular cloud simulation software for cloud modelling and application development. It's a Java-based discrete
event-based simulator that doesn't simulate network components like routers and switches (virtualize). Previous research
[10,11] investigated the scalability of an 10T/M2M cloud platform where cloud resources may be scaled up or down
dependent on IoT traffic loading. Dealing with 10T traffic only in the cloud, on the other hand, would not entirely solve
the scalability issues. 10T traffic must be handled before it enters the cloud to improve the scalability of the 10T/M2M
network. This indicates that the Fog network, as a continuum between the cloud and the edge device, must be elastic. i.e.
capable of flexibly and dynamically scaling in/out serving instances through Fog nodes to accommodate incoming traffic
The one M2M network is a global 10T/M2M network that offers communications with service layer features.
Heterogeneous 10T/M2M devices can not only function, but also act as a platform for the convergence of diverse
10T/M2M technologies. Nonetheless, for the single M2M platform, scalability remains an unresolved issue. Our research
focuses on migration with the goal of boosting scalability from the cloud to the fog, one M2M to a Fog Computing
architecture. Thousands of Fog nodes can be utilized in Fog infrastructures (such as those for cities) to install thousands
of 10T service instances and support millions of smart items. It is vital to research and evaluate solutions for such complex
systems using simulation methodologies, therefore lowering the cost of evaluation and the time necessary before
implementation in real systems.

In [12] SOFT-IoT (Self-Organizing Fog of Things Internet of Things): introduces the concept of fog computing, in
which part of the data processing capabilities and service delivery activities are handled locally on "small servers," that
is, close to where the data is processed. SOFT-I0T, an alternate option for a centralized cloud computing method, enables
algorithms to simplify the concept of computing and focus on key operations performed on virtual machines. SOFT-10T,
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in this sense, enables cloud-level operation; complicated processes can store, analyze and resolve other data. In other
words, it happens locally to avoid present infrastructure restrictions and data processing in SOFT-10T, data processing,
and service delivery, minimizing the need for expensive computing resources on remote servers, meaning that the data is
geographically far from where it is created. There are now just a few simulators that can replicate a fog environment.
Several previous studies used iFogSim to investigate the possibilities of fog in [13], a Java-based programme that is an
extension of CloudSim. [14] Improved iFogSim to allow mobility by transferring virtual machines between cloud
networks. MyiFogSim, in conjunction with their proposed migration policy, may be used to investigate the policy's impact
on application quality of service. The most common CloudSim-based simulator for fog and loT situations is iFogSim
[15]. It is open source, scalable and platform agnostic. It is capable of modelling and simulating infrastructures employing
millions of heterogeneous fog nodes, 10T services, sensors and actuators. Defining the Fog infrastructure, mapping and
scheduling policies for 10T services and enabling the evaluation of various metrics such as latency, network, energy
consumption and operating expenditures [16].

It was used in various studies to model and analyze service allocation options in order to reduce energy consumption,
data traffic and meet the application's Quality of Service requirements.

From the preceding discussion, it is obvious that the majority of previous works do not include fog computing for
successful container service integration. To boost scalability, we suggest a novel architecture and technique for container-
to-fog service integration based on our findings. This paradigm improves the performance of docker systems. As a
consequence, the iFogSim simulator was used to simulator fog conditions in order to evaluate the impact of latency,
network interference and energy consumption on the container while using fog management methodologies proposed in
this paper.

3. Multi-service Containerization

This section focuses on how to oversee and control the container's service while many services are operating on the
same computer. Finally, evaluate the container resource use performance.

Docker is an application that manages containers. The key features are the ability to build, ship and operate any
environment. For example, it should be able to run a desktop environment, an Android environment, an iOS environment,
or a cloud environment. Docker has the capacity to minimize development size by offering a reduced operating system
footprint via containers. It is a contemporary technology that automates application deployment within Linux containers.
It provides a virtualization layer for operating-system level abstraction and automation. Docker is a revolutionary
technology that provides a high-level tool built on top of the Linux container API of Linux Container [8] and adds new
functionalities. The major docker components are:

. Docker Engine: it is used to build Docker containers and Docker mages.

. Docker Hub: this is the repository that houses numerous Docker images.

. Docker Compose: this is used to create programmes that employ many docker containers. Because of their low
weight, docker containers are incredibly scalable.

Using docker-compose, many programs may be run inside a single container. It is a platform for creating and
managing multi-docker software. Each container in this case runs the program independently but can communicate if
desired. Docker compose files that are simple to create in YAML, which stands for Yet another Markup Language which
is an XML-based language. Docker composes ensures that all resources (containers) can be accessed by users with a
single command. There are three steps to using docker compose i) define the application environment with a Dockerfile
ii) define the services by using docker compose YAML file iii) use the command prompt to perform the docker compose
up command. Figure 1 depicts the docker compose building components.

2
aﬁil/-

Services Volumes Networking

Fig.1. The building blocks of docker compose

Although it can use one container network to access distinct services housed in different containers, it can obtain the
same benefits by running numerous services in the same container. These services must be accessed through the container
host or network, such as the Apache / Engines HTTP Server with FTP Server or several microservices operating on the
same container with different rules. The file structure of the multiple services on the container is shown in Figure 2.
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Fig.2. Multiple process in one container

Figure 3 depicts a docker compose.yml file. To run two or more lightweight services inside the same container by
using the "Supervisor”.

urume
In1Coll Spxces2 UTFS UF v R O

Fig.3. Docker compose.yml file

For example, the same container runs MySQL and word press simultaneously as shown in Figure 4. It extracts the
image files from the docker hub registry.

Containers / Apps

@

@ AU

Fig.4. Docker Container with multiple services

As seen in Figure 5, It displays the container's resource use. Container monitoring parameters include CPU, memory,
block 1/0O and network 1/0. All services were managed via the supervisor process.

B Command Prompt - docker stats
C \ER NAME CPU MEM U! IMIT MEM

Fig.5. Container resource utilization

Supervisor allows us to better track the processes: The code is extremely straightforward and easy; to install the
supervisor and establish a directory for child images to store configuration, use the instructions listed below.
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RUN apt-get -y install supervisor && \

mkdir -p /var/log/supervisor && \
mkdir -p /etc/supervisor/conf.d.

# supervisor base configuration
ADD supervisor.conf /ete/supervisor.conf

# default command
CMD ["supervisord", "-¢", "/ete/supervisor.conf"]

By default, all pictures expand from a base image that simply contains supervisor. This basic image includes a
configuration file /etc./supervisor.conf, which causes the supervisor to operate as a foreground process, keeping the
containers and operating mode active. It contains all configuration files in the directory /etc./supervisor/conf.d/, as well
as the start of various programmes. All of the children's containers link to the supervisor setup by adding their
special.sv.conf service to the appropriate directory. The container then begins, and all operations begin. The monitor is in
charge of monitoring and maintaining the installed processes.

4. Proposed Model for Container-to-Fog-services Integration

Integration of container and fog computing gives up a slew of new opportunities. Fog computing nodes conduct
complicated tasks on behalf of 10T devices, and the topological proximity of fog computing to 10T provides for a number
of advantages (e.g., low latency). However, because certain 10T devices are mobile, the fog benefits may be negated.
When a device moves, the communication path to the appropriate fog service may become longer, impacting fog
advantages (due to fog proximity) and overall performance. To overcome this issue, the fog service might be transferred
to the fog computing environments and kept close to the clusters and IoT device(s) that are being served. The Figure 6
illustrates the integration of a container with fog to increase service scalability.

SeNl(EDlsmvEry| | Load Balancer ‘

Device Controller
and Management

T
v

‘ Sensor ‘ |Applicancns‘

Fig.6. Proposed architecture of container-to-Fog-services integration

Fog services can be built as containers to increase overall performance and speed. Containers to increase fog node
resource consumption and decrease service delays.

4.1. Expand Scalability with Fog

This section focuses on the scalability of containerized applications by using fog. In addition, the scaling process of
the proposed fog architecture is also discussed.

Scalability is defined as a computer device, network, or program's capacity to handle growing quantities of work in
terms of computational power and storage resources [17]. Scalability refers to the machine's ability to enhance efficiency
when extra resources are introduced and scaled in two directions, namely upward (vertically) or outward (horizontally)
[18]. Scaling up adds services to a single system node by placing servers, processors, or storage on a single device whereas
scaling down adds additional system nodes, such as adding a new computer to a distributed computing programme. Table
1 defining factor that each method has its own set of advantages when scaling horizontally vs. vertically.

Thousands of Fog nodes can be employed in the Fog infrastructure to deploy thousands of 10T resources and service
millions of people. Before implementing such complicated systems, solutions should be examined and assessed using
modelling software to reduce costs and time assessment on the real systems. The Fog is utilized not only to load the
crowded cloud, but also for low-latency applications. FoT is an 10T and Fog computation, data collecting or data transfer
paradigm from tiny server computers. The FoT server handles user requests inside local servers. The FoT registration,
FoT equipment and the FoT service access gateway are all included. The container where the request can be performed
may support these. Figure 7 shows the machine architecture. The fog paradigm connects to the FoT container at the local
level.
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Table 1. Horizontal Vs. vertical scaling

It requires a hardware upgrade for the server.

It involves connecting additional processing units/physical
devices to the server. It has traditionally been used for high-
level computation as well as application.

Increased 1/0 operations, CPU/RAM power, and disc capacity
are all considerations to consider while scaling vertically.

Increased no. of nodes in the cluster and reducing the
responsibilities.

Example: Virtual machine Hypervisor

Example: Google (gmail, facebook etc.,)

- Child Cluster #1

« Management cluster is continuously updated without impacting
another cluster

Centralized Management &
Observability

:-

Fog Server

Docker Container

. . # Based on the data availability act as a master node
(Running multiple

containers)

= Self-organized cluster

Child Cluster #n

The fog server interfaces to the container app. The fog server used to manage user requests and the child's cluster
centrally and to observe them. The fog server monitors and updates the orchestration continuously. The maximum
threshold of resource utilization is 100%. The output thresholds are in this case set at 85% of CPU and RAM usage. The
scaling server can be scaled by one, if the CPU and RAM fog nodes use 85 percent. Working as the primary node that
organizes the community group based on resource availability. The FOT server must determine the need for nearby
containers as well as the concentration of application data. Fog-resistant systems are compatible with the gateway, which
necessitates the activation and compilation of docker-based packages.

Fig.7. Fog server system architecture

4.2. Development of a Dynamic Network

The dynamic network framework is designed for usage in cloud environments. In other words, dynamic network
data processing and service distribution take place locally near the location of 10T data collection in order to address the
need for heavy computing resources in distant servers, i.e. geographically distant from data generation, with the goal of
overcoming existing technological limitations. Fog computing implementation has led in the creation of hierarchically
organized multi-layer fog computing models. These structures typically define the organizational setup for all computer
nodes that are involved. However, due to network features, computational node structure may increase efficiency, i.e.
latency or bandwidth, between nodes by integrating specialized connections that do not follow the hierarchical method.
The autonomous fog node is offered as an alternative to the hierarchical structure. These nodes are structured in a flat
paradigm that takes advantage of network performance. This strategy uses less bandwidth by utilizing basic exchanges
rather than direct messaging. The cloud extends the fog of things to the network's edge. Synchronization of these resources
necessitates attention to a variety of communication modalities [19]. As Figure 8 shows, A Fog network of self-organizing
computer nodes forms three self-network groups.

Gateway
Self-Organized networks

Containers A== m:
o = 1 (s0Fn
pplication Fog Server o
\\

- ]

[ A—

Gateway Gateway

Fig.8. Generic fog deployment scenario

The network of all involved computer nodes is referred to as a fog network. Fog devices that connect sensors to the
network are generally called gateways. The Self-Organizing Fog of Things (SOFT) is a computer node that uses logic in
order to connect new computer nodes to the fog network and share information. To allow multiple fog nodes which act
as collective applications, self-network groups can be executed. Two self-organized networks of the same community are
known as neighbors. Self-organized networks may belong to the same or different groups. There are small numbers of
nodes in each group. Network of the same group shares each other’s details through group graphs.
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Deployment of the application at the FoT gateway is provided by the container using the SOFT technique. Inputs
can be extracted from actuators and sensors, which must be transferred to the host via FOT devices [20]. Focusing on
protocols such as MQTT (Message Queue Telemetry Transport), SOFT supports input authentication modules for
application development. As a result, in order to execute, this sort of application needs evaluate and interpret data from
the surrounding (or remote) region. In the absence of a high computing resource, the distant server requires SOFT to
handle data generation and local service failures through the fog. The container's primary job is to create and implement
applications for the essential services. Self-organized content is a type of 10T service that includes profile tracking,
deployment, recovery, and administration. Local fog servers are linked to containerized terminal devices. The fog server
responds to end-device requests and distributes a resource [21-23]. Using a self-organized fog of things to externalize
scalability in order to reorganize container orchestration.

5. Implementation

The scalability of fog is examined in this part using the iFogSim simulator, which provides for the flexibility of
setting the fog device specs. Because the fog network infrastructure is low-cost, simulation-based studies are the most
commonly employed ways for verifying the efficacy of proposed mechanisms.

iFogSim is a free simulation and tested fog workload scenario for the deployment in testbed without any costs and
complexities. It is an open-source, multiplatform and very scalable. This is a high-performance toolset for fog computing,
edge computing and loT. It allows for the modelling and simulation of a fog computing environment in order to evaluate
resource management latency and delay. An iFogSim [24] which is also based on CloudSim is one of the fog simulators
most commonly used. In order to simulate actual structures and adopt the sensing, processing and actuation model, the
iFogSim can be used for distinguishing the components from these three groups. The primary structural characteristics
are i) fog devices having the ability to set CPU, RAM, MIPS, uplink and downlink bandwidth and idle power levels
(including cloud resources, fog resources, smart devices) (ii) geographic position and gateway communication actuators
(iii) sensors that create data in the form of information representing tuples estimate the time required for pause and
inventory management. It incorporates more adaptable ways of resource management based on the topic of research. It
works with CloudSim, which is a popular tool for cloud modelling and resource management. Figure 9 shows how the
importing is done in iFogSim GUI topology.

41 Fog Topology Crestor

View Graph

M) RS Y

Conatianer App

Fogsprver

Client1 gatewayl Client2

Fig.9. iFogSim GUI for building network topology

sys:1261:651

COORD MAP{}
svs:1261:631

COOFD MAP{}

Adding edge between Foggerver & Client]

Adding edge between Fogserver & gatewayl
Addmg edge between Fogserver & Client2

Adding edge between Conatianer App & Fogserver

upBw=200 downBw=1000]=[]. FogDevice [mips=1200 ram=3000 upBw=1000 downBw=1200]=[], FogDevice
[mipe=1200 ram=3000 upBw=1000 downBw=1000]=[Edge [dest=FogDevice [mips=2000 ram=3000 upBw=1000
downBw=1100]], Edge [dest=FogDevice [mips=1000 ram=3000 wupBw=800 downBw=1000]], Edge
[dest=FogDevice [mips=1200 ram=3000 upBw=1000 downBw=1200]]], FogDevice [mips=300 ram=435000
upBw=1000 dovwnBw=1200]=[Edge [dest=FogDevice [mips=1200 ramn=3000 upBw=1000 downBw=1000]]1}
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svs:1261:651

COQFD MAP{FogDevice [mps=2000 ram=3000 upBw=1000 dovwnBw=1100]=Coordinates [abscissa=313,
ordinate=390], FogDevice [mip=1000 ram=3000 upBw=800 downBw=1000]=Coordinates [abscissa=630,
ordinate=390], FogDevice [mips=1200 ram=3000 upBw=1000 downBw=1200]=Coordinates [abscissa=043,
ordinate=390], FogDevice [mips=1200 ram=3000 upBw=1000 downBw=1000]=Coordinates [abscissa=H30.
ordinate=260], FogDevice [mips=50 ram=43000 upBw=1000 downBw=1200]=Coordinates [abscissa=630,
ordinate=130]}

Start Node: Client]

Start Node: gatewayl

Start Node: Client2

Start Node: Fogserver
Target Node: Clientl
Target Node: gatewayl
Target Node: Client2

Start Node: Conatianer App
Target Node: Fogserver
gys:1261:651

COORD MAP{FogDevice [mips=2000 ram=3000 upBw=1000 downBw=1100]=Coordinates [abscissa=313,
ordinate=3%0]., FogDevice [mips=1000 ram=3000 upBw=800 downBw=1000]=Coordinates [abscizssa=630,
ordinate=390], FogDevice [mips=1200 ram=3000 upBw=1000 downBw=1200]=Coordinatez [abscizza=043,
ordinate=390], FogDevice [mips=1200 ram=3000 upBw=1000 downBw=1000]=Coordinatez [abscizza=630,
ordinate=260], FogDevice [mips=5300 ram=43000 upBw=1000 downBw=1200]=Coordinates [abscizsa=630,
ordinate=130]}

Start Node: Client1

Start Node: gatewayl

Start Node: Client2

Start Node: Fogserver

Target Node: Clientl

Target Node: gateway1

Target Node: Client2

Start Node: Conatianer App

Target Node : Fogserver

Sys: 1261:651

COORD MAP{FogDevice [mips=2000 ram=3000 upBw=1000 downBw=1100]=Coordinates [abscizza=313,
ordinate=380], FogDevice [mips=1000 ram=3000 upBw=200 downBw=1000]=Coordinates [abscizsza=630,
ordinate=390]. FogDevice [mips=1200 ram=3000 uwpBw=1000 downBw=1200]=Coordinates [abscizszsa=943,
ordinate=390]. FogDevice [mipz=1200 ram=3000 uwpBw=1000 downBw=1000]=Coordinates [abscizza=630,
ordinate=260]. FogDevice [mips=500 ram=43000 uwpBw=1000 downBw=1200]=Coordinates [abscizza=630,
ordinate=130]}

Start Node: Clientl

Start Node: gatewayl

Start Node: Client2

Start Node: Fogserver

Target Node: Clientl

Target Node: gatewayl

Target Node: Client2

Start Node: Conatianer App

Target Node: Fogserver

sys: 1261:651

To analyze the current resource utilization of each device using the iFogSim emulator. The executeTuple() command
is used in the fog system to process logic when the device alters its resource utilization. These statistics can also be
bundled as a tuple and sent to the resource management layer to be used to build use-aware resource utilization strategies.

6. Proposed Distributed Intelligent Scheduling Algorithm

The proposed Distributed Intelligent Scheduling algorithm is used to gradually divide the scheduling problem into
smaller independent sub problems of increasing granularity, which can be executed in parallel. While the search of a
feasible plan may compromise global completeness and optimality. The distributed scheduling technique significantly
reduces the complexity of a large-scale multiple-resource scheduling problem.

Distributed Intelligent Scheduling based Lightweight Container (DIS-LC) algorithm:

The purpose of fog nodes is to minimize two cost functions namely operating cost and traffic cost. The operating
cost of fog nodes is made up of two metrics: CPU and memory. The CPU cost (in MIPS) measures the amount of CPU
consumed by a certain fog node when doing 10T operations, as well as the idle CPU consumption cost when the node is
not in use. The memory cost (RAM) measures the amount of memory needed by the fog node to support container system
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services, as well as the cost of idle memory while the node is not in use.
Formally, let define the operating cost oper cost () of f € Fh.

oper,, (f)=CPU, + RAM , (1)

Where f refers to the single fog node and F, refers to the set of active fog nodes. The opercst () is the operational cost of
a certain fog node, CPU¢; is the CPU cost on a certain fog node f and RAM; is the RAM cost on a certain fog node f.

In a container context, the devices must send the collected data to the fog nodes at certain bandwidth rates. Depending
on the underlying demand, the active physical connections might have varying availability levels at various times.
Furthermore, fog nodes must connect with one another from time to time in order to share relevant information. As a
result, the traffic cost of the fog nodes is estimated as the bandwidth cost associated with each link plus the delay between
the existing hops.

Formally, let the traffic cost Traf .o (f) Of a fog node f € F\, communicating with an container system ¢ € C, as
follows,.

Traf ,, (f) =) o1ec, . BW,; 0Pty + D ¢ .1er, BW,. + NetworkLatency, )

Where Trafes(f) is the traffic cost on certain fog node, Optcos(f) is the operational cost on a certain fog node, BWs is the
bandwidth capacity on the link of fog node f, NetworkLatencyc is the network latency between fog node f and c refers to
container, C, is multiple container system, f is the fog node and F; is the set of fog nodes.

Thus each fog node /€ F, has to minimize the following objective function

Overa”COSt = OprCOSt ( f ) +TrafCOSt ( f ) (3)

Where Overall s is the overall cost on certain fog nodes.
To accomplish the overall performance of the container, the following limitations must be considered

. Thetotal amount of resources allocated to any fog node should not exceed the node's available resource capacity.

z ceC, = Acroptcf <= A; ’vfanvvrsr"vv(:eCn (4)

Where A is the amount of resource of type r on a container system and A is the amount of resource of type r on a fog
node.

. The entire amount of traffic arriving at any fog node should be less than the amount of traffic that the fog node
can handle.

Trafcost ( f ) < (ﬂf ,vfan (5)

Where ¢, the maximum amount of traffic is that fog node f can afford.

The Distributed Intelligent Scheduling based Lightweight Container (DIS-LC) algorithm is executed by each fog
node accepts as input a queue recording the container service to the fog node executing the resources to serve the tasks
generated by the container system that issued the message and that the container device is in the fog node's preference list
as shown in Figure 10.

Algorithm 1: Distributed Intelligent Scheduling based Lightweight Container (DIS-LC)

Input : Set C of container system and set F of fog nodes.
Output : Mapping of container system to a given fog node f.
Repeat
While fog edge device (fog edge) is not empty do
If A7 > A7 and ¢ € f0g cogc then
Send accept reply of f
Adjust the resource of f
else
Send reject reply to ¢ (container service)
Reject all container service
Remove service from the container
end if
end while

Fig.10. DIS-LC algorithm
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If all requirements are met by the container, the fog node sends an accept message to the underlying container system
indicating to perform its functions. The fog node updates its available resources by deducting the resources required to
serve the container service. If the number of resources available on the fog node is insufficient, a reject message is
delivered to the fog device indicating that the fog cannot service its responsibilities at this time and the fog rejects any
container systems whose rank in the preference list is lower than that of the rejected.

7. Result and Discussion

Itis evaluated and the research objectives have been achieved with ability of container services using the parameters
such as response time (ms), resource consumption (CPU, memory, 1/0) and node load. The proposed algorithm DIS-LC
is compared with three existing series namely least connection, Round Robin and ACO-LWC. The result shows that the
proposed approach has utilizes the CPU at higher usage rate than the existing series as indicated in Figurell. As a result,
this strategy is simple to apply in multiple container services for maximum efficiency.

AR

%of Resource Used

Fogl Fog2 Fog3 Fog4 Fog5 Fog6 Fog7 Fog8 Fog9 Foglo

¥ Least connection ¥ Roundrobin ¥ ACO-LWC * DIS-LC

Fig.11. CPU Utilization

The CPU usage (measured in milli seconds) of all four methods is shown in Table 2. The CPU consumption for least
connection, round robin, ACO-LWC method and DIS-LW is 0.43ms, 0.27ms, 0.10ms and 0.5ms respectively. This
demonstrates that the proposed DIS-LC approach consumes relatively little CPU time and improving CPU efficiency.

Table 2. Comparison of CPU usage

Algorithm CPU usage (ms)
Least connection 0.43
Round robin 0.27
ACO-LWC 0.10
DIS-LC 0.5

Figurel2 shows memory usage in a fog node system with ten fog nodes. The first conclusion drawn from these
graphs states that an increase in the number of fog nodes for multi-container jobs results in lower fog node resources.

%of Resource Used

Fog5 Fog6 Fog7 Fog8 Fog9 Foglo

¥ Least connection ¥ Roundrobin ™ ACO-LWC ~ DIS-LC

Fig.12. Memory utilization
It is expected that having more fog nodes reduces the system load. The second conclude remarks of the proposed

work proves that 100% resource usage on all fog nodes when fog nodes are increased dynamically. The suggested
technique allows these fog nodes achieves higher resource usage. The usage of memory for the least connection, round
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robin, ACO-LWC and DIS-LC algorithms are calculated 2.13 GB, 1.53 GB, 144.3 MB and 108.5 MB respectively. As a
result, the proposed DIS-LC algorithm consumes relatively less memory and improves the system's RAM speed.

8. Conclusion and Future Work

In this research, it is suggested a new DIS-LC algorithm for efficient resource utilization of container-to-fog-services
integration dynamically regulates the system and include a self-network controller. The performance of the container
services and its resource management are measured using iFogSim simulator tool. This fog architecture increases the
scalability in a flat mode and leverages the properties of the network and its efficiency. In addition, Self-organization
enables interoperability of local ecosystems in the fog. It is able to dynamically scale in/out the one M2M middle node
instances according to the different traffic. The scalability and performance of container with fog is improved by using
the DIS-LC algorithm. As a result, the suggested DIS-LC algorithm uses fewer resources than other algorithms. In fog
conditions, it also increases the system performance of multiple container service. In future work, it is suggested to
enhance the performance by scaling the server infout across at various fog hierarchy stages.
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