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Abstract: Cloud Computing has been the most popular approach of computing due to faster access to folders and files at
a low cost. Hence, many organizations are shifting the old long database folders and files over the cloud which may be
text, audio, video or in the other formats. Due to large size of the database with multiple storages of folders and files over
the cloud, there may be chances of duplicate access of the database folders and files which may cause the loss of time of
execution or accessing the database files. In the present work, a technique is developed to remove duplicate files in the
form of .txt, .doc, .jpg, .pdf as well as duplicate folders after applying a well-known ElGamal algorithm later on converted
as fuzzy ElGamal technique, for faster retrieval of files in a very secure manner. For this purpose, Unified Modelling
Language (UML) model is developed which has been implemented through Python programming language. The
computed results towards the model’s efficiency have been depicted through tables and graphs, on a large database in the
form of folders and files of Indian railway reservation system. The present work is significant for the large organizations
and also useful for the users working over the cloud for faster accessing of the folders and files.

Index Terms: Cloud Data Security, Encryption, Decryption, EIGamal Algorithm, Fuzzy Logic, Cryptography.

1. Introduction

A pre-plan plays a vital role in developing any system model, whether it is related to the hardware or software models.
The model gives information on how every entity communicates to each other and the blueprint is called as a system
model. It enhances the visual representation of the system; otherwise, a wrong model leads to failure of the system, hence
it is necessary to construct the model efficiently. The system model helps in authentication, integrity, interdependencies,
and steadiness of the system to design a complex research problem. In this work, a system model is developed for
accessing cloud servers for the complex database files of the Indian railway reservation system and depicted in the Fig.1.

For efficient storage of complex database files, a torus topology is used to arrange servers over the cloud and is
called as cloud storage. The role of torus topology is to connect finite numbers of servers wrapped around the mesh and
if k dimensional servers are wrapped around mesh, then it has 2k neighbor’s servers. If the folders and files are not
available on the assigned server, then it will search from the neighbor servers. This topology is very cost effective and
decreases the parallel communication and reduces the timing of search of desired information. One can access the desired
file in a minimum time, as depicted in the Fig.1. The complex database is selected from the Indian railway reservation
department. The authorized administrator is loading a huge amount of database in the form of folders and files over the
cloud servers through a high-speed Internet gateway. The administrator does not provide the authentication, but it is
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proposed by the third party whose responsibility is to provide a private key to the authorized user who has public key
information for accessing the unique folders and files from cloud storage. Third party authentication is always done for
the users who have account over the Google, Facebook, Twitter or any other social networking websites. In this technique
three media accounts work together for authenticating the authorized users. In the figure, users are considered as working
in the various organizations, individual user’s and other categories of the users who are accessing the cloud storage across
the cloud around the globe. In this work, the reasons for selection of cloud storage are that the stored folders and files
may be used for the cloud computing.

Cloud’s massive data require a reliable and robust protection shield hence cryptography plays a vital role for security
of the data files. In the literature, various kind of cryptography algorithms are proposed by the researchers in which
encryption algorithm makes plain text into a non-readable form known as cipher text. It is complex and hard to convert
to plain text and for this purpose further decryption algorithm, uses a key to access cipher text via private key. In the
present work, for the security of the stored database, the EIGamal and fuzzy ElGamal techniques are used for the
generation of private and public keys and can be stored between the authorized user and the third party who is providing
the authentication services. For reduction of accessing time, torus topology is used for the arrangement of servers inside
the cloud that can be used as cloud data storage.

The Indian railway system has been functioning in India since 2002. Initially, the tickets were in simple text format
using C and Fortran as a front-end high-level programming language with back-end support of structural database system.
Due to the Graphical User Interface (GUI) evolution, object-oriented software was developed and is now proprietary of
Center for railways information Services (CRIS). It supports text, audio, video files. Since the Indian railway reservation
system is much vast, the database contains very large complex files related to finite number of users. The above system
model is proposed for the faster accessing of complex database files in unique form and secure manner.
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Fig.1. System model for accessing the complex data files
2. Review of Literature

The concept of security of information is ancient and day by day, it is going more popular due to the online
transactions through handheld devices. In the early days, the file size was very small i.e., simple text. Users can easily
transfer text information with limited size from one place to another in synchronous and asynchronous mode. But due to
rapid changes in technology, the file size of data increasing exponentially, and the type of information may be text, audio,
video files etc. The bulky size of information to be transmitted from one device to another either through one to one,
many to one, one to many and many to many communication techniques, there is a need of complete security system. The
transmitted information must be secured for which different authentication and authorization techniques are available in
the literature. Some have been cracked down by the intruders while others have excellent security features used in the
banking sector. Due to the growth of file size from time to time in exponential form, there is a need for cloud storage and
one can’t keep the large files on handheld devices which may be a laptop, mobile, tablets, personal digital assistants,
smart watches etc. Due to this aspect, cloud computing is the most promising area of research. It needs proper security so
that the information of an organization must be secured and be transacted from device to device through the cloud in a
secure manner. Many researchers have proposed new techniques for security of information treated as a cloud database,
hence there is need to describe systematic development of research during the past years on cloud database security.

In the year 2016, the authors developed a novel approach through linear programming method and generated a
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heuristic algorithm to minimize the threat levels for cloud data security by (Kang et al. [1]). Architecture for portable data
possession (PDP) was derived from storing the data initially on an untrusted server and further developed a model for
remote data checking and converted the untrusted server into the trusted server through public-key cryptography by
(Bhukya et al. [2]). For the Homomorphic Hybridization of Encryption technique (HHET), the authors proposed a
combination of EIGamal and Paillier Encryption approaches for secured cloud data with private and public keys. The
HHET approach was claimed as stretchy, cost-effective and secured delivery at the receiver side (Rao et al. [3]). It was
observed from the literature that many Cloud Service Providers (CSP’s) handle the data over the cloud. The CSPs steal
the data and sell them to earn profit. Keeping an eye on this act authors used integrity verification methodology with
encryption mechanism for deployment of data using EIGamal and SHA-256 algorithm by (Panimalar and Subhashri [4]).
To protect sensitive data related to finance and other agencies from cloud operators’ authors introduced security efficiency
data distributions algorithms and efficient data algorithms to provide security and excellent performance by (Gai et al.
[5]). The cloud data security infrastructures related to E-learning to M-learning framework are proposed by (Adejo et al.
[6]).

In the year 2017, Cloud data can be accessed from anywhere, and for security services, authors developed
authentication scheme and worked on several kinds of attacks (Soni et al. [7]). Cloud data was required to protect from
cloud service providers. A novel verifiable auditing scheme was used to remove third-party auditor during outsourcing
data by (Xiang et al. [8]). Several sensitive data were stored over the cloud, needed high data confidentiality.
Cryptography algorithm DNA and ElGamal were used to transfer data between the owner and data user by (Thangavel
and Varalakshmi [9]). EIGamal cryptography hyper elliptic curve, and gravitational search were used for integer selection,
encryption and decryption, key selection by (Thiyagarajan and Rao [10]). Models of cloud i.e., deployment and service
delivery are used by many businesses and organization that prefer more data security by (Kumar et al. [11]). Once the
data was deployed over the cloud, the owner lost his control; hence the authors developed a model which was designed
with a combination of encryption algorithm that distributed data over the cloud according to data sensitivity (Alsirhani et
al. [12]). Several algorithms were used for cloud data security such as the ARIA Cipher algorithm with EIGamal algorithm
(Kaur and Wadhwa [13]). The other related references in the year 2017 and 2018 are (Kaur and Devgan [14] and Soni
and Mishra [15]), respectively.

In the year 2018, blending the two algorithms provide a new hybrid algorithm that gave more efficient security i.e.,
Two Fish algorithm with EIGamal for Encryption and Decryption between two parties (Vedaraj and Prem [16]). Cloud
handles a massive amount of data; therefore, authors discussed the necessity of a different storage and retrieval of big
data with high security (Reddy [17]). Clouds had a host to store data. It can change storing data on different nodes and
has fewer chances of data leaking (Londhe et al. [18]). Security over the cloud was a very complex issue and one of the
best ways to encryption data because it had a key and access permission, which was handled by IT Security Specialists
(ITSS), resulting in high security and privacy (Hyseni et al. [19]).

In the year 2019, Database-as-a-service was a cloud service for storing and retrieving data. The paper presented a
different way of data encryption without sharing keys on a database (Gahia and Alaoui [20]). Cryptography provided
security over the cloud. RSA, ElGamal and Elliptic curve algorithms were compared based on key size and running time
(Mallouli et al. [21]). Identity Access Management (IAM) attacked over cloud and trespassers accessed accounts. A new
system combination of RSA with EIGamal and Paillier has implemented. The promising task in cloud computing was
security. A method to protect data using Blockchain that helps users to trace malicious data access was presented (Pradeep
et al. [22]). Combining the encryption algorithm with vertical fragment distributed data over clouds, which makes them
meaningless. Java application for simulation helped to evaluate encryption and hybrid fragmentation. Comparing the
existing solution with the evaluated solution provides a secure mechanism of data security (Moorthy and Baranidharan
[23]). Using EIGamal and Hyper Elliptical Curve Cryptography (HECC) provided many key sharing techniques between
two parties. HECC was used for key generation by point addition and point doubling (Awad et al. [24]). Blockchain was
another technique used over cloud data security. It controls the flow of authorized access and modification of the server
(Devi and Ganesan [25]). An efficient security architecture for mobile cloud data is proposed by (Sekaran et al. [26]).

In the year 2020, Cloud approached deduplication the algorithms for integrity and security like Convergent
Encryption, the proof of ownership (Prajapati and Shah [27]). Public Key cryptosystem used for security and that’s
proved. Using the Public Key cryptosystem, authors used RSA and discrete log together (Tripathi et al. [28]). Due to
high demand for the cloud because of its lower cost, high performance, availability and storage, security threats and
security issues. The authors proposed reorganization of AES whose plain text was 128 bits and the critical size for
encryption /decryption is 128 bits (Bindu and Reddy [29]). The CP-ABE model based on the quantum model provided
security of a key, encryption/decryption. In this model, medical data which was large and raw was used. Results gave
accuracy and efficiency (Singamaneni and Pasala [30]). Password authentication was widely used on the client-side
author worked on password security and hashed using a hash function and converted it into a negative password. EIGamal
used public and private key to encrypt and decrypt the messages. Encrypt negative passwords worked with a cryptography
algorithm and shielded from attackers (Srivalli and Raghavulu [31]). 10T used the cloud widely to transfer data. The
author proposed an improved ElGamal Cryptography which was difficult to crack (Mohan et al. [32]). An efficient
distributed cloud-based storage (STaaS) provided extra storage space with security. Data was divided into parts and
spread over a network. That data was difficult to access by outsiders (Moorthy et al. [33]). A new lightweight
cryptographic algorithm was analysed mainly focused on evaluation time, the public key and private key, working
efficiently to provide sound security and performance by (Shuvo et. [34]). A review paper on the data security for mobile
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Cloud Computing was written by (Qayyum and Ejaz [35]).

In the year 2021, Encryption was one of the best methods used in cloud security. Two layers of encryption break the
limitation give more security (Thabit et al. [36]). A security technique has provided the time stamp helped in key,
Encryption and Decryption ADSS Protocol give security for attacks on ciphertext (Pachala et al. [37]). This paper was on
multi-cloud hosting environment privacy and security. A hybrid approach consists of three modules as Byzantine Protocol,
Depsky architecture and Shamir. This hybrid approach was compared to the SAML protocol and Hybrid gives the best
results than SAML Protocol (Zhang et al. [38]). Cloud Property graph was an interface that showed how data flow in
cloud apps and how much time it took to run. Different available technologies can be used it by AWS, AZURE, and
Kubernetes (Thabit et al. [39]). Pandemic realized the importance of cloud data which had patients, medical data. Cloud
helps in the treatment of Melanoma skin cancer. The authors presented Z-Score method, which allows for color correction.
The ordered Binary number system and image permutation are used to maintain privacy permutation. A challenge-
response game model was used for analyzing security (Rajput et al. [40]).

In the present work, four categories of files format like .txt, .doc, .jpg, .pdf are considered and group of these files
may form the folders. The reason for selection of four categories of the files is that these files are usually used by the
authorized users on the high-speed internet services available over the cloud storage in which finite numbers of the servers
are arranged by means of arrangement of servers through torus topology. For examples, Google drives, drop box, Tresorit
etc., are available on the cloud severs in which authorized users stored the bulky size of the files with variations of file
size. Drop box can store maximum length of file size of 2GB, Google drive can store maximum length of 15GB and
similar finite space is available on the cloud servers which may contain duplicate folders and files in the various storage
drives with identical file names and even contents may be identical. Therefore, the proposed work is implemented for the
removal of duplicate file names as well as similar contents of the two different files by the use of python programming
language. Further a well-known, EIGamal method is used to secure access of an individual file via a high-speed internet
facility from one place to another. In this work, significant results have been obtained through simulation by increasing
the file size and transmission time is also computed and represented in tables and graph and later on fuzzy ElGamal
technique is also applied, to achieve high performance rate.

3. Research Methodology

Data security is one of the prominent areas of research due to tremendous growth in the file size and communication
from one end to another end on the high-speed network. The role of a communication link which may be strong or weak
is another aspect for making a secure link. When a file is transferred from one device to another device using a
communication link, it must not be duplicate and it must be unique at the time of transmission. Further, the topological
structure also plays a crucial role for faster accessing of any database. Due to the increase in the file size and limited
storage available on the server, it is a must to store many databases on the cloud servers. It is also observed that day by
day, a massive amount of database is available on the cloud servers, which contain duplicate file names, may be stored in
different folders, and the contents of two files may be treated as copied contents. Therefore, a methodology has been
proposed for the removal of duplicate files and same content at the storage size i.e., at the size of the cloud server. The
proposed algorithm for large file size is considered the names of files are in the form of .txt, .doc, .pdf, .jpg and same
algorithm may also applicable for other formats of the files and algorithm nearer to Python programming language is
given below:

Pseudocode 1: To remove duplicate files

begin

path = ask directory(title="Select A Folder")
for base, direcs, filess in os.walk(path):
filename = Path(os.path.join(base, file))
if filename.is_file():

fileread = open(filename, 'rb")
fileH=hashlib.md5(fileread)

if fileH not in unique:

unique[fileH] = filename

else:

os.remove(filename)

print(‘Duplicate files removed’)

end

The above algorithm has been implemented in the python programming language in which first authorized users
have to select a folder thereafter all roots, directories and files are visited and check the duplicate name of the file and
duplicate contents inside the file. Once the duplicate file is found then it will remove automatically by the above algorithm
and the latest update file will be stored as it is. Further, the above algorithm has also been represented through the Unified
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Modeling Language (UML) activity diagram which is in the following Fig. 2.
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Fig.2. UML activity diagram for removal of duplicate files

From the above activity diagram, it is observed that folder is be selected first which contains many files formats as
described above and if the desired files are available in the folder, then it will compare with the duplicates files (if available)
and if duplicate files are not available in that folder, then it will search into the other folders till the duplicate files are
found. The same interpretation is applicable for the duplicate folders also. When the individual files from the cloud server
are to be transmitted securely, there is a need to apply an encryption and decryption algorithms. These algorithms may be
categorized as symmetric or asymmetric key algorithm. A single key is treated as private or public in symmetric
encryption and shared between sender and receiver. On the other hand, different private and public keys are used for
asymmetric encryption.

The literature shows that asymmetric encryption and decryption algorithms are the more powerful techniques of
security as compared to symmetric encryption and decryption. Therefore, the well-known EIGamal technique is used and
pseudo code nearer to Python programming language is given below:

Pseudocode 2: To provide secure encryption and decryption via EIGamal Technique

begin

path = filedialog.askopenfilename()
file_extension = pathlib.Path(path).suffix
#Check file extension and read content
if file_extension==".txt||.pdf||.doc||.jpg
content = input_file.read()

else:

print("wrong file");

init=time()

key generation(r)
keyl=random.randint(pow(10,20),r)
encryption(msgs,r,i,j):
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ke=gen_key(r)
sl=power(i,ke,r)
pl=power(j,ke,r)
decryption(ct,pl,keyl,r):
i=power(pl,keyl,r)
msgs=content

keyl= key generation(r)
i=power(j,keyl,r)
ct,p=encryption(msgs,r,i.j)
pt=decryption(ct,p1,keyl,r)
print(\n Execution Time:',(time()-init))
end

The above pseudo code is compiled in the Python programming language. After removing the duplicate contents,
the user selects a file whose file extension is first checked, whether the file belongs to .txt, .pdf, .doc or .jpg. According
to the file extension, contents are read out from the file and converted to ASCII format before transmission over the
internet. For secure transmission of the files, asymmetric EIGamal technique is used for generation of public and private
keys. After the key generation, encryption and decryption are performed for secure transmission of the files. This is
explained through following example:

Example of EIGamal Technique

Key Generation
1) Let prime number (pr) = 11, primitive root of pr is (j) = 2, random integer (z) = 8;
2) Compute A;:

Ai- jPmod pr = 28mod 11 = 3;
3) Then Get Public_key of the form (A4, j, pr) = (3,2,11); and Private_key of the form (z,j,pr) = (8,2,11).
Encryption
4) Let message m =5, Key(ke) =9;
5) Using Public_key and Key(ke), Compute cipher text (Cs, Cy):

Ci—j*®mod pr = 2°mod 11 = 6

C, = m.A¥mod pr = 5 * 3°mod 11 = 9

Decryption
6) Proceeding with decryption on cipher text (C;, C,), then compute

x = CZ mod pr = 6%mod 11 = 4;
7) Compute the plain text

M = x"1C, mod pr = ( ) * 9mod11 = 5.

1
4
where m=M =message.

Further the aforesaid EIGamal algorithm is converted by the use of fuzzy logic in which X is defined as non-empty
set and a fuzzy set P on X having the membership function as u—P:X— [0,1], where on P[X] is defined as degree of
membership of element x which belongs to X (x € X).

In the fuzzy logic, membership function maps all the elements of fuzzy set into the actual value lying between 0 and
1 further fuzzification process is done by transferring crisp value into linguist value and later defuzzification is done by
converting into crisp value either 0 or 1. The pseudo code of fuzzy EIGamal technique is given below:

Pseudocode 3: To provide secure and enhance encryption and decryption via fuzzy ElGamal Technique
begin
key generation(r)

keyl=random.randint(pow(10,20),r)
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encryption(msgs,r.,i,j):
ke=gen_key(r)
sl=power(i,ke,r)
pl=power(j,ke,r)
x=np.arrange(len(pl))
mfx=fuzz.trimf(x,(0,10,len(p1)))
decryption(ct,mfx,keyl,r):
i=power(mfx,key1,r)
msg=content

key=gen_key(r)
ct,pl=encryption(msgs,r,i,j)
pt=decryption(ct,mfx,key1,r)
print("\n Execution Time:',(time()-init))
end

Further, the above pseudo code is compiled by the use of Python programming language for enhancing the security
level via fuzzy based EIGamal technique. This technique is further described below:

Fuzzy EIGamal Technique

Key Generation
1) Choose any large prime number ‘pr’;
2) Select any integer as secret key(z), to be primitive root of mod pr (j);
3) Compute A; = j*mod pr;
4) Then Get Public_key=(A,.j,pr);

Private_key=(z,j,pr);
5) Convert Private_ key into fuzzy set and a fuzzy key will obtain.
Encryption
6) Choose a unique random number key(ke) between 1 to (p-1);
7) Using Public_key and key, compute cipher text (C;, C,).
Decryption

8) Firstly, defuzzify the fuzzy key into a Private_key;
9) Decryption proceeds on cipher text and plain text will obtain.

4, Results and Discussion

The above concepts for removal of duplicate files as well as duplicate contents have been implemented by taking
the following parameters represent in table 1:

Table 1. Parameter used for simulation

Parameter Value
Cloud Type Public and Private
Total Users 50
File Size (KB/MB) 50,100,150,200,250 in KB,5,10,15,20,25 in MB
RAM 4GB
Number of Processors 2
Processor Type Intel(R) Core (TM) i3,2.40Ghz
Data blocks 500

The removal of duplicate files has been implemented on the 50 authorized users by simulating the data in the Python
programming language with version 3.7 (64-bit). The type of cloud is considered both as public and private. The public
clouds are opened to everyone while the private clouds are opened only to the authorized users. The file size of duplicate
file is taken from 50KB to 25MB and for implementation purpose, users can select any size for removal of duplicate
contents or duplicate files. The smallest unit of database is considered as 500 data blocks. A folder containing many
duplicates files has been created using python programming language, as shown below in the following Fig. 3.
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Documents
SUB_FOLDER
Vim AADHAR - Copy.pdf
@ AADHAR.pdf
@ BILL.pdf
= bookjfif
~|/8°7 BROCHERS - Copy.docx
@7 BROCHERS .docx
@ depth.pdf
] & download - Copy.jpg
= download.jpg
vimm EMAILS - Copy.pdf
v FILES - Copy.txt
FILES.txt
<1 ID - Copy.docx
@ ID.docx
= IMAGE.jpg
IMP_NOTES.txt
@ INFO (2).pdf
@ |INFO.pdf

Fig.3. Folder containing duplicate files

After execution of the python code for removal of duplicate files, a new window is generated as depicted in the
following Fig. 4. This folder contains all the four types of files which are considered in the recent work as .txt, .doc, .jpg
and .pdf.

Documents

SUB_FOLDER
@ AADHAR.pdf
@ BILL.pdf
* book.fif KE
@° BROCHERS .docx KB M
@ depth.pdf ! )KB M
* download.jpg KB JF i

FILES.txt 47 KE t
@ ID.docx B M
* IMAGE.jpg

IMP_NOTES. txt
@ INFO (2).pdf 45 KE 1
INFO.pdf 2 B M
@ LIST.pdf B M
LONG.pdf A
@ NEW_LIST.pdf E |
@ NOTICE .pdf )9KB M
@ NOTICE.pdf M
@ PAN.pdf

Fig.4. Folder after removal of duplicate files

Now, the above unique files are to be transmitted at the receiver end in a secure manner, thereafter EIGamal code is
executed according to above-mentioned pseudo code and represented in the following Fig. 5 and 6 for 50 files of size
50kb and 250kb, respectively while Fig. 7 and 8 represent the implementation of fuzzy EIGamal technique for file size
of 50kb and 250kb, respectively.

B C:\Program Files (x86)\Microsoft Visual Studio\Shared\Python37_64\python.exe

Duplicate file Successfully deleted
Number Duplicate Files: 5

Encryption/Decryption is done successfully
Size of file is: 50982 bytes
Execution Time(in sec): ©.004986763000488281

Press any key to continue . . .

Fig.5. Results ElGamal code (File Size 50 KB)
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P C\Program Files (x86)\Microsoft Visual Studio\Shared\Python37_64\python.exe

Duplicate file Successfully deleted
Number Duplicate Files: 14

Encryption/Decryption is done successfully
Size of file is: 252470 bytes
Execution Time(in sec): ©.014638662338256836

Press any key to continue . . .

Fig.6. Results by EIGamal Code (File Size 250 KB)

[ C:\Program Files (x86)\Microsoft Visual Studio\Shared\Python37_64\python.exe

Duplicate file Successfully deleted
Number Duplicate Files: 5

Encryption/Decryption is done successfully
Size of file is:50678 bytes

Execution Time(in sec): ©.034361839294433594

Press any key to continue . . .

Fig.7. Results by EIGamal using Fuzzy Logic (File Size 50 KB)

¥ C:\Program Files (x86)\Microsoft Visual Studio\Shared\Python37_64\python.exe

Duplicate file Successfully deleted
Number Duplicate Files: 14

Encryption/Decryption is done successfully
Size of file is:250787 bytes
Execution Time(in sec):0.09847563284759364

Press any key to continue . . .

Fig.8. Results by EIGamal using fuzzy logic (File Size 250 KB)

In the above, two techniques i.e., EIGamal and ElGamal by the use of Fuzzy Logic have been compared in terms of

response time as depicted in the following Table 2.

Table 2. Estimation of time through EIGamal and fuzzy ElGamal algorithms

Number of Duplicate Files Encryption/Decryption of Encryption /Decryption Time (in sec)
Selected File Size (in KB) ElGamal Fuzzy ElGamal
5 50 0.03 0.004
100 0.05 0.006
150 0.06 0.007
11 200 0.08 0.009
14 250 0.09 0.014
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From the Table 2., it is observed that when the file size is increasing then the estimated time is also increasing. The
same response time is also represented in the following Fig. 9

0.1
0.09
-'"—--.
0.08 -
I”
0.07 7
f”
g 006 e
i ’-ﬁ
T 0.05 -~
E -
= 0.04 -
-*
0.03 -
0.02
0.0
]
50 100 150 200 250
File Size(KB)
= = = Time through ElGamal = Time through Fuzzy ElGamal

Fig.9. Response time through EIGamal and fuzzy EIGamal algorithms

The above graph is showing the two increasing lines. These lines depict that by increasing the file size response time
also increases. The graph also compares the EIGamal and EIGamal with fuzzy logic algorithms. Time taken by EIGamal
with fuzzy logics is much lesser than only EIGamal algorithm.

Such algorithms are necessary for the data security, data consistency and information assurance nowadays. EIGamal
algorithm itself is a robust technique for protection, but using fuzzy logic in EIGamal algorithm encryption and decryption
have become stronger and more reliable.

Table 3. Estimation of time for large file size

Type of Number of Duplicate Files to Encryption/Decryption Encryption /Decryption Time (in sec)
file be Removed Selected File Size (in MB) ElGamal Fuzzy ElGamal
5 5 0.021 0.015
7 10 0.078 0.045
ipg 9 15 0.135 0.061
11 20 0.184 0.093
14 25 0.248 0.014
5 5 0.118 0.038
7 10 0.134 0.044
.pdf 9 15 0.145 0.079
11 20 0.173 0.083
14 25 0.189 0.092
5 5 0.144 0.068
7 10 0.176 0.095
.doc 9 15 0.201 0.122
11 20 0.217 0.148
14 25 0.234 0.175
5 5 3.153 1.749
7 10 5.235 2.727
Axt 9 15 7.588 3.615
11 20 8.315 5.274
14 25 9.563 6.796

Further a file for encryption and decryption can be of any type. Different file types take different response time.
Table 3. is indicating .jpg, .pdf, .doc and .txt file of large file size and respective response times. It is observed from the
table that in any type of file as far as file size increases, response time of secure file access is also in increasing manner.
The above table is created for four kinds of file size but when the size of file will increase the response time will also
increase in both the algorithm but fuzzy based EIGamal reduces the response time in comparison of normal EIGamal
Technique.
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5. Conclusions

From the above, it is observed that cloud server contains huge number of files which may be in the form of text,
audio and video etc., and one file with having same name and same size or same folder with same size may occur on the
storage device used as a cloud server. The present work is successfully removing the duplicate folders as well as duplicate
files within a fraction of time. After removal of these the secure access is also established by the use of EIGamal and later
on fuzzy concepts are introduced to reduce the response time for secure transmission of files from one end to another end.
Itis also observed that concept of fuzzy logic introduced in the EIGamal technique reduces the response time and increases
the efficient transmission of unique files. The above data is considered only for four categories of files like .jpg, .pdf, .doc
and .txt while it can be extended for other categories of files may also be considered for extension of present work. The
average efficiency of data is also computed for these four files size over the EIGamal and fuzzy EIGamal algorithm. Since
the text files take lesser size, therefore fuzzy ElGamal has 59.5% average efficient over the EIGamal algorithm used for
secure transmission of data from one device to another device. For the file size related to .doc, .pdf and .jpg, the effective
percentage of efficiency is 62.5%, 44.2%, 34.2% respectively. The above approach can be further extended by the use of
Genetic algorithm as well DNA (De-oxyribo Nucleic Acid) security techniques.
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