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Abstract: Mobile agent is a processing unit works on the behalf of host computer. Mobile agent with intelligence
provides a new computing prototype that is totally different from conventional prototype. Mobile agents are
automatically itinerating from one host Computer to another host computer and execute assigned task on the behalf of
user in heterogeneous environment under own control. Because mobile agents roam around distributed networks
automatically, the security of the agents and platforms is a major concern. The number of mobile agents-based software
applications has increased dramatically over the past year. It has also enhanced the security risks associated with such
applications. Most protection systems in the mobile agent paradigm focus on platform security and provide few
guidelines for mobile agent security, which is still a challenging topic. There is a risk to information carries by mobile
agents from the malicious mobile agents who can modify and steal the confidential information. In this paper proposed
multilevel authentication framework of mobile agents and platform based on Lagrange interpolation and fast Fourier
transformation (LIFFT). In this frame work ‘n” number of mobile agent have two level of security first level key used
authentication and second level of key used for execution of mobile agents.

Index Terms: Mobile Agents (MA), Complex Number, Lagrange Interpolation, DFT, Butterfly Network, Fast Fourier
Transform.

1. Introduction

Mobile agent Mobile agent [1] is smart active process dynamically moving from one site to another site also
communicates among intermediate agents. Each and every mobile agent has own code, state and data. Here prime
concern to provide security of mobile agent’s code, state and data during communication. Mobile agent transfers the
code (data+ thread +authentication of owner)[2].

Mobile agent has three main attributes.
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Mobile Code: Mobile code defines the mobile agent behavior in any particular languages.

Sate: Mobile sate define the state of mobile agent.
Attributes: Information about the mobile agent like source address destination address, history of mobile agent,

authentication related data etc.

To design Frame work based on the mobile agent technology [3] is the amendment of distributing computing. A
Mobile agent completes the assigned task on another platform on the behalf of owner. Mobile agent technology
provides high degree of adaptability [4] in computing. There are three primary classifications of computing.

«  Client server computing: In client-server processing [5] a server offers types of assistance to client.
« Code on demand Computing: In code on demand processing service provider sends executable program from

a server provider to a user on the solicitation from the user side.
« Agent Based computing: Mobile agent paradigm [6] work on bases of mobile agent life cycle and works on
the bases of owner in heterogeneous environment. Mobile agent computing shown in figure 1.

Mobt!e Agent Mobile Agent

v h A
Platform Platgorm

Fig.1. Mobile Agent computing

In client sever methodology data moves starting with one client then onto the next however the development of
information takes more bandwidth capacity of channel. In the Mobile agents approach rather than transferring of data
agents moves one host to another host to execute assigned works takes less bandwidth.

Mobile agent paradigm uses a life cycle [7] during the transcation of agent and plateforn shown in fig 2.
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Fig.2. Mobile Agent life cycle

« Creation: A newly agent is creating and initialized state of agent.

« Cloning: A duplicate mobile agent is created.

« Dispatch: An agent dispatch and communicate to agent and platform.

» Deactivation: In Deactivation phase agent is in sleep state save in to memory.

» Activation: An agent is activated from the memory.

« Retraction: In this phase an agent is ready to execute operation.

« Communication: Communication occur among agent and host

« Disposal: In the final sate a mobile agent terminated after completion of process.

Necessity of Security in Mobile Agent Based Framework
Mobile agents are migrating automatically in malicious environment in open network. So, to provide the protection
of mobile agents is a crucial issue for mobile agent’s paradigm. There are different parameters of security which are

Volume 15 (2023), Issue 4 73



Secure Mobile Agent Migration Using Lagrange Interpolation and Fast Fourier Transformation

shown in figure 3.

Confidentiality: In any developed frameworks, confidentiality should not be compromised during
communications either by hoped agents or by different platforms under execution of agent process.

Data integrity: Data and information should be in original form not tampered by any third party. The integrity
needs to maintain for any secure operation of mobile agents, both local as well as other platforms on which agent moves
for execution.

Availability: Availability means data and information are required by platform or agents should be available. The
agent platform will make it available to both local and remote agents.

Apart from above mentioned parameters, verification [8] of mobile agents and platform is also required. The
crucial issue to developed mobile agent-based framework [9] is protection of mobile agents during the relocation in
distributed computing. In the past created mobile agent frameworks, the greater part of the focus was on choosing the
working of mobile agents instead of security. Some mobile agent framework introduces the security but there is absence
of implementation in real time. Some major issues arise related to attacks on mobile agent models. Mobile agent
Security classified in to three main areas

«  Security of Mobile agent
o  Security of Platform
«  Security of mobile agent Network

There is a requirement of a safe mobile agent framework [10] to support secure transaction among mobile agents
and platform. In this propose article, a secure key administration scheme of mobile agent paradigm has been proposed
based on the Shamir secret share [11]and fast Fourier transformation.

The whole structure of paper is as follows. In Sect. 2 introduce related work about the secret sharing scheme and in
Sect3, discuss about the problem statement. Problem statement discuss in Sec 3. Some fundamental definitions related
to proposed scheme with preliminaries focused in Sect. 4. Some security measures discuss in Sect.5. The performance
of framework compared with other scheme discussed in Sect. 5, and finally in Sect. 7 conclusions and future work has
been focused.

2. Related Works

Disclosure of information, denial of service, and corruption of information are the main classes of threats to
security. In Several ways, we can examine these classes of threats in greater detail as they apply to agent framework.
Mobile agents simply offer a greater opportunity for abuse and misuse, broadening the scale of threats significantly.

Xiangru Liu et al. [12] proposed a multilevel authentication scheme based on threshold secret sharing and singular
value decomposition ghost imaging. The role of using (t, n) threshold secret distribution makes the multilevel
verification possible and the SVD algorithm makes faster recreation of secret.

Jing Li et al. [13] designed a multi-secret sharing mechanism using multi-target MSP. There is no requirement of
authentication centre and each participant has authority to generate secret. So, the mechanism can apply for
decentralized computing. On the bases of multi-target MSP, design a multi-role e-voting model by using Chinese
Remainder Theorem (CRT). Lein Harn et al. [14] proposed the multilevel threshold secret key distribution by using
CRT algorithm. This scheme secures like as Asmuth-Bloom’s SS. In the proposed model participant are divide into
different security level and each level participants have different value of threshold. The secret can reconstruct only if
sufficient number of athecate shareholder are available., Share are in the top-level subset can be at lower level of subset
to reconstruct secret. Special property of MTSS is that each participant has only one secret share.

Hao Hua et al. [15] proposed a multi-level security scheme based on Region incrementing VC scheme (RIVCS).
The performances of proposed scheme are better in terms of lossless recovery and efficiency. Proposed scheme is
feasibility and flexibility. Constantin Catalin Dragan et al.[16] proposed a distributive weighted threshold secret
distribution mechanism by using updating of Asmuth—-Bloom threshold scheme. The main advantage of this scheme is
perfect zero-knowledge and asymptotically perfect. Yi-Ning Liu et al. [17] proposed, a modified (t, r, n)-hierarchical
multilevel image recovery protocol by using Lagrange interpolation and threshed value. We can access the image at
multilevel using threshold value. In the proposed mechanism, each share of image has equal role to recover of original
image at multilevel.

Xianye Li et al. [18] proposed a hierarchy based multilevel authentication model for multiple-image by using
vector operation. By using the vector operation grayscale image split in to ‘n’ part of shadow image key and distribute
to n shareholders. High-level and low-level authentication of binary image and grayscale image are accomplished in this
scheme. For high level and low-level authentication require large number of shadow image and a smaller number of
shadow images respectively. Hefeng Chen et al. [19]propose a new secret reconstruction scheme based on threshold
value and Euler theorem. The proposed scheme has better performance as compare to other threshold based secret
sharing scheme. Abdul Basit et al. [20] proposed a Hierarchy based multilevel multi secret sharing scheme by using
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polynomials equation and one-side function. The security scheme depends on the one side computation complexity of
function. In this mechanism, shareholders are divided into different level based on Hierarchy. In hierarchy each level
has to assign a different threshold value. A special feature of scheme is reusability of share. So, there is no need to
update the share for next transaction. Only authorized shareholders can reconstruct the secret key and low level of
shareholder can be used to reconstruct share in high level. Om Prakash Verma et al. [21] proposed a hybrid-based
Visual secret sharing scheme to share multiple secrets in a multistage computing. In this approach distribute multiple
secrets keys at different stage. The proposed scheme faster than previous scheme. Randomness of key provides higher
security. Proposed model works efficiently work in an environment where agents and participant are not reliable and
also when they are not commonly trusted.

Chadha Zrar et al. [22]design security mechanism aspects at the hour of the transaction between a mobile agent
and a stationary agent. In MA-UML integrate new extension to provide the higher level of security. In this paper discuss
about mobile agents related attack and threat such as integrity, non-repudiation and availability. Dina Shehada et al. [23]
presented a new Broadcast based Secure Mobile Agent scheme for distributed computing. The proposed approach is
using combination of symmetric and asymmetric cryptography with broadcast architecture of mobile agents to generate
higher level of security and better performance of distrusting applications. Adri Jovin John Joseph et al. [24] presented
significant commitment of this work is the presentation of Trust Score, a novel measure for evaluating the dependability
of a stage and Trust Score based Itinerary arranging Algorithm, which helps the Mobile Agent in dynamic dependent on
Trust Score. The Trust Scoring framework is improved by methods for presenting Trust ability Co-productive of
Variation. The Trust Scoring framework delivers various sections for a similar worker stage, yet this framework binds
together the numerous passages utilizing the Co-productive of Variation of the sections which are brought together as
another measure, Trust ability Co-proficient of Variation. In view of the Trust ability Coefficient of Variation, the
positioning is accomplished for the worker stages. In light of exploratory outcomes, it is discovered that the proposed
Trust Ranking framework is better contrasted with that of the other existing choice emotionally supportive networks of
that sort.

Yan-Xiao Liu et al.[25] proposed a solid (n, t, n) VSS to check the solid t consistency of secret share. This
proposed conspire is more productive than Harn and Lin's solid (n, t, n) VSS. In Harn and Lin's VSS, participants need
to use 100 confirmation polynomials to check the solid t-consistency of expert key. In our VSS, participants use the
sub-polynomials of expert key to develop a check polynomial and use them to confirm key. Also, we propose a
productive (n, t, n) MSS to permit participants to share (n — t + 1) insider facts safely. The proposed (n, t, n) MSS is
adjusted to turn into a (n, t, n) VMSS with obvious component. The security of all proposed plans is unequivocally
secure. Priyanka Singh et al. [26] Purposed a scheme for diminishing the defenselessness of delicate media data living
over disseminated cloud server farms oversaw by outsider participant, a safe SVD-FrFT based watermarking plan for
encoded space has been proposed in this paper. Provide the security for sensitive data by using multiple Shamir shares.
Secret data was inserted into a portion of its arbitrary looking shares to demonstrate the legitimate responsibility for
content on the recipient end. The power of the plan was tried against various attacks conceivable by the hackers once
the data is rethought at the cloud. The plan could even endure the situations where a portion of the cloud servers
completely go down and was discovered to perform agreeably well against various attack situations in encoded space
itself. The regeneration of the media likewise stayed unaffected except if more than n — k shares were assaulted at the
same time.

Byomakesh Mahapatra et al.[27] discussed about growth of cellular 10T paradigm along with the mobile and
wireless scheme for significant distance information transmission leads to more challenging security issues. The LTE
based C-10T is an idea utilized for the long-range 0T application. In this paper, we have presented another ML-AKA
security convention for the three-layer shared validation in a C-10T framework. For D2D confirmation in ML-AKA, an
improved symmetric key cryptography method is utilized, which give greater adaptability in term of D2D or D2X
verification in a C-1oT organization. The proposed ML-AKA convention more productive regarding execution time and
verification time delay. Massimo Giuliett et al. [28] proposed a methods from projective spaces over limited fields, a
development of ideal 1-mathematical secret sharing plans for three-level access structures has been introduced. From
the computational perspective, a significant element is that express formulae for the development of the offers are given.
Keju Meng et al.[29] proposed a multiple level secret sharing (MLSS) more adaptable and mainstream in application,
the paper presents first the thought of multi-bunch threshold secret sharing (MGSS), which permits a shareholder of one
gathering to partake covertly remaking in another gathering without hierarchical limit. Proposed scheme based on the
Chinese remainder theorem (CRT). In the plan, a shareholder may take an interest stealthily remaking in different
gatherings while it keeps just one secret share. Also, when adequate number of participants team up to regenerate the
secret in a group, they first structure a tightly coupled subgroup by creating a randomized segment with the share, to
such an extent that the secret can be recreated just if all participants have substantial shares in the group and really take
an interest secret recreation. Along these lines, the proposed tightly coupled MGSS conspire isn't simply impervious to
IP and SC attacks yet additionally more adaptable and famous in applications.

3. Problem Statement

Mobile agents using the resources of other platform at the time of execution of process during life cycle of mobile
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agents shown in fig 2. Secure execution of task totally dependent on the security of other platform and malicious mobile
interact during the migration of mobile agents. So mobile agents and platform are open for attack. There is a
requirement to design such type of mechanism that provides security during communication as well as at the hour of
exaction. Protection of mobile agents and platform is prime concern in distributing computing. There are many
cryptographic algorithms can use for the authentication of mobile agents and platform but the security of conventional
cryptographic scheme based on the security [30] of key using for encryption and decryption. Security [31] of mobile
agents and platform is completely based on strength of a key which is using for execution and authentication. Security
of mobile agent and resources of host is major problem in mobile agent paradigm. For the migration of mobile agent,
we require completely trustworthy environment but maintain trust on another agent and other host is not possible.

A new scheme multilevel authentication of mobile agents and host resources is based on Lagrange interpolation
[32] and fast Fourier transformation [33] proposed.

4. Proposed Solution

Preliminaries

The basic preliminaries used in this paper have been discussed here such as, Shamir’s scheme, Lagrange’s
Interpolation complex number, discrete Fourier transformation, butterfly permutation, and fast Fourier transformation.
Lagrange’s Interpolation and fast Fourier transformation has been used to provide multilevel authentication of mobile
agents and platform.

Shamir’s Secret Sharing: Let us consider Bo, B1, P2,---veveeeet Ber EGF (P)F(X) = (BoX%+ Br X2+ B X2+, +
Br-1xtt) modp , F(0)= Po=session key and p is a large prime number and By, Bz..., and Px4 are randomly chosen real
number from Z/PZ. On the basis of node identity generatre n partial keys.At the reciver side ,select t randomly share
out of n partial share and generatre lagrange polynomail

X=Xj
F(x) = Z¥=1Y1H1sjsk,j¢ixifxli (1)

Since f (0) = o = S, the secret key evalute using
Secretkey (S) = XX, PY; )

WhereP; = Hls]’sk,]ii%
Secret share is genrated by using t partial share by using F(0) = omodp
Complex Number: A complex number is collection of real number and imaginary number which is in the form of

Z=A+jB. A is real part and B are imaginary part in complex number. Where ﬁz -1 Modulus of complex number

represented as |Z|=vA? + B2,

Discrete Fourier transform (DFT) used in digital signal processing to covert time domain to frequency-domain. In
the security of information input covert in to another domain, our aim converting one sequence of input in to different
sequence of complex number output. DFT of n input sequence n=0, 1, 2, 3, 4.......... N-1 represented as given equation

2wk
XK =YNix(n)e /™  k=0,1,2,3,4..... N-1 ©)

X (k) also represent by using matrix

x0
.2k _ .2mkn _ 2mk(N-1)
XK=[ e’ v e v .. eV N I «x1 4)
xN —1
IDFT formula
1 21k
XMW= ~ INEX()e W (5)
2
Wh=e /N
So,
X (k) =XNz3 x(n) (Wn)k k=0,1,2,3,4......... N-1 (6)
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1 1 1 1 1 1. ;

X(0) 1 w w2 w wh-1 *(0)

X(1) n n n ' SN | €0

X(2) 1 w? wik ws - W x(2)

X(3) 1w we we e o wY1x(3)

= (7)

XV =D {1 200 @y W ®-00-1 [Lxy |

- n n n -

Butterfly permutation: Butterfly permutation also known as bit reversal permutation. Butterfly permutation defined
as, B(x) (ak, a-1... a2, a1) = {a1, ak-1... a2, A}

Fast Fourier Transform FFT is the fastest way to calculate DFT and IDFT. By using the FFT in number of inputs
is n reduces the time complexity from O (n?) to O(nlogn). FFT is the fastest way for computation. Fast Fourier
transformation based on the divide conquers technique. There are many applications of FFT like fast polynomial
multiplication, fast matrix vector multiplication, filtering algorithm etc.

Proposed Scheme for Security of Maobile Agent and Platform:Security of mobile agents and platform based on the
vigorous multilevel key generation scheme proposed here shown in figure 3. Security of proposed scheme based on the
threshold value decided by owner and divide secret key in ‘n’ partial share of mobile agents and double level of security
key using one for authentication of mobile agent and platform other for execution of assigned task by owner. For the
security of agent-based applications a new scheme based on the Lagrange interpolation and fast Fourier transformation
proposed here. In the proposed framework security key of execution divided among n mobile agents using t degree
polynomial shown in algorithm 1, (i, Si ) 0< i <n at first level. At the second level by applying fast Fourier
transformation covert these partial shares in the form of complex number (Zi =x;+yi) and select random value for
authentication of mobile agents, by using algorithm 2 generate public parameter (p1, n) and broadcast to different
number of hosts.

Platforms at which mobile agent want to execute their task for authentication of mobile agents apply algorithm 4,
IFFT (Z) to generate authentication key. After generating authentication key apply algorithm 5, to generate execution
key by applying Lagrange interpolation.
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Fig.3. LIFFT Frame work for secure migration of mobile agent

Algorithm: Algorithm of proposed mathematical model categorized in to main three parts initialization, share
creation and reconstruction of share.

Lifft Algorithm

Algorithm 1: Generation of partial secret at level 1using Lagrange polynomial

1. Consider the Lagrange polynomial of degree n =t-1,
F(X) = (ap+amx+asx+az+axt.......cooeevee e, anx") modp, p is large prime number and a;, a,..., and
ax-1 are arbitrarily real number chosen from from Z/PZ.
Consider Execution secret F (0) =S.
3. By using polynomial generate(i , Si ) , 0<i<n /* Generate n partial share*/
/* i is the mobile agent identity */

N
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Algorithm 2: Generation of partial secret at level 2 fast Fourier transform (FFT)

Fast Fourier Transforms (Si)
n= Si.length() [*n is a power of 2*/
If n= =1 then return S;
wo=g /" I* wn is principal n™ root of unity*/
w=1
Si &= (So, S2, ..., Sn-2)
Si%=(S,Ss, ..., Sn-1)
y &€= Fast Fourier transform (S; ©")
y °4d = Fast Fourier transform (S; °)
Fork=0ton/2-1
Y=Y keven+W*y kodd
—\ , even %y, odd * o _ ok = k+n/2
 Yken2=Y kT -WEY [*since —0y; = o,
L WE =W, ok iteratively*/
. returny;
Select any random value of level 2 secret Sievel 2
Calculate public parameter pi= (S ievel 2 + 21 X; ) (X v; ) +4 [* Zi =X+ Yi+/
15. Broadcast (p1,N)

CoNo~wWDNE

R ol
AwNBER O

Algorithm 3: Secret regeneration at level 2 Inverse Fast Fourier transforms

IFFT (2)
1. Level 2 secret generated by Sieve2 = pix(CPg vi )+4 )- 20 x; )
2. Fork=0,1,2,3,4...... N-1
.2k
3. S()= < ENAX(Ke! N  /%0,1,2,3, 4. N-1%/
4. ReturnZ

Algorithm 4: Secret regeneration at level 1 Inverse Laplace transforms (ILT)
X-S;
1 F(x)= XK, Hlsjsk,j::iSlTS]ijdp

2. Lagrange interpolation Since f (0) = a0 =S, the shared secret can be expressed as
3. S=Xk, u;S;modp
Where
B X -5
u; = —_—

(S =50

1<j<k,j#i

by using F(0)=agmodp=S /*Execution hey of mobile agents.*/

Case 1: Now we are considering number of users is power of 2. Let us consider prime number p=23 and secret share
S=17 host create n =8 mobile agents mal, ma2, ma3, ma4, ma5ma6,ma7,ma8, each mobile agents have unique id
1,2 ,3,4.,5,6,7,8 respectively. On the basis of mobile agents’ ids Host create 8 partial keys based on Lagrange
polynomial
F(X) = (ap+amx+apx+az+axt.......cooeeee e, anx") mod p
Here threshold value t=6. So degree of polynomial is 5.

F(x) = 12x"5 + 18x™4 + 9x"3 + 20x"2 + 34x"1 + 40 mod23

Select any random value of level 2 secret Sievel» = 745791.0 Calculate public parameter
P1= (Sievel 2+ 200 x; ) (X y; ) +4 1* Zi =xi+Yi+
P1 =5039.1824324324325

Broadcast (5039.1824324324325, 8) to every mobile agent. This is public parameter.
At the receiver end calculate authentication secret using

Stever 2= Prr(XiZg ¥i )+4)- Xio ;) I*Zi =xi+yisl
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Stevel 2= 745791.0
After applying IFFT and Inverse Lagrange interpolation generate secret key for execution in Lagrange
interpolation threshold value is 6, now randomly choose six partial shares generated by inverse Lagrange interpolation
by using F(0)=agmodp=S=17 .

Table 1. Share generation by lagrange polynomial and fourier transformation

Secret Share f(x) F() =125 J;ﬂt%é;g;gﬁ;ga: Ii(\)/)érf 34X +40 Shares at level 2 by FFT
S1 F@2) share generation 1 =(1,18) 107.-0.j
S2 F(2) share generation 2 =(2,12) 10.70710678+9.77817459j
S3 F@3) share generation 3 =(3,17) -10.  -13
sS4 F4) share generation 4 =(4,5) 9.29289322 +5.77817459j
S5 F (5) share generation 5 = (5, 8) 17. -0
S6 F (6) share generation 6 =( 6,17 ) 9.29289322 -5.77817459j
S7 F (@) share generation 7 =(7,19) -10. +13,
S8 F(8) share generation 8 =(8,11) 10.70710678-9.77817459j

5. Security Measurements
We are doing security analysis on the basis of security component like:

« Validity (V): Scheme is said to be valid if secrets reconstructed by host computer using threshold number of
secret. Lagrange Interpolation provides more validity to scheme. Randomly choose t valid share can
reconstruct secret.

« Traceable (T): Any scheme is said to be traceable if we identify whether the given shareholder to
reconstruction of secret is authenticate or not.

« Confidentiality (C): Any algorithm is said to be confidential if less than t shareholder cannot reveal the
secret.

« Consistency (C): Any scheme provides consistency if any set of t share out of n valid share generate same
secret. LIFFT algorithm is consistency because of Lagrange interpolation and Fourier transformation.

Table 2. Comparison by using security parameter

S.No Scheme Name Year \Y C Cc T
A new efficient (t, n) verifiable multi-secret sharing (VMSS)
! based on YCH scheme 2005 yes yes No yes
2 A practical verifiable multi-secret sharing scheme 2007 yes yes No yes
3 An efficient threshold verifiable multi-secret sharing 2008 yes yes No yes
4 An efficient multi-use multl-secre_t sharing scheme based on 2010 ves ves No yes
hash function
5 Multilevel threshold secret sharing based on the Chinese 2014 yes ves No yes
remainder theorem
6 Efficient verifiable multi-secret §har|ng scheme based on hash 2014 yes ves Yes yes
function
7 Dealer-leakage resilient verifiable secret sharing 2014 yes yes No yes
A Hybrid-Based Verifiable Secret Sharing Scheme Using
8 Chinese Remainder Theorem 2019 yes yes yes yes
9 Proposed (LIFFT) - yes yes yes yes

6. Implementation and Results

The proposed mechanism based on Lagrange interpolation and fast Fourier transformation implemented in python
platform. Here we are comparing our proposed multilevel framework with Chinese remainder theorem based secret key
generation for mobile agent platform. Table 3 and table 4 represents the response time taken to generate and reconstruct
secret key for different number of 10 different result for every value of mobile agent shown in Table 3, n=4, 8,16,32,64.
It is observed that CRT generates only single level of authentication but LIFFT approach provides double level of
authentication. From the experiment response time of initialization, distribution and regeneration of secret key at two
levels is quite low as compare to CRT scheme security at single level in both cases average case and best case. Yellow
color shown in tables represents result in best case. Average case evaluated on the bases of ten different observations. In
LIFFT frame work ‘n” number of partial shares created on the basis of Lagrange polynomial at fist level and, at second
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level we are using fast furrier transformation to create share. At the execution platform both algorithms apply in reverse
order to decode authentication and execution key of mobile agents. Graph shown in figure 4 represents the performance
comparison between CRT and LIFFT in average case. After analysis of graph, it is found that LIFFT response time is
very less as compare to CRT. Graph shown in figure 5 represents the performance comparison between CRT and LIFFT
in Best. After analysis of graph, it is found that LIFFT response time is very less as compare to CRT.

Table 3. Time taken versus number of mobile Agent for CRT

CRTn 4 8 16 32 64
1 0.0060 0.0069 0.0074 0.0122 0.0216
2 0.0055 0.0065 0.0086 0.0128 0.0229
3 0.0053 0.0071 0.0082 0.0124 0.0160
4 0.0043 0.0070 0.0069 0.0102 0.0236
5 0.0029 0.0043 0.0080 0.0148 0.0168
6 0.0053 0.0077 0.0088 0.0138 0.0243
7 0.0040 0.0066 0.0086 0.0134 0.0208
8 0.0041 0.0048 0.0076 0.0164 0.0156
9 0.0058 0.0053 0.0102 0.0129 0.0263
10 0.0071 0.0069 0.0100 0.0134 0.0215
Avg 0.0050 0.0063 0.0084 0.0132 0.0209

Table 4. Time taken versus number of mobile Agent for LIFFT

LIFFT 4 8 16 32 64
1 0.0052 0.0062 0.0071 0.0068 0.0153
2 0.0059 0.0064 0.0069 0.0084 0.0125
3 0.0056 0.0058 0.0079 0.0096 0.0120
4 0.0041 0.0059 0.0070 0.0099 0.0145
5 0.0051 0.0053 0.0064 0.0081 0.0127
6 0.0052 0.0053 0.0075 0.0070 0.0109
7 0.0048 0.0063 0.0077 0.0090 0.0147
8 0.0053 0.0066 0.0057 0.0097 0.0138
9 0.0048 0.0085 0.0080 0.0100 0.0148
10 0.0050 0.0078 0.0068 0.0083 0.0201
Avg 0.0051 0.0064 0.0071 0.0087 0.0141

MOBILE AGENTS Vs TIME AVERAGE CASE
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Fig.4. No of Mobile agents versus time in average case

Performance Comparison on SSS

After the analysis of Proposed multilevel security framework based on the LaGrange interpolation and fast Fourier
transformation with CRT based security further compare with another mechanism with different parameter access
structure, multi secret, exponential computation and changeable threshold value. Table 5. Shown the comparison of
proposed approach with given thee approach Strong (n,t,n) scheme, Efficient (n, t, n) scheme and CRT Based secret
sharing . Proposed approach provides multilevel security of mobile agent with changeable threshold value for different
transaction. Also, it will take less computational time as compare to other.
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THRESHOLD Vs TIME BEST CASE
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Fig.5. No of mobile agents versus time in best case

Table 5. Performance comparison of secret sharing scheme

Parameter Strong (n,t,n) scheme Efficient (n, t, n) scheme CRT Based LIFFT
Access Structure Single level Single level Single level Multilevel
Multi-Secret No No No YES
Computation No No Yes No
Changeable Threshold No No No Yes

7. Conclusions and Future Scope

The plan of security for mobile agents during the correspondence of mobile agents between various hosts is as yet
an urgent issue. In this paper proposed a multilevel authentication of mobile agents and platform using Lagrange
interpolation and fast Fourier transformation to ensure the security at multiple levels. As we are using multiple level
securities create confusion for malicious mobile agent. This new methodology gives the protection of key security
utilizing threshold value and a vigorous key administration scheme. This methodology assists with observing the
security of access of mobile agents just to real number of users. Validation of any mobile agents by different platform is
important part of security. The proposed framework of mobile agents expands the security of key at multilevel one for
authentication and other use for execution of assigned task. By experiment show that our scheme takes less
computational time as compare to CRT based scheme algorithm and provide security at multilevel. Proposed approach
is approx. 10% faster than the CRT based single level authentication. In future work, design such type of framework
the also identify the malicious agents in untrusted environments. This would help the mobile agents as well as platform
from cheating by malicious agents.
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