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Abstract: The paper focuses on the study of cyber security in Ukraine and creation of a predictive model for reducing
the risk of identified cyber threats. Forecasting is performed using a linear regression model, taking into account the
optimal dependence of specific threats in the field of cyber security of Ukraine on variables characterizing capabilities /
vulnerabilities of cyber security. An unique empirical base was used for the analysis, which was formed on the basis of
an expert survey of the cyber security system’s subjects in Ukraine. In order to increase the representativeness of the
research, based on the selection of reliable expert population, data cleaning is provided. Methodological research is
based on a risk-oriented approach, which provided a risk assessment of the spread of cyber threats and, on this basis, the
determination of capabilities / vulnerabilities of the cyber security system in Ukraine. The value of the research is
formed not only by assessing the risks of the spread of cyber threats, but by a more in-depth analysis of the dependence
of the cyber threats’ level on the vulnerability of the cyber security system based on the search for optimal and
statistically significant relationships. The experiment was conducted on the basis of determining the optimal model for
forecasting the risk of the spread of one of the most significant threats in Ukraine — data confidentiality breach (54.67%),
depending on the variables that characterize the capabilities / vulnerabilities of the cyber security system in Ukraine.
The experiment showed that the optimal model emphasizes the predictors characterizing the vulnerability of the
organizational cyber security system — "Departmental level of cybersecurity monitoring™” and capabilities: "The level of
use of risk management approaches at the operational level™ and "The level of methodological support for cybersecurity
of the critical infrastructure system".

Index Terms: Cybersecurity, cyber threats, data confidentiality breach, capabilities, vulnerabilities, risk-oriented
approach, risk assessment, linear regression algorithm, predictive model, forecasting.

1. Introduction

Current trends and extremely high rates of informatization of social development require adequate security
measures, as the protection of information, information and telecommunications systems is fundamental in society and
protects the most important social values. Cybersecurity is an important area of national security in the information
society era. Technological, economic and cultural development are directly related to cyberspace, which at the same
time carries a variety of threats that significantly affect the level and development pace of society. Various foreign
institutions constantly analyze cyber threats that are based on the quantitative assessment of incidents and facts known
to experts or their specific probability.

In terms of hybrid war for Ukraine became real large-scale cyberattacks and their negative consequences.
Considering military aggression against Ukraine and the need to directly protect the Ukrainian information space,
critical infrastructure, socio-political and economic relations, the key is scientific justification, on theoretical basis using
the results of experimental confirmation of key hypotheses of stability in cybersecurity. That is why it is important to
use a risk-oriented approach, which is recommended by international acts as one of the key areas of ensuring cyber
security and is based on assessment of both the likelihood and consequences of cyber threats. Along with this, a full-
fledged analysis in this area cannot be completed by assessing only the risks of the spread of cyber threats, it is also
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important to assess the capabilities of the cyber security system in Ukraine and determine its vulnerabilities. Such
problems, especially at the level of strategic analysis, are primarily solved within the scope of scientific applied research.

It is under these conditions that a risk-oriented approach in the field of cybersecurity plays a key role in forming a
system of knowledge and awareness of ability of the cybersecurity system to withstand threats. Special components of
the formation of sustainable cyber security system are also the development of predictive models based on the analysis
and interpretation of dependence of the cyber threats’ level on the vulnerability of the cyber security system based on
the search for optimal and statistically significant connections, appropriate definition of the optimal model for
forecasting the risk of the spread of the most significant threats in the cyber security system and optimization of
practical measures, with defining the key components of the cyber security system.

2. Related Works

Much research has been done on cybersecurity. The directions of such research were chosen by various scientists.
Some works focused on defining the principles of building a modern communication system and requirements for them
[1], as well as recommendations for assessing the reliability of certain types of communication technology [2, 3].
Various proposed "ontological techniques™ are considered, as well as comprehensive analysis of various models to
ensure the safety of the cloud environment [4-7]. Much work has been done to identify and analyze software
vulnerabilities, methods for reporting and classifying software security vulnerabilities [8-12]. Specific features of
information protection focus on existing methods of localization of anomalies and current hazards in networks,
statistical methods are considered as effective methods of detecting anomalies and experimental detection of the chosen
method, methods of capturing and analyzing network traffic during passive monitoring of network segment [13-18].
The analysis of different areas of information security management in organizations of various activities is not left out:
the management of information security system resources in the organization [19-21]; risk management and threats to
information security [20, 22, 23]; management of documentation and information assistance system in the organization
[19, 20, 24, 25]; information security audit management [23, 26, 27]; management of information security system
efficiency analysis [19, 21, 28]. Some sources are associated with the use of different forecasting methods based on the
construction of appropriate models [29-35].

Analysis of scientific sources, approaches to researching cybersecurity threats, identifying and assessing
vulnerabilities, as well as developing models for predicting the impact on cyber threats, formed the author's approach to
the methodology of further analysis, assessing the risks of cyber threats, assessing cybersecurity capabilities of data in
the cybersecurity system of Ukraine [36].

3. Proposed Methods

The stages in this research flow shown in Fig. 1

Risk
Assessment

Data
Cleaning

Data
Collection

Linear Regression
— Algorithm Forecasting

Fig.1. Research Flow

3.1. Data Collection

The data set used in this study was obtained by identifying cyber threats, identifying indicators of cybersecurity
capabilities and based on this survey of cybersecurity experts in Ukraine [36], and therefore reflects the professional
experience of respondents and professional awareness of the survey. Questionnaires were completed on ON-LINE with
confidentiality and anonymity. Data obtained in the ON-LINE mode are increasingly used to obtain information from
respondents. This approach makes it possible to optimally learn the opinions of a large number of issues and a large
number of experts who are at a distance. To ensure risk assessment, each indicator was assessed on two characteristics:
"Likelyhood" and "Consequences".

3.2. Data cleaning

Data cleaning is the stage of preliminary data processing, cleaning them from unreliable expert sample. The
statistical rationale for the sample restriction procedure is based on the fact that due to the large volume of the
questionnaire, experts could make mistakes in the answers, as the complexity of questions and the short time of their
comprehension leads to instability of attention [37]. In addition, the quality of data obtained in the ON-LINE mode may
be significantly reduced due to incompetence of experts, lack of motivation to provide reasonable answers, as well as
due to exhaustion or inattention in answering a large number of questions [38]. In order to extract the most reliable
information from the obtained data, only those experts who provided logically consistent answers were selected.
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3.3. Risk Assessment

The general methodological approach is based on the recommendations of 1SO 31000 [39]. The author's is
implementation of the 1ISO 31000 risk assessment algorithm. This applies to the system of indicators, which are formed
into three groups (threats, capabilities and vulnerabilities of the cybersecurity system in Ukraine), data structure,
evaluation grading and formation of the general expert set, as well as approaches to implementing certain methods and
tools of data processing and analysis and interpretation of results [40].

3.4. Linear Regression Algorithm Forecasting

The task of researching complex systems and processes is often is checking the presence and establishing the type
of relationship between independent variables (predictors, factors), the values of which may vary by the researcher and
have a certain predetermined error, and the dependent variable [41-43]. Regression analysis includes methods for
constructing mathematical models of the studied systems, methods for determining the parameters of these models and
verifying their adequacy. It suggests that regression is a linear combination of linearly independent basis functions from
factors with unknown coefficients (parameters). It is important to take into account multicollinearity, which causes the
instability of the computational procedure due to high computational error. As a result, the interpretation of the results
becomes impossible, and the values of particular coefficients — statistically insignificant. In some cases, to eliminate
multicollinearity, related variables are alternately excluded and the results are compared. One of the methods of
selecting the most significant factors is the stepwise regression procedure.

4. Results and Analysis

4.1. Data Collection

First of all, it should be noted that solving the issue of data collection had its problems. Members of the expert
working group, which was formed to identify indicators that characterize threats, capabilities and vulnerabilities in the
field of cybersecurity in Ukraine, could not clearly approach this task, due to their professional commitment, obsession,
and thus bias in the expression of expert opinion. This was especially evident in the application of the risk-oriented
approach. In our opinion, the limitations of their views were formed under the influence of understanding the problem
exclusively within the technical sciences, IT technologies and did not take into account social, economic, psychological,
law enforcement and security aspects. Therefore, modern world approaches and trends to characterize the components
of cybersecurity and their rationale for use were taken into account.

European cybersecurity practice emphasizes that the uncontrolled use of cyberspace allows various destructive
forces to spread cyber threats and dangers. And the biggest limitation on the effectiveness of national cybersecurity
legislation is the inability to counter cyberspace.

The European Convention on Cybercrime was developed to solve this problem and it was adopted by the
Committee of Ministers of the Council of Europe on 23 November 2001 [44]. During the preparation of the Convention
on Cybercrime, the goal was to form a common law enforcement system to ensure cybersecurity and create conditions
for the exchange of information between all signatory countries. The provisions of the Convention on Cybercrime also
stipulate common rules for all ISPs to store customers' personal information in the event that such information is
required in the investigation of cybercrime.

EU countries are demonstrating a common position on cybersecurity and human rights standards in cyberspace,
which is dynamic and evolving through a rethinking of approaches. Given the level of development and key vectors of
European democracy, the achieved level of human rights and freedoms, European cybersecurity policy always balances
between state and public interests, which distinguishes the European model of cybersecurity, based on the social
direction of domestic policy.

Thus, in the EU there is a clear distinction between the features of information security of person and society,
information security of the state and international information security. At the same time, the interests of man and
society became fundamental, which led to the intensive development of such areas as personal data security, access to
information, as well as ensuring the implementation of democracy in the construction of the information society.

Hereby, a set of data characterizing threats in the field of cybersecurity is formed on the basis of 83 indicators.
This list of indicators is based on different approaches:

- cyberattacks by distribution sectors (management, economy, infrastructure, defense, security, etc.);

- cyberincidentals in the same distribution sectors;

- cyber attacks on the subject (government agencies, law enforcement agencies, information resources, process
control systems, etc.);

- according to the ENISA classification - European Network and Information Security Agency (top 15 threats);

- variety of malware (virus, worm, ransomware, trojan-malware, dialer, rootkit, polymorphic and metamorphic,
XSS, keylogger etc.);

- variety of information-gathering (scanner, variety of sniffing, social-engineering etc.);
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- variety of intrusion;

- fundamental cyber threats are presented NCSI (National Cyber Security Index) e-Governance Academy
(Violation of data security: Data confidentiality breach — secrecy is exposed; Data integrity breach — unauthorized
modification; Denial of e-services — services are not accessible).

We have also proposed 66 indicators of cybersecurity abilities in Ukraine, which can be grouped into the following
groups:

- abilities at the national level,

- abilities of scientific and analytical nature;

- precautionary abilities;

- abilities according to the level of communication of NSCS subjects;
- abilities by the nature of competence;

- abilities in terms of efficiency and responsiveness.

We also used 21 indicators of vulnerabilities of the cybersecurity system, which are grouped into three
homogeneous groups:

- technological vulnerabilities;
- technical and software vulnerabilities;
- legal and organizational vulnerabilities.

4.2. Data cleaning

For further analysis, it was necessary to limit the sample to the most qualitative and reliable data, i.e. to check the
respondents for their logical error. For this purpose, during the development of the questionnaires, questions were
entered in various sections, the logical answer to which was their assessment in the characterization of "Likelyhood" as
"high" or "medium", but not "low" in wartime. For example, "Cyberattacks as an element of hybrid warfare” and so on.

Therefore, in the basic set of further analysis there were 508 questionnaires of only those experts who provided
logically consistent answers, which is 63.66%. Despite the fact that after filtering the data there were 63.66% of the
initial sample, the quality of the results increased significantly. It can be seen in the example of evaluating the indicator
under question 1.8 "Cyberattacks in the field of defense” (Section 1 "Threats") and the distribution in the group of those
who were selected for the filter no logical errors, compared with those who did not pass this filter (Table 1).

Table 1. Logical error filter analysis

Threats ( Likelyhood) - Sample - Total
Unreliable part Reliable part
low 34,4% 8,0% 11,0%
1.8. Cyberattacks in the field of defense average 37,5% 27,9% 29,0%
high 28,1% 64,1% 60,1%
Total 100,0% 100,0% 100,0%

As you can see, the difference in distributions is glaring: 34.4% of unreliable experts indicated a low probability of
a threat, while reliable ones chose this option in only 8.0% of cases. The "high probability"” option was chosen by them
in 64.1% of cases. This difference is not only statistically significant (criterion > = 25.102, p <0.000), but also the
magnitude of the effect is very significant (VV Cramer = 0.298, p <0.000). Similar trends are observed in other important
questions of the questionnaire.

Hereby, sampling constraints based on logical error checking are statistically significant, reliable, and
representative.

4.3. Risk Assessment

A risk-oriented approach is one of the priorities of the cyber security system, which is determined by international
legal acts. In particular, UN General Assembly Resolution 57/239 (December 20, 2002), "Elements of a global cyber
security culture™ [45] emphasizes the need for risk assessment to identify threats and vulnerabilities.

The EU Directive on Measures to Ensure a High General Level of Security of Network and Information Systems
(NIS Directive) [46] complements the list of international legal acts, which determine the assessment of cyber security
risks as one of the priorities. But it should be noted that the NIS Directive, although it defines the standards for ensuring
cyber security in the jurisdictions of EU members, nevertheless provides the opportunity for countries to implement the
specified requirements of the Directive by introducing their own legal mechanism into the system of national legislation.
In this regard, it is important to highlight that in order to implement the the Directive’s requirements, implementation of
risk management in the cyber security system is one of the four key priorities along with increasing the capacity of the
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cyber security system and pan-European cooperation at the national level, as well as the obligation of digital service
operators to report cyber incidents.

Based on the mentioned international legal acts, we can confidently state that the implementation of risk
management in the cyber security system is an obligation of each individual country and it is motivated by the need to
increase the level of knowledge regarding the possible vulnerability of the cyber security system.

Given the challenge of hybrid war in Ukraine, and extreme importance of cyber threats in it, it is important to pay
attention to concrete legal acts of the EU that also emphasize the need to implement risk management: Joint Report to
the European Parliament, the European Council and the Council on the Implementation of the Joint Framework on
countering hybrid threats (April 6, 2016 [47]; July 19, 2017 [48]; June 13, 2018 [49]) and Joint Staff Working
Document Report on the implementation of the 2016 Joint Framework on countering hybrid threats and the 2018 Joint
Communication on increasing resilience and bolstering capabilities to address hybrid threats [50]. In general, these are
periodic reports to the European Community on countering hybrid threats, which focus on raising awareness in this area
of society's resilience, increasing crisis prevention capacity, and expanding further international cooperation. It is in the
context of raising awareness of hybrid cyber threats that emphasis is placed on identifying significant system
vulnerabilities and conducting risk analysis.

That is why further analysis focuses on determining the level of risk of cyber threats. The implemented
methodology involves risk assessment of the spread of threats on a scale from 0% to 100% and provides for the
following threshold levels [51]: above 60% - red risk zone (the most significant threats); 50 - 60% - orange risk zone
(significant threats); 40 - 50% - yellow risk zone - threats that need attention; 40% - green risk zone.

The overall picture of risk assessment of the identified threats is quite variable, which is also perceived as a level
of adequacy in terms of representativeness of the results (Fig. 2).

SO=

Risk level, %
& 2 2 3

w
=1

Threat labels

Fig.2. Overall ranking of cybersecurity threats

From the whole list of cyber threats, further analysis focuses on Data confidentiality breach — secrecy is exposed,
which is among the threats that characterize violation of data security, has the highest level of risk — 54,67% (Fig. 3).

60.00

55.00

50.00

m 25.1 Data confidentiality breagh — secrecy is exposed
m 25.2 Data integrity breach — unauthorized modification
25.3 Denial of e-services — services are not accessible
Fig.3. Cyber threat rating— violation of data security
It should also be noted that our analysis is based on a comparison of the mean value in assessing the level of risk.
Expert assessments, despite the reliability of the sample, still have some differences (Fig.4.) But we perceive this as the
variability of expert assessment, which once again emphasizes the representativeness of the empirical basis. Along with
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this, the use of the average value of expert evaluation is a common approach in our interpretation and is used by us
mainly to analyze the trend, compare the risk of other indicators, as well as to build a forecast model.

Histogram

Frequency

] T om0 w00 00 10000 BT

Data confidentiality breach - secrecy is exposed

Fig.4. Variability of cyber threat assessment by experts— data confidentiality breach

Further analysis will focus on assessing cybersecurity abilities. A total of 66 ability indicators were identified and
assessed (Fig. 5).

A calculation algorithm (experimentally substantiated) was used, in which the indicators of ability to risk
assessment above 50% are characterized by a positive level, and below 50% - negative (as an insufficient level) and the
content is more consistent with system vulnerabilities.

50.0

Fig.5. Overall rating of cybersecurity abilities

From the list of indicators characterizing the ability, all are in a high risk zone, which determines only the
vulnerability of the cybersecurity system (less than 50% on a rating scale from 0 to 100%).

Vulnerabilities have been analyzed in 3 groups and the most relevant and potentially vulnerable have been
identified:

- technological vulnerabilities: the next generation of mobile communications or 5G (62.71%); Internet of
Things (10T) (62.57%); quantum technologies (65.56%);

- technical and software vulnerabilities: the most significant among technical vulnerabilities are information and
telecommunication systems (54.27%), and software vulnerabilities - disadvantages of software code (53.65%);

- legal and organizational vulnerabilities: legal: compliance with state and industry standards (61.55%) and
adequacy of the level of responsibility for violations of cybersecurity legislation (60.43%); organizational: departmental
monitoring level of cybersecurity (60.99%) and the level of public-private cooperation in the field of cybersecurity
(62.95%).

4.4. Linear Regression Algorithm Forecasting

The analysis of internal factors (capabilities / vulnerabilities) does not end with their descriptive statistics. It is
important to compare each threat identified and assessed by the cybersecurity expert community with the system of
capabilities / vulnerabilities (a number of indicators).
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EU directives on combating hybrid threats explicitly point to the need to find hidden links, including on specific
threats with key capabilities / vulnerabilities in their impact [47-49].

This problem is solved by building an appropriate forecast model.

Hypothetically, internal factors are defined as our abilities or vulnerabilities, are characterized by a certain
statistical relationship with particular cybersecurity threats and may directly or indirectly reduce the risk of the threat
spreading.

Using the linear regression model, the optimal dependence of individual cybersecurity threats in Ukraine on
variables characterizing the capabilities or vulnerabilities of the national cybersecurity system, including the data
confidentiality breach, was determined by the method of phased inclusion, phasing out and finding the best subsets (Fig.
6) with the introduction of new technologies.

Because multiple linear regression is based on the large number of variations in possible sets of independent
variables, we used IBM SPSS Statistics software for analysis.

As we have noted, general methodological approaches to the use of linear regression require consideration of the
situation when independent variables are in some way characterized by affinity, i.e. multicollenarity, which affects the
adequacy of the model and results of interpretation and conclusions. It is important to take into account
multicollinearity, which causes the instability of the computational procedure due to high computational error. As a
result, the interpretation of the results becomes impossible, and the values of particular coefficients — statistically
insignificant.

This is exactly the situation when using the entire list of independent variables that characterize the capabilities of
the cybersecurity system (Rs1 - Rs66) and vulnerabilities (Val - Va21). To avoid multicollinearity, further analysis was
performed using independent variables for certain homogeneous groups.

REGRESSION

/DESCRIPTIVES MEAN STDDEV CORR SIG N

/MISSING LISTWISE

/STATISTICS COEFF OUTS R ANOVA

[CRITERIA=PIN{ 05) POUT(.10)

/NOORIGIN

/DEPENDENT TA66

IMETHOD=STEPWISE Rs1 Rs2 Rs3 Rs4 Rs5 Rs6 Rs7 Rs8 Rs9 Rs10 Rs11 Rs12 Rs13 Rs14 Rs15 Rs16 Rs17
Rs18 Rs19 Rs20 Rs21 Rs22 Rs23 Rs24 Rs25 Rs26 Rs27 Rs28 Rs29 Rs30 Rs31 Rs32 Rs33 Rs34 Rs35 Rs36 Rs37
Rs38 Rs39 Rs40 Rs41 Rs42 Rs43 Rsd4 Rs45 Rs46 Rs47 Rs48 Rs49 Rs50 Rs51 Rs52 Rs53 Rs54 Rs55 Rs56 Rs57
Rs58 Rs59 Rs60 Rs61 Rs62 Rs63 Rs64 Rs65 Rs66 Val Va2 Va3 Vad Va5 Va6 Va7 Vab Va9 Val0 Va1l Va12 Va1l
Val4 Va15 Va16 Va7 Va18 Va19 Va20 Va21.

Fig.6. Syntax of the linear regression model "TA66 - data confidentiality breach" (IBM SPSS Statistics)

The first regression model is based on the dependence of the variable "Data confidentiality breach” on predictors
that characterize vulnerabilities in the field of cybersecurity in Ukraine (Fig. 7, 8).

The adequacy of the obtained results of the linear regression model is characterized by the statistical significance
of the obtained results (Significance < 0.05).

From the general list of indicators (Val - Va21) that characterize the vulnerability in cybersecurity in Ukraine,
based on linear regression analysis identified one key predictor for reducing the risk of cybersecurity threat "Data
confidentiality breach™ — Organizational: Departmental level of cybersecurity monitoring. Given that the regression
coefficient is 0.571, and using a linear regression diagram, we can conclude that the risk of spreading the threat of "Data
confidentiality breach” reduces the level of vulnerability of the cybersecurity system in the organizational aspect:
Departmental level of cybersecurity monitoring. Given the above, it is possible to predict such a decline in stages by
20% and 40% (Table 2).

Thus, a 40% reduction in vulnerability according to the predictor "Organizational: Departmental level of
cybersecurity monitoring™ will lead to a reduction in the risk of spreading the threat "Data confidentiality breach" to the
yellow level - 43.83%.

Coefficients®
Unstandardized Standardized
Model Coefficients Coefficients t Sig.
B Std. Error Beta
(Constant) 32,511 3,595 9,043 0,000
1 ——
Organizational: D_epartmc_antql level of 0,571 0,082 0,482 6,998 0,000
cybersecurity monitoring
a. Dependent Variable: Data confidentiality breach — secrecy is exposed

Fig.7. Linear regression model "Data confidentiality breach" taking into account existing vulnerabilities (IBM SPSS Statistics)
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Fig.8. Linear regression diagram "Data confidentiality breach" taking into account the vulnerability "Organizational: Departmental level of
cybersecurity monitoring” (IBM SPSS Statistics)

Table 2. Forecast of the threat level under the condition of changing the level of simulated predictors

RISK LEVEL

THREAT

Basic level

Simulated level

Data confidentiality breach

54,67 %

66,67 %

Changing predictors
20 % 40 %
55,25 % 43,83 %

For further analysis, we use step by step two groups of indicators of cybersecurity capabilities: "abilities of
scientific and analytical nature” and "precautionary abilities".
Initially, the regression model was built based on the dependence of "Data confidentiality breach” on predictors
(Rs8, Rs24, Rs26, Rs27, Rs28, Rs29, Rs31, Rs32, Rs58, Rs59, Rs60), which characterize the ability of cybersecurity in
the field of scientific and analytical support. Fig. 9, 10).

Coefficients®

Standardiz
ed

Unstandardized Coefficient
Coefficients s

Model B Std. Error Beta t Sig.

2 (Constant) 104,924 6,955 15,087 0,000
The level of use of -0,412 0,102 -0,333 -4,018 0,000
risk management
approaches at the
operational level
The level of -0,376 0,104 -0,299 -3,610 0,000
methodological
support for
cybersecurity of the
critical infrastructure
system

a. Dependent Variable: Data confidentiality breach — secrecy is exposed

Fig.9. Linear regression model "Data confidentiality breach" taking into account abilities of scientific and analytical nature (IBM SPSS Statistics)
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Fig.10. Linear regression diagram "Data confidentiality breach" taking into account abilities of scientific and analytical nature (IBM SPSS Statistics)
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From the general list of indicators that characterize the ability of the cybersecurity system in the field of scientific
and analytical support, based on linear regression analysis, two key predictors to reduce the risk of cybersecurity in the
field of cybersecurity "Data confidentiality breach™: "The level of use of risk management approaches at the operational
level” and "The level of methodological support for cybersecurity of the critical infrastructure system™. Given that the
regression coefficients have the opposite values of -0.412 and -0.376, using a linear regression diagram, we can
conclude that the risk of spreading the threat of "Data confidentiality breach” reduces the level of cybersecurity
capabilities taking into account the abilities of scientific and analytical nature. Given the above, it is possible to predict
such a decline in stages by 20% and 40% (Table 3).

Table 3. Forecast of the threat level under the condition of changing the level of simulated predictors

RISK LEVEL
Changing predictors
20 % 40%
The level of The level of
THREAT Basic level Simulated The level of use of methodological The level of use of methodological
level - support for - support for
risk management - risk management -
cybersecurity of the cybersecurity of the
approaches at the L approaches at the L
- critical - critical
operational level - operational level .
infrastructure infrastructure
system system

Data
confidentiality 54,67 % 74,64 % 58,9 % 43,15 %
breach

Thus, increasing the ability according to the predictors "The level of use of risk management approaches at the
operational level" and "The level of methodological support for cybersecurity of the critical infrastructure system™ by
40% will lead to a decrease in the risk of spreading the threat "Data confidentiality breach” to the yellow level - 43.15%.

This analysis requires other subgroups that characterize the capabilities of the cybersecurity system, but we will
complete the analysis and build a regression model based on the dependence of "Data confidentiality breach™ on
predictors (Rs15, Rsl16, Rs17, Rs18, Rs19, Rs20, Rs21, Rs22, Rs23, Rs30, Rs48, Rs49, Rs50, Rs51, Rs52, Rs53),
which determine the precautionary nature of the capabilities of the cybersecurity system (Fig. 11, 12).

Coefficients®

Unstandardized Coefficients Standqr(_hzed .
Model Coefficients t Sig.

B Std. Error Beta
(Constant) 102,816 6,512 15,789 0,000

The Ievel_of culture to ensure the confldentlallty_of business 0433 0,100 -0.358 4327 0,000
and private communications through electronic means

Level of cryptographic protection of information -0,317 0,092 -0,286 -3,461 0,001
a. Dependent Variable: Data confidentiality breach — secrecy is exposed

Fig.11. Linear regression model "Data confidentiality breach" taking into account precautionary abilities (IBM SPSS Statistics)

Partial Regression Plot
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" Lot N Dependent Variable: Data confidentiality breach - secrecy |5 exposed
Dependent Variable: Data confidentiality breach - secrecy is exposed
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I
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.
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exposed
]
.

Data confidentiality breach - secrecy is

5000 2500 03 800 5000

5000 2500 o 200

The level of culture to ensure the of and private N ) .
through slectronic means Level of cryptograp P aof

Fig.12. Linear regression diagram "Data confidentiality breach" taking into account precautionary abilities (IBM SPSS Statistics)

From the general list of indicators that characterize the security capabilities of the cybersecurity system, based on
linear regression analysis, two key predictors have been identified to reduce the risk of cybersecurity threats: "Data
confidentiality breach™ "The level of culture to ensure the confidentiality of business and private communications
through electronic means™ and "Level of cryptographic protection of information™. Taking into account that regression
coefficients have the opposite values -0.433 and -0.317, using a linear regression diagram, we can conclude that the risk
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of spreading the threat of "Data confidentiality breach” under the condition of increasing the level of cybersecurity
taking into account precautionary abilities. Taking into account the above, it is possible to predict such a decline in
stages by 20% and 40% (Table 4).

Table 4. Forecast of the threat level under the condition of changing the level of simulated predictors

RISK LEVEL
Changing predictors
20 % 40%
The level of The level of
. culture to ensure culture to ensure
THREAT Basic level Simulated the confidentiality Level of the confidentiality Level of
level of business and cryptographic of business and cryptographic
private protection of private protection of
communications information communications information
through electronic through electronic
means means
Data
confidentiality 54,67 % 742 % 59,21 % 44,22 %
breach

Thus, increasing the ability according to the predictors "The level of culture to ensure the confidentiality of
business and private communications through electronic means™ and "Level of cryptographic protection of information™
by 40% will lead to a decrease in the risk of spreading the threat "Data confidentiality breach™ to yellow level - 44.22%.

5. Conclusion

Therefore, in order to predict changes in the level of threats in the field of cybersecurity, it is important not to
complete the analysis of internal factors (capabilities / vulnerabilities) with their descriptive statistics. Comparison of
each threat identified and assessed in the field of cybersecurity with the system of capabilities / vulnerabilities is solved
by building an appropriate forecast model.

Applying the model of linear regression, by the method of gradual inclusion, gradual exclusion and search for the
best subsets, the optimal dependence of a particular threat in the field of cyber security of Ukraine on variables
characterizing the capabilities or vulnerabilities of the national cybersecurity system:

1) from the general list of indicators characterizing the vulnerability in the field of cybersecurity in Ukraine, a key
predictor for reducing the risk of spreading the threat in the field of cybersecurity "Data confidentiality breach™ —
Organizational: Departmental level of cybersecurity monitoring.

2) from the list of indicators characterizing the ability of the cybersecurity system in the field of scientific and
analytical support, two key predictors for reducing the risk of spreading the threat in the field of cybersecurity "Data
confidentiality breach™: "The level of use of risk management approaches at the operational level” and "The level of
methodological support for cybersecurity of the critical infrastructure system™.

3) it is indicated from the list of indicators that characterize the security capabilities of the cybersecurity system,
based on linear regression analysis, two key predictors to reduce the risk of cybersecurity threat "Data confidentiality
breach”: "The level of culture to ensure the confidentiality of business and private communications through electronic
means" and "Level of cryptographic protection of information™.

Substituting into the forecast model and gradually, changing by 20% and 40%, the values of the estimated level,
identified key predictors, the reduction of the cyber threat "Data confidentiality breach™ is predicted.
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