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Abstract: Given recent events, training during quarantine can only take place remotely. To ensure quality training, 

communication must be seamless. To do this, the network must function smoothly. The solution to this problem is 

functionally stable networks that allow uninterrupted transmission of information due to redundancy. An important 

issue is the definition of redundancy. To solve this problem, the article considers the method of synthesis of the 

structure of the distance learning system. The method of synthesis of network structure used for providing distance 

learning by the criterion of maximum functional stability on the basis of the introduction of correcting communication 

lines is offered. With this method, you can develop tools for self-recovery of distributed software, taking into account 

the characteristics of disparate computer resources through the use of redundancy. This will allow you to develop 

functionally stable software systems, significantly reduce the recovery time of such systems after or in the event of 

possible failures. To increase the efficiency of the developed method, the mathematical model of the hyper network 

based on two hypergraphs was improved, which allows taking into account different requirements for the quality of the 

network. 

 

Index Terms: Synthesize, Model, Network, Functional stability, Redundancy, Software systems. 

 

1.  Introduction 

Modern software systems are created and operate in hardware platforms and operating systems that are constantly 

evolving. Most of them have a distributed structure, and the software components of the system are located on remote 

heterogeneous computing resources. Given recent events, training during quarantine can only take place remotely. To 

ensure quality training, communication must be seamless. Sooner or later, one of the programs, computing resources, 

communication equipment, or one of the available services will not cope with the increased load. Difficulties arise in 

the operation of such systems due to the increase in the number of objects and the integration of disparate systems into 

one disparate information network. In some cases, there is a possibility of external influence on the performance of 

software components. In all these cases, there is a problem with software recovery [1]. It is necessary to create a system 

that will operate under the influence of interference. To do this, the network must function smoothly. 

Therefore, the problem of ensuring the smooth functioning of the distance learning system is very important. 

The solution to this problem is functionally stable networks that allow uninterrupted transmission of information 

due to redundancy. 

Therefore, the definition of redundancy is an important issue. The proposed system will provide proper 

communication during distance learning. 

These networks function reliably under the influence of interference due to redundancy. 

Redundancy consists of nodes and communication lines of the network. To determine the optimal redundancy, a 

method of network structure synthesis is proposed. To determine the optimal redundancy, a method of network 

structure synthesis is proposed. 

The Synthesis procedure is based on the existing structure to which additional communication lines  are  added. As 
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a result of synthesis the new structure in which the set of knots remains old, and communication lines become more will 

be received. Saturation of the structure with communication lines allows increasing the redundancy of the system. 

Which will further ensure the functional stability of the system. 

This method allows you to set the optimal redundancy. The costs will be minimal. This system will provide proper 

communication during distance learning. 

2.  Literature Review 

Self-healing systems can be divided into three levels, depending on the type of resources we track and influence: 

application software, system software and hardware level [1 - 4]. 

Self-recovery at the software application level is the ability of an individual application, software system or service 

to restore performance from within [5,6]. 

System-level self-recovery applies to all operating system-level utilities and applications, regardless of their 

internal components. This is a type of self-recovery that we can develop at the level of the entire computer system. An 

example of a system-level solution is to restart a software process if it fails. 

If a hardware failure occurs, the self-recovery is to find the workstations to which the software components are 

redistributed with the establishment of new network connections. As at the system level, it is necessary to periodically 

check the condition of various components of the equipment and act accordingly [7,16,29]. 

Particular attention to these issues exists in researchers of the properties of functional stability of complex 

technical systems that are able to self-organize under the influence of destabilizing factors [8,9,28]. 

In [10,11], a general strategy for ensuring the properties of functional stability for complex technical systems is 

developed, which is based on the implementation of three principles proposed by Professor Oleh Mashkov: detection of 

an emergency situation; localization of emergency situation; restoration of network operation due to redistribution of 

resources. 

In [12,19,21] the authors analyzed the mechanisms of self-organization of information heterogeneous networks and 

proposed new indicators and criteria for determining functionally stable networks in accordance with the concept of 

SON, and developed methods of self-organization of information network based on redistribution of resources between 

nodes that remain operational. However, the issue of identifying faulty components in the work is not paid attention. 

The work [13,15,27] is devoted to solving the problem of ensuring functional stability on the basis of Petri nets. In 

the works [14-17,24] network technologies of visual information transmission and development of information 

technology of task distribution for network systems using the simulation environment GRASS are considered. The 

methods mentioned in these works also use the mechanisms of network restructuring during anomalous overloads. At 

the same time, the issue of introducing redundancy (the issue of determining the optimal redundancy) remains open and 

unexplored. 

Formulation of the problem. 

In software systems, the term «self-healing» implies the presence of any application, service or system that can 

detect that it is not working properly, and without any human intervention to make the necessary changes to restore 

itself to normal or design condition [18,20,23]. The same actions can be performed by the system in case of probable 

failure of its structural elements [5,19,26]. Self-recovery is to make the system capable of making decisions by 

constantly checking and optimizing its condition and automatically adapting to changing conditions. The challenge is to 

make a functionally robust system that is able to respond to software and hardware changes and recover from failures or 

take appropriate action in the event of a failure. Ensuring functional stability is carried out by introducing structural, 

hardware, software and time redundancy. To do this, determine the optimal (by the criterion of maximum functional 

stability) network structure, which has an excessive number of communication lines in order to create alternative routes. 

2.1.  The aim of the study 

Therefore, the aim of the study is to increase the redundancy of the system through the introduction of corrective 

communication lines, through which you can develop tools for self-recovery of information systems, taking into 

account the diversity of network objects. This will allow you to design functionally stable information systems, 

significantly reduce the recovery time of such systems in case of possible failures 

3.  Methodology for Evaluation of the Efficiency of the Functioning of the Distance Learning System 

3.1.  Heterogeneous information network model  

A mathematical model that makes it possible to describe network processes, namely the processes of restructuring, 

self-recovery and self-tuning in the conditions of heterogeneous computer resources, is a hypernetwork. 

Formally, an abstract hypernet can be described by the six AS=(X, V, R; P, F, W), which includes the following 

objects: 
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- X=(x1, x2, …, xn) – number of vertices; 

- V=(ν1, ν2, ..., νg) – number of branches; 

- R=(r1, r2, ..., rm) – number of ribs; 

- P: V→2
X
 is a map that corresponds to each element ν V the set P(ν) with X of its vertices. Thus, the map P 

determines the hypergraph PS=(X, V; P); 

- F: R→  – a map that corresponds to each element r R the set F(r) of its branches, and the family of subsets of 

branches   contains such subsets, the branches of which form a connected part of the hypergraph PS; the map F 

determines the hypergraph FS=(V, R; F); 

- W: r→2
P(F(r))

  r R – mapping that compares each element rR subset W(r) with P(F(r)) its vertices, where 

P(F(r)) is the set of vertices in PS, incident branches F(r) with V. Thus, the map W determines the hypergraph WS=(X, 

R; W). 

 

Let the hypergraphs PS=(X, V; P) and WS=(Y, R; W) be given, then the mapping defines the abstract hypernetwork 

AS=(PS, WS; Ф), which forms the connected part of the hypergraph PS. 

It follows that pairs of hypergraphs PS and WS can correspond to different abstract hypernets. In the future we will 

use different designations of hypernets where it will be convenient. 

In figure 1 between the vertices х1 and х5 there is no pair of chains independent of the vertices, and yet the vertices 

х1 and х5 of this hypernetwork are externally 2-connected, i.e. the external removal of any pair of vertices from the set 

{х2, х3, x4} destroys all circuits connecting the vertices х1 and х5. 

The connectedness ω=ω(S) of the hypernetwork S is the smallest number of vertices, the removal of which leads to 

an incoherent hypernetwork as in figure 1; 

The ω-connectivity of the hypernetwork S cannot be calculated by known methods of graph theory. 

 

 

Fig.1. Hypernetwork model 

3.2.  A method of synthesizing the structure of the network by the criterion of maximum functional stability based on the 

introduction of corrective communication lines  

Let the graphs of the primary network PS=(X, Y) and the secondary network WS=(Y, R) be known. Let's mark: 

 

  vij  or  vPS ij  –  branch length   ;v Vij  

   rij  or  rWS ij  – rib length   ;r Rij  

  vij  – capacity of the branch   ;v Vij  

  rij  – capacity of the rib   ;r Rij  

  S  – vertex hypernet connectivity S. 

 

You need to build a hypernet S=(PS; WS; Φ), for which the conditions are met: 

 

( ) max k S                                                                             (1) 

 

1

: ( ) ( )


    



v V r v

r

                                                                    (2) 

 



 Comprehensive Methods of Evaluation of Distance Learning System Functioning 65 

Copyright © 2021 MECS                                                I.J. Computer Network and Information Security, 2021, 3, 62-71 

and which minimizes some functionality φ(S) - the cost of design and operation of the network S. 

The solution of this problem is an AI algorithm that searches for some valid hypernetwork that satisfies the 

criterion of maximum functional stability described above.3.3. AI Algorithm 

 

Step 1. If    PS k  and    , WS k  then go to step 2, else to step 15. 

Step 2. Between all pairs of vertices ,  x xi j X  find the maximum flows in the graphs PS and WS, i.e. calculate 

μPS(xi, xj) and μWS(xi, xj).  If there is a pair of vertices xi, xj, for which μPS(xi, xj)< μWS(xi, xj), then go to step 15, else to 

step 3. 

Step 3. Implement the ribs of the graph WS by the shortest path in the graph PS. If condition (1) is satisfied, then 

go to step 8, else to step 4. 

Step 4. For all branches vlt with the maximum value of 
1

  ( ) / ( )

( )

  




lt

r vlt lt

r v

. If for some branches vlt, Δlt >1, 

then it is called supersaturated. 

Step 5. Among the supersaturated branches choose a branch vlt with a maximum value of Δlt and find the rib 

   1,   r x y Ф vlt  with a minimum value of  . r  For each branch vij calculate the value of δij by the formula 
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Similarly, for each branch vij we set ρ*(vij)=ρ(vij)/(1-δij). If δij=1 then it is obvious that ρ*(vij)= ∞. 

 

Step 6. Choose the shortest path between the vertices х, у in the graph PS with the weight of the branches ρ*(v). If 

this route has a finite weight, then go to step 7, else to step 15. 

Step 7. Shake the rib r along the shortest route found in step 6. Recalculate all Δlt by the formula: 
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                                                                 (4) 

 

If there are no supersaturated branches in the resulting hypernet, then go to step 8, else to step 5. 

 

Step 8. If ω(s)≥k, then go to step 14, else to step 9. 

Step 9. Find the minimum cross section {х1, …, хр}р<k of the hypernetwork behind the vertices. 

Step 10. Find all ribs r, the paths of which contain vertices from the section        {х1, …, хр}, and the final vertices 

lie in different components of connectivity S1 and S2 of the hypernetwork S\{х1, …, хp}. At least one such rib will be 

found, since WS is k-linked. Choose among them the rib r=(x, y) with the largest value of ( )r . 

Step 11. For each branch vij calculate δij by the formula: 

 

𝛿𝑖𝑗

{
 

 
1, 𝑖𝑓 𝜈𝑖𝑗 ∉ Φ(𝑟) 𝑎𝑛𝑑 

∑ 𝜕(𝑟ˊ) > (𝜈𝑖𝑗) − 𝜕(𝑟)𝑟ˊ∈Φ−1(𝜈𝑖𝑗)

1

𝜕(𝜈𝑖𝑗)
∑ 𝜕(𝑟ˊ), 𝑖𝑛 𝑎𝑙𝑙 𝑜𝑡ℎ𝑒𝑟 𝑐𝑎𝑠𝑒𝑠𝑟ˊ∈Φ−1(𝜈𝑖𝑗)

                                                       (5) 

 

Similarly, for each branch vij we put ρ*(vij)=ρ(vij)/(1-δij). If δij=1, then ρ*(vij)= ∞. 
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Step 12. Find the shortest route between the vertices х, у in the graph PS/{х1, …, хp} with the weight of the 

branches ρ*(v). If this route has a finite weight, then go to step 13, else step 15. 

Step 13. We shake the rib r along the shortest route found in step 12. If all ribs whose paths contain vertices from 

the cross section {х1, …, хр} are exhausted, and the end vertices lie in different connectivity components S1 and S2 of the 

hypernetwork S\{х1, …, хp}, then go to step 9, else in step 10. Repeat steps 9-13 until a hypernet is found that satisfies 

conditions (1), (2), or until the minimum cross section is repeated. In the first case, go to step 14, in the second – to step 

15. 

Step 14. A hypernetwork that satisfies the criterion of maximum functional stability (1)-(2) is found. 

Step 15. Valid result not found. 

The paper also considers the method of synthesis of the hypernetwork S, for which ω(S)=ω(PS). This can be 

achieved by inserting correction ribs (communication lines) into the structure of the graph WS. 

Let the primary network PS=(X, V) and the secondary network WS=(Y, R). It is necessary to find a hypernetwork 

S=(PS, WS`, Ф) such that ω(S)=k ω(PS) and condition (2) is fulfilled, where WS`=(X, RU), and U is the set of 

correcting ribs. And at addition of the next correcting rib of capacity of ribs WS` are listed. 

3.3.  AII Algorithm 

Step 1. Implement the AI algorithm. If the resulting hypernet S  satisfies condition (2) and (S) k  , then go to 

step 5, else to step 2. 

Step 2. If the hypernetwork S  does not satisfy condition (2), then go to step 4, else to step 3. 

Step 3. In S  find the minimum cross section of {x }i . Select in S\{x }i  the components of the connection 
1WS  and 

2WS . Find in 
1WS  and 

2WS  a pair of the nearest nonadjacent vertices 
1

1 x WS  and 
2tx WS . Connect the vertices 

1
1 x WS  and 

2tx WS  with an rib. List the capacities of the ribs using a given procedure for calculating the capacities. 

Go to step 1. 

Step 4. There is no valid solution. 

Step 5. Hypernetwork S  is found. 

 

The convergence of the algorithm is obvious. The absence of a permissible solution is determined only by 

condition (2). 

The paper also considers a fast algorithm for the synthesis of a hypernetwork with a fairly high connectivity. 

Let the primary network PS (X,V)  and the secondary network WS (Y, ) R  be given. You need to find a 

hypernetwork S (PS, ; ) WS  with the maximum possible connectivity. The weight of each branch and top is 1. 

3.4.  AIII Algorithm  

Step 1. Arrange the ribs (x ,x ) R j jr  in descending order of the distance (x ,x )  j j  in PS . We obtain a list 

of ribs {r }i , 1,2,...,m; i : 1 i . 

Step 2. Implement ri  in PS  by the shortest path (the shortest in total weights of vertices and ribs). 

Step 3. Increase the weight of the vertices and ribs of the found route of the rib ri . The weight increases by a 

certain amount of ( )z S , which depends on the current state of the hypernetwork S . 

Step 4. If all ribs WS  are implemented (if (S) min( (PS), (WS))   ), then go to step 10, else to step 5), else 

i : 1 i , to step 2. 

Step 5. Find the minimum cross section along the vertices of 1{x } . 

Step 6. Find all ribs u  that are weakly incidental to vertices with 1{x } , such that their end vertices lie in different 

components of 1S  and 2S  connectivity of the 1S\{x }  hypernetwork. This, at least one rib is bound to be found, since 

WS  is k-connected. 

Step 7. In the primary network 1PS\{x }  between all pairs of end vertices xi , x j  we find the shortest routes. (The 

route will definitely be found since (PS)  k ).Step 8. Choose the following pair xi  and x j , for which the following 

difference is minimal: 
1\{x }(x ,x ) (x ,x ) PS i j PS i j  

Step 9. Implement the rib (x , x )i j  along the new path, then the connectivity of the components 1S  and 2S  

increases. Repeat steps 3-6 until (S)  connectivity increases, go to step 10. 

Step 10. A hypernet with quasi-maximum connectivity is found. The shortest path with adaptation method used in 

the algorithm allows to synthesize the initial structure of the hypernetwork S  with as much connectivity as possible due 

to the fact that in S  the number of weakly incident ribs on all vertices and branches is aligned.
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In figure 2 and figure 3 shows a non-synthesized and synthesized network structure with 12 switching nodes and 

14 communication lines. The corresponding connected polynomials have the form 

 

(1) 14 13( ) 6 (1 )
14

12 2 11 315 (1 ) 16 (1 ) ,

(2) 14 13( ) 14 (1 )
14

12 2 11 381 (1 ) 200 (1 ) ,

   

   

   

   

Р р р р р

р р р р

Р р р р р

р р р р

                                                            (6) 

 

and their graphs are shown in figure 4. 

The maximum effect from the optimization of the structure is achieved at point 0.869, in which the difference 

between the values of the functional stability index reaches 0.467. This fully confirms the thesis of the need to optimize 

network structures 

 

 

Fig.2. Min functionally stable G(12, 14)-graph 

 

Fig.3.The max functionally stable G(12, 14)-graph. 

4.   Experimental Confirmed Result 

 

Graphs of experimental and mathematical modeling of researches of a method of the analysis and synthesis of 

functional stability of branched information networks 
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Fig.4. Graphs of polynomials of connectivity of graphs from figure 2 and figure 3. 

 
Fig.5. Graphs of polynomials of connectivity of graphs from figure 2. 

 

Fig.6. Graphs of polynomials of connectivity of graphs from figure 3. 

From the three dimensional graphs obtained by modeling the results of the developed model, we see that the 

maximum effect of the structure optimization is achieved with the synthesized network structure. 

The difference between the total values of functional stability reaches 12%. This fully confirms the thesis of the 

need to optimize network structures. 

Thus, the results of mathematical modeling investigated the validity of the developed methods of analysis and 

synthesis of functional stability of branched information networks.
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5.  Discussion of Experimental Results 

The proposed method increases the redundancy of the network. This method, in contrast to existing ones, aims to 

increase the redundancy of the network structure. The method of synthesis of network structure by the criterion of 

maximum functional stability on the basis of the introduction of correcting communication lines is offered. With this 

method, it is possible to develop tools for self-recovery of distributed software, taking into account the characteristics of 

disparate computer resources through the use of redundancy. This will allow to development of functionally stable 

software systems, significantly reduce the recovery time of such systems after or in case of possible failures. To 

increase the efficiency of the developed method, the mathematical model of the hyper network based on two 

hypergraphs was improved, which allows taking into account different requirements for the quality of the network. 

An important limitation encountered in the operation of distance learning systems is the presence of interruptions 

caused by technological reasons when servicing under heavy load, or due to the effects of higher priority services. The 

results of the study show that the synthesized network has much greater connectivity. The maximum difference between 

the values of the indicator of functional stability reaches 0.467232, which confirms the effectiveness of the developed 

method. This increases the network's resilience to interference (increases the number of new routes and increases 

redundancy. 

The analysis of the obtained results allows calculating networks with full self-restoration of the functioning of the 

distance learning system. This method guarantees complete self-recovery of the distance learning system and does not 

require time to reboot and search and restore for routes. In this case, the system programs, or their individual 

components, are not idle. Thus, we can conclude that the purpose of the study is fully achieved. 

The direction of further research may be to increase the redundancy of the network by optimizing the nodes of the 

network. 

6.  Conclusion 

The paper proposes a method for synthesizing the structure of the network by the criterion of the maximum of the 

functional stability index based on the introduction of corrective communication lines. With this method, it is possible 

to develop tools for self-recovery of distributed software, taking into account the characteristics of heterogeneous 

computer resources through the use of redundancy. 

This will allow you to design functionally stable software systems, significantly reduce the recovery time of such 

systems after or in the event of probable failures. To increase the efficiency of the developed method, the mathematical 

model of the hypernetwork based on two hypergraphs has been improved, which allows to take into account various 

requirements for the quality of network operation. 

According to the simulation results of the proposed model, the maximum effect from the optimization of the 

structure is achieved at the point 0.869 relative units, in which the difference between the values of the functional 

stability indicator reaches 0.467 relative units. The difference between the total values of functional stability reaches 

12%. This fully confirms the thesis of the need to optimize network structures, and testifies to the reliability of the 

proposed method. 
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