I. J. Computer Network and Information Security, 2020, 1, 1-12
Published Online February 2020 in MECS (http://www.mecs-press.org/)

DOI: 10.5815/ijcnis.2020.01.01

=

|
| Modern Education
| and Computer Science

| PRESS

A Risk-Assessment of Cyber Attacks and
Defense Strategies in Industry 4.0 Ecosystem

Ahmet Ali Steen
Isparta University of Applied Sciences, Department of Information Security, Isparta, Turkey
E-mail: ahmetsuzen@isparta.edu.tr

Received: 09 January 2020; Accepted: 23 January 2020; Published: 08 February 2020

Abstract—The development of technology and uses
increases the interconnected digital ecosystem. This is
accompanied by dense data usage. Wherever digital data
is available, cyber-attacks are threatened and increase the
need for cybersecurity prevention. The fact that Industry
4.0 basic fuel is data indicates that the risk of cyber-attack
will continue to increase in Industry 4.0. In this study, the
sources of cybersecurity threats in the Industry 4.0
ecosystem are examined in the corporate and end-user
dimensions. The cybersecurity vulnerabilities most
evident in Industry 4.0 systems have been determined to
consist of vulnerabilities in control systems protocols,
unprotected thing connections, neglect of periodic
infiltration tests, inability to manage network devices
effectively and untrained personnel. The cyber defense
strategies and requirements for these vulnerabilities have
been determined. At the same time, corporates and end-
users have been told how to implement these preventions.
As a result, it is not possible to completely prevent cyber-
attacks within the Industry 4.0 ecosystem. Preventing the
vulnerabilities identified in the study will ensure that the
damage is minimal in attacks.

Index Terms—Cyber Security, Cyber Attack, Defense
Strategies, Risk-Assessment, Industry 4.0.

|. INTRODUCTION

Centuries ago, industry 1.0 had emerged with the
invention and use of steam engines [1]. Industry 2.0 had
emerged with the development of electrically powered
and mass-produced devices [2]. Industry 3.0 had emerged
with the use of robots and computers on the production
line [3]. The final step Industry 4.0, called the fourth
phase of the industrial revolution, is a period of
intelligent manufacturing in which human influence is
minimized in the manufacturing process, along with
artificial intelligence, the Internet of things, and big data.
Industry 4.0 is based on the principles of interoperability,
virtualization, independent management, modularity, and
real-time [4]. Today, the impact of the great industrial
revolution, called Industry 4.0, continues to increase
worldwide [5]. It is likely that the dream of creating a
super-intelligent society and the desire to make zero
mistakes will also be the cornerstones of Industry 5.0.

Cyber-Physical Systems (CPS) are the whole of
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structures that include intelligent manufacturing systems
and provide communication and coordination between
the Internet of Industrial things (110T) and the physical
world, which is also used in Industry 4.0 [3]. CPS is used
in manufacturing, research-development, design and sales
processes in  Industry 4.0. While intelligent
manufacturing systems provide serious convenience in
our lives, they also lead to the emergence of significant
risks such as cyberattacks [6]. In Industry 4.0, all
intelligent systems are interconnected with wired or
wireless networks by their own identity. Cyber-attacks to
these networks will cause irreparable production failures
or serious damages. To minimize cyber risks,
manufacturers adopting Industry 4.0 must address cyber
risks and identify cybersecurity strategies [7]. Instead of
applying defense strategies against cyber-attacks to an
existing system, implementing during the installation
phase of Industry 4.0 would be more helpful in
minimizing cyberattack risks [8].

This study describes how cyber-attacks on Industry 4.0
occur and the defense strategies to be prevention against
attacks. The layers in Industry 4.0 and their vulnerability
were fixed to determine defense strategies. Corporate and
personal measures were then determined for these
vulnerabilities. It was also evaluated how accurately the
current assessment was applied. As a result, the study
aims to provide the truest solutions to counter
cyberattacks in the Industry 4.0 ecosystem. Therefore, it
is envisaged to minimize damage in possible attacks.

The first part of this study describes cyberspace
architecture and the Internet of things, which are the data
sources of the Industry 4.0 ecosystem. CPS's cyber-attack
risks, which the cornerstone of Industry 4.0and the
concepts necessary for the creation of cyber defense
strategies are also discussed in this section. The second
part of the study describes cybersecurity preventions and
how these preventions should be implemented for defense
strategies to be taken against cyber-attacks. In the final
section of the study, the most common cybersecurity
weaknesses in Industry 4.0 systems are described. Which
layer and how to do cyber-attacks that may occur in
institutions, and what kind of effects may occur in
institutions as a result of these attacks is stated. In this
context, the preventions and strategies which can be taken
in creating cybersecurity policies are presented. Today,
the transition to Industry 4.0 with full meaning has not
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yet occurred. In this study, the shortcomings that exist in
terms of cybersecurity during the transition process and
how defense preventions should be taken are explained in
detail.

Il. RELATED WORKS

In this section of the study, studies on cybersecurity
within Industry 4.0 networks in the literature were
examined. In Industry 4.0, cyber-attacks are carried out
on loT [9], Cyber-Physical Systems (CPS) [10],
manufacturing [11], and network layers [12]. Solutions
have been developed to prevent attacks on these layers
[13].

Although there are different security vulnerabilities in
CPS, zero-day vulnerabilities have been addressed. These
have been investigated in all layers of information
exchange. In particular, the security vulnerabilities of
SCADA systems are as follows [13].

o Application and database servers

e Human machine interfaces

e Program logic controllers (PLC))

e Remote terminal units

e  Communication and network protocols

Secure transfer of data is an important issue in
communication between devices. Production problem is
caused because of Its modification, deletion or
interruption of this data [14]. The literature focuses on
DDOS protection and encryption preventions for secure
communication [15]. In particular, the safety features of
IoT devices need to be considered without purchase.
Strong and unique passwords must be identified for the
accounts of these devices. It is also recommended to use
VPN when accessing wireless networks [16].

As a result, cyber-attacks cause corporations to reduce
their productivity and competitiveness. In addition, end-
users suffer financial losses and theft of their personal
data in these attacks. When studies in the literature are
examined, solutions have been proposed or developed to
prevent cyber-attacks. But these solutions are aimed at
single or specific layers. Prevention covering the whole
industry 4.0 ecosystem has not been introduced. Our
study covers solutions for the whole industry 4.0. This
aspect is projected to be a reference to companies and
end-users for cybersecurity.

1. THE ATTACK GOAL IN INDUSTRY 4.0

Industry 4.0 is an industrial revolution in which
manufacturing and manufacturing processes are carried
out by intelligent systems. In this production process,
stages from design to production can be controlled and
managed from anywhere [17]. Industry 4.0 also provides
an environment in which product and production can be
carried out through simulations [18]. Industry 4.0 is
generally based on the principles of interoperability,
virtualization, autonomous management, real-time,
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service orientation, and modularity [19].

In order to develop defense strategies against cyber-
attacks, the sources of the attack need to be identified.
Attacks are targeted on CPS and loT in Industry 4.0 [20].

A. Cyber-Physical Systems (CPS)

The Industry 4.0 ecosystem is connected to each other
through the physical world and the internet through
cybersecurity systems (Cyber-Physical System, CPS). In
addition, CPS collects traces of sensors and actuators in
space and allows them to interact with each other. The
CPS model consists of devices that interact with each
other and communicate with the physical world [22]. CPS
applications can be found in many areas such as
manufacturing ~ systems, smart  grids, robotics,
transportation systems, medical devices, military space,
intelligent buildings, including Industry 4.0 concept [23].

The first step in developing CPS systems in the
industry is the retrieval of accurate and reliable data from
objects. The important point to be made here is that the
data comes directly from sensors or from production
systems such as ERP, MES, SCM, and CMM. In the
information-data  transformation  step,  significant
information is extracted from the read data through
various tools or methodologies. Cyber architecture is the
information center of the CPS [22]. Here, it is carried out
processes such as building machine networks, recording
their performance and predicting their future behavior. At
the fourth level of the CPS, data is presented to expert
users, machine situations are visualized and decisions
about the process are made. At the final level, feedback is
provided to the physical space and the machines are
reconfigured. Corrective and preventive decisions are
taken at this level [24].

B. Internet of Things (10T)

10T is the real-time communication and management
of sensors, actuators, control systems and machine
networks in the industry, ranging from production to
marketing [26]. 10T architecture consists of 3 layers.
These are detection, communication and application
layers respectively [25]. The risks and threats that may
occur in layers of 10T systems are given in Table 1.

Table 1. Risks and threats at 10T layers

0T Layer Security Threats
Type
Detection Wireless Signals, Physical Attack, 10T Topology
Traffic analysis, hidden listening, passive
Network monitoring, differences of network hardware and
protocols
Application Security Policies, Authentication Systems

The communication technologies used to connect 10T
devices and their standards are given in Table 2. These
communication technologies are often used in the data-
binding layer, the network layer, the communication layer,
and the application layer [27.]
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Table 2. 10T communication technologies and standards

Communication Standard
WiFi IEEE 802.11 a/c/b/ d/g/n
WiMAX |EEE 802.16
LR-WPAN IEEE 802.15.4 (ZigBee)
Z-Wave Z-Wave Alliance ZAD12837 / ITU-T G.9959
Cellular 2G-GSM, CDMA 3G-UMTS,CDMA2000
4G-LTE
Bluetooth IEEE 802.15.1
LoRa LoRaWAN R1.0
NFC ISO/IEC 18092:2004, ISO/IEC 18000-3
Sigfox Sigfox
Neul Neul
6LowPAN RFC6282
Thread Thread, based on IEEE802.15.4 and
6LowPAN
LAN Local Area Network (LAN)

The expansion of plug-and-play devices that make our
lives easier on the end-user side brings with it a growth
that is difficult to predict. The number of 10T devices
available from the internet is approximately 10 percent of
the total number of lIoT devices, according to queries
from the Internet of things search engine Shodan
(Sentient Hyper-Optimized Data Access Network-
shodan.io). Accordingly, the number of loT devices,
which is 6 billion in 2016, is projected to exceed 20
billion in 2020 [28]. The biggest problem that this growth
brings is that the space created by things is not secured
[29]. These devices face a serious security threat when
the default passwords are not changed.

Things within the ecosystem and connected to the
internet need to have pre-determined security strategies.
The rapid inclusion of devices in the ecosystem of the
Internet of things is leading to a reduction in security
prevention. The topics to be considered in determining
the security strategies of things used in Industry 4.0 space
are summarized below [29].

Privacy: The data generated by the objects have to be
accessible only by the authority (user or other devices).
Communication of interconnected things must be made
over a specific topology.

Integrity: Ensuring that the data comes from the right
place and end-to-end safely without being changed.

Usability: To ensure the availability of the data needed
by the devices or services in the network within the
system.

Authorization: It is the identification of things within
the network and the editing of the verification mechanism.

Lighting Solutions: It is the determination of the
compatibility of IoT features such as the number of
devices in the network and power capacity in determining
security solutions.

Heterogeneity: Represents that things with different
manufacturers have collaborative working architectures.

Policy: Establishing loT standards for the management,
protection, and communication of data within loT.

Encryption System: The identification of encryption
algorithms for the protection of data during devices data
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communication.

IV. CYBERSECURITY

Cybersecurity is the protection of security and privacy
against cyber-attacks because of wvulnerabilities and
specific risks. The priority of cybersecurity is to protect
the accessibility, integrity and privacy of data [30]. Any
activity that prevents the provision of cybersecurity is
seen as a cyber- attack. The goal of cyber-attack is
unauthorized access, service blocking, and data
tampering (modification, destruction, disclosure, sharing).
Cyber-attack are grouped into 5 basic groups within
cyberspace [31]. These basic groups and techniques of
groups are given below.

e  Service blocking attacks: DoS and DDoS attacks

e Malicious software: virus, worm, Trojan,
Keylogger, Adware, Spyware, Bot and Scareware

e  Phishing

e Unsolicited E-Mail: Spam

e Listening to Network Traffic: Sniffing

A. Vulnerability and Penetration Tests

In order to accurately identify cybersecurity risks
within the Industry 4.0 network that vulnerabilities in the
system need to be identified. Vulnerability is a problem
that allows a network or a process in the network to
intervene [31]. Security or vulnerability analyses identify
weaknesses in the network that could lead to an
information security breach. Vulnerability analysis is to
show the effects of detected vulnerabilities by entering
the systems in the network. It differs from penetration
testing with this feature [32].

Penetration testing is the legal detection of logic errors
and weaknesses in a system requested by internationally
accredited penetration testing experts. The main purpose
of penetration tests is to ensure that the vulnerability is
detected without damaging the system [33]. The types of
penetration or vulnerability tests that used to perform
cybersecurity analyses of Industry 4.0 systems consist of
the following headings [34].

Web Application Tests

Network Tests

Mobile Tests

Client-Side Tests

Exclusion Tests

Wireless Network Penetration Tests
Database Tests

Social Engineering Tests

Vulnerability found as a result of the tests are grouped
in the reporting section according to the impact of the
vulnerability and the type of threat [35]. Grouping by
type of vulnerability and vulnerability action are shown
in Table 3.

The list of commercial, open-source or free tools used
to identify vulnerabilities of digital resources within the
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Industry 4.0 ecosystem is given in Table 4.

Table 3. Vulnerability types and sample actions

Vulnerability Type

Sample Actions

Critical Level Taking full control of the server or system.
Information about the system can be seen
High Level and it is possible to search for other

vulnerabilities.

Intermediate

Access to a logged-on network or account.

Low Level Can access informative alerts.
Table 4. Tools used in tests
Acunetix AppScan Bup Suite
MetaSploit Nessus NetSparker

Nmap OpenVAS OWASP ZAP
Retina SAINT Shodan.io
WafwO0O0f Wapiti Web Inspect
Wikto wpscans.com OutPost24
GamaScan Probely Zap
Nexpose Indusface BeEF
Qualys ImmuniWeb Dradis
W3AF PureVPN Rapid7
Websecurify | WireShark Hping

V. CYBERSECURITY DEFENSE STRATEGIES

Institutions wishing to implement the Industry 4.0
model need to take prevention against any activity that
may lead to undesirable status regarding the privacy,
integrity, and accessibility of their data in their
cyberspace [36] In order to prevent this, an analysis of
where cyber-attacks may come from within the
organization must be done. The attacks against Industry

Cyber-attack methods Goals

4.0 systems are examined in two main headings. These
are human-induced threats and nature-induced threats [37]
The most important factors that could threaten the
organization's cyberspace are human-induced threats.
Human-induced threats vary both internally and
externally. In-company human threats are caused by
untrained personnel, spies, malicious personnel, or IT
manager errors [38]. External threats constitute
unauthorized and unauthorized access to the Cyberspace
of the institution from the internet environment, activities
such as espionage or theft [39].

In Industry 4.0, where the human factor is minimized,
the threats faced by the system as a result of cyber-attacks
are more than systems in other industrial revolutions. In
particular, attacks that affect intelligent production
systems can have negative effects on the production
activities of institutions. Figure 1 shows how
organizations that implement or wish to implement the
Industry 4.0 architecture can experience and impact
cyber-attacks at which layer [40].

Summarized comparison of the concepts required for
the formation of cybersecurity policy within Industry 4.0
on which cyber-attacks are exposed is given in Table 5.

In the act of a cyber-attack known as advanced
continuous threats, the attacker may select a designated
target or a random target. However, in a cyber-attack, the
processes of discovery, scanning, access provision, access
protection and deletion of traces are monitored. The
stages of cyber-attacks are shown in Figure 2.

10T devices with the highest vulnerability rates in the
industry 4.0 architecture are likely to be more susceptible
to cyber-attacks. These vulnerabilities are caused by
technological and network security problems in loT.

Effects

Attack, Unexpected
Behavior

Human Operators

Deformation and confusion

Confidentiality of data

Process Layer

Data and rule corruption

f

¥

Manipulation, Malware

Embedded Control Layer

Inaccuracies and Failures

Virus, Worm

Network Layer

Denial of Service

f

{

Back door life-cycle

System Layer

Failure, loss of performance

P4y 3

Secret listening

Device and Communication
connections

A N N

Loss of connectivity

Fig.1. Targets and effects of cyber-attacks in Industry 4.0
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Table 5. Classification of cyber-attacks by the way they are implemented [36]
Cyber Attack Groups
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£l 21218 |55 Slsl || Elal&8|8|g |84
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T| O > 3 5 O| O o S ol 3
Spoofing X | X X X
Tampering X X X | X
Repudiation X | X X
Information Disclosure Xl X X X X | X X
Denial of Service X X | X X | X | X | X X
Privilege X X [ X[ X | X
Reliability X | X | X | X X | X| X
Safety X X | X X | X | X | X X | X| X
Maintainability X X X | X
Availability X X | X X | X | X[ X X X
Integrity X X
Confidentiality X | X X X | X
Authentication X | X X | X
Authorization X | X X | X X
Nonrepudiation X | X X X
CPS' Physical Reactions X
CPS-Environment Collisions X | X
Timing X
Reduced Life Time X | X | X
Irreparable Damage X | X X | X | X
Damage Surrounding X | X | X
Environment Damage X | X X
( I T | ) e |oT devices must log on to the network before data
Daiasctglét;ciion Engineering Moniljtl?drii::g and communication.
\ ] | @ndPhishing || ) e Since loT devices have limited processing and
, . . . . . memory capabilities, there must be a firewall on
o ;;;?:tlion Vulnerabilties Owming System the network to filter data packets.
Stage and Exploiting e Updates for IoT devices must be installed so that
. S S ’ no additional bandwidth is used.
Attack Stage (é:;“cz‘ju"g Deleting Traces Shodan.io, is the scanning engine used to search for
{ J L J L ) IoT devices connected to an IP or domain. Shodan

Fig.2. Stages of attack in cyber-attack [31]

According to the studies, three main problems in
ensuring 10T security are identified. These problems are
caused by privacy, performance and encryption
techniques [39-40]. Techniques can be developed to
ensure the safety of 10T devices as follows.

e Software running on loT devices should be
allowed to log on.

Copyright © 2020 MECS

attitudes a serious cybersecurity threat to the Industry 4.0
system. When this scanning engine detects an open port,
it tries to connect to the port and records it [41]. Different
users who are members of the application can search
through these records. If 10T devices are used within the
company, The Information Security Authority is required
to make IP or domain queries on such applications.
Figure 3 shows an example of a query made within the
Shodan application. As a result of the query, it is possible
to access the open port, location, database, server status
of IP or domain.
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@ 46.45.178.84 wevrwrsa

starttls B selfsighed ] Database

Country Turkey

Qrganization T
ISP _

Last Update 2019-10-14702:11:33.237680
ASN AS5197328
28 Ports

506

50000

3306 MySQL
SodHost %' 167.148,84.263Y" 1s not allowed to connect to this MySQL server
Fig.3. Shodan.io query results
Table 6. Critical cybersecurity checks A. Cyber Attack Defense Strategies for Corporations
simple Controls Basic Controls Adrcnlnlftr?tlve Cyt_)er—attack_s are an important con5|derat|_on,
i ontrols especially for institutions and national structures using
o Inventoryand | Erg“\z's'e"’r‘”s‘ixjvr‘::’y Industry 4.0. The research conducted by the Center for
control of « Malware internet security at SANS Institute identified 20
:‘ard"‘;a’e assgts Protection categories under 3 main headings for the preventions of
A « Control of critical cybersecurity controls of institutions. This
software assets Network Ports, notation is given in Table 6 [42].
Protocols and . .
e Continuous Services Reports from security firms also show that today;
« Controlled Use and backup awareness and e Cyber espionage activities and critical
of Authority . gecuf(e " training infrastructure security,
onriguration L . . P
e Secure for ne%,vork * Application e Use of machine learning and artificial
fCon;Ig(thratlon devices E"f“"t’a’e Security intelligence in cyber-attacks,
- e Even . ..
o e o | ® Environmental Management e Services for criminal conduct (CaaS) as a
mobile devices Safety - o Penetration Tests service,
computers ' | o Data Protection . loT it
Worlfstatio’ns * Secure and o secunty, . .
and servers controlled access e  Attacks on biometric security systems,
o Dailyrecords | * Wireless Access e Improved/customized malware,
maintenance, . i‘;ggj’;t e  Types of ransomware,
2:1‘;“2‘:;'”9' and monitoring and e Threats such as predefined and weak passwords
Y control come to the fore [34].
Table 7. Prevention classification for cyber defense strategies
Risk Management Physical Security V"u;iitggtti'gg and
. . L Penetration and
Platform Security Risk Condition Management Vulnerability tests
l\(/f;)::geecrg:gzt Business Continuity
Firewall
Privacy Encryption Authentication Accuracy
Password Infrastructure Security
Management Management
Certificate Emergency Management
Management
Personnel Safety
Security Policy

Copyright © 2020 MECS 1.J. Computer Network and Information Security, 2020, 1, 1-12
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In order to implement cybersecurity within cyberspace,
the competencies shown in Table 7 under the headings
privacy, integrity, accuracy, presence and authentication
are required.

In Industry 4.0, companies need to know the
vulnerability they may face in their cyberspace and how
to take preventions against them. The next section of the
study will explain the prevention that institutions must
take to protect their cyberspace.

a. Information Security Policy

In particular, institutions that adopt the digitization
policy or wish to implement the Industry 4.0 architecture
need to determine information security policies and
continuously monitor their applicability. It should take
advantage of ISO/IEC 27001 and ISO/IEC 27002
standards when establishing internal information security
policies. The ISO/IEC 27001 standard defines the
information security management process, while the 1SO
/ IEC 27002 standard includes security preventions
related to the management process given in 27001. In
addition, when preparing information security policies,
they should include the following topics under the
headings of privacy, integrity, and accessibility [43].

Access control

Physical and environmental safety

Clean table and clean screen

Information transfer, communication security
Restrictions on software installation and use
Backup

Mobile devices and remote operation
Protection from malicious software

Use of cryptographic controls

Management of technical openings
Information Classification

Supplier relations

Human resources security

Finally, in order to carry out internal policies, a staff
trained in information security must be appointed as an

information security officer and provide internal
coordination.
b. Vulnerabilities in Industrial Control Systems

Protocols

Communication protocols used in industrial control
systems are divided into an open system and closed
system communication  protocols. Open system
communication protocols are developed in such a way as
to enable communication between manufacturer-
independent and similar devices. Closed system
communication protocols are special protocols developed
to provide communication only between the
manufacturer's own devices. These protocols are used in
many high-scale applications such as energy, water,
transportation, healthcare, banking, nuclear/chemical
facilities, and communications [44].

Remote monitoring and control large-scale systems

Copyright © 2020 MECS

spread over large areas are provided by industrial control
systems or Supervisory Control and Data Acquisition,
(SCADA). Especially in Industry 4.0, SCADA systems
will play an important role in monitoring and managing
production processes. APl 1164 security protocol was
first published in the security standards of SCADA
systems. The most commonly used communication
protocols are DNP3, Modbus and Profinet in SCADA
systems. A vulnerability in SCADA space can have far
more critical or far-reaching effects than other industrial
systems [45]. Table 8 given the types of SCADA
vulnerabilities and their causes arising from basic
SCADA functions.

Table 8. Vulnerabilities and possible causes that can access basic
SCADA functions [45]

Type of Vulnerability Source of Vulnerability

Legacy or patched third-party
applications added to control systems
Exposing the server of control systems
OVer unnecessary services
Remote access protocols for remote
control of control systems
Server applications or database
vulnerabilities that are vulnerable to
communication and data transfer
protocols

Known Vulnerabilities

Unpublished
Vulnerabilities
Communication
Channel Vulnerabilities

Communications
Endpoint Vulnerabilities

Server Authorization

Error in server configuration ri
Vulnerabilities or In server configuration security

Faulty network design, poor firewall
rules, and network device configuration
errors

Network Vulnerabilities

c. Staff Training

The fact that data is based on Industry 4.0 increases
attacks on cyberspace. The most critical prevention to be
taken here must be carried out by the corporation's IT
managers. To do this, the staff need to know the source
and target of the attack. System administrators and other
relevant technical personnel are required to periodically
provide cybersecurity training. After that, it is necessary
to determine the qualifications of the personnel receiving
training. There are many institutions/organizations
providing corporate cybersecurity training in countries.
In-corporation security staff should definitely have
participated in cybersecurity certification training. In this
training, they learn how to take preventive preventions on
cybersecurity by using the tools and techniques used in
cyber-attacks. The following are the certifications used in
the field of cybersecurity which have international
validity.

EC-Council Certified Ethical Hacker (CEH)
EC-Council Certified Network Defender (CND)
Cyber Security Certification: GPEN

I1SO 27001

The weakest link in a corporation's security level is the
staff factor. Although technically prevention is taken, the
cyber threat will continue as long as staff weaknesses
occur. At this point, the most important part of
information security is security awareness. In order to do

1.J. Computer Network and Information Security, 2020, 1, 1-12
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this, all staff from the lowest employee to the highest
manager must have information security awareness. In
order to raise awareness of information security on staff,
in-service training needs to be provided. The topics that
should be for information security in in-service training
are given below.

Secure password creation

Storing personal and corporate passwords
Where and how cyber threats can occur
Social engineering

Internet and email security

File access and sharing

Use of backup systems

d. Effective management of network assets

All cyber-crimes committed take place over networks
in information technologies. Therefore, the network
infrastructure of the organization or system should be
used effectively. The log is the first prevention taken
against cyber-attacks or cybercrime. Thus, in cases of a
possible crime, these records are examined and
preliminary information about the violation is generated.

No matter how powerful a company's software
infrastructure is, if there is an effectively unstructured or
poorly constructed network infrastructure, it will be
vulnerable to cyber-attacks. The following are the steps to
be taken to effectively manage network systems [46].

Inventory and Control of Hardware Assets: When
all devices in the network ecosystem are registered and a
new device provides unauthorized access, the suspicious
device can be marked with systems such as Change
Management and Source control.

Inventory and Control of Software Assets: The
authorized applications within the network must be
removed and safe listing must be used. Changes made to
the system by software exceeding the Secure list must be
logged.

Identity, Access and Authority Control: Identity and
access management (IAM) applications should be used to
monitor access to systems. Each staff should not be given
more authority than his or her duties and their access to
identification should be restricted.

Data Backup: A strict backup policy must be taken at
certain time intervals for business densities, databases,
and business continuity. It is especially important to have
a backup against ransomware.

Configuration policy of network devices: Policy
Orchestration, which controls policies on network devices
and detects policies and rules that are not used at all,
should be used [19].

Wireless Network Control: 802.1 X can be activated
with MAC filtering to devices that log into the network
wirelessly within the network.

Audit and Breach of Authority: One of the most
significant attacks on user accounts is an account upgrade
attack. To prevent this, accounts created, deleted or
passive on the system need to be inspected [47].
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e. Use of enterprise security software

One way to build defenses against cyber-attacks is by
using in-corporation security software. This software
provides protection against attacks against vulnerabilities
in the internal network. In general, security software
provides a firewall, network intrusion protection, spam
filtering, and webcam protection, creating an effective
firewall for in- corporation pre-security operations. Table
9 gives 2019 performance tests of enterprise-used
security software conducted over 732 samples. When
viewed as effectiveness, it is seen that security software
performs the same task, but differs in performance and
intervention effect maintenance.

Table 9. Performance tests of enterprise security software [48].

Block .

Row Product Pr(ggcéteion Prcgztglon {/r:/ic;rn"li‘;t
1 Kaspersky 732 100% 0
2 Bitdefender 732 100% 6
3 VIPRE 731 99.9% 2
4 Microsoft 730 99.9% 24
5 Sophos 730 99.7% 5
6 McAfee 729 99.6% 5
7 K7 729 99.6% 10
8 Avast 728 99.5% 2
9 Panda 728 99.5% 19
10 CrowdStrike 725 99.0% 8
11 Cisco, ESET 724 98.9% 3
12 Sparkocnog“i” 722 98.6% 3
13 Seqrite 719 98.6% 26
14 FireEye 720 98.4% 2
15 Endgame 719 98.2% 25
16 Fortinet 718 98.0% 5

B. End-User Cyber Attack Defense Strategies

Although Industry 4.0 being said for corporations and
industry, the end users form the user part of the smart
home and smart city model within the Industry 4.0
network. End-users need to know how to protect or take
precautions in a home, hotel, cafe, outdoor environment
or place where access to the internet is available.

a. Ransomware

Ransom viruses are a type of malware that infects
computers in different ways and demands money from
their victims. Ransomware encrypts files stored on the
infected computer. It is known as ransomware because it
asks the user for money to decode the encrypted files
again [49]. After encrypting all the files on the infected
system, this virus instructs the user to receive decryption
software by sending a warning message that “all your
files are encrypted by the virus”. Ransomware can infect
the computer in four different ways. These;

e Social Engineering
o Exploit Kits
e Harmful Advertising
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e  Drive-by Downloads

Files downloaded from the internet must be run on
secure sandboxes to be created by the priority Sandbox
for protection from ransomware. Sandbox software
allows you to open files on a virtual space it creates and
allows you to avoid potential risk situations [50]. Viruses
that come with e-mail are not executable files but usually
come with file extensions such as zip and rar. Therefore,
the user must take prevention personally. For example, in
e-mails from institutions, document files are not sent in
compression programs. The PDF format is preferred for
correspondence such as invoices, contracts, petitions and
information. Other than that, attachments should be
skeptical and should not be opened without a virus scan.

Although methods are recommended to protect your
information on the digital, attacks are exposed.
Information needs to be backed up to external sources to
minimize damage from an attack. At this point, cloud
systems offer practical solutions. Many cloud backup
systems instantly transfer your system information to
servers. These backups can be restored after file deletion,
attack or virus threat. Table 10 lists the providers, storage
areas, and supported platforms that offer free storage of
data on the cloud server.

Table 10. Cloud storage providers

Provider St'jrzi;e Platform
Dropbox 2GB Windows, Mac, iOS, Android
Google Drive 15GB Windows, Mac, iOS, Android
Media Fire 10GB Windows, iOS
OneDrive 5GB Windows, iOS, Android
Amazon Drive 5GB Windows, iOS, Android
Box 10GB Windows
Yandex Disk 10 GB Windows, iOS, Android
Apple iCloud 5GB i0S
Mega 50 GB Windows, iOS
IDrive 5GB Windows, iOS, Android
Sync 5GB Windows, Mac, iOS, Android
SpiderOak 2GB Windows, iOS, Linux
HubiC 25GB Windows, i0S, Android
pCloud 10GB Windows, Mliai(;],ui)?s, Android,

b. Public wireless network connections

Wireless network services are available to all,
especially in hotels, cafes or outdoor settings. Getting
online from places like this is pretty dangerous. The
biggest threat is that the attacker is in the same network
as the user. This way, instead of being targeted by the
attacker, the user can access the information about the
private operations that the user has done by listening to
the network and following the network. In Internet
networks where password-free connections are used, the
prevention that can be taken to avoid being exposed to
cyber-attacks is given as follows.

SSL certified web pages: In public wireless network
connections, the most secure operation is performed on
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SSL certified sites with https connections. If the websites
entered have SSL security, their addresses start with the”
https:// " tag [51]. In addition, the "Always use HTTPS"
option should be enabled on websites where login
information should be entered in the browser. Although
secure connection over https is provided, it is
recommended that sensitive accounts such as Bank,
university, government or organization pages are not
accessed.

Virtual Private Network (VPN): VPN connections
are one of the most powerful preventions that can be
taken in public wireless networks. VPN provides a secure
and encrypted connection to the point where the user
wants to go via the internet [52]. The creation of these
connections is done with software on
Mac/Windows/iPhone/Android operating systems. The
software that provides VPN connections usually does this
with a fee. The most preferred VPN software that
prioritizes privacy and internet connection are given in
Table 11.

Table 11. VPN software

NordVPN Cyber Ghost ExpressVPN Opera
VPN
PrivateVPN IVACY SurfShark TunnelBear
ProtonVPN PureVPN PIA Zenmate
Hot_spot Windscribe hide.me SaferVPN
Shield

Share Settings: Many end-users do not control the
sharing settings within the operating system. Again many
users have my documents, my pictures, etc. personal
folders are open for sharing. The user can safely protect
shared folders within his own encrypted network. But
these folders pose a huge risk to public network
connections. Systems within the same network access
each other easily. If there are shared folders, other users
or attackers can access them. To prevent such attacks,
they must turn off sharing options from the “network and
Sharing Center” menu in the operating system's control
panel.

c¢. Password stealing methods

An attacker uses different methods to obtain passwords
belonging to the user. These methods vary according to
the method of attack and the connected network. To steal
passwords of the users, methods such as dictionary attack,
brute-force attack, fishing attack and social engineering
are preferred.

Dictionary Attack: The dictionary attack, which is
one of the classic password stealing methods, is
performed by applying combinations that the attacker has
created previously [53]. The most powerful way to
counter such attacks is to create a strong password. In
addition, it is necessary to be careful not to use personal
information in passwords created.

Brute Force Attack: In this attack known as brute
force attack, the characters required to create the
password are randomly generated from letters, numbers,
or symbols and used by trial and error. In this type attack,

1.J. Computer Network and Information Security, 2020, 1, 1-12



10 A Risk-Assessment of Cyber Attacks and Defense Strategies in Industry 4.0 Ecosystem

there is a chance that passwords will be broken because
all combinations are tried. However, depending on the
length and strength of the password, this possibility can
be quite difficult [54].

Passwords created must meet certain requirements in
order to be strong. These requirements can be sorted as
follows [55].

e  Must be created from at least 10 characters.

e There must be numbers and characters as well as
letters.

e Can be used in combination with uppercase and
lowercase letters.

e |t should not consist of personal information.

e  Words found should not be used in the dictionary.

Phishing Attack: The phishing method spoofs the
sites of publicly known and trusted organizations and
institutions, and allows users to log into these fake sites
[56]. Usually, the user is sent e-mail from fake e-mail
addresses that are thought to belong to these secure sites.
In these e-mails, the user is asked to sign in to the site
that is opened by clicking on the link in the e-mail. Thus,
phishing is carried out. All users with e-mail accounts are
likely to be exposed to phishing attacks. For example, an
e-mail sent to” Bank X “may steal session information, or
malware found in the attachment file of an e-mail under

the heading” your electricity bill " may infect your device.

As a result, it can sometimes be very difficult to detect
the attack from very well-edited e-mails.

To avoid phishing attacks, it is necessary not to
provide access to pages directed from e-mail content.
Instead, the user should log in to the site by typing the
address of that site into the browser himself. Most spam
e-mails for phishing require message delivery verification
to determine if the message has been received. Spam e-
mails should never be responded. One of the general
preventions to be taken in the last step is the use of
security software with spam filtering feature.

Social Engineering: This method happens when the
attacker defrauds the user with a specific scenario from
the real world. The attacker using social engineering
often uses his abilities and convinces the user. Such
attacks are especially carried out by phone and e-mail
nowadays. When social engineering attacks on users are
examined, it is seen that six different techniques are
applied [57]. These techniques can be sorted as follows:

e Counterfeit product and service
e Fake news sites or pages

e Phone

e  Garbage mixing

e Suasion

e Trojans

The most important of the basic preventions that can be
taken against attacks by social engineering method is to
show a skeptical attitude towards unknown phones or e-
mails. In addition, similar attacks have applied to
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software such as Truecaller or Dialer on mobile phones
and phone numbers may have been saved. Using this
software’s makes you aware of recorded attacks.

d. Use of personal security software

End-users are required to use security software to
protect their computers against attacks and threats.
Security software provides internet and computer security
of computers. Nowadays there are too many security
software that have this function. The comparative results
of the current software for real-world protection and
malware protection made by AV-Comparatives test for
2019 are given in Table 12. The results of the security
tests show that the capabilities and impact of most
security software are similar. The most important factor
for providing security software solutions is that the
databases are constantly updated.

Table 12. Comparison of end-user security software [58].

Rank Product RealSWorld Malware
Protection Protection Testing
1 Bitdefender 100% 100%
2 Avira 100% 100%
3 Symantec 100% 100%
4 Microsoft 100% 100%
5 Trend Micro 100% 100%
6 McAfee 99.7% 99.9%
7 VIPRE 99.7% 100%
8 Total Defense 99.7% 100%
9 Avast 99.4% 100%
10 AVG 99.4% 100%
12 Panda 99.1 % 100%
13 Kaspersky 99.1 % 99.9%
14 F-Secure 98.6 % 99.9%
15 Eset 98.3% 99.9%

VI. CONCLUSIONS

In this study, the defense strategies that end-users and
corporations in the Industry 4.0 space should take against
cyber threats are explained. Firstly, the sources of
possible attacks have been identified in order to
determine  defensive strategies. In these lights,
suggestions for solutions were made to prevent attacks. In
Corporate layers have problems that staff training, the
security of 10T devices, lack of effective use of network
assets. In end-user use, the lack of strong passwords and
lack of security software have been identified. In the
study identified all prevention to be taken against cyber-
attacks. Therefore, a certain process is required for the
implementation of the study results. It is easier for the
end-user to take prevention against cyber-attacks. But it is
imperative that corporations implement these preventions
more carefully.
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