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Abstract

In this current scenario web application are widely using for various purpose like online shopping, online
money transfer, e-bill payment, online mobile recharges etc. As per increasing the dependency on these web
applications also raises the attacks on these applications. SQL injection Attacks (SQLIA) and Cross Site
Scripting (XSS) are being a major problem for web applications. SQL injection Attack (SQLIA) is the most
common type of vulnerability in which a malicious mind person is inserts its own crafted query as input for
retrieving personal information about others sensitive users. In this paper, for detection and prevention of SQL
injection attacks various techniques are described and perform a comparison between them.
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1. Introduction

Web application are using for storing and retrieval for information. Various organizations use these
applications for communication purpose for increasing their business and users stores there sensitive
information in database. These web applications are developed in scripting languages and communication made
with database through SQL queries. SQL is a communication medium between Web application and back end
database. An attacker may harm the Database. So the attackers can use SQL for of breaking confidentiality
purpose of database by accessing it. A SQL injection attack (SQLIA) is that in which a malicious mind person
injects its own crafted query as input. The vulnerability exists within web application when a Web application
does not provide proper validation or filtering for the input data entered by the user in the Input fields. The
backend server executes the query statement and sends the result to the attackers. An attacker obtains the result.
This SQL Injection Attack mostly affects financial web applications or secret information.
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In the paper list of cause of SQL Injection Attacks and list of types of SQLIAs is describe in tabular from
also describe the detection and prevention, tools that have been evolved till the current time. Binary Evaluation
Approach [1] based on identifying trusted info source, by using dynamic tainting to track trustworthy data with
runtime and give only permission to those quires which are semantically correct. One of the tools is
Vulnerability &Attack Injector Tool (VAIT) [4] that is based upon the injection of realistic vulnerabilities and
the controlled exploit of those vulnerabilities in order to attack the web applications. It uses for checking the
vulnerability in codes and evaluation of counter measure in IDS and effectiveness of web application
vulnerability scanners.

The WebSSARI [35] tool uses predefined set of filters for filtering inputs for finding security vulnerabilities
in the application. This is quite useful because it can detect stored procedure with other SQLIAs. Another
approach is SQLRand [32] which is based on a randomization query algorithms. Here a strong random integer
is inserted in the SQL keywords. In SQL DOM a set of classes that are strongly typed to a database schema are
used to generate SQL statements instead of string manipulation.

SQL CHECK [25] is based on a key inserted at both beginning and end of user’s input and invalid syntactic
forms are the attacks.

SQLGAURD [30] proposed a model of expected queries at runtime. In this approaches, the model is
expressed as a grammar that only accepts legal queries. Static analysis algorithm is derived from type system
and type state for a secure information flow. At the time of analysis codes checks for any vulnerability without
user intervention.

In the figures two processes are showing in figure 1 showing that how a normal user is accessing a web
application. Here user wants to access his bank account by online banking system.

Normal User input in Web application

Web page SQL query Result
User set
Web Input Fi 1l Application Internal Database
b "r* server Firewall server

— SELECT *FROM account
WHERE
Usemame=Harish> AND
o———e S
I
Online banking Login

- T
raor

Submit

Fig.1. Normal User input in Web application et al [12]
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For accessing following steps are required.

Normal User by using web browser uses a web application of a bank and give username and password.
After submission of input firewall checks formatting of given input.

Now Application server checks the input field is in correct or not.

This input converts into query form and transfer to the database server for checking authorization.
When database check that the user is authorised so now execute the query and generates the result.

grwnE

Malicious input Process in a Web application

Web
e SQL query Resault

et
Web " Firewall Application Internal | ° Database

browser l’ server Firewall server

Attacker
SELECT *FROM account WHERE
Usemame—‘Harish’OR 1=1-"AND
Password=‘Not Needed’
Online banking Login
Username| Harish OR 1=1— Harish rows OR
wherever 1=1 are
Password|  Notneeded returned. (All Rows)
Submit

Fig.2. Process of Malicious User input in Web application et al [12]
This figure is showing SQL injection attack.

1. Attacker insert fake input commands in username, in case of above figure it is OR 1=1—this is
command for Tautology attack, which means all inputs are true and upcoming conditions will be
executes.

Tautology command gets the authorization for execution of query.

Application server passes this query to the database server for execution.

4. Database server generates the result of query after execution and shows to the attacker.

wnN
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2. Causes of Sgl Injection Attacks

Table 1. List of various causes by which SQL injection become Attacked.

CAUSES

PERPOSE OF ATTACKS

Invalidated Input

SQL query consist parameters such as INSERT, UPATE, ALTER, semicolon and quotation
mark. If there is no checking for web applications so it can be abused in SQL injection.

Uncontrollable variable
size

If any variable is using storage for large amount of data so some time can be possible that
attacker may enter faked input values.

Error Message

Error message generates when wrong input values is inserted in web application. Attacker may
get the script structure or information about database .so that attacker may create its own attack.

Clint side only control

If input validation is implemented in client side scripts only, then by using cross site scripting
security function of script at client side can be override and attacker can invalidate input or
accessing database.

Sub-select:

When a SQL query is inserted in WHERE clause of other SQL query so this is a weakness for
Database. This weakness makes the web application more vulnerable

Into Outfile support

A text file of containing SQL query result may get by manipulating SQL query. This can be
possible by using condition of INTO OUTFILE clause that is benefit of Some Relational

Database.

Stored Procedure

Stored Procedure is a small program with some function that calls multiple times in execution.
When these functions become calls so that stored procedure become calls in place of that
functions. The problem with the stored procedure is that an attacker can execute and damage

database

Generous Privileges:

Privileges are some rules for accessing some database for some object and by object which
actions going to be perform. Here SELECT, INSERT, DELETE can include typical privileges.
Bypass authentication an attacker gain privileges.

Table 2. List of Various Types of SQL injection Attacks with the basic commands which uses for SQLIA et al [10, 12, 17]

Name of Attacks

Basic commands

Example of Malicious query

Tautologies

Statement “1=1”"

"SELECT * FROM the employee WHERE username =
'Harish' and password ='aaa’' OR '1'="1""

lllegal /Logically Incorrect

An attacker may get the various
parameters from errors message
which generates on wrong query.

URL
http://www.onlinetickitbooking.it/event/?id_num=12)

UNION keyword and can get
data tables from database.

Queries is original but in place type
So these parameters may help for . LR - o .
creating new Query http://www.onlinetickitbooking.it/event/?id_num=12'3)
In this type of attacker join a new
. L N SELECT Name, Phone FROM Users WHERE Id=1 UNION
Union Query query in original query by using | SELECT creditCardNumber, 1 FROM

CreditCardTable

Blind Injection

Attacker can get the information
of database structure by asking
true/false type of questions
through SQL statements, when
developers hide the error details.

SELECT name FROM table WHERE login id= 'harish’ and
1 =0 -- AND pass = SELECT name FROM table WHERE
login id="harish' and 1 = 1 -- AND pass =

Timing Attacks

WAITFOR keyword is used for
delay response by database

declare @ varchar(800) select @ = db_nameO if
(ascii(substring(@, 1, 1)) & ( power(3, 0))) > 0 waitfor
delay '0:0:15'

Piggy-backed Queries

It uses “;” to append crafted
query to original query

SELECT info FROM users WHERE login="doe’ AND
pass="; drop table users—’AND pin =234

Stored Procedure

It coded by programmer it can
also be uses as attack. Depend on
specific stored procedure on the
database there are different ways
to attack.

CREATE PROCEDURE DBO.is Authenticated @userName
varchar2, @pass varchar2, @pin int AS EXEC("SELECT
accounts FROM users WHERE login="" +@userName+ "’
and pass="" +@password+ "’ and pin="+@pin);

GO
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Table 3. A Comparison between different tools and used methodology.

TECHNIQUE FOR DETETCION AND

string manipulation

TOOLS PREVENTION DRWABAKES
VAIT[4] Create Malicious web page of application and then | For some applications it can detect all attacks but
monitor by VAIT tool not successful for all web applications.
IDS[12] ﬁtrsupseizg::‘slcatlon based approach to detect malicious Only helpful for typical set of queries
DIWeDa[20] To d_etegt various types of intrusions in Web Databases It is not useful for detection of all attacks
applications
- . They require modification to the runtime
CSSE[24] Context Sensitive Analysis environment which affect portability
A key is inserted at both beginning and end of user’s
SQL CHECK]|25] | input. Invalid syntactic forms are the attacks. The key | Discovery of Secret key by attacker
strength is a major issue
A set of classes that are strongly-typed to a database
SQL DOM[26] schema are used to generate SQL statements instead of | Detection of Stored procedure cannot possible

SecuriFly[27]

Check input string instead of Character

Numeric fields cannot stop

Tainting[28]

Java Static

It find error in JAVA code with static analysis

Generates high amount of false positive

Tainting

Java Dynamic[29]

Track taint information on per-string basis

This technique still not applies on all realistic web
applications.

SQL GUARD[30]

The parse trees of the SQL statement before and after
user input are compared at a run time. The Web script
has to be modified

Discovery of Secret key by attacker can be
possible

Hardening[31]

Web Application

Context Sensitive Analysis

They require modification to the runtime

environment which affect portability

A strong random integer is inserted in the SQL

Implementations of proxy server for randomize

SQLRand[32] k and de-randomization adds to performance
eywords.
overhead.
Tautology Static analysis combined with automated reasoning for
Checker[33] verify tautology It can only detect tautology attacks
JDBC- Type mismatch in a Dynamically generated query | Mostly SQL injection Attack queries become
CHECKER[34] string syntactically correct

WebSSARI[35]

Check Input Validation against preconditioning

Some precondition may not be accurately
expressed for some filter.

Uses Crawler for identification various points in web

Some point may not be identify which attacker

WAVES[36] application. use for attacks
Security ; i idati
Gateway[37] use proxy filter system If input validation rules breaks

3. Conclusion

SQL injection attack is a major attack for security of web applications. For security of web application many
tools have been developed for detection and prevention. In these most of the tools can attack some types of
SQLIAs. Tautology checker, SQL DOM [26] SQLRand [32] CSSE [24], SQL Check [25] SQLGaurd [28] etc.
are the tools which can detect Attacks but not all. Stored procedure is one type which can detect by only one
tool that is WebSSARI [35]. VAIT [4] tool is new one which tested on only three open sources applications.
But it need more test cases for improvements. Security of web application by SQLIA is an area where a tool
requires by which all types of attacks may detect and prevent.
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