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Abstract 

Data theft and data attack is very common with internet users and web log files. Web log file is the proof of 

authentication of any user over any website. Many unauthorized users change them according to their 

requirement. Attacks like sql injection, brute force attack, IP spoofing might cause severe damage to the 

database system In this encryption techniques and optimization technique have been applied in order to check 

the unexpected arrival of messages or queries and the system parameter. 
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1. Introduction 

The internet has become the important part of our life. The World Wide Web has been affecting both its user 

and web sites owners. The websites and visitors have increased remarkably. Data mining techniques are used to 

mine interesting data. The data mining techniques are not applied directly to the web data because the web data 

is unstructured or semi-structured that’s why we use web mining which can be applied to web data. Web 

mining uses the techniques of Data mining for discovering and extracting the information from Web related 

documents and services. There are three types of information that can be discovered by using web mining that 

are Web activity, server logs and activity of Web browser tracking. Web usage mining is one of the types of 

Web mining which is used to extract meaningful and interesting patterns of usage in web site which can be uses 

in a various ways like improvement of web sites, detecting of wrong information, and behavior of user etc [1]. 

Web Security plays an important role in web application. Destructive causes are because of lack of security in 

the organization. There are two types of web security namely web browser security and web application 
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security [2].Web browser security is important when the website is attacked by the attacker. 

 

Nomenclature 

n used as the modulus for both the public and private keys. 

e termed as the public key exponent. 

1.1. Web Mining 

Web Mining is the application of data mining . Data mining is the process of extracting data from 

information. Web mining is used to search the various types of patterns from the Web. Web mining is of three 
different types: 

1.1.1. Web Usage Mining 

Web usage mining is used for extracting important information from server logs .Web usage mining is the 

process of finding out the behavior of users that what the users are looking for on the Internet. Some users 

search for text based data, whereas some other users may be interested in multimedia data. Web Usage Mining 

fulfills the requirement of web based applications by discovering the interesting usage patterns from Web. Web 

usage mining classification is based on the kind of usage data considered [3]: 

 

 Web Server Data: Web server contains the user logs. It consists of IP address, page reference and access 

time. 

 Application Server Data: Commercial application servers have important features to enable e-commerce 

applications to be built on top of them with less effort. An important feature is the ability to track different 

kinds of business events and log them in to the application server logs. 

 Application Level Data: various types of events can be defined in an application, and logging can be 

turned on for them thus generating histories of these specially defined events. 

 

 

Fig.1. Types of Web Mining 

1.1.2. Web Structure Mining 

Web structure mining uses the graph theory to analyze the node and connection structure of a web site. 

Based on web structural data, web structure mining is divided into two kinds: 

 

 Hyperlinks connects the web page to different locations. 

http://en.wikipedia.org/wiki/Modular_arithmetic
http://en.wikipedia.org/wiki/Data_mining
http://en.wikipedia.org/wiki/World_Wide_Web
http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Hyperlink
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 Structure of pages look like tree structures analysis is used to describe HTML or XML tag usage. 

1.1.3. Web Content Mining 

Web content mining consists of extraction and integration of useful data, information and knowledge from 

Web page content. 

1.2. Attack 

An attack is an attempt to destroy, expose, alter, disable, steal information or gain unauthorized access to and 

make unauthorized use of an asset. A security attack is defined as a threat, intrusion, and denial of service 

attack on a network that will analyze your network and gain information to cause your network to crash or 

corrupted. The types of attack have been shown in fig.2. 

 

 

Fig.2. Types of Attack 

1.2.1. Active attack 

Active attack, the attacker tries to bypass into systems through viruses, worms and Trojan horses. Active 

attacks include attempts to destroy protection features introduction of malicious code, to steal or modify 

information.  

1.2.2. Passive Attack 

A passive attack monitors unencrypted data and looks for clear-text passwords and important information 

that can be used in other types of attacks. Passive attacks are traffic analysis, observing of data which is not 

protected and capturing authentication information such as passwords. Results of Passive attacks are exposure 

of information to an attacker without the knowledge of the user. The types of passive attacks are shown in fig 3. 

http://en.wikipedia.org/wiki/HTML
http://en.wikipedia.org/wiki/XML
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Fig.3. Types of Passive Attack 

1.2.2.1. SQL injection  

SQL injection is a technique of code injection, used to attack data-driven applications, so malicious SQL 

statements are inserted into an entry field for execution. SQL injection must destroy a security vulnerability in 

an application's software when user input is either incorrectly filtered for string literal various escape characters 

are embedded in SQL statements or user input is not strongly typed and unexpectedly executed. SQL injection 

is known as an attack vector for websites but can be used to attack any type of SQL database [6]. 

1.2.2.2. Brute force attack 

Brute-force attack is an attack that can be used against any encrypted data . It consists of guessing all 

possible keys or passwords again and again until the correct one is found. The encryption types used are i.e. 64-

bit, 128-bit or 256-bit encryption. The amount of time is dependent on the complexity of the password, 

encryption strength and the strength of the computer used to conduct the attack. 

1.2.2.3. IP spoofing attack 

IP address spoofing or IP spoofing is the creation of Internet Protocol (IP) packets with a forged source IP 

address, to fulfill the purpose of concealing the identity of the sender. IP spoofing attack is an attack in which 

one person or program successfully masquerades as another by falsifying data and gains an illegitimate 

advantage [8]. 

2. Literature Review 

2.1. Encryption 

Encryption is the process of encoding information in such a way that unauthorized parties cannot read it. The 

information is referred to as plaintext, which is then encrypted by an algorithm, cipher text is generated that can 

only be read if decrypted [9].  

2.1.1. Types of Encryption

http://en.wikipedia.org/wiki/Attack_(computing)
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/String_literal
http://en.wikipedia.org/wiki/Escape_sequence
http://en.wikipedia.org/wiki/SQL
http://en.wikipedia.org/wiki/Strongly-typed_programming_language
http://en.wikipedia.org/wiki/Vector_(malware)
http://en.wikipedia.org/wiki/Key_(cryptography)
http://en.wikipedia.org/wiki/Passwords
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/Packet_(information_technology)
http://en.wikipedia.org/wiki/IP_address
http://en.wikipedia.org/wiki/IP_address
http://en.wikipedia.org/wiki/Plaintext
http://en.wikipedia.org/wiki/Ciphertext
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 Symmetric key encryption 

In symmetric-key schemes, the encryption and decryption keys are the same. Both sender and receiver have 

the same key before they can achieve secret communication. 

 Public key encryption 

In public-key encryption schemes, the encrypted key is used to encrypt messages. However, only the 

receiver has access to the decryption key that enables messages to be read.  

2.2. Types of Encryption techniques 

Various types of algorithms for encryption are like 

2.2.1. DES (Data Encryption Standard): 

DES is a symmetric block cipher. 56-bit key is used to encipher and decipher a 64-bit block of data. The key 

is 64-bit block, every 8th bit of which is ignored. DES is the most widely used symmetric algorithm in the 

world, despite the key length is too short. Triple length key consist of three 56-bit keys that are K1, K2, K3 

then encryption is as follows: 

 

 Encrypt with K1 

 Decrypt with K2 

 Encrypt with K3 

 

Decryption is the reverse process: 

 

 Decrypt with K3 

 Encrypt with K2 

 Decrypt with K1 

2.2.2. RSA: 

RSA is a public key algorithm invented by Rivest, Shamir and Adleman. The encryption key is different 

from the key used for decryption. The problem with choosing long keys is that RSA is very slow compared as 

compared to DES.RSA algorithm is used for digital signatures and for protecting DES keys.RSA involves a 

public key and a private key. The public key is known by everyone and is used for encryption. Messages 

encrypted with the public key can only be decrypted using the private key.  

RSA algorithm keys are generated in following way: 

 

1. Choose two distinct prime numbers p and q. 

2. Compute n = pq. 

3. Compute φ(n) = φ(p)φ(q) = (p − 1)(q − 1) = n - (p + q -1), where φ is Euler's totient function. 

4. Choose an integer e such that 1 < e < φ(n) and gcd(e, φ(n)) = 1 which means that e and φ(n) are coprime. 

 

 E having a short bit-length and small Hamming weight results in more efficient encryption – most 

commonly 2
16

 + 1 = 65,537. Where smaller values of e (such as 3) have been shown to be less secure 

in some settings.

http://en.wikipedia.org/wiki/Symmetric-key_algorithm
http://en.wikipedia.org/wiki/Public-key_encryption
http://en.wikipedia.org/wiki/Private_key
http://en.wikipedia.org/wiki/Prime_number
http://en.wikipedia.org/wiki/Euler%27s_totient_function
http://en.wikipedia.org/wiki/Greatest_common_divisor
http://en.wikipedia.org/wiki/Coprime
http://en.wikipedia.org/wiki/Bit-length
http://en.wikipedia.org/wiki/Hamming_weight
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 Determine d as d ≡ e
−1

 (mod φ(n)) solve for d given d⋅e ≡ 1 (mod φ(n)) 

 This is often computed using the extended Euclidean algorithm. And d is kept as the private key 

exponent 

2.2.3. AES (Advanced Encryption Standard): 

AES is a variant of Rijndael which has a fixed block size of 128 bits, and a key size can be of 128, 192, or 

256 bits. AES operates on a 4×4 column-major order matrix of bytes, although some versions of Rijndael have 

a larger block size and have additional columns in the state.  

Description of the algorithm 

1. Key Expansion—round keys are derived from the cipher key using Rijndael's key schedule. 128-bit 

round key block is required for each round plus one more. 

2. Initial Round: Add Round Key—each byte of the state is combined with a block of the round key using 

bitwise xor. 

3. Rounds 

 

1. Sub Bytes—a non-linear substitution step where each byte is replaced with another according to a 

lookup table. 

2. Shift Rows—a transposition step where the last three rows of the state are shifted cyclically a certain 

number of steps. 

3. Mix Columns—a mixing operation which operates on the columns of the state, which combines four 

bytes in each column. 

4. Add Round Key 

 

4. Final Round (no Mix Columns) 

 

1. Sub Bytes 

2. Shift Rows 

3. Add Round Key. 

2.3. Optimization 

In optimization of a design, the design objective could be simply to minimize the cost of production or to 

maximize the efficiency of production. An optimization algorithm is a method which is executed iteratively by 

comparing various solutions till an optimum or a satisfactory solution is found. Optimization has become a part 

of computer-aided design activities. 

2.3.1. Genetic Algorithm 

Genetic algorithms belong to the larger class of evolutionary algorithms (EA), which generate solutions to 

optimization problems with the help of  using inheritance, mutation, selection ,and crossover [10] . 

The steps in Genetic Algorithm are: 

 

1. Initialization: Chromosomes are randomly created. Population should be diverse. Otherwise, good 

solutions are not produced. 

2. Evaluation: Each chromosome is rated on how well the chromosome solves the problem then fitness 

value is calculated on every chromosome. 

http://en.wikipedia.org/wiki/Extended_Euclidean_algorithm
http://en.wikipedia.org/wiki/Block_size_(cryptography)
http://en.wikipedia.org/wiki/Bit
http://en.wikipedia.org/wiki/Key_size
http://en.wikipedia.org/wiki/Column-major_order
http://en.wikipedia.org/wiki/Rijndael_key_schedule
http://en.wikipedia.org/wiki/Rijndael_S-box
http://en.wikipedia.org/wiki/Evolutionary_algorithm
http://en.wikipedia.org/wiki/Heredity
http://en.wikipedia.org/wiki/Mutation_(genetic_algorithm)
http://en.wikipedia.org/wiki/Selection_(genetic_algorithm)
http://en.wikipedia.org/wiki/Crossover_(genetic_algorithm)
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3. Selection: The fittest chromosomes are selected for propagation into the future generation based on how 

fit they are. 

4. Recombination: Individual chromosomes and pairs of chromosomes are then recombined and modified 

accordingly and then again put back into the population. 

3. Proposed Algorithm 

In the proposed algorithm encryption techniques and optimization technique have been applied in order to 

check the unexpected arrival of messages or queries and the system parameter .This algorithm helps to prevent 

the system from Brute force attack and IP spoofing attack, when so ever unwanted messages arrives to the 

system .No doubt it consumes a lot of time but though it is effective 

 

1. State 1: Start: it initialize the process and call the first step. 

2. Here user can select two steps that refer to their corresponding algorithm. If select 1 than brute force 

algorithm else it proceed IP spoofing algorithm. 

3. Check point: it checks the choice of user for execution of program and generates results. If choice is one 

than it executes stage first steps and if it is 2 than IP spoofing.  

4. Upload Log file: here algorithm’s first level encryption implemented on log file. It works with RSA, 

AES and hybrid algorithm that is combination of RSA + AES.  Control transfer to next step. 

5. Second level: It is next step of algorithm that works for transfer bits and generate assessment value for 

gives input to next step to complete the process. 

6. Checkpoint: both system generated assessment value and user’s assessment values are compared if they 

are same than access is allowed else it rejected by the system. 

7. Stage 2: system generate password for given network. And encrypt session as per selection.  

8. Check point: if selection is one than it process for generate unique sophisticated password for network to 

make authentication system to improve security and process next step to compare with user input.  

9. If both passwords are same than system gives authorization to access data. Else the request reject by 

system. 

10. If phase two selected than it encrypt session and execute hybrid algorithm (RSA+AES) and generate 

output. 

3.1. Sql Injection 

Sql injection is a process where you execute a query in a website in order to extract information such as login 

information, users etc. for either personal gain or random use from the website database. 

The steps for proposed algorithm are: 

 

1 Start: it is the first step that initializes the process. It calls the login form to check authorization of user.  

2 Login:  here user enters the id and password for login and its collect data from user and send it to the 

next step. 

3 Process: it checks the data that collect from user for process if it is valid than it execute next step else 

the request transfer to second step to re submission of data elements. 

4 Check and prevent: it verifies the data from the sql injection attack. If it found System prevent the attack 

and request for access the system is rejected. 

5 Encryption: apply Triple DES algorithm and MD5 algorithm for encrypt data for save it from external 

access. If it is accessed than original data never extracted due to encryption. So that it is a beneficial 

approach for prevent attacks on data. 

6 Filter: it gets encrypted data from upper layer and processes it to decrypt data and execute it to sql 

server for produce results. If user authorised than it transfer process to file access mode else it shows 
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message to user for invalid attempt. 

7 Stop: Remove all garbage collection from memory and terminate process. 

4. Results and Discussions 

Results show the comparison between Encryption techniques using genetic algorithm in preventing Brute 

force attack, IP spoofing and SQL injection attack. 

4.1. Graphical Representation for Brute Force Attack: 

 

Fig.4. Comparison Shown Between Different Combinations of Encryption Algorithm with GA. 

The above figure represents the assessment value on a bar chart representation. The above graph shows the 

assessment value for GA combined with RSA, GA Combined with AES and GA combined with HYBRID 

algorithm which is a production of RSA and AES with slight changes. The graph states that the assessment 

value for RSA is more as compared to hybrid and AES where as the hybrid assessment value is more than that 

of AES. 

4.2. Graphical Representation for IP Spoofing: 

 

Fig.5. Comparison Shown Between Different Prevention Methods for IP Spoofing Attack on the Basis of Time Consumption.
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The above graph represents the total time consumption in preventing the IP spoofing attack. It shows that 

time consumption for encrypting the session is less as compared to time consumption in password. It concludes 

that encrypting session is more effective then applying password to prevent from attacks. 

4.3. Graphical Representation for Sql Injection 

 

Fig.6. Results Showing the Information about the Attacks Prevented and Detected By the System 

The graph shows the total number of requests send by user. Here code detects attacks from them and 

prevents the system from them. All results of processing are shown in the graph. 

5. Conclusion and Future Scope 

The current scenario of the work examines several different attacks like sql injection attack, brute force 

attack and IP spoofing attack. Although the results are quite satisfactory but use of combinational algorithm 

also increases the consumption of time with the big set of data. It is mandatory for Genetic algorithm to run 

several iterations to get an optimized value. If the Genetic algorithm will not possess iterations more than 

hundred, it would become difficult for Genetic Algorithm to propose an optimize solution 

The current work is also not tested with very bulky data like about one million results. The limitation of the 

current work is also on with the size of data as bulky data would take one million of iterations to produce us an 

optimised value or solution. There has to be an algorithm which can limit the number of iterations over the size 

of data. In future, research workers can try their hand with back propagation neural network in which the 

numbers of iterations are certainly fixed with the amount of data passed to it. The accuracy would also be 

enhanced as back propagation model runs on hidden network modal. SQL injection prevention would also 

improve using encryption technique with RC5 algorithm. If the encryption scheme is stronger than we achieve 

more accuracy from the external attack. 
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