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Abstract: Privacy preservation in wireless networks is a multidomain task, including encryption, hashing, secure
routing, obfuscation, and third-party data sharing. To design a privacy preservation model for wireless networks, it is
recommended that data privacy, location privacy, temporal privacy, node privacy, and route privacy be incorporated.
However, incorporating these models into any wireless network is computationally complex. Moreover, it affects the
quality of services (QoS) parameters like end-to-end delay, throughput, energy consumption, and packet delivery
ratio. Therefore, network designers are expected to use the most optimum privacy models that should minimally
affect these QoS metrics. To do this, designers opt for standard privacy models for securing wireless networks
without considering their interconnectivity and interface-ability constraints. Due to this, network security increases,
but overall, network QoS is reduced. To reduce the probability of such scenarios, this text analyses and reviews
various state-of-the-art models for incorporating privacy preservation in wireless networks without compromising
their QoS performance. These models are compared on privacy strength, end-to-end delay, energy consumption, and
network throughput. The comparison will assist network designers and researchers to select the best models for their
given deployments, thereby assisting in privacy improvement while maintaining high QoS performance.Moreover,
this text also recommends various methods to work together to improve their performance. This text also
recommends various proven machine learning architectures that can be contemplated & explored by networks to
enhance their privacy performance. The paper intends to provide a brief survey of different types of Privacy models
and their comparison, which can benefit the readers in choosing a privacy model for their use.

Index Terms: Privacy, network, QoS, machine learning, location, temporal data

1. Introduction

Preserving privacy in wireless networks requires node anonymity, efficient access control, effectual authentication,
data confidentiality, source location privacy, and sink location privacy. To achieve these privacy constraints, network
designers must model efficient data & route control techniques. These techniques are implemented after careful threat
analysis, including eavesdropping traffic analysis, query reveals analysis, authentication testing, privacy tracking, and
impersonation. While security usually deals with ensuring data communication between nodes, physical security,
external attacks, and internal node functioning without disruption, privacy deals with the selective sharing of data
between different network entities.

Researchers are marking wide usage of wireless networks, which has opened substantial opportunities for
entertainment, emergency services, and location-based services. Many service providers gather multiple forms of data
from users to enhance QoS. Perhaps many service providers are not credible in storing the privacy of users and may be
sold to the third party which may result in a user privacy breach. Hence to fortify this problem, the first objective is to
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statistically analyse different privacy models and summarise the best-performing model. Secondly, efforts must be
taken to design a unified model for securing group communication and monitoring privacy and QoS.

thus, the primary motivation of this article is to segregate these models in terms of different performance measures.
These measures should include security and QoS performance, which will assist researchers in selecting the best
possible model for their application deployment. A survey of these techniques can be observed in this text’s next section,
followed by a comprehensive performance evaluation and comparison of the reviewed protocols. This will assist
researchers and network designers to select the most optimum combination of privacy preservation protocols for their
deployment. Finally, this text concludes with some interesting observations about the reviewed models and
recommends methods to improve them.

2. Literature Review

Models for privacy preservation assist the network by encapsulating sensitive information such as node location,
routing path, data values, etc. This information is communicated in a way which is not understandable to any adversary
nodes, thereby incorporating a high level of trust during network communications. Such a privacy-aware network is
proposed in [1], which uses a combination of cluster head selection using Low Energy Adaptive Clustering Hierarchy
(LEACH), data slicing, and dummy packet generation for privacy enhancement. Due to this the model showcases high
privacy performance, with moderate delay but has high computational complexity due to dummy packet generation.
The proposed secure and efficient privacy-preserving data aggregation algorithm or SECPDA algorithm outperforms
CPDA and integrity learning with clustering CPDA (ILCCPDA) in terms of privacy but has low throughput, moderate
energy consumption, and high delay when compared with these models. To reduce this delay, the work in [2] proposes
an energy-efficient privacy-preserving data aggregation protocol based on slicing or EPPA model. The model aims to
reduce the number of slices formed during communication via Euclidean-based decomposition, drastically reducing
computational overheads and end-to-end communication delay. It uses a multi-function privacy-preserving data
aggregation protocol (MPPA) for data aggregation using multifunction optimisation. The model is highly secure against
a limited set of attacks but can be traced using cryptanalysis via reverse engineering sliced data packets.Moreover, the
system doesn’t provide any security measures, which limits its route & node privacy capabilities for large-scale
deployments. This issue can be resolved using an efficient key exchange and high-performance data encryption model
as suggested in [3], wherein a privacy preservation and encryption model using ECC is proposed. The model provides
large-scale authentication and anonymity due to the use of hashing and efficient key-exchange mechanisms.
Performance evaluation of this model showcases that it is highly secure but has sizeable computational complexity,
thereby reducing its energy efficiency and applicability for a more significant number of data types. The summarization
from above suvey is about Delay, data integrity in the transmission process, Data Accuracy, and Computation
complexity in terms of energy efficiency.

A dynamic privacy preservation model can be observed in [4], where researchers have quantised user preferences
as fuzzy values. These fuzzy values assist the algorithm in adopting attributed-based privacy preservation models
measured using Shannon information entropy. The system model for this proposed method can be observed in figure 1,
where multiple attributes are scanned depending on the user’s preferences. These multiple attributes are given to a
normalisation & rule mechanism for classifying users into 1 of the ‘M’ classes.

User quantified Attribute based
User based privacy iprivacy preservation|
preservation model model
Measuring Entropy
X Normalization of o . Bayesian Game H User privacy metric
Attribute selection multiple attribute u e C‘:’" ol theory for Privacy d for

as per User serin asses Measurement . internal tunning
preference H

Rule Mechanism

Shannon Model

‘M’ classes
governed by
historical mode
performance

Fig. 1. Attribute based privacy preservation

8 Volume 13 (2023), Issue 2



A Systematic Review of Privacy Preservation Models in Wireless Networks

Each of these ‘M’ classes are governed by historical node performance, and then using a Bayesian Game theory
with mixed strategy equilibrium, the model is able to provide high levels of privacy. These privacy levels are measured
by a Shannon model, and it again fed-back into the system for internal tuning. This tuning results into an improved
privacy model via parameter tuning. The proposed model showcases high privacy performance, but requires large delay
due to iterative privacy improvement. It has moderate packet delivery performance, and low energy efficiency due to
continuous model tuning process. Such high privacy and moderate performance models can be applied for high security
applications like medical image processing as observed from [5], where federated machine learning is deployed for low
speed, and high privacy performance. In order to reduce this delay, the work in [6] proposes a privacy model that
combines crowd-sourced data publishing with differential privacy. The model uses a combination of data perturbation,
filtering, adaptive sampling, dynamic grouping and adaptive budget allocation in order to generate a sanitized and high
privacy data stream. The model is observed to have high seclusion performance due to the use of differential privacy,
dynamic grouping, recurrent neural networks (RNNs), and dynamic programming. But the delay, energy efficiency and
throughput of network are drastically reduced due to RNN and other computationally complex sub models. Thus,
limiting its performance for low power wireless networks. In order to overcome this drawback, the work in [7] proposes
a high-speed model for data privacy using Boneh-Goh-Nissim homo-morphic encryption, and pseudo identity
generation. The model is able to mitigate identity and data attacks, and showcases high QoS levels. But the model
cannot be used for location, and temporal privacy preservation, which can be added by the use of Paillier cryptosystem
as discussed in [8]. The proposed model is capable of removing internal network attacks and has good energy efficiency,
but has low throughput due to slow operation of Paillier cryptosystem. To improve the speed of privacy preservation
systems, the work in [9] can be referred, where researchers have used randomized responses for personalized privacy
preservation. The personalized random response model assists in providing node-level privacy, but nodes need to share
their personally identifiable information with this algorithm in order to preserve their privacy. Moreover, the model has
cold-start issues, wherein initial data samples have generic privacy using conventional randomized response (CRRS),
and then as data is gathered, the personalized randomized responses (PPRs) are used for privacy preservation. This issue
can be removed via use of timestamp and instantaneous state-based responses for initial privacy preservation. Such a
system can be observed from [10], wherein location privacy is provided to mobile nodes using semantic aware privacy
model. The proposed model can be observed from figure 2, wherein inputs like trajectory database, points of interest
(Pol), duration of stay, semantic categories, etc. are given to a deep semantic model for training. This model is able to
fetch node’s current location, and produce an anonymous fake location that can be used by router for route estimation
and other network processes. The model can be extended for handling larger number of privacy preservation attributes
via training the semantic tree with attribute-based datasets. Moreover, delay performance of this model is very low,
which can be improved via use of light weight training models or hybrid computing models as discussed in [11]. Here,
researchers have proposed a cooperative privacy preservation protocol, that uses space-aware edge computing for high
privacy performance. The model is observed to support data-level privacy, but cannot be applied to low power remote
devices due to use of edge computing. It has good throughput, and low delay, which makes it suitable for internet of
things (1oT) like networks. The summarization from above is about Trust management, Recommendations on encrypted
transfer learning approaches against individual privacy techniques like anonymisation, Testing the usability of
differential privacy apart from Low Power wireless network , Achieving Data truthfulness on other services like Urban
mapping,financial Data service ,Cold start issues due to randomised response, Location-based privacy can be trained
using lightweight training models or hybrid models for improving delay.

The edge computing model can be replaced with a low power crowdsensing model as described in [12], where
computational power is borrowed from mobile nodes, and privacy evaluations are performed. The model has low
computational complexity, and thus is suitable for low power wireless networks. But due to use of crowdsensing, the
model requires large computational delays, which slows down the network if limited number of processing nodes are
available. In order to remove this drawback, metric temporal logic (MTL) [13] can be used, wherein simple Boolean
expressions are evaluated in order to preserve privacy. The model is observed to be highly responsive, but has moderate
privacy performance, and can only be applied to small & medium scale networks. Application of this model can be
extended by incorporation of lightweight cryptographic modules as suggested in [14], wherein desynchronisation
attacks are removed via kernel level privacy incorporation. This system model is found to be highly effective for static
network scenarios, but does not support frequent updates in network structure and internal reconfiguration. Moreover,
this model is applicable to only a small network of interconnected nodes and must be tested for a larger network. To
summarise from above is about scalability which can also be tested for larger networks.

The process of aggregation can be explored in order to reduce input data size, and thereby improve internal
working speed of privacy models. The work in [15] proposes such a scheme, wherein certificateless aggregate signature
is used for high speed and high security data exchange between nodes. In order to perform this task, the model uses
pseudo random key pairs, along with partial key generation, which makes it resilient against data forgery and spying
attacks. But the model requires large computational delays for encryption, and aggregation, which reduces system
throughput, and increases its energy consumption. The system can be further extended to support a greater number of
attacks. A similar model that uses Chebyshev chaotic maps for randomizing node data can be observed in [16]. The
model is able to remove any kind of data related privacy attacks, and must be tested for location & route privacy. Due to
the simplicity of Chebyshev model, system complexity is reduced, thereby allowing for high throughput, and low delay
communications. The only requirement of Chebyshev model is memory, thereby making it suitable for applications
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where storage capacity is good. Due to this limitation, the model requires more energy, thereby limiting its use for low
power applications. This limitation can be removed via the use of simpler models as proposed in [17], where round trip
time (RTT) of packet is used for estimation of internal attacks. The model is light weight, and can be deployed for any
wireless network that has loopback capabilities. But accuracy of attack prediction is limited by its capabilities to detect
variations in RTT values. Thus, it is recommended that RTT must be combined with other network parameters for
improving attack detection efficiency. To summarize from above is about Optimizing Energy requirements in chaotic
maps for randomising node data. Improvising Round Trip Time packet from Network attacks

Protecting node identity is one of the most important tasks when considering network privacy. The work in [18]
proposes a model that uses pseudonymous authentication for providing conditional privacy preservation. The model
uses road side unit (RSU) for generation of pseudonymous IDs, along with specific time to live (TTL) information. This
information is collected by an agent, and is enforced on the network in order to revoke access as soon as TTL condition
is satisfied, thereby implementing conditional privacy. The model is able to remove node and network level attacks, and
can be extended to counter data attacks via addition of slicing and other data privacy techniques. Performance of this
model is good in terms of energy efficiency, but it requires large delays for authentication, which further reduces its
throughput performance. This limitation can be removed via use of differential privacy schemes, similar to the one
mentioned in [19], where Voronoi diagram is used to add dummies in the system. These dummies improve sensitivity
of data by providing a cloak over the data using location shifting. The model must be extended for incorporation of
other privacy preservation attributes. It is observed to have low energy requirement, but has high delay and low
throughput due to addition of multiple dummies in the system. A similar model that uses combination of safe
partitioning with random (dummy) data insertion can be observed from [20]. The proposed model is applied for
temporal privacy preservation, wherein content similarity is evaluated and variance measures are added to it for
anonymization. The model is tested on social networks, but must be evaluated on other networks for extensive analysis.
Another specialized protocol that is applied for cognitive radios and uses bilateral privacy preservation with utility
maximization can be observed from [21, 22]. The protocol is able to enforce location privacy, but can be extended for
other attributed as well. It showcases low delay, and high throughput, but has low energy efficiency due to random
deployment. To summarize from above is about motivating to use Pseudonymous ID along with specific time to
live ,Cloaking the data by Location shifting .

An auction-based privacy preserving incentive scheme is proposed in [23], wherein software defined networks
(SDNs) are used for auctioning privacy information. This information is collected from Mobile 10T nodes, and is used
to enforce differential privacy in the network. The model is able to improve utilization of processing, but incurs longer
delays when compared with random allocation, and price aware allocation schemes. This reduces its speed of operation,
and thereby reduces communication throughput. In order to improve this throughput, the work in [24] proposes a
distributed data privacy model, wherein privacy information is aggregated from different nodes, and used to preserve
data & location privacy of underlying nodes. The network model has good speed, but does not support multiple privacy
attributes, and requires more energy when compared with models that do not use aggregation. Similar models proposed
in [25, 26] use collaborative computing, with differential privacy for enhancing indoor location & data privacy. These
models do not have standard structures for representing privacy preserved data, which limits their applicability, because
each protocol requires a separate adaptation engine for efficient deployment. In order to improve the applicability of
privacy models, the work in [27] proposes use of blockchain with crowdsourcing for distributed computing. The model
combines multiple criteria decisions making (MCDM) with simple additive weighting (SAW) for selection of
consensus algorithms that can provide reduced energy consumption, maximization of service time, and improving
profitability while network is in operation. The model is suitable for small to medium scale network, but its
performance deteriorates as number of nodes in the network are increased. To summarize from above is about scheme
for Auction based privacy preservation and to work for improving throughput,longer delay and privacy during Data
Aggregation ,Preserving multiple Privacy attributes ,enhancing indoor location and data privacy and scalabilty.

Trust based routing can be used in order to identify unsafe nodes, and remove them from the network. Work in [28]
proposes such a model for improving location privacy against nodes with low trust levels. The model proposes use of
resilient privacy-preserving distributed localization algorithm for removing untrusted nodes from the network, thereby
improving location privacy. This improves network security, but increases computational overheads, thereby reducing
energy efficiency, and increasing delay of processing. This delay can be reduced via use of aggregative privacy
preservation as observed previously, and also proposed in [29]. Here, an incentive mechanism is used in order to
aggregate privacy data from crowdsourced nodes, thereby reducing delay of processing, and improving communication
speed while adding highly efficient privacy model to the system. Similar crowdsourced models that use blockchain can
be observed in [30-32], wherein deep learning with Variational Auto Encoder, smart contracts, and encrypted data
processing are used. These models are able to mitigate data poisoning attacks, spoofing attacks, data integrity issues, etc.
But these models face scalability challenges, and thus must be used with small & medium sized networks. Scalability of
these models can be improved via use of sidechaining and blockchain sharding, that allows for smaller sized chains,
thereby reducing the delay needed for mining and verification. To summarize from above is about delay in trust based
routing,Incentive mechanism for aggregate Privacy data from Crowdsourced nodes,Issues related to Data attack and
Data integrity and also introducing deep learning startegies .

Approaches like data slicing [33], attribute based file encryption [34], local randomization with alternating
direction method of multipliers [35], centralized key management [36], diversity maximization techniques [37],
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attribute-based entity transformation [38], and WiFi fingerprinting [39] can also be used. All these models have limited
applicability, and can be used only for solving a particular set of privacy issues. Moreover, these models have low
computational complexity, which reduces the delay of processing, but require higher energy, and have low accuracy
when compared with blockchain, differential privacy, incentive-based [40], and consensus-based [41] models. Thus, it
can be observed that machine learning, differential privacy, auction-based, chaotic & pseudorandom models outperform
other models in terms of the overall performance of privacy preservation and network QoS. A statistical evaluation of
these models, along with their comparison can be observed in the next section. This will assist system designers to
select the best suited models for their particular application depending on model performance metrics. To summarise
from above is about Attribute-based encryption , validating diversity in data management, Privacy preservation in WiFi
fifingerprintingaccess model and Blockchain

3. Methodology of Research

Broadcast communication channels transact the group of user information data packets which may increase
probability of spoofing and other network attacks and also privacy breach.Exisitng Models are available but
compromise on communication QoS in order to enhance performance of Encryption.Hence Intended Framework is
proposed for privacy preservation and Hybrid encryption .

User Rule Mechanism Hybrid encryption Hybrid Decryption Receiving Users

o Fernet and User1
User to instantiate Normalization of IV model Fernet and User2

group communication User attributes IV model
User N

Fig. 2. Proposed Model for Privacy Preservation and Hybrid Encryption

From Fig.2. The User generates a communication request to the group of users where the request is to normalise
the user’s attributes which have to be preserved during communication with the help of a defined Rule mechanism. This
request is fed to a Hybrid encryption model where it consists of two methods one is the Fernet Model and the second is
IV model; during this process attributed -based key is generated which further assists in decrypting the communication
in the Hybrid decryption Model. Further, the model is also preserved by differential Privacy.

4. Empirical Analysis

Each of the compared models is evaluated on different network architectures and under different simulation &
deployment conditions. Thus, in order to analyze these models, their performance metrics were converted into fuzzy
ranges of very low (VL), low (L), medium (M), high (H), and very high (VH). These ranges were observed from the
comparative analysis mentioned in the referred texts, and by comparing these values with similar privacy models. Based
on this evaluation, privacy level (P), end-to-end delay (D), computational complexity (CC), energy consumption (E),
and area of application (A), were estimated for the reviewed models. These estimations are tabulated in Table 1, and are
further analyzed on a per-parameter basis.

Table 1. Performance evaluation of different privacy preservation models

Method P | D CC|E [ A
LEACH with Dummies [1] M| H H M | General
EPPA [2] L | M M L | General
ECC with key-exchange [3] M| H VH | M | loT
Bayesian Game Theory [4] H|H H H | loT
Federated ML [5] H | VH | VH | H | Medical
Imaging
Crowd-sourced differential privacy [6] M| M H H | General
Boneh-Goh-Nissim [7] LM M L | General
Paillier model [8] M | H M L | loT
Personal RR [9] M| M H M | General
Conventional RR [9] L | L H H | General
Semantic Pol [10] H| M H H | MloT
Co-operative model [11] M| M M M | MloT
Crowd-sensing with mobile nodes [12] M | H L L | MloT
MTL [13] L | L L L | General
Light weight crypto [14] M| M H M | MloT
Certificate-less aggregate signature [15] | H | H H H | VANet
Chebyshev chaotic maps [16] H| M H H | MloT
RTT [17] L | L VL | L | loT
Pseudo-anonymous auth [18] H|H VH | M | General
Voronoi with dummies [19] M| VH|H L | General
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Safe partitioning [20] M H H M General
Bilateral privacy preservation [21] M L L H General
Auction based [23] H H H H General
Distributed data privacy [24] M M M H loT
Collaborative computing [25] M H H M General
Differential Privacy [26] H H M H MloT
Blockchain with MCDM & SAW [27] VH | H VH | H MloT
Trust based [28] M M H H loT
Aggregative privacy preservation [29] M L M M General
Blockchain with DL [30] VH | H VH | VH | General
Smart contracts [31] H H H VH | General
Encrypted blockchain [32] H VH | VH | VH | General
Data slicing [33] M M H M General
Attribute based file encryption [34] L H H H General
Local randomization [35] M H M H General
Centralized key management [36] H H H M General
Diversity maximization [37] H M H H General
Attribute-based entity modification [38] | M M H H General
WiFi fingerprinting [39] L M M H MloT
Incentive based [40] H H H M VANet
Consensus based [41] H H VH | M General

From Table 1 it can be observed that privacy preservation models are evaluated for 10T, MIoT, and General-
purpose wireless networks (including mobile Adhoc networks, vehicular Adhoc networks, etc.). Categorisation of 10T
and MIQoT is separately done because MIoT belongs to the class of low-power 10T networks. Each model is estimated
for individual application areas, and their performance estimation is performed. For instance, the privacy performance
of General-purpose wireless networks can be observed in Fig.3.

Privacy for General Purpose
Wireless Networks

Consensus based [41]
Attribute-based entity...

Diversity maximization [37]
Centralized key...

Local randomization [35]
Attribute based file...

Data slicing [33]

Encrypted blockchain [32]

Smart contracts [31]

Blockchain with DL [30]
Aggregative privacy...
Collaborative computing...

Auction based [23]
Bilateral privacy...

Safe partitioning [20]

Voronoi with dummies [19]
Pseudo-anonymous auth...

MTL [13]

Conventional RR [9]

Personal RR [9]

Boneh-Goh-Nissim [7]
Crowd-sourced...

EPPA [2]

LEACH with Dummies [1]

o
=
N
w
D
€]
[e)]

Fig. 3. Privacy comparison for General Purpose Wireless Networks
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From this comparison, it can be observed that Blockchain with DL [30], Consensus-based [41], and Pseudo-
anonymous auth [18] outperform other models for General purpose wireless networks. Similarly, the delay performance
can be observed in Fig.4. as follows,

Delay for General Purpose Wireless
Networks

Consensus based [41]
Attribute-based entity...

Diversity maximization [37]
Centralized key...

Local randomization [35]
Attribute based file...

Data slicing [33]

Encrypted blockchain [32]

Smart contracts [31]

Blockchain with DL [30]
Aggregative privacy...
Collaborative computing...

Auction based [23]
Bilateral privacy...

Safe partitioning [20]

Voronoi with dummies [19]
Pseudo-anonymous auth...

MTL [13]

Conventional RR [9]

Personal RR [9]

Boneh-Goh-Nissim [7]
Crowd-sourced...

EPPA [2]

LEACH with Dummies [1]

o
[Eny
N
w
N
(%3]
[e)]

Fig. 4. Delay comparison for General Purpose Wireless Networks
From this comparison, it can be observed that Conventional RR [9], MTL [13], and Diversity maximisation [37]

outperform other models for General purpose wireless networks. Similarly, the computational complexity performance
can be observed in Fig.5. as follows,
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Computational Complexity for
General Purpose Wireless Networks

Consensus based [41]
Attribute-based entity...

Diversity maximization [37]
Centralized key...

Local randomization [35]
Attribute based file...

Data slicing [33]

Encrypted blockchain [32]

Smart contracts [31]

Blockchain with DL [30]
Aggregative privacy...
Collaborative computing...

Auction based [23]
Bilateral privacy...

Safe partitioning [20]

Voronoi with dummies [19]
Pseudo-anonymous auth...

MTL [13]

Conventional RR [9]
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Boneh-Goh-Nissim [7]
Crowd-sourced...

EPPA [2]

LEACH with Dummies [1]

o
[any
N
w
N
(€]
)]

Fig. 5. Computational complexity comparison for General Purpose Wireless Networks

This comparison shows that MTL [13] and Local randomisation [35] outperform other models for General purpose
wireless networks. Similarly, the energy requirement can be observed in Fig.6. from where it can be observed that MTL
[13], EPPA [2], Boneh-Goh-Nissim [7], and Consensus-based [41] outperform other models for General purpose
wireless networks.
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Energy requirement for General
Purpose Wireless Networks

Consensus based [41]
Attribute-based entity...

Diversity maximization [37]
Centralized key...

Local randomization [35]
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Data slicing [33]

Encrypted blockchain [32]
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o
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Fig. 6. Energy requirement comparison for General Purpose Wireless Networks

Continuing this comparison for M1oT, the privacy performance can be observed from Fig.7. as follows,

Privacy performance for MloT

WiFi fingerprinting [39]
Blockchain with MCDM &...
Differential Privacy [26]
Chebyshev chaotic maps...
Light weight crypto [14]

Crowd-sensing with...

Co-operative model [11]

Semantic Pol [10]

o
=
N
w
S
[6,]
[e)]

Fig. 7. Privacy comparison for MloT Networks
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From Fig.7. it can be observed that Blockchain with MCDM & SAW [27] outperform other models. Similarly, the
delay performance can be observed in Fig.8. as follows,

Delay performance for MloT

WiFi fingerprinting [39]
Blockchain with MCDM &...
Differential Privacy [26]
Chebyshev chaotic maps...
Light weight crypto [14]

Crowd-sensing with...

Co-operative model [11]

Semantic Pol [10]

o
[y
N
w
S
€]

Fig. 8. Delay comparison for MIoT Networks

From Fig.8. it can be observed that Blockchain with Semantic Pol [10] outperforms other models. Similarly, the
computational complexity performance can be observed from Fig.9. as follows,

Computational Complexity
performance for MIoT

WiFi fingerprinting [39]
Blockchain with MCDM &...
Differential Privacy [26]
Chebyshev chaotic maps...
Light weight crypto [14]

Crowd-sensing with...

Co-operative model [11]

Semantic Pol [10]

o
[En
N
w
H
9]
(o)}

Fig. 9. Computational complexity comparison for MIoT Networks

From Fig.9. it can be observed that Crowd-sensing with mobile nodes [12] outperform other models. Similarly, the
energy requirement can be observed from Fig.10. as follows,
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Energy requirement for MloT

WiFi fingerprinting [39]
Blockchain with MCDM &...
Differential Privacy [26]
Chebyshev chaotic maps...
Light weight crypto [14]

Crowd-sensing with...

Co-operative model [11]

Semantic Pol [10]

o
[N
N
w
B
]

Fig.10.Energy requirement for MloT Networks

From Fig.10. it can be observed that Crowd-sensing with mobile nodes [12] outperform other models. Similarly,
the privacy performance for 10T networks can be observed from Fig.11. as follows,

Privacy performance for loT

Incentive based [40]
Certificate-less aggregate...

Federated ML [5]

Trust based [28]
Distributed data privacy...

RTT [17]

Paillier model [8]

Bayesian Game Theory [4]

ECC with key-exchange [3]

o
=
N
w
N
(2]

Fig.11. Privacy comparison for 1oT Networks

From Fig.11 it can be observed that Bayesian Game Theory [4] outperform other models. Similarly, the delay
performance for 10T networks can be observed in Fig.12. as follows,
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Delay performance for loT

Incentive based [40]
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Fig. 12. Delay comparison for IoT Networks
From Fig.12. it can be observed that RTT [17], and Distributed data privacy [24] outperform other models. Similarly, the computational

complexity performance for 10T networks can be observed from Fig.13. as follows,

Computational Complexity
performance for loT
Incentive based [40]
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Fig. 13. Computational complexity comparison for IoT Networks

From Fig.13. it can be observed that RTT [17] outperform other models. Similarly, the Energy requirements for
10T networks can be observed from Fig.14. as follows,
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Energy requirement for loT
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Fig. 14. Energy requirement for 1oT Networks

From Fig.14. it can be observed that RTT [17] outperform other models. Thus, researchers and system designers
can select any application, and select a privacy model based on their requirements using this analysis.

5. Conclusion and Future Scope

Privacy and security are two inter-twined pillars of any wireless network that often cross-paths regarding internal
network functioning.Privacy is a claim of individual , groups or institution to determine for themselves when, how and
to what extent information about them is to be communicated in Network. Privacy is also a choice of an individual or
group to seclude information about them and thereby reveal them selectively. Since Privacy is a multidomain task,
sincere advancements like efficiency in hashing, secure routing, third-party data sharing, effectual authentication, data
confidentiality, and source location privacy are been presented. The author has made sincere efforts to project Privacy
models starting from Anonymization to Blockchain and various other inculcation of machine learning models.The
empirical analysis shows that privacy preservation models for General-purpose wireless networks, 10T networks and
MIoT networks are compared. This comparison is done regarding privacy level, processing delay, computational
complexity, and energy efficiency. From this comparison it can be observed that, Blockchain with DL, Consensus-
based, Diversity maximization Centralized key management, Encrypted blockchain, Smart contracts, Auction based,
and Pseudo-anonymous auth, outperform other models for General purpose wireless networks in terms of privacy levels,
while Conventional RR, MTL, Bilateral privacy preservation, Aggregative privacy preservation, EPPA, Boneh-Goh-
Nissim, Crowd-sourced differential privacy, Personal RR, Data slicing, Attribute-based entity modification, and
Diversity maximization outperform other models in terms of delay performance, similarly, MTL, Bilateral privacy
preservation, Aggregative privacy preservation, EPPA, Boneh-Goh-Nissim, and Local randomization outperform other
models in terms of computational complexity, and finally, MTL, EPPA, Boneh-Goh-Nissim, Voronoi with dummies,
Aggregative privacy preservation, Personal RR, Data slicing, LEACH with Dummies, Safe partitioning, Collaborative
computing, Centralized key management, Pseudo-anonymous auth, and Consensus-based outperform other models in
terms of energy efficiency.

While for MIoT networks, Blockchain with MCDM & SAW, Semantic Pol, Chebyshev chaotic maps, and
Differential Privacy outperform other models in terms of privacy performance. In contrast, Blockchain with Semantic
Pol, Chebyshev chaotic maps, Cooperative model, Lightweight crypto, and WiFi fingerprinting outperform other
models in terms of delay performance, Crowd-sensing with mobile nodes, Co-operative model, WiFi fingerprinting,
Differential Privacy outperform other models in terms of computational complexity. Finally, Crowd-sensing with
mobile nodes, a Co-operative model, and Lightweight crypto outperform other models regarding energy requirements.

Similarly, for 10T networks, Bayesian Game Theory, Federated ML, Certificate-less aggregate signature, and
Incentive based outperform other models in terms of privacy performance, while RTT, Distributed data privacy, and
Trust based outperform other models in terms of delay performance, and RTT, Distributed data privacy, and Paillier
model outperform other models in terms of computational complexity, finally, RTT, Paillier model, Incentive-based,
and ECC with key-exchange outperform other models in terms of energy requirements. This paper is a review paper,
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and the outcome of the paper is for analysing the best-fitted privacy model. Paper also targets researchers who wish to
work in securing communications, Privacy, Security and for lifelong learning.

Future Scope

In future, it is recommended that deep learning blockchain solutions with sidechains and reinforcement learning
must be used for improving the efficiency of privacy preservation techniques. Researchers can also use a combination
of RTT with Pallier, and other cryptosystems to improve the performance of attack resilience and increase awareness
towards a large number of security attacks. Furthermore, researchers can augment the parameters of the most efficient
approaches for a given domain and try to apply them to other domains to validate their security performance.
Researchers must also perform inter-domain privacy checks to reduce dependency on a single model and improve the
effectiveness & QoS of hybrid security & privacy models.
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