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Abstract: Considering edge devices have limited resources, it's critical to keep track of their current resource usage and 

device resource allocation algorithms that send containers to edge and cloud nodes according to their priority. To 

minimize the strain on edge devices and enable the running of mission-critical applications, edge containers may need 

to be transferred to a cloud platform. In this paper, we suggested a mechanism for prioritizing container balance 

between the edge and cloud while attempting to assign delay-sensitive containers to edge nodes. We assess the 

performance of Docker container management systems on resource-constrained computers and offer ways for reducing 

administration and migration overhead based on the workload type, to bring load balance to the systems. The proposed 

algorithm gives flexibility to get the best possible ways to achieve load balancing. The Tensorflow’s object discovery 

API was used, accessed with Flask, Python's micro-web framework. Docker container management technology was 

used in the implementation of this application. 

 

Index Terms: Container, Docker, Edge computing, Load Balance, Resource Management. 

 

 

1.  Introduction 

1.1 Overview 

The cloud has become increasingly significant for enterprises lately. Companies move a large chunk of their data 

to the cloud. the cloud platform has a lot of data, the analytics and transfer of that data haven't been fully improved until 

the arrival of edge computing. Edge computing is an information technology architecture that allows data to be 

processed computationally away from nodes that are centralized and nearer to the network's local edge. Lower latency, 

better bandwidth, improved user experiences with the delivery of nearby real-time insights are some of the advantages 

of edge computing over a traditional centralized approach  [1 .]  

In edge and cloud nodes, containerization is utilized to allow processing resources. Because containers are 

lightweight, loosely linked, versatile, secure, scalable, and portable, they have become a viable alternative to 

virtualization [2,3]. Virtual machines and containers both isolate and allocate resources. Multiple containers can work 

on the same computer thanks to containerization. 

The hypervisor in virtualization allows several VMs (virtual machines) to work on same the system. Virtual 

machines are hypothetical hardware whereas containers virtualize the operating system. Containers, as a result, are 

lighter than virtual computers. Multi containers can be sharing the kernel of the operating system in containerization. In 

virtualization, each VM (virtual machine) has its operating system [4]. Containers are smaller and faster to start than 

virtual machines, allowing multiple containers to run on the same computer  [5,6.]  

 Edge computing reduces latency and saves bandwidth, which is vital for mission-critical domains such as 

healthcare monitoring and factory automation that demand real-time data-driven decisions. Additionally, edge 

computing enhances security and privacy. Edge computing reduces the amount of data transmitted through a network. 

Edge computing also increases privacy by giving consumers more control over their data by allowing them to upload 

fewer data to the cloud and analyze more data locally . [5] 

As a result, edge computing addresses several difficulties by lowering the cost of data access to the cloud and 

storing data at the edge rather than sharing it. When processing shifts to the edge, the resource provisioning challenge 
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arises. To establish load balancing, there must be a balance in the processing transmission process between the cloud 

and the edge [5,7]. 

The main objective of this research is to give realistic solutions in the harmony between cloud and edge. load 

Balancing between the cloud and the edge by routing the tasks and relying on the set of metrics serving this field (such 

as response time, implementation time, resource availability ... etc.). Consideration should be given to making good use 

of the resources available on the edge and the cloud to reduce overhead. The process of routing tasks and placing them 

in containers while exploiting the properties of containers and taking advantage of the Docker engine, gave us a flexible 

way to manage the execution of tasks in general. There is a group of works, part of which was addressed in this research. 

Previous works focused on the use of virtual machines as well as artificial intelligence techniques to develop solutions 

to control resource abundance and load balancing. Looking at this work, we see that the future global trend is towards 

the cloud with the undermining of the use of personal devices, so we can move gradually to the cloud considering that 

there are some containers that are sensitive to delays so they can be implemented at the edge. [5,7] 

The following is the structure of this article: the related works are discussed in the next section. Section 1.3, 

article’s Contributions. Section 2 provides background on the theoretical components of this work, whereas Section 3 

describes the methodology. Section 4 describes the experimental results and section 5 describes the paper conclusion. 

1.2 Related Work 

Many container deployment studies concentrate on the placement of container infrastructure and cost 

considerations related to resource availability. Different types of resources are frequently required by different 

containers (CPU, RAM). Thus, there are many authors focused on this area because it contains an abundance 

information of on these topics. We review some of the research in resource management allocation. 

Guo et al. [6] created a dynamic two-way delay analysis model to improve the edge resource problem by 

employing average container delay to give flexibility in container flow.Optimal use of the peripheral architecture is one 

of the most important reasons for the success of time-dependent systems . 

The authors, Kaur et al. [8], introduce a new architecture for selecting and scheduling tasks at the edge of the 

network using a container as a service (CoaaS). The proposed algorithm reduces power consumption depending on 

various constraints such as memory, processor, etc. The process of using lightweight container technology instead of 

virtual machines has led to reduced redundancy and response time as well as reduced power consumption. 

The author ZHOU et al. [9], introduces a project to increase the overall performance of AI (artificial intelligence) 

model training and inference, the EI (edge intelligence) idea was broadened to incorporate a model that fully utilizes 

available resources and data throughout the hierarchal of Cloud data centers, Edge nodes, and end devices. According to 

a six-level classification of EI architectures, The AI models can work in conjunction with Cloud–Edge devices. Moving 

from "Cloud Intelligence" to "All On-Device" reduces data offloading volume and path length, as well as transmission 

delay and bandwidth cost while increasing data privacy. As a result, while creating complicated IoT-oriented computing 

systems, Cloud and Edge resources should be utilized as needed. 

Authors Rausch et al. [10] introduced the container scheduling system. This system makes trade-offs between data 

and computational movement and takes into account computing requirements such as processing layoffs. The results 

show that the scheduler greatly increases task placement quality when compared to Kubernetes' state-of-the-art 

scheduler and that the approach for fine-tuning the weights of scheduling constraints aids in fulfilling operational goals 

significantly. 

Smimite and Afdel [11] developed a dynamic method in how RAM is used for the host and virtual machines in the 

data center to reduce unnecessary power consumption. The results showed that using containers instead of virtual 

machines saves energy, migration time, which affected the quality of service (QoS), and reduced service level 

agreement (SLA) violation when the suggested model was compared to alternative strategies. The movable node poses 

a substantial challenge for systems that rely on edge computing and container movement in the same context. It takes 

skill to solve a situation of this nature. In order to address this disease, several authors have followed their research 

paths. 

The aforementioned description cites numerous studies on the application of load balancing of container 

technology, edge computing, and cloud computing in various contexts. As a result, the current study helps to provide 

solutions for task implementation and routing between the edge and the cloud while also considering energy 

conservation, resource allocation, and fault tolerance. With the suggested algorithm that relies on real-time to choose 

the suitable container orientation and failover in case of resource unavailability, this work is also a continuation of the 

work completed in earlier research. 

1.3 Contributions 

The following were the main goals that paper attempted to achieve: 

 

 •Create a resource allocation model for IoT devices. 

 •evaluate Docker container management technologies function on machines with constrained resources. 

 •Propose methods to reduce migration and management overhead depending on the type of workload and the 

availability of resources. 

 •Demonstrate the benefits of using edge computing to analyze data faster and more precisely. 
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2. Background 

We'll go through the backdrop of edge computing and its analogues, cloud computing, and containers in this 

section. 

2.1 Edge computing 

Edge computing's particular advantages over traditional cloud computing (which relies on a centralized approach) 

have boosted its popularity among academics and researchers. Client data is handled as close to the originating source 

as possible on the network's edge in Edge computing distributed information technology architecture [12,15]. 

Edge computing puts storage and servers close to the data, requiring only a portion of the requirements to process 

data locally. Data flow normalization and analysis are frequently included in processing, with only the analysis 

conclusions being forwarded to the main data center [12,16]. 

2.2 Cloud computing 

Cloud suppliers also include an assortment of services for IoT operations, turn out of the cloud is a popular choice 

for IoT deployments [16]. Although cloud computing provides away more resources and services than traditional data 

centers, the nearest territorial cloud facility can be hundreds of miles away from where data is gathered, and 

connections depend on the same fickle internet connectivity that upholds traditional data centers. In practice, cloud 

computing is used as a replacement for traditional data centers, or as a supplement in some cases. The cloud allows for 

closer centralized computing to a data source, but not at the edge of the network [17,18]. 

Edge and cloud computing have distinct advantages and disadvantages. These ideas are related to distributed 

computing and concentrate on the physical placement of computation and storage resources for the data being created. 

It's all about where those resources are positioned that make the difference. Fig.1 illustrates edge and cloud computing 

location [7], [19,22]. 

 

 

Fig.1. Edge and Cloud computing location. 

2.3 Containerization 

Containerization is a sort of virtualization in which applications run in discrete user regions called containers but 

share the same operating system. A container is a completely packaged and portable computing environment that 

includes encapsulates and isolates everything an application needs to run, including binaries, libraries, configuration 

files, and dependencies. As a result, the containerized program may be operated in the cloud without requiring any 

refactoring. Containerization reduces startup time and eliminates the need to set up a separate guest OS for each 

application. Containerization reduces startup time and eliminates the need to set up a separate guest OS for each 

application because they all run on the same OS kernel. [23,25] 

Containerization is often used to package up the many different micro-services that make up modern apps because 

of their great efficiency. For creating and containerizing the application, container Engine is an open-source 

containerization tool. There are various container engines available, including Docker, LXC (Linux Containers), and 

others. Fig.2 illustrates containerization architecture. [26,30] 
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Fig.2. Containerization Architecture. 

In this research, a set of tools were used that work in harmony with each other to reach the best possible 

environment in implementing the proposed algorithm. The tools such as containers, Docker, Flask, Tanserflow, Python 

micro-web framework are used to rout the containers between the cloud and the edge in this work. 

3. Methodology 

Since the concept of load balancing between edge nodes and the cloud is relatively new but widely applicable, the 

performance of containers on edge nodes has been investigated to improve data storage and transmission, to use them to 

improve applications in the manufacturing industry, medical assistance services, smart home systems, and others. This 

paper focuses on a specific aspect of advanced computing where software containers are installed on the edge nodes 

with the use of cloud nodes to reduce application and migration latency as much as possible and achieve load balancing. 

The workload is supposed to be a data file. When a request is received by controller with the data file to be 

processed and the specified delay, the controller passes the request to a container working a data file processing. To 

rating, the CPU consumption for the required delay, a CPU utilization table, and expected delay is employed. By 

restricting the used amount of CPU by the container and gauging the length of time required to process different data 

files for different CPU Utilization, the CPU Utilization table and rated delay are formed. Table 1 represents the 

container workload which shows the CPU consumption. 

We anticipated that by adjusting the number of resources supplied to each task, we might regulate the delay in data 

file categorization. As the latency decreases, we projected that CPU utilization would rise. The system structure is 

shown in Fig.3. 

 

 

Fig.3. System Structure. 

To process the data file, our project used the Object Detection API in Tensorflow. Flask is used to provide the 

Object Detection API in Tensorflow. Docker is used to containerizing the application. 
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The tasks consist of five data files with varying types and sizes. As the data file’s type and size grow larger, so 

does the amount of time it takes to process it. We set a restriction on how much CPU the container could use and timed 

how long it took to analyze different files with different CPU usage. The data were fitted with an exponential model. 

The addition of workloads collected from IoT devices to the table maintained in the controller is recommended 

using an algorithm. Then, the IoT device makes a request to the controller with the appropriate workload and delay, and 

controller are delivers the request to the container that will take up the task, as shown in Fig.3. The CPU utilization and 

estimated delay table, displayed in Table 1, is used to rating the CPU consumption for the required delay. 

The maintained table is constructed by calculating the amount of CPU utilized by containers and calculating the 

time required to handle various workloads for various CPU usages. Essentially, the request can be delivered to the 

appropriate node if the predicted delay is smaller than the required delay. 

Table 1. Container Workload Table 

Container  Priority Node CPU usage Execution time 

Con1 1 Edge node 1 20% 40 msec 

Con2 2 -------- 15% 35 msec 

Con3 3 -------- 10% 30 msec 

Con4 4 Cloud Node 1 12% 32 msec 

Con5 5 Cloud Node 2 20% 40 msec 

 

The controller receives the request from the terminal devices (IoT), specifying the CPU consumption and 

execution time. The function of the controller is to balance the loads between the edge and cloud nodes. Therefore, it 

distributes containers to edge and cloud nodes, taking the priority of the container to achieve good load balancing. Fig.4 

shows the flowchart for the load balancing algorithm . 

Depending on the resources that the container needs as well as the resources that are available in the nodes on the 

edge and in the cloud, the container is sent to the node that gives good execution of the container. A container that is 

delay-sensitive has a higher priority to execute on the edge node but if no suitable node is available on the edge it is sent 

to a node on the cloud. 

In addition to the existence of an algorithm to determine the path of the container, there is another issue that takes 

an essential role in achieving load balancing is the abundance of resources. The abundance of sources gives greater 

flexibility in achieving load balancing. This can be seen by increasing node CPU usage. 

A table is prepared with the list of available nodes, indicating the node place on the edge or the cloud. This list is 

supplied to the controller. The table also contains the state of each node (used, available), in addition to the possible 

CPU usage and a name of the container if the node is being used. Table 2 represents an example of the controller's list 

of nodes. 

Table 2. Node location list 

Node Name  Status Container CPU Available 

NodeEG1  Used Con1 30% 

NodeEG2 Available ------ 50% 

NodeEG3 Available ------ 40% 

NodeCD1 Used Con4 20% 

NodeCD2 Used Con5 30% 

NodeCD2 Available ------ 40% 

NodeEG1: Node Edge 1, NodeCD1: Node Cloud 1 
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Fig.4. Load balancing flowchart 

4. Experimental Results 

Depending on the proposed algorithm shown in Fig.4, there are several possibilities. The algorithm depends on 

giving a chance to get the best load balance. The controller stores the state of all nodes within the system, whether they 

are on the edge or in the cloud. The status of the contract is updated periodically to ensure that there is no interference 

in the implementation and sending requests between the terminal devices and the controller on the one hand, and on the 

other hand between the controller and the nodes. 

There are four cases : 

 

Case 1: Edge nodes have enough resources to handle the incoming request. The new request is routed to the edge 

node with the highest CPU utilization. 

Case 2: Edge nodes are unable to handle the incoming request due to a lack of resources. Sending the new request 

to the cloud node with the highest CPU utilization. 

Case 3: If there aren't enough resources on edge and in cloud nodes, the request is forwarded to the waiting queue, 

where it will be given another chance to be executed. 

Case 4: When more than one request is received at the same time, then a comparison will be made between 

requests based on the highest priority. Thus, allowing execution of the most important request. 

 

Tests were conducted on the virtual environment by setting up containers running different-sized workloads with 

different CPU ratio allocations. These experiments were carried out under a variety of conditions to test our original 

hypothesis: as latency lowers, CPU utilization rises. 

Initially, we assigned varied CPU percentages to each container with prioritization, such as 20, 15, 10, 12, and 

20%, as shown in Table 1. When running files of various sizes, we see that the larger file, it takes the longer process, 

and the lower the CPU use, the longer it takes. The test bench was then expanded with more CPU utilization to get a 
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greater correlation in data. Each file was tested at 10, 20, 40, 75, and 90% CPU allocation and the time it took to 

analyze the file was plotted. There is a direct relationship when increasing the CPU utilization rate and the execution 

time of containers, as shown in Fig.5. 
 

 

Fig.5. Performance evaluation of CPU usage. 

5. Conclusions 

The goal of this study was to look into the relationship between resources management allocation and load 

balancing. Edge nodes are always restricted to resources, but they are closer to the controller. Therefore, the execution 

of the delay-sensitive container on the edge node is better in terms of time consuming if the required resources from the 

container are available. Changing the amount of resources in the implementation of containers with the use of the 

proposed hypothesis, gives flexibility to get the best possible ways to achieve load balancing. This paper focuses on a 

specific aspect of advanced computing where software containers are installed on the edge nodes with the use of cloud 

nodes to reduce application and migration latency as much as possible and achieve load balancing. Our study focused 

on high-processing workloads and used Tensorflow's object discovery API, accessed using Flask, Python's micro-web 

framework. The experiment was conducted at different times and the results were similar. Docker container 

management technology was used in the implementation of this application. Also specify the amount of CPU usage 

when setting up the containers. CPU allocations were also tested, checking for delays by timing requests to the API, and 

measuring the time the request takes to process. 
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