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Abstract: Software-Defined Networking is a network framework that involves in separating a network’s control
functions from its data forwarding functions, centralizing its intelligence, and abstraction its underlying architecture
from applications and services. Hybrid Software-Define Networking is a framework which supports both the legacy
protocols and the Software Defined Networking protocols to operate in the same environment. In this paper, we present
an efficient technique for finding the shortest path between any two nodes in Hybrid SDN by reducing the complicated
network topology to a basic topology while taking hop count into account. In the suggested proposal, a subgraph is
generated from a complicated network, and the best path is found using a modified Bellman-Ford method, which saves
time. The emulation test bed in Mininet was established for various numbers of nodes, and the results were analysed.
The modified Bellman-Ford algorithm selects the optimal path between the two nodes. For networks with different
numbers of nodes, the proposed approach offered a significant increase in the TCP throughput when compared with that
of Spanning Tree Protocol. The number of packets received by the SDN controller is less with the proposed work. This
increases TCP throughput by reducing the broadcast packets.

Index Terms: Software Defined Networks (SDN), OpenFlow protocol, Hybrid Software Defined Networks (Hy SDN),
Hop count, Bellman-Ford algorithm.

1. Introduction

The Software-defined networking (SDN) technology is a network management approach that supports monitoring
dynamically and configure networks programmatically to improve performance. SDN is a paradigm where a controller
is just like a human brain that controls the behavior of the entire network. In SDN, the switches are responsible for only
forwarding the packets while the "brain" or control logic is implemented in the controller. This technology has several
benefits compared to conventional methods. First, it is easier to deploy new protocols and test the network without any
new devices. Second, because of the centralized approach administrators can configure the network by installing the
policies at the controller end without configuring the network devices individually [1].

SDN networks overcome the limitation of legacy networks, e.g., configuring the network is easy and enforcement
of security policies. But SDN has several disadvantages 1) to replace all the existing switches with the SDN switches
the deployment cost is too costlier, 2) traditional routing protocols are efficient for connection between forwarding
plane and control plane, 3) SDN switches can handle only a few thousands of forwarding entries, etc. A network with
SDN and convolutional network devices is commonly referred to as a hybrid SDN network [3].

In the existing scenario, we have Spanning Tree Protocol to eliminate the loops in the network. The drawback of
STP is that whenever we have multiple paths with the same cost between one node to another node, all the traffic will
be routed through the same path. Since the network overhead increase, this will reduce the network performance. In this
paper first, we consider complex network topology. Furthermore, STP is intended for dispersed networks and is not
applicable to Hybrid SDN. We utilised a global view of the SDN controller in this study to solve the loop problem by
preventing broadcast storm instead of using the STP protocol at layer 2 of the network.
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In comparison to the STP protocol, the following contributions of this work can be summarised:

e Because fewer switch ports are blocked, more switches with higher capacity may be employed in the network.
e Incontrast to STP, the suggested technique employs several pathways.
e Inthe controller and network, the overhead of broadcast packets is reduced.
e The controller's CPU utilisation is reduced.

The rest of this paper is laid out as follows. In Section 2, we look at some related papers on STP issues and
over Hybrid SDN. Sect. 3 explains the suggested strategy for loop prevention based on SDN. The proposed approach is
examined in Section 4. Finally, Sect. 5 discusses the findings.

2. Related Work

The author in [4] has explored that in traditional routing the legacy switches store the details of the complete
network topology and the packets are forwarded based on the forwarding table entries in the switch. In the SDN
architecture, OpenFlow switches examine the header of the new packets and the details are sent to the controller which
in turn compute the path and share the forwarding details to all the switches. So in this paper, the author has overcome
the drawback of the existing technique and has proposed segment routing in which the packet contains only the partial
forwarding information instead of storing everything in the switch reducing the overhead in the network.

In [5] authors have addressed the problem of routing stability. The paper focuses on three different approaches
namely global optimization, greedy and local search to obtain routes that remain unchanged for similar traffic patterns.
Here the centralized controller is used to obtain the feasible paths and deploy them on the switches. In the second case,
based on the propriety classpaths are precomputed and deployed.

By deploying the SDN switches in the traditional network, legacy switches need to be upgraded to SDN-enabled
ones. To migrate the conventional switches to SDN compliant ones, authors in [6] have proposed a Fully Polynomial
Time Approximation scheme to obtain maximum flow. In this approach traffic is classified into controllable and non-
controllable, only allowing the SDN controllable traffic in the network.

Traffic management is one of the import QoS parameters in the network. Since the SDN controllers are heavily
loaded packet flows experience long propagation delay. In [7] authors have proposed techniques to find the locations of
the upgraded switches and the controllers to minimize the propagation delay.

To address the increasing traffic demand, the authors in [8] addresses the smart open shortest path first technique
which reduces the congestion by distributing the traffic at only the edge nodes. This is achieving by introducing a filter
for the port number and IP to distribute the traffic over the edge nodes.

When an enormous amount of packets is pumped into the network it creates broadcast storms which in turn leads
to network failure. To address this problem in [9] authors have proposed the technique to eliminate the loops in the
network. In this approach using the candidate selection algorithm, switches are classified into a contender and non-
contender switches, non-contender switches are eliminated from the network. After obtaining the subgraph STP
protocol is execute to obtain the optimal path so that even the broadcast storm occurs network will not fail.

The performance of a multi-controller network architecture running OpenFlow and the Open Shortest Path First
protocol is demonstrated in [15]. On a multi-controller-based network running OpenFlow versus OSPF on a mobile core
network, data traffic for Packet data ratio and Jitter, as well as their related consequences was analysed. The experiment
produced two topologies: a multi controller-based network and an Open Shortest Path First network, both of which
were investigated. The production of traffic from User Equipment to the network-based server in the data centre and
back, with traffic metrics captured on an inbuilt integrated development environment, is used to evaluate video and ping
traffic. An OpenFlow controller, HyperFlow algorithm, OpenFlow switches, and Open Shortest Path First routers were
used in the simulation.

The method considers a performance evaluation tool for SDN controllers that uses OpenFlow as the
communication protocol [16]. This tool allows users to evaluate the throughput, latency, memory consumption, CPU
usage, and consumption in kB for input/output interfaces of SDN controllers. The authors compared four well-known
SDN controllers: OpenDaylight, Ryu, Floodlight, and OpenMUL, using a tool. Experiments have shown that
OpenMUL and Floodlight perform similarly. Ryu was the one who got the worst outcomes. We also tested our tool
against Cbench, a well-known open-source application for evaluating SDN controllers.

3. Proposed Work

Hybrid SDN architecture is shown in Fig 1. In the proposed method first, we create the subgraph for the complex
network. In the subgraph, the nodes that are not essential are eliminated and thereby reducing the complexity of the
network topology. The subgraph is then used as an input to the controller and by running the modified Bellman-Ford
algorithm the optimal paths are created between the given source and the destination hosts.
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Fig.1. Proposed Hybrid SDN Model.

Table 1. Algorithm for creating subgraph from complex networks

Algorithm 1: Algorithm for creating subgraph from complex network
Input: The set of switches (S), N x N matrix where row (r) = S, column (c) = S, Network graph.

Output: subgraph with switches participating in routing.
: consider the hop counts(hc>1,2,3,4) between the switches in the network
: find the average (avg) = hc/ number of he
: initialize max = avg
: for all S in the matrix:
if the hc value in the corresponding r of matrix is <= max
mark S has the candidate switch
break

rend

. if S is not marked remove it from the candidate list

. if any node is not reachable in the subgraph, we consider the intermediate node
nearest to the isolated node to make it has a complete subgraph

12: H-> subgraph from the network graph containing the candidate switches

e
= O

In table 1, algoritm creates a subgraph from the complex network topology. In the algorithm, we construct an N x
N matrix in which the row and column representing the switches in the network. Here we consider the hop counts to

create the subgraph. Initially, we consider the variable max which is used to select the node participating in the
subgraph.
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Fig.2. Hybrid SDN Network with 15 Open Flow Sitches.
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Consider the network topology shown in figure 2 for the simulation. In this network, we have considered 15
OpenFlow switches connected. After applying algorithm 1 we will get the subgraph consisting of candidate switches as
shown in figure 3. Similarly, for the simulation purpose, we have considered a network with 11 and 20 nodes.

Fig.3. Network created after applying algorithm 1.
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Fig.4. Matrix with 15 x 15 constructed for the network with 15 nodes.

Figure 4 shows the matrix where row and column represent the nodes in the network. Each cell in the
corresponding row represents the number of hops from each node to other nodes. Candidate nodes are selected from the
given matrix only if the hop count value in the corresponding row is less than the max value. Once the candidate nodes
are selected based on algorithm 1 we will obtain the subgraph as shown in figure 3.

The shortest path from one OpenFlow switch to all the further OpenFlow switches in network topology is obtained
from the Bellman-Ford algorithm [11]. In this work, we have used the modified Bellman-Ford algorithm [11] to find
the optimal path by eliminating the acyclic graphs.

Table 2. Modified Bellman-Ford algorithm for selecting optimal path.

Algorithm 2: shortest path selection using Modified
Bellman-Ford algorithm

1.d[s] <0
2. foreachv £V - {s}
do d[v] <«
fori<«1to[V]-1
fori« 1to|V|-1
do for each edge(u,v) £E
do if d[v] > d[u]+w(u,v)
then d[v] « d[u]+w(u,v)
3: for each edge (u,v) £E
do if d[v]>d[u]+w(u,v)
then report that a negative weight cycle exists.
4: At the end, d[v]=§s,v), if no negative weight cycles.

4. Result Analysis

We considered the POX controller [10] as the network controller and Mininet [16] to create the network topology.
The results were analyzed by considering a different number of nodes. For the experiment, we created a network with
11, 15, and 20 nodes. After applying our proposed method network with 11,15, and 20 nodes will have proximately 8,3,
and 4 nodes selected as candidate nodes.
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We measured the TCP throughput by considering the complex network with 11, 15, and 20 nodes. Initially, we
created the network and applied our proposed hop count approach in Mininet to reduce the complexity of the network.
Once the subgraph is created we execute the Pox controller by providing our algorithm 2 as an input to find the optimal
path between the source and destination hosts. From figure 5, we can analyze that our approach with the STP and
modified Bellman-Ford algorithm, TCP throughput increases as the time increases compared to STP.

20.000000

18.000000

16.000000

14.000000

12.000000

10.000000

TCP Throughput (Mbps)

8.000000

6.000000

TCF Flow Graph far 11 nodes

00:00 00:02 00:04 00:

24,000000

22.000000

20.000000

18.000000

16.000000

14.000000

12.000000

TCP Throughput (Mbps)

10.000000

8.000000

£.000000

06 00:08 00:10 00:12 00:14 00:16
Time (sec)

@

TCF Flow Graph for 15 nodes

00:00 00:02 00:04 00:

24.000000

22.000000

20.000000

18.000000

16.000000

14.000000

12.000000

TCP Throughput (Mbps)

10.000000

8.000000

6.000000

00:00 00:

06 00:08 00:10 00:12 00:14 00:16
Time (sec)

(b)

TCP Flow Graph for 20 nodes

02 00:04 0006 00:08 00:10 00:12 00:14 00:186

Time (sec)

()

—+— MBF
—— STP

—+— MBF
——— STP

—— MBF
—— STP

Fig.5. TCP convergence concerning time for STP and algorithm 1 in the Hybrid SDN for 11, 15, and 20 nodes.
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5. Conclusion

Hybrid SDN (Software Defined Networking) is a new networking architecture in which the control plane and
forwarding plane are separated. It claims to make network management easier while also allowing for network
innovation. The control plane in Hybrid SDN is logically centralised , and network devices are only responsible for
packet forwarding. STP is used in outdated networks to prevent layer 2 loops. STP has a number of issues, including
scalability for large networks such as datacenters. It is also not ideal for SDN because it is built for scattered networks.
To tackle the loop problem in this work, we employed the global view of the SDN controller. As a consequence, we
were able to get greater performance than STP by employing the global view of the SDN controller. The proposed
mechanism combines the Modified Bellman-Ford algorithm with the subgraph algorithm to select the influential nodes.
Hybrid SDN eliminates the initial deployment cost required to set up the new network with only the Open Flow
switches. In the proposed mechanism we can obtain better performance by reducing the complexity of the complete
network. Due to less complexity, the number of broadcast packets is reduced, increasing the performance of the
network and improving the convergence time. The proposed work can be extended to reduce link failure and congestion
in the network.
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