=

|
| Modern Education
| and Computer Science

| PRESS

1.J. Wireless and Microwave Technologies, 2022, 1, 41-53
Published Online February 2022 in MECS (http://www.mecs-press.org/)
DOI: 10.5815/ijwmt.2022.01.05

Enabling Trust in Single Sign-On Using DNS
Based Authentication of Named Entities

Usman Aijaz N

HKBK College of Engineering / Department of Information Science and Engineering, VTU, HKBKCSERC Bangalore-
560045, India

E-mail: uaijaz9@gmail.com

Nikita Mittal
Reliance Jio Infocomm Ltd, Mumbai, India.
E-mail: mittalnikita222 @gmail.com

Mohammed Misbahuddin
CDAC (Centre for Development of Advanced Computing)/ACTS & BD Bangalore- 560 100
E-mail: mdmisbahuddin@gmail.com

A Syed Mustafa
HKBK College of Engineering / Information Science and Engineering, Bangalore-560045, India
E-mail: mustafas.is@hkbk.edu.in

Received: 24 August 2021; Revised: 23 September 2021; Accepted: 18 October 2021; Published: 08 February 2022

Abstract: Single Sign-On (SSO) allows the client to access multiple partner e-services through a single login session.
SSO is convenient for the users as the user neither needs to set multiple login credentials nor login separately for
individual services every time. SSO (single sign-on) authentication is a password-authentication approach that permits
end users to login into multiple systems and websites with a single set of login credentials. SSO authentication is mainly
useful for IT organizations that consist of many different commercial applications. The outstanding feature of SSO is
that it gives organizations centralized control of their systems by giving different levels of access to each individual. It
reduces password fatigue and increases security because users only need to remember a single username/password that
grants them access to multiple systems. However, the Single Sign-on poses risks related to a single point of attack
which may lead to a path for cybercrimes. This paper proposes a trust model to increase the security of Single Sign-on
systems against the vulnerabilities discussed in the subsequent sections. The proposed Trust model is named as DANE-
based Trust Plugin (DTP) which acts as an added security layer over DNS Based Authentication of Named
entities(DANE). The DTP proposes the modified SAML XML schema which enables the DTP to counter the attacks.

Index Terms: DNS, DNSSEC, DANE, SAML, TLSA, IP Address, Digital Certificates

1. Introduction

The proper functioning of the Internet depends on Domain Name Systems (DNS) which translates the domain
names (www.abc.com) into their corresponding IP addresses (such as 192.0.48.6) to enable routing of traffic to the right
destinations. However, the original design of DNS in the 1980s did not consider security as a prime concern due to
which spoofing attacks (due to lack of proper authentication) are possible these days such that a fraudulent user/system
redirects a user to a malicious site without the user realizing it. IETF, the organization responsible for DNS protocol
standards [19], has long realized the requirement of authentication and hence provided a solution called DNS Security
Extensions (DNSSEC). DNSSEC uses the concepts of Public Key Cryptography for digitally signing the authoritative
zone data to separate them from forged DNS data, thus enabling strong authentication. Although the authentication-
related security issues were addressed, the validation of the TLS certificates issued by a valid CA is resolved by another
protocol namely DNS-based Authentication of Named Entities (DANE). In DANE the SAML2 certificates stored with
D-TS (DANE based Trusted Server) or federation operator are matched with the stored CERT RR (certificates in
Resource Records of DNS). Besides the authentication of servers, under D-TS the DANE also checks the authenticity of
the Identity Provider and the Service Provider. Moreover, with the increase in the number of web-based services many
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service providers are enabling the Single Sign-On (Login once and access all services under SLA in the same session)
for a better and convenient user experience.

Duo Security is a user-friendly authentication and access management solution invented by Cisco in the year 2018.
Duo uses multi-factor authentication (MFA), remote access and device trust management, and adaptive access policy
configuration. It produces a risk score for each login based on these factors. For high-risk logins, Duo requires users to
verify their identity via integrated MFA[22]. The Ping Identity solution is designed in the year 2002 for easy cloud
deployment and unlimited application integrations for all customers, partners, and employees. Its federated SSO is
designed to work anywhere and from any device, and includes native support for identity standards such as SAML and
OpenID Connect tokens. CyberArk combines SSO with adaptive multi-factor authentication so that in doubtful
situations, users will need to verify their identity. CyberArk is delivered as a cloud-based solution, and so its Single
Sign-On allows users to flawlessly log into their accounts across different browsers, mobile apps, and custom apps, with
just one set of login details.

Okta provides a full suite of cloud-based identity management solutions. Okta offers fully-featured Single Sign-On
solutions. It integrates across all of a users' web and mobile apps and is fully customizable.RSA offers an enterprise-
grade multi-factor and access management solution. The primary functionality of RSA SecurlD access is letting
organizations consistently and centrally enforce dynamic risk-driven access policies. SecureAuth provides Single Sign-
On as part of its identity management platform. It combines single sign-on and adaptive authentication to allow users to
log in with one set of credentials to all of their accounts while using contextual factors to verify user identity

Some of the limitations of the above methods are one or more of the following

e Sometimes it feels like it requires users to update their password too often for simple input mistakes.

e  Scalability- it is more likely to be used by companies than individuals.

e Although MFA reduces security problems related to access control still there are some security issues like the
OTP tokens that can be compromised by man-in-the-middle or phishing attacks [20].

e The cost for licensing is high.

e Using a single password increases the chances of password vulnerability.

e  Sometimes Issues in signing[21].

e Often it is super slow, which is time-consuming.

The SSO protocol will have the entities like Identity Provider (IdP), Service Provider (SP), and client. The identity
Provider offers Identity registration, authentication, etc. while the Service Provider offers the services to the user. Trust
plays a major role in SSO setup between IdP, SP, and client as SPs take the decision of offering services to users based
on the assertion by IdP. This paper aims to show how the DANE protocol can be used to enable the Trust between IdP,
SP, and Client by creating a trusted environment using a proposed modification to SAML assertions and bindings. The
proposed modification is implemented using a Plug-in called DANE-based Trust Plugin (D-TP).

This paper is organized as follows: Section 2 presents a literature review, section 3 presents a brief description of
SAML, Section 4 presents DNS, DNSSec, and DANE, and in the process introduces PKI concepts. Section 5 presents
the Security Issues with SSO, Section 6 presents the research methodology of the proposed D-TP to prevent the SSO
vulnerabilities. Section 7 presents results and discussion and Section 8 presents the conclusion and future work.

2. Literature Review

The traditional password-based authentication techniques need each user to not only log in to several remote
servers repetitively but also remember many sets of usernames and passwords. This method is realistically impractical
with the ever-increasing number of applications and services that need to be accessed by the user. To sort out the
authentication issues numerous authentication schemes for Multi-Server Environment (MSE) have been proposed [11-
16].

In 2000, Lee and Chang [14] first proposed a user identification protocol that offers session key establishment and
user confidentiality for distributed computer networks. In 2004, Wu and Hsu [15] detected that Lee and Chang’s
protocol might suffer from masquerading attacks, and they proposed a modification to correct this issue. later on, Yang
et al. [16] presented that Wu—Hsu’s modified version could not protect the user’s secret token against a malicious
service provider, and they proposed an enhancement to avoid this kind of attack. In 2005, Lee [17] proved two possible
attacks on Wu—Hsu’s scheme. . In 2006, Mangipudi and Katti [19] exhibited a denial-of-service (DoS) attack on Yang
et al.’s scheme and proposed an enhancement to overcome this drawback. Recently, Hsu and Chuang [21] presented
that both Yang et al.’s and Mangipudi—Katti’s schemes are susceptible to identity disclosure attacks and proposed an
improvement to prevent such attacks.

In 2009, Liao and Wang [11] proposed a dynamic ID-based authentication protocol for MSE. Hsian and Shih [12]
detected that Liao-Wang’s protocol is susceptible to many attacks and proposed a better scheme. Later Shao and Chin
[13].identified that Hsiang and Shih’s protocol is susceptible to server spoofing attacks and fails to preserve user
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anonymity. Lee et al., [14] proposed a better scheme but Li et al.[15] found that Lee et al.'s scheme is susceptible to
forgery attacks and server spoofing attacks. They proposed their authentication scheme for MSE. In 2014,
Madhusudhan and Adireddi [16] evidenced that Li et al.'s scheme is susceptible to replay attack, smart card loss attack,
eavesdropping, and server spoofing attack

3. Security Assertion Markup Language

SAML is a standard Single Sign-On (SSO) protocol that provides a system for interchanging authentication and
authorization between network nodes. The advent of SSO has led many web-based service providers to adopt it by
replacing traditional multiple individual Sign-up systems requiring domain-specific credentials with a system. The SSO
requires the client to log in to a system once and allows access to all the services offered by the organization's partner
under SLA. Information used for authentication is exchanged through digitally signed XML documents via SSL links
[1]. The process of digital signing and validation process is depicted in Figure 3.

SSO eliminates the need for every time signup verification as well as provides access to many services with a
single sign-on thus enabling the user to experience the usability of the system. It also prevents users from remembering
multiple complex passwords for different services thus reducing the burden of tedious password management. The
service provider (SP) and identity provider (IdP) are the two main SAML providers. An SP needs IdP to provide client
authentication. An IdP performs the authentication and sends SAML assertion to the SP along with the client's access
rights.

However, the SP and IdP must be under a service level agreement (SLA) beforehand and exchange the security
parameters/credentials such as Digital Certificates which plays important role in the exchange of communication.

4. DNS, DNSSEC, and DANE

Each system/device connected over the network has a unique IP Address that the other machine uses for
identifying and communicating with that device. In the case of humans, remembering the IP address to access a
particular service, provided through a server on Internet, is very difficult as a user has to remember numerous addresses
for these services. Domain Name System eliminates the need for humans to memorize IP addresses by translating
domain names to their respective IP addresses. Since 1985, DNS has been an essential component of the Internet. All
IPs are maintained by the Internet Assigned Number Authorities (IANA) and Internet Corporation for Assigned Names
and Numbers (ICANN) [5] [14]. DNS database is hierarchically distributed across the globe within DNS servers, which
have resource records included in zone files.

There are mainly three types of DNS servers. 1) Recursive server which queries other DNS servers to get the IP
address. 2) lterative servers which provide the best answer it has without asking other servers, thus, reduces the
additional overhead and providing faster responses. 3) Authoritative servers, which hold the IP address of the domain
name being searched in its resource records and provide the address without further queries.

When a user searches for a domain name such as www.dnsexample.com, first the browser cache is searched for the
IP address and then the query goes to the DNS recursive resolver which contacts the root server. There is a total of 13
root servers around the world [11] that maintain information about TLD servers and respond with the IP address of the
needed TLD (.com IP in this case).

The recursive resolver uses this address and goes to TLD and gets the second level domain address
(dnsexample.com in this case). Similarly, next, it goes to the subdomains server and so on till it reaches the final
authoritative server where the IP of www.dnsexample.com could be found and returned. The system stores the new IP
in cache and the HTTP request is loaded. The hierarchy of DNS is depicted in Figure 1.

Country Code Top Level Domain
TLDs that are linked to
particular countries

Generic Top Level Domains 4"
TLDs that are not related
with countries

Second Level Domain

dnsexample.com

Sub Level Domain
list.dnsexample.com www.dnsexample.com
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4.1. DNS Vulnerabilities

Few of the DNS vulnerabilities discussed in [3][12] are presented here to explain in ‘B’, how DNSSEC resolves
these issues. All the vulnerabilities discussed are depicted in Fig 2.

(Corrupt Data) —>»
(Spoofed Updates) @

Zone file

Master DNS server

DNS query (DOS/DDOS attacker)
(Man in the middle)
Zone Transfer
(spoofing Master)
Stub Resolver
(Spoofing) Recursive rﬁolver
(DOS/DDOS attacker)
(Cache poisoning)
(Corrupt Data)
(Spoofed Updates) Zome file Slave DNS server

(DOS/DDOS attacker)

Fig. 2 DNS Vulnerabilities

e Cache Poisoning: Corrupt data is stored in the browser or recursive resolver cache by malicious nodes that
route the user to bogus or phished websites.

e Impersonation: Since there is no sender or receiver verification in DNS which may lead to attacks such as
Spoofing, ldentity Theft, Man-In-The-Middle attack. Here a person or program can smartly impersonate
another by imitating the open data, to gain an illegitimate advantage [12].

e Breach of Confidentiality: The open and unsecured communication in DNS allows the hackers to secretly
listen to the private conversation thus breaching the data confidentiality.

e DDOS (Distributed Denial of Service): The attacker disrupts the services of a host connected to the Internet by
flooding the target machine with dummy requests to overload systems and cause failure such that, the service
becomes unavailable to users temporarily or indefinitely [3].

Public Key Cryptography uses a key pair wherein one is a Private Key known only to the user and another is a
Public key published in the directory. Out of these one key is used for encryption and another key is used for decryption
such that knowledge of the encryption key doesn't give knowledge about the decryption key [18].

Public Key Infrastructure (PKI) comprises of User, Digital Certificate, Digital Signature, CA, CRL, CPS as major
components [18]. The Certifying Authority (CA) is responsible for validating the entity, issuance, and revocation of the
certificate. The certificate issued will be digitally signed by CA which is then used for domains. The digital signature is
the private key encryption of the message digest of the document using a one-way hash function. Digital Signatures are
used to provide Authenticity, Integrity, and Non-repudiation to electronic documents. The unique property of the hash
function and the irreversible nature of the one-way functions leads to the creation of a unique message digest for
different documents and hence unique signatures. The digital signature implementations are done in such a way that the
changes to a digitally signed document will not be allowed and if someone tries to do so, the software will remove the
signature from the document thus preventing the breach of integrity.

- T Hashing + Encryption = Signature Creation
Transmitted Message
\ D {'g‘ﬂatu Receiver ]ai

Hash Function

m |Signnturc?

// L E g

Hash ¥ unumn

mm

If these are the same,
then the message
has not changed

Hashing + Decryption = Signature Verification

Fig. 3 Digital Signature Verification [6]
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DNSSEC uses public-key cryptography to digitally sign the zone data. It does not encrypt the data but attaches
cryptographic information to the DNS records which assures that the records are originated from the claimed source and
are not modified during transmission. In the process of obtaining an IP address from the DNS lookup, it verifies the
signature and checks its validity. This prevents the possibility of cache poisoning attacks. The complete process of
obtaining an IP address through DNSSEC is explained in [9].

If the server fails in verifying at any of the stated constraints the process is stopped. Hence complete DNS chain of
getting an IP address is shielded from Man-in-the-Middle attacks, spoofing, and identity theft. It is backward
compatible with the current system that allows it to be clubbed over the existing protocol. To prevent hackers from
deciphering the keys using the brute force method they must be updated regularly.

4.2 DNSSEC Limitations

Although it provides authentication of data, it fails to provide confidentiality and availability to the data.

1. The data sent over communication links are not encrypted making it prone to many security threats as
discussed in [19].

2. It fails to redirect to the correct site in case the verification or validation of certificates fails to cause a denial of
service [9].

3. Signed Zone files are larger which requires more time to process this increases the response latency making
the loading of pages slower [9] also strengthening DDOS possibilities.

DANE is a set of hew mechanisms and techniques that allows SSL/TLS to be bound to DNSSEC [4]. SSL/TLS
over HTTP provides HTTPS used in the network protocol stack to provide a secure channel between the web server and
the web browser. By using SSL both client and server sides are authenticated from their certificates during the
handshake protocol. As well as the data transferred between them is protected by encrypting it thus eliminating the
chances of phishing, tampering, eavesdropping, and packet sniffing this resolves the DNSSEC limitation discussed in
Section. 3.2.1. SSL certificates digitally bind hostname, server or domain name, and geographical location of the
organization.

IETF has developed a new type of DNS record for DANE that allows a domain itself to sign statements about
which entities are authorized to represent it i.e. domain holders can specify which certificates can be used to
authenticate that domain [7]. Eliminating the fear of attackers gaining fraudulent certificates by known or small-scale
certifying authorities.

The new TLSA records include additional CA Constraints which specify the CA a client should trust. The Service
Certificate Constraints specify the exact TLS certificate to be used to avoid their misuse. Lastly, the Trust Anchor
Assertion specifies the trust anchor for validating the certificates. At the time of handshaking, domains are authenticated
by checking trusted anchors and authorizing CA. Apart from additional certificates checking at each level of the
communication chain, the procedure is the same as DNSSEC [17].

4.3 DANE Limitations

It succeeds in providing data confidentiality but does not guarantee the availability of data. The time complexities
increase many folds because of TLS handshake, certificate validation, and then validating the chain of DNSSEC
signatures. The lack of guarantee on availability may lead to an increase in the number of DOS/DDQOS attacks. The
proposed solution addresses this limitation as well and is discussed in the conclusion section.

5. Single Sign-on and its Security Issues

Single sign-on (SSO) is an authentication technique that allows users to securely authenticate with multiple
applications and websites by using just one set of login credentials as shown in figure 3. For example, logging in to
a Google account once will permit the user to access Google applications such as Google Docs, Gmail, and Google
Drive.

Without the SSO technique, the website maintains a database of login credentials — username and passwords.
Whenever the user login to the website, it checks the user's credentials against its database and authenticates the user.
With the SSO, technique the website does not store the login credentials of users in its database. Rather, it makes use
of a shared cluster of authentication servers where users are only required to enter their login credentials once for
authentication

Some SSO services use protocols, such as Kerberos, and Security Assertion Markup Language (SAML). SAML is
an extensible markup language (XML) standard that enables the exchange of user authentication and authorization data
across secure domains. SAML-based SSO services include communications among the client, an identity provider that
maintains a user directory, and a service provider.
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@ Website A

. Username
Password

User S5O \

@ Website B

Y

@ Website C

Fig 4. Single Sign-on

Consider the following scenario in Fig. 5 to understand the SSO process. A user is already logged into IdP and
wishes to log in to a service provider (SP). The user requests the SP to allow access to its resources; the service provider
redirects the user to IdP for verification purposes. 1dP checks the user credentials with its database, and as per SAML
standard, builds the authentication response in the form of an XML document containing the user's information and,
signs it using an X.509 certificate, and posts this information to the service provider. The SP verifies the I1dP signature
and then allows the user to use the service based on the IdP response.

Identity Provider

|
] 1. Request Login i

I

|

|

2. Issuing Authentication I
Request Token I

4. Token Redirected

3. Send Token g >

5. Issuing and Signing
SAML response Token

6. Send Token

7. Token Redirected <

8. Signature Validation |
and Token evaluation |
|
|

Y

-~ 9. Requested Resource n

Fig. 5. SSO Signup Process

5.1 Security issues

1. A fraudulent node (MITM) can impersonate an SP and client and can successfully act as an SP for client and
client for SP leading to Cross-Site Scripting or denial of service attack [1]. Figure 6 depicts the attack. SP can
detect this attack by verifying the receiver of the authentication request and the sender of the authentication
assertion are the same or not.

2. XML Signature Wrapping attack: SAML assertions are digitally signed and go to SP through the client's
browser that can be skillfully tampered with a fake SAML assertion [10]. Figure 7 depicts the attack. The
service provider detects this attack by comparing the signing ID with the assertion ID. If they match, the
assertion is validated and if they do not match assertion is considered invalid.

The solution to the above attacks are discussed in the next section
6. Research Methodology

DANE protocol must be working on the systems at both ends of the communication channel. All communications
links are secure SSL channels Because of DANE. We are using DANE based trust server to provide full security to the
SAML SSO system. D-TP will use the DANE mechanism to authenticate the network entities within the trusted
platform network as shown in figure 6.

The following use cases will explain the different scenarios which can occur and how D-TP will react to it to
provide the user the needed security. We are providing the user with a choice if he/she wants to opt for higher security
in the communication process. As comparatively the higher security option will be slower in working and if the user
doesn't want that much security he/she can go for normal security which will be comparatively faster.
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authenticate
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Fig.6. Information and message flow between the network entities

Use Case 1: If a new user wants to register using normal Security:

As shown in figure 7, First User Request the SP for service. SP post the request to IDP through Browser. IDP
Request the User for credentials. The user returns the credentials to IDP. IDP Verify and store the information. IDP
Response with signed assertions to SP. SP provides the Service if the user is authenticated.

1 =

IW

IDP

user - e

Fig.7. Use case 1, New user wants to register using Normal Security

Use Case 2: New user wants to register using a High level of security

As shown in figure 8, the First New user Asks D-TS to check SP. D-TS Verifies the SP and linked IDP's and sends
Token containing verification of SP and IDP's to the client. The user Retrieves SP information from the token and acts
accordingly. User Requests SP for service and forwards the received token to it. An authentication request from SP is
posted to the IDP through the browser after checking IDP through the received token. IDP Asks the user for his/her
credentials (name, location, id proof, etc). The user provides the details to IDP. IDP verifies the credentials by checking
its database. Depending upon the verification of credentials a signed assertion is posted by IDP to the SP. Depending
upon the signed assertion SP grants service to the user.

B —

41

g sy | o B

= [ o . — |

7 IDP J

user y
: g .

D-TS

10

&
\

Fig.8. Use Case 2, New user wants to register using a High level of security

Use Case 3: If an already registered user wants to log in using a high level of security:

If the user is already logged in he/she doesn’t need to register every time and can use his/her login ID and
password to use the services provided by SP’s of the trusted network. The process of login is as shown in figure 9.
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Fig.9. Information and message flow between the network entities

Use Case 4: If a new SP or IDP wants to join the trusted network.

In case a new service provider or new identity provider wants to join in the trusted network there is a provision to
doso in this method and is shown in figure 10.

SP/IDP/use|
3 2
DNS
Domain IP TLSA
Name  address Record
| s

Fig.10. Use case 4, New SP or IDP wants to join in the trusted network

D-TP uses DANE to authenticate new SP or IDP using the following steps. A Request is sent to D-TS to
authenticate SP/IDP/user. D-TP performs DNS lookup to retrieve the TLSA certificate stored with IP address in DNS
RR. DNS returns TLSA Certificate to D-TP. D-TP asks F.O. for the SAML2 certificate of SP/IDP/user. F.O. returns
SAML?2 Certificates to D-TP. It computes the hash of TLSA (if SAML2 certificates are in form of hash) and Compares
TLSA hash with CERT RR (SAML2 hash). If a match is found then SP/IDP/user gets authenticated. Figure 11 shows
the Flowchart showing the information and message flow between the entities in the above case

D-TS asks for EV SSL
certificates and other
authentication details

SP/IDP request trust to join
in the network

Trust verifies, validates and
Accordingly it is given/not check authenticity of the
given entry to the Trusted certificates by comparing
network platform them to TLSA RR got
through DNS lookup

Fig.11. Information and message flow between the entities.

48 Volume 12 (2022), Issue 1



Enabling Trust in Single Sign-On Using DNS Based Authentication of Named Entities

Building a trusted platform between identity providers, service providers, and the users provide many benefits that
were not obtained until now with other protocols and drafts. A trusted network allows users to use the services freely
without any fear of any kind of DNS attack. As well as it installs trust for SPs and IDP's in each other for secure and
authentic communication.

6.1 Enabling Trust in SSO Using Dane

D-TP (DANE-based Trust Plug-in) is the proposed browser plug-in that acts as a third-party authenticator that
validates the certificates of all the entities of the network maintaining a secure network in which users can freely access
services at faster rates without compromising with security. DANE protocol must be working on the systems at both
ends of the communication channel, as all communications links are secure SSL/TLS channels due to DANE and thus
eliminates any kind of confidentiality and integrity threats during message transfer. The proposed D-TP must be
installed at all the SSO entities including client, 1dP, and SP. This section discusses how the proposed browser plug-in
resists the attacks discussed above.

MITM: Figure. 12 depicts the issue discussed in section 5.1.1. The fraudulent node activity can be resolved if the
SP can detect whether the receiver of the authentication request and the sender of the authentication assertion are the
same or not [1]. In the proposed D-TP model, all communications take place over the DANE protocol which ensures
that the sender verifies the intended receiver by validating and verifying its present certificates before the messages are
exchanged. D-TP will authenticate and register each node before it enters the SSO network including SP, IdP, and
clients. Without valid authentications, they will not be allowed to enter the system. D-TP will act as a supervisor to keep
an eye on all the activities. Hence in the given scenario when the client wants resources from SP, it will validate SP first
through the handshake mechanism of DANE and will then send the message requesting resources. Therefore, even if a
fraudulent node tries to imitate as an SP it will fail in providing authentic certificates which can be easily detected in the
DANE protocol

XML Signature Wrapping Attack (XSW): In the SSO system, IdP asks the client to provide credentials based on
which it authenticates the clients. Then a response is a build that is signed by the Identity provider using its private key
and sent as an assertion. A message can hold multiple assertions which are verified by the Service provider by
comparing the signing ID with the assertion ID. If they match, the assertion is validated and if they do not match
assertion is considered invalid. A service provider processes a complete response message even if one assertion is
validated. As multiple assertions are allowed and this assertion response is sent to the Service provider through the
client browser, an XML signature wrapping attack is possible [10]. Fig. 13 shows the point where this attack occurs

while SSO sign-up process.
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The OWASP Top 10, a standard awareness document for developers and web application security lists the
injection attack as the number one security risk in the 2020 list [13]. In the injection attack, the attacker inputs
additional data or modifies the script with intentions of self-benefit [13]. XSW is a type of injection attack where the
attacker uses the SOAP message response to check if the XSW is possible or not based on the assertion structures and
then changes or inputs extra assertions to bypass the security checks [10]. Various ways through which XSW is possible
are described in [10].

In the proposed D-TP, the XSW can be prevented by modifying the SAML XML schema. XML Schema is
commonly known as XML Schema Definition XSD. It is used to describe and validate the structure and the content of
XML data. An XML schema defines the elements, attributes, and data types. The schema element supports Namespaces.
It is similar to a database schema that describes the data in a database. The main aim of the XML schema is to provide
an inventory of XML markup constructs to write schemas. A schema intends to define and describe a class of XML
documents by using these constructs to constrain and document the meaning, usage, and relationships of their
constituent parts, data types, elements, and their content, attributes, and their values, entities, and their contents and
notations. Schema constructs may also provide for the specification of implicit information like default values.

XML schema contains a single D-TP assertion signed by the private key of sender D-TP. Therefore, if a fraudulent
node tries to surpass the D-TP assertion-check, similar to the SAML assertion by adding extra fake assertions, it can be
detected as the fraudulent node does not have access to the original entity's private key and only one D-TP assertion can
be present. Also if the client tries to replace the assertion with a fake assertion it can be detected as it will fail in key
authentication when SP will use D-TP published public key to verify it. The D-TP assertion will hold the list of all true
assertions that will be computed by matching the assertion ID with the IdP Signing ID. Based on this list the SP will
process only the mentioned assertions ignoring the rest of the message.

The standard SAML XML schema structure can be referred to as form [15]. The proposed modification in SAML
XML schema with D-TP messages is given below. ...

</SOAP-ENV:Envelope>
<SOAP-ENV:Header>...<SOAP-ENV:Header>
<SOAP-ENV:Body><SAML.:Response>
<saml:Assertion></saml:Assertion>
<D-TP :Assertion>
<Assertion 1d>
<Asserted SAML Assertions ID List="...”>
<D-TP signature>
<signaturelnfo></signaturelnfo>
<signaturelD></signaturelD>
</D-TP signature>
</D-TP_assertion>
</SAML.:responce></SOAP-ENV:Body>
</SOAP-ENV:Envelope>

7. Result and Discussion
First-time user needs to be authenticated by entering their login credentials such as username/email and password

in an SSO login page required by the Identity Provider( Idp) as shown in figure 14 below.

SSO Login Page

SSO Login Page in s

Sign in with Single Sign-on (SSO)

in Sign in with LinkedIn on

G Sign in with Google

Sign in with Single Sign-on (SSO) Remember me next time

Forgot your password?

Fig.14. SSO login page
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Once the IdP validates the user's login credentials, it sends an assertion back to the Service Provider(SP) to
authorize successful authentication. The user will then get a list of frequently accessed applications as well as a list of
all applications to which he can log in directly as shown in figure 15.

‘ SSO Home Page ®

FREQUENTLY USED

M @ © & & ®

Google Gmail Google Calendar Basecamp Google Drive Google Sites Help Desk
O .
WageWorks Password UltiPro

Generator for...

ALL APPLICATIONS

« H & =T H B

BetterWork: Biba Concur Confluence

$ B & M & ¥

DocuSign Google Calendar Google Drive Google Gmail Google Sites Help Desk

Fig.15. SSO Home Page

If the user clicks on the Google Gmail application then he will be granted access to his application without asking
for his credentials as shown in figure 16.
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Fig. 16. SSO Google Gmail Page
8. Conclusion and Future Work

There are many SSO Solutions that exist in the market, most of them are using multifactor authentication methods.
MFA method reduces security problems related to access control but still, it is vulnerable to man-in-the-middle and
phishing attacks [20]. This paper concludes that SAML SSO security issues can be resisted by the proposed D-TP
plugin which acts as another security layer over DANE. Thus providing added security to the users in the SSO
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environment against man-in-the-middle and phishing attacks. D-TP does not require additional hardware or changes in
configurations. It also prevents major implementation changes in the existing code and requires it to be installed as a
plug-in. The security mode can be set based on the user's security requirement. D-TP reduces the time complexity and
provides better data availability. Since the time delay is reduced, the possibility of the DOS/DDOS attack is also
minimized. Also as only authenticated and registered nodes are allowed in the SSO network be it SP, IdP, or client
possibility of such attacks by corrupted nodes is reduced which also resolves the DANE issues stated in issue 3 under
section 4.3. As security depends somewhat on how difficult it is to factor in huge numbers, the quantum computer
might easily decrypt messages using the brute force method [8]. Researchers are exploring the possibilities of using
hybrid systems against quantum algorithms to develop a system that is more secure against attacks that can decrypt
encryption keys [16]. Another way of improving Security is IP Encryption in which sent IP addresses will be encrypted
such that they cannot be intercepted by a hacker. As IP encryption conversion poses a lot of size and length constraints,
it is still under process [2].
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