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Abstract: The huge increase amount of Cyber Attacks in computer networks emerge essential requirements of intrusion
detection system, IDS to monitors the cybercriminals. The inefficient or unreliable IDS can decrease the performance of
security services and today world applications and make the ongoing challenges on the Cyber Security and Data mining fields.
This paper proposed a new detection system for the cyber-attacks with the ensemble classification of efficient cost sensitive
decision trees, CSForest classifier and the least numbers of most relevant features are selected as the additional mechanism to
reduce the cost. The standard dataset, NSL-KDD, IDS is used to appraise the results and compare the previous existing
systems and state-of-the-art methods. The proposed system outperforms the other existing systems and can be public a new
benchmark record for the NSL-KDD datasets of intrusion detection system. The proposed combination of choosing the
appropriate classifier and the selection of perfect features mechanism can produce the cost-efficient IDS system for the
security world.

Index Terms: CSForest, Cyber Attacks, Cyber Security, Data mining, Feature Selection, Ensemble Classification,
Intrusion Detection System, NSL-KDD

1. Introduction

Today world applications on internet are attacked with the more sophisticated manner from the cybercriminals due to
the widespread use of technologies in every domain including every level of users. This evolution of malicious attacks
poses serious challenges to the improvement of intrusion detection system, IDS. The foremost challenge to these IDS is in
order to identify abnormal and obfuscated malware, because the malware authors are using new varies violation techniques
for information hiding in detection process and they can create many suffers in a short period of time in every society.
Therefore, the emergence of computer security environment has become essential for our daily lives [1, 2].

Every inappropriate action set attempts to destroy the confidentiality, integrity, or availability of various information
resources means the intrusions, and the detection system in a network for those malicious actions is called a Network
Intrusion Detection System (NIDS). The main target of the Network Intrusion Detection System can be simply described
as monitoring and evaluating discovery, and reaction. The NIDS can be classified into two categories namely; Anomaly
detection-based Network Intrusion Detection System (ADNIDS) and Signature-based Network Intrusion Detection System
(SNIDS). SNIDS concentrates on the features of the information and ADNIDS emphasizes significant deviations of the
users' activities by analyzing the normal traffic pattern. [3, 4]

Intrusion Detection System monitors the network traffic with multiple sensors to detect internal and external
suspicious activities from network intrusions. The IDS may be hardware or software systems or the combination of both
that can be capable of identifying the malicious activities or abnormal behavior in computer systems. After it has analyzed
the information from the sensors, it sends feedback to the preventing systems. Although, different types of mechanism
have been utilized to detect the anomalies in the efficient ways, there may be many challenges in developing of IDS to
increase the performance in both complexity and accuracy [2, 5].
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Many researchers have proposed different intrusion detection systems including misuse detection methods and
anomaly detection methods using various ways. However, the misuse detection techniques determine known attacks with
low false-positive rates and Anomaly systems determine unknown attacks with a high false-positive rate. To overcome
these phenomenons, researchers turn to data mining approaches for intrusion detection systems by using classification,
regression, clustering, outlier detection, and association rules. [6] They have been improving the IDS by proposing
proficient features selection methods, the best performance classification mechanisms. The feature selection process
reduces unnecessary features and can increase detection rate, accuracy and performance of the system [7].

Hence, this paper presents a new effective framework to detect the intrusion from the networks in cost sensitive ways.
In this framework, the cost sensitive decision trees classifier, CSForest is used as the classifier and the most effective
features are selected as the least number of input attributes to the system. The next sections in this paper are prepared as the
following manner. Section 2 discusses the existing works that have achieved in intrusion detection techniques. Section 3
present the propose framework and section 4 evaluate the experiments. Conclusion of the work is described at section 5.

2. Previous Studies

There are a significant number of pervious existing works for IDS, intrusion detection systems by using single
classifiers or ensemble classifiers with different feature reduction techniques or not. However, this section analyzed and
discussed in the order of proposed year.

The group in [8] proposed a new dataset called NSL-KDD to make statistical analysis and calculate the performances
of Intrusion Detection System. They also evaluated performance of their dataset with the state-of-the-art algorithms, such
as Decision Tree, Na'we Bayes, NB Tree, Random Forest, Random Tree, Multilayer Perceptron and SVM. They described
NB Tree has the highest performance of 82.02% and 66.15% for the KDDTest+ dataset and KDDTest-21 dataset
respectively.

The authors of paper [9] presented a classification scheme using fuzzy logic for IDS system. They consider class label
as the fuzzy set and use fuzzy search expression and genetic programming to classification processes. They achieve the
82.74% for NSL-KDD test sets.

The researchers in [10] proposed a new detection system using class-dependent features and the matrix are extracted
in training phase and these matrixes are compared in the test phases. Their feature transformation methods, RCDFT
achieved 80.141% in intrusion system.

Intrusion detection system utilizing SVM classifier is proposed in [11]. They evaluate various results with different
number of features using the same SVM classification techniques and get 82.37% with all 41 features and 82.68 with 14
features. They planned to ensemble SVM with other techniques to improve accuracy.

The paper [12] is the proposal of IDS, intrusion detection system used adaptive search procedure using ensemble trees
classification technique named GAR-Forest and feature selection technique to improve the accuracy. They compared their
accuracy with C4.5, Nawe Byes and Multilayer perceptron and achieve 82.3989%, higher performance than the others.
When they combine GAR-forest with InfoGain, CFS and Symmetrical Uncertainty features selection method their
accuracy is more than all features used techniques and achieve 85.976 as the highest.

The work in [13] is the two-layer classification model using Certainty Factor modification of KNN and Nawe Bayes
to detect suspicious behaviors of 10T-based attacks. They reduce the feature dimension using two layer of unsupervised
method, PCA and supervised method, LDA. Their ensemble achieved 84.82%.

The research in [14] is the semi-supervised IDS applying Fuzzy logic. The feed-forward NN, SLFN with one hidden
layer is trained in order to produce a fuzzy vector and the categorization is accomplished by using fuzzy quantity and
clustering. They achieve 84.12%.

The model of two tiers to detect network anomaly is proposed in [15]. This is also the ensemble classification of
certainty factor voting method of KNN classifiers, Nawe Bayes and Linear Discriminant Analysis, LDA for the reduction
of dimension. The two-tier ensemble provides low complexity because of a dimension reduction method of feature
selection, along with 83.240% of good classification rate.

The ensemble of bagging and Boosting with decision trees C4.5 and feature selection methodology is proposed in
[16]. Two feature-selection methods FVBRM and Gain Ratio (GR) were tested to reduce the irrelevant features but GR
produce the higher accuracy of 84.25% with 35 features and improve classification accuracy.

The authors in [17] proposed a detection system for anomaly intrusion using Decision Tree classifier named C5. Their
C5 algorithm outperforms than Na'we Bayes, SVM and C4.5 and achieves 81% in accuracy for test set.

The research group of [18] presented an IDS, intrusion detection system that uses modification of binarization of grey
wolf optimization technique called MBGWO feature selection method. They based on the ideas of data set separation and
this data played import role in Feature selection method. The MBGWO achieve 81.58% just using 14 features.

The successful benchmark records are analyzed and produce a new record in the paper [19]. They proposed two stage
classification technique in ensemble way and then also reduce the dimension level of features using hybrid feature
selection method. They use Rotation Forest and Bagging strategies for classification and PSO, GA and ACO feature
selection method are tried with REPT classifier and choose the best features. They can reduce to 37 features to produce
85.797% and 75.52% of accuracy and this record is the highest value at benchmark record for KDD test set.
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The group of [3] recently proposed a new IDS which uses ensemble of decision tree, C5 and SVM classifier without
reducing feature dimension. Their main contribution is the signature integration into abnormal intrusion detection system,
which takes benefit from the strengths of this system that based on Anomaly called AIDS and signature-based intrusion
detection system called SIDS. They achieve 83.24% for KDD test set.

3. Proposed Methodologies

The proposed framework consists of two parts: feature selection and classification.
3.1 Feature Selection

The primary objective of feature selection is for searching the accurate, compressed and significant subset of
features in original feature dataset. Feature selection method can be categorized into filter, wrapper and ensemble
approaches. To choose the features wrapper approach, calculate the precision on the features while the filter method
uses the relevancy or correlation measures of the data features. Filter methods are not depending on the based classifiers
and has less complexity, faster and more scalable than the wrappers. The ensembles are the hybrid methods of these two
and or the integration with the learning processes to achieve the stability of feature selection standards. However, it is
hard to make a change or modification in the model to get the higher performance of the classification system.

The standard intrusion detection datasets NSL-KDD include redundant and irrelevant attributes, which produce the
lower performance of data classification algorithms and cause misclassification results [20-22]. The dimensional
reduction of features before the classification can be more efficient and reduce cost and increase accuracy. Therefore,
this paper finds the best or relevant attributes by selecting manual based on the knowledge of statistics of the data in
attributes which can be missed classify and made the trial testing with the support of classifier CSForest.

3.2 Classification with Cost Sensitive Decision Forest

The Cost Sensitive Decision Forest so called CSForest is the ensemble decision tree developed by [23, 24] was
originally designed to solve the prediction problems of imbalanced class in the sample datasets for software defect
process in cost sensitive way. Cost-sensitivity may provide many benefits to the development processes when making
the predictions to make optimization for monetary cost. It used the combination of the cost sensitive voting CSVoting
when classification and the resampling techniques into forest building process to reduce the cost.

The CSForest algoritm takes the input dataset and class labels including user defined record of the number of trees,
threadshold, pruning confidence factor and the minimum record number in a leaf. After getting the good attributes from
the dataset, the CSForest calculate the ability of cost reducing for each attribute to get the best optimized splitting point.
The cost sensitive trees are built using these splitting attributes as the root notes. If the build tree number reached
required level, CSForest repeat the next level of the tree as the same manner. Then the root nodes relate to the started
root node of origin. The possible numbers of trees that are built from an original root node can be computed form the
attributes and the record numbers in the subset. When all the possible number of trees is built, the algorithm uses the
same manner for other attributes in the dataset until it develops the trees as a forest. The algorithm is shown in
Algorithm 1.

4. Experimental Evolution

4.1 Dataset Description

This paper emphasizes on the standard dataset NSL-KDD [4] for intrusion detection that are widely used by the
researchers in the previous works for the benchmark records. It has no redundant instances, 42 attributes including class
label. This system used 20% of the KDDTrain+ dataset in training model. It has the combination of 11743 instances for
normal attacks and 13499 numbers for abnormal attacks, so the total 25192 samples in it. KDDTest+ and KDDTest-21
test sets are used as the two separate testing sets. They contain 22544 samples and 11850 samples respectively and are
publicly provided to appraise the performance benchmark records of intrusion detection system.

4.2 Experimental Results

The experiment results are carried out to show the effectiveness of proposed mechanisms as the following manner:
the first manner is for the proposed classifier; the second is for the selected features; the third is the combination of
proposed mechanisms.

Stepl: The initial step of the experiments is started to determine the proposed detection method Cost Sensitive
Forest has the superior performance than other existing methods for the original datasets. KDDTrain+ is being used as
the training and KDDTest+ is use as the test set similar to the existing works.
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Algorithm 1. CSForest

Input: Dy, T, 7, €, ¢, 1y
Qutput: a set of trees F

1 initialise a set of decision trees F' to null;
2 initialise a set of good attributes A% to null;
3 initialise a set of split points P? to mull;
4 set A%, and P¢ by calling GetGoodAttributes(Dr, 7, €);
5 initialise ¢ to 1;
6 while |F| < T and |F| < |47] do
7 T; = BuildCSTree(Dr, A; € A% P; € P% ¢, my);
8 P=Fruol;
a i=i+1;
10 end
11 i =1
12 initialise K to |[F;
18 while |F| < T andi < K do
/% divide the data set Dp. */
14 if A; € A? is categorical then
15 ‘ DT = {D1, DQ,,..D‘A”};
16 end
17 if A; € A? is numerical then
18 DT = {D1, DQ};
‘ /* Dr is divided using A;, P */
19 end
/% [Dr| = mmber of data segmente in Drp, |D,| = mmber of
records in the xth segment */
20 for j =1 to [Dr| do
21 initialise Aéf , and Pjg to null;
22 A?, and P;? = GetGoodAttributes(D;, T, €);
23 end
24 initialise number of possible trees, ¢, to null;
[F=Eyl
25 calculate, t, = w;
i=1 1551
26 initialise & to 1;
27 while |F| < T and & < t, do
28 for § = 1 to [Dr| do
29 if |Af| > « then
30 ‘ t; = BuildCSTree(D;, axt1 € A?, Pet1 € Pjg, ¢, my);
31 end
32 if |4f| < = then
23 ‘ t; = BuildCSTree(D;, a1 € A?, m e Pjg7 e, mi);
34 end
35 Build a tree Ty, by joining the root node of each ¢; (1 < § < D7)
as a child node with the root node of T%;
26 F=FUTheuw;
37 c=z+1;
38 end
39 end
40 | i=id 1
41 end

42 return F;

Table 1. Performance benchmark results comparison with some existing works of classification on KDDTest+

Works Techniques Accuracy (%)
Paper[4] , 2009 Na'we Bayes 76.560
Paper[4] , 2009 Decision Tree 81.050
Paper[4] , 2009 SVM 69.520
Paper[4] , 2009 Random Forest 80.670
Paper[4] , 2009 NB Tree 82.02
Paper[5], 2011 Fuzzy classifiers 82.74
Paper[7], 2014 SVM 82.37
Paper[10], 2017 FSSL Clustering 84.12
Paper[13], 2018 C4.5 81
Paper[3], 2020 C5+SVM 83.24
Proposed, 2020 Cost Sensitive Forest 84.5458
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Table 2. Performance benchmark results comparison with some existing works of classification on KDDTest-21

Works Techniques Accuracy (%)
Paper[4] , 2009 NB Tree 66.16
Paper[10], 2017 FSSL Clustering 68.82
Proposed, 2020 Cost Sensitive Forest 70.6667

As can be viewed from the Table 1 and 2, FSSL clustering method proposed in 2017 has the superior performance
for the original intrusion detection test dataset. But the proposed classification technique CSForest provide the better
performance, nearly 0.42% increased for KDDTest+ and nearly 2% for KDDTEst-21 than that declared accuracy for the
normal classification technique for all the features.

Step 2:

The experiment for step 2 is to discover the best features of the NSL-KDD datasets. The datasets are used as the
previous step. Correlation-based feature selection (CFS) method is used with the various search methods such as
Genetic Search, GreedyStepWise, PSOSearch, RankingSearch, Best First Search, and ReRankingSearch to discover the
best attributes and calculate the accuracy for both test sets as displayed in Table 3.

Table 3. Accuracy results comparison from the generated features for KDD datasets.

. . Accuracy (%)
Attribute Search Methods Total No: of Features KDDTestr KDDTest-21

PSOSearch 6 79.2184 60.962

Best First 8 81.973 66.1857
GreedyStepWise 8 81.973 66.1857
ReRankingSearch 8 81.973 66.1857
RankSearch 12 82.8336 67.7468
Genetic Algorithm 15 83.8139 69.6371

As can be viewed from Table 3, the features found from the Genetic Algorithm produce the best accuracy results
among the described methods applied. The more features used to anticipate the instances; the higher accuracy results
they produce as in general. However, the superior performance among the previous work declared 85.797 for Test+ and
72.52 for Test-21 respectively and it is lower than those measures. Therefore, the experiments are continued to discover
the best features of the detection system by selecting the best attributes and then the results are showed in Table 4.

Table 4. Accuracy results comparison from the selected features for KDD datasets.

Selected Attribute Number Total No: of Test Time(s) Accuracy (%)
Features KDDTest+ KDDTest-21 KDDTest+ KDDTest-21
All 41 0.44 0.23 84.5458 70.6667
2,3,4,5,6,23,24,29,30,32,33,34,35,36,37,40,4 17 0.39 0.19 81.9331 65.6624
1
2,34, 23,29, 32,33,34, 36, 40,41 11 0.47 0.22 84.1333 70.0422
2,3,4, 23,29, 32,33,34, 40,41 10 0.36 0.2 84.1288 70.0084
2,3,4,24,29,30,34,35,36,37 10 0.34 0.19 81.5028 65.4684
3,4,5,24,26,29,30,33,35,37 10 0.36 0.2 83.5877 68.8861
3,4,5,6,14,26,29,30,32,37 10 0.41 0.16 84.3905 70.692
3,4,5,6,12,14,26,29,30,32,37 11 0.38 0.16 84.4349 70.7764
3,4,5,6,12,26,29,30,32,37 10 0.39 0.17 84.395 70.7004
3,4,5,6,26,29,30,32,37 9 0.41 0.17 85.3797 72.5992
3,4,5,6,14,26,29,30,32,37,39 11 0.41 0.17 84.1732 70.2869
3,4,5,6, 29,30,32,37 8 0.33 0.17 85.9475 73.7046
3456, 29,3037 7 0.48 0.23 86.635 75.0127
3456, 29,30 6 0.34 0.17 85.9697 73.7806
3,5,6, 29,30,32,37 7 0.25 0.16 87.5887 76.8017
Table 5. Best features for NSL-KDD dataset
No S. No Features Name Description
1 3 Service network service on the destination, e.g., HTTP, telnet, etc.
2 5 Dst_bytes number of data bytes from destination to source
3 6 Flag normal or error status of the connection
4 29 Srv_serror_rate % of connections that have ,,SYN" errors
5 30 Srv_rerror_rate % of connections that have ,,REJ* errors
6 32 dst_host_count No. of connections to the same host as the current connection in the past two seconds
7 37 dst_host_srv_count No. of connections to the same service as the current connection in the past two
seconds
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As displayed in Table 4, the various exhausted experiments have been done by selecting the efficient attributes for
both test sets and finally the best features of the system have evolved. The reduced selected features not only improve
the accuracy, but also decrease the time taken amount. It takes the less time and produce the minimum features number
to test the instances for both test sets. The noticeable points found that, the accuracy can be improved regardless the
number of attributes. In addition, the time consumption is not depending on the number of attributes. Therefore, the best
attribute, the most relevant features for intrusion detection system for NSL-KDD data set are described in Table 5. Now
the benchmark results from the some of the previous existing works are indicated in Table 6 and 7 for KDDTest+ and
KDDTest-21 respectively. Those systems are proposed by using different feature selection methodologies and different
combination of detection methods to improve the accuracy.

Table 6. Performance benchmark comparison results for KDDTest+.

Works Classification Method Feature Selection Total No: of Accuracy (%0)
Method Features
Paper [6], 2012 Decision Tree RCDFT 80.141
Paper[7], 2014 SVM - 14 82.68
Paper[8], 2016 GAR Forest SU 32 85.056
Paper[8], 2016 GAR Forest CFS 19 82.976
Paper[8], 2016 GAR Forest InfoGain 8 83.641
Paper[9], 2016 Two-layer 35 84.82
Paper[11], 2017 LDA - 83.240
Paper [12], 2018 Gain Ratio 35 84.25
Paper[14], 2019 MBGWO 14 81.58
Paper[15], 2019 Two stage Ensemble Hybrid 37 85.797
Proposed, 2020 Cost Sensitive Forest Select Attributes 7 87.5887

Table 7. Performance benchmark comparison results for KDDTest-21.

Works Classification Method Feature Selection Total No: of Accuracy (%)
Method Features
Paper [6], 2012 Decision Tree RCDFT 58.80
Paper[15], 2019 Two stage Ensemble Hybrid 37 75.52
Proposed, 2020 Cost Sensitive Forest Select Attributes 7 76.8017

The comparative benchmark results presented in table 6 and 7 proved that the proposed mechanisms are very
effective approach for the IDS, intrusion detection system. Then the achieved results can be comparative against the
state-of-the-art mechanisms and some of the well-known existing approaches. The weighted average measurement for
the test sets are showed in Table 8.

Table 8. The benchmark records for the NSL-KDD datasets.

Dataset TP Rate FP Rate Precision Recall F-Measure Accuracy (%)
KDDTest+ 0.876 0.116 0.881 0.876 0.876 87.5887
KDDTest-21 0.768 0.351 0.814 0.768 0.785 76.8017

5. Conclusion

This paper proposed a new framework to detect the cyber-attacks by using the Cost Sensitive Decision Trees
classifier and the best relevant features. The experiments are done by using the standard dataset to compare the
benchmarks results and the proposed approach outperform than some of the other existing approaches described above.
The benchmark results for NSL-KDD dataset can be announced with reduce cost in both classification and selecting
features from this analysis. The best classifier can improve the detection task and the most relevant features and the less
attribute numbers may provide significantly benefits for the online immediate security system. However, finding the
more effectiveness and the better performance for the data mining mechanism and data security methods is the essential
research for the security world and may be the ongoing works.
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