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Abstract: Internet of Things (10T) consists of group of devices which communicates information over private networks.
One of the key challenges faced by loT networks is the security breaches. With the objective of automating the
detection of possible security breaches in five categories, 10T traffic created with Message Queue Telemetry Transport
(MQTT) protocol is analyzed. The five categories of cyber-attacks considered are brute force, denial of service (DoS),
flooding, malformed data, and SlowlITe attacks along with legitimate traffic. The popular five machine learning (ML)
models, LightGBM, Random Forest, MLP, AdaBoost, and Decision Tree Classifiers are trained to predict cyber-attacks.
In traditional traffic analysis all the available features of MQTT traffic were utilized for the ML modeling and in this
work, we challenge the practice by showing that automated feature selection improves the performance of the overall
ML models. The average accuracy, precision, recall and the F1 score are used as performance evaluation metrics. It is
observed that all models in average are able to achieve 90% of accuracy in classification, while MLP model is trained
10 times faster than the other models. Further the optimal number of features for correct classification is identified as
10 features through Monte Carlo analysis. With the reduced features, it is possible to detect DoS, flooding, and
SlowlTe attacks with more than 90% accuracy and precision. Yet, it is difficult to tell apart brute force and malformed
data attacks.

Index Terms: 10T Traffic, Machine learning, cyber attacks, Feature importance, DoS, Brute Force attack

1. Introduction

Advancements in the digital technologies have immensely impacted the life style of the mankind. Since the past
decade man has highly relied on new technologies and devices. This has given rise to smart home systems, when
household devices with communication agents create networks to communicate and mange information in order to
provide better service to their users. This has given rise to the concept of Internet of Things (IoT). In 10T networks,
connected devices communicate sensitive information. The venerability in the network can be exploited by
unauthorised person, with the intension of accessing this sensitive information and damaging the network. Hence, it is
obligatory to implement security measures and continuously monitor the traffic for cyber attacks.

To protect data traversing in 10T networks, service providers adopt detect and mitigate systems to identify possible
security breaches. With the advancement of Artificial Intelligence and Machine Learning (Al/ML), these algorithms can
be employed to predict an incoming cyber attack.

With this objective, this work investigates the feasibility of employing Message Queue Telemetry Transport
(MQTT) protocol [1] with popular state of the art ML models to detect and classify common cyber-threats in 10T
networks. Decision tree, neural network and Ensemble based five classifiers are designed, trained, validated and tested
with MQTT traffic dataset pre-recorded from a smart home loT network [2].

To train a ML model for detecting and identifying, the legitimate behavior clearly apart from malicious behaviors,
a large dataset is required. By nature, 10T appliances generate huge volume of data on daily basis. Yet, the bulkiness of
the dataset, cause a considerable challenge for resource management. One of the simplest solutions for reducing the
bulkiness of the dataset is the feature selection and storage of only the necessary and sufficient features for Al/ML
model training and tuning. The traditional practice for feature selection of MQTT traffic, has been manually-crafted
task specific feature selection approach. In this manuscript this practice is challenged as it is unclear whether the
typical all 33 features in MQTT traffic in [1], contributes equally and significantly for the cyber attack detection. With
this view, this work further investigates the key feature of MQTT traffic which helps the identification of malicious
behavior, through automatic feature selection [3].
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The rest of the paper is structured as follows. Section 2 reports a summary of the background work, related to the
research presented. Section 3 presents the methodology adopted, while section 4 presents and discusses the results.
Finally, section 5 concludes the paper by summarising the findings and future directions.

2. Background Work

Prediction of malicious behaviors in networks is a popular research which dates back to 1990s. With the
advancement of ML, many research has immerged which investigates the possibility of using ML models to predict
cyber threats [4]. Most research in this domain favors the KDDCUP99 dataset [5], which was developed using
Transmission Control Protocol/Internet Protocol (TCP/IP) traffic for IP network. Yet, this dataset fails to provide a
realistic scenario for malicious traffic behavior in 10T network.

In general, most 10T networks are private networks, where an agent controls and detects the behavior of devices
connected to form the network. 10T networks found in smart home automation systems, favour MQTT protocol which
runs over TCP as the communication protocol, due to its simplicity and low resource requirement [1]. The MQTT
defines 3 components, namely MQTT Broker, who acts as the server, MQTT Publisher, who communicates with clients
and MQTT Subscriber, who act as a client. These three entities create 10T network, where information is exchanged
using MQTT protocol.

Although MQTT is popular choice for 10T, there is very little research which analyzes the behavior of MQTT
traffic to predict cyber-attacks [6]. Most of the research which uses MQTT traffic analysis does not have a publicly
available dataset, nor do they consider a smart home loT network [7-12]. Hence, it is challenging to reproduce the
results in literature for comparative analysis. Furthermore, they focus on detecting the most popular cyber-attacks,
denial of service (DoS) and intrusion.

A novel attacks that can be present in 10T network is Slow DoS against Internet of Things Environments (SlowlTe)
[13]. It is a denial of service type attack which can target MQTT server which is running on TCP environment.
Moreover, Brute force attack, Flooding, traditional DoS, and attacks by means of Malformed data are common security
breaches in loT.

In supervised ML based classifiers, a model is trained using labeled data to predict the labeled outcome. Na'we
Bayes, Linear Discriminant analysis, Stochastic gradient decent, Support vector machines, Neural network, decision
tree and ensemble models are popular state of the art supervised learning classifiers [14,15]. Each of these models has
its own weakness and strengths [14], while requiring different levels of processing and computational capacity. Hence,
any popular ML model would not suit all application scenarios, and selection must be made with care. Table 1
summaries the strengths and weaknesses of selected models for the research presented in this manuscript.

Modern 10T networks consist of miniature sensing devices with limited computational power, and limited data
storage capabilities. Hence, when designing ML models for tracking and detecting cyber-attacks, it is essential to
consider the limitation of resources as well as the capability of implementing these models on the 10T network itself.
The models presented in Table 1 are selected considering the above limitations of the 10T network.

Table 1. The strengths and weaknesses of selected ML models.

Machine  learning | Specific model used Strength Weakness
techniques
Artificial neural | MLP Classifier Higher flexibility to learn highly complex | User specific network structure.
network: [15] non-linear relationships between features.
Difficult to optimize and interpret the outcome.
Decision Tree Decision Tree | Good Interpretability and visualization. Sensitive to slight changes in the data and can
Classifier converge in correctly.
[15] Little Computational time.

Overfitting can easily happen.
Feature scaling is not required

Ensemble Method: Random forest [16] Exhibits consistent performance with | Output is sensitive to the user selection of
bagging methods faster and robust training. hyperparameters, such as number of branches
and trees.

Capable of identifying most sensitive,
independent as well as important feature | Overfitting is possible
for the task.
Ensemble Method: AdaBoost Classifier Has the ability to decrease bias. High sensitivity to outliers
boosting methods [17]

Less susceptible for overfitting.
Ensemble Method LightGBM [18] Highest performing boosting method. Significant number of hyperparameter selection
boosting methods is present.

Faster to train and predict

To avoid overfitting, it is essential to tune these
parameters with care.
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Overall, literature shows that with the expansion of 10T networks, security breaches are a major threat for the
network [19,20]. The research presented in this paper, predicts the most common five types of cyber-attacks in 10T
networks, using MQTT traffic dataset in [1]. Popular machine learning models in literature, such as Random forest,
MLPClassifier, AdaBoostClassifier, DecisionTreeClassifier are compared against the newly proposed LightGBM
Classifier for the task of classifying cyber-attacks. Furthermore, we analyze the feature importance in detecting an
attack. By doing so, we aim to identify key features which could be used in real time data processing in resource limited
loT environments to predict a cyber threat.

3. Methodology

3.1. Dataset

IoT networks, find many applications in modern digital world such as in smart homes [21], health care sector [22]
insdustrial application [23], etc. The dataset used in this study is generated using MQTT protocol in a simulated 10T
smart home network and the data is freely available in public domain at [1]. The 10T network used for data generation
consist of 10T smart home sensors such as temperature sensors, humidity sensors, Gas monitors, motion sensors and
light sensors connected to a MQTT broker. When a compromised sensor generates malicious traffic, it is categorised as
a security attack. In this study 5 types of attacks are predicted, based on the behaviour of the malicious traffic. Each
incoming traffic consists of 33 parameters, i.e features, as shown in Table 2 [1]. Lastly the dataset carries labelling
information related to the type of attack or the legitimacy of the traffic generated. Hence, there are 5 types of attack
labels and one label as legitimate traffic.

Table 2. The list of TCP and MQTT features recorded.

Full Description Abbreviation
TCP flags tcp.flags
Time TCP stream tcp.time_delta
TCP Segment Len tcp.len
Acknowledge Flags maqtt.conack.flags
Reserved maqtt.conack.flags.reserved
Session Present maqtt.conack.flags.sp
Return Code mgqtt.conack.val
Clean Session Flag mgqtt.conflag.cleansess
Password Flag mgqtt.conflag.passwd
QoS Level mqtt.conflag.qos
(Reserved) maqtt.conflag.reserved
Will Retain maqtt.conflag.retain
User Name Flag maqtt.conflag.uname
Will Flag maqtt.conflag.willflag
Connect Flags maqtt.conflags
DUP Flag maqtt.dupflag
Header Flags maqtt.hdrflags
Keep Alive matt.kalive
Msg Len mgqtt.len
Message mgtt.msg
Message Identifier mqtt.msgid
Message Type matt.msgtype
Protocol Name Length maqtt.proto_len
Protocol Name magqtt.protoname
QoS Level matt.qos
Retain maqtt.retain
Requested QoS maqtt.sub.gos
Granted QoS matt.suback.qos
Version matt.ver
Will Message matt.willmsg
Will Message Length mgtt.willmsg_len
Will Topic maqtt.willtopic
Will Topic Length mgtt.willtopic_len

3.2. Data Refining and Model Training

The complete dataset consists of 99290 entries of traffic ranging from both legitimate to malicious with 33 features
for each entry. Each entry belongs to one specific class out of the six listed above depending on the behaviour of the
traffic. Hence, the classification models are trained for multi-class prediction problem.
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The main task of the problem presented in this study is the identification of legitimate and malicious traffic in loT
network. With this objective the study presented has tested the performance of popular machine learning models,
namely Random forest, MLPClassifier, AdaBoostClassifier, DecisionTreeClassifier and LightGBM Classifier for the
task of cyber-attack detection in 10T network. For a fair comparison between models, hyper parameter optimization was
carried out for each model using Grid-Search algorithm [24].

One of the key hypotheses tested in this work is whether all 33 features of MQTT traffic recorded, contribute
equally or at all, to the task of cyber-attack detection and whether an automated feature selection process can further
enhance the performance of the detection process. With this objective, we have performed feature analysis using RF
Classifier to detect the most prominent feature in MQTT traffic which contributes to the correct classification outcome.

During the experiment we first derived the feature importance value for each of the 33 features of the input data
using fine tuned RF classifier. Next random numbers of sub-sampled datasets are created using only the features with
highest feature importance values. Thereafter, these new sub-sampled datasets are used to train the selected five state of
the art ML models tabulted in Table 1. Each ML model is hyper parameter optimised for each sub-sampled dataset
tested. The performance evaluation metrics; average accuracy, precision, recall and the F1 score are calculated for each
ML model instance. Later this model performance was compared to evaluate cyber-attack detection performance as well
as the minimum number of feature needed to make an accurate prediction.

4. Results

This section presents the results of applying machine learning models, Random forest, MLPClassifier,
AdaBoostClassifier, DecisionTreeClassifier and LightGBM Classifier. All the experiments are repeated at least 3 times,
and 3 fold cross-validated where applicable. The dataset considered is split 70:30 ratio for the training and testing sets at
the data pre-processing stage of the experiment. The experiments are carried out in python environment and ML models
were implemented using Sklearn, and lightgbm libraries.

4.1. Hyperparameter Tuning.

Each machine learning model carries different hyper-parameters. Yet, it is essential to fine tune the
hyperparameters for performance and cost optimization as well as to obtain a common platform before the comparison
of the classification process of all models. The optimized hyperparameters utilized for each model presented in this
study are summarized in Table 3 and it will facilitate comparative verification of the implementation in future use.

Table 3. Optimized hyper parameters for each ML model

Model name Values of optimized hyperparameter

LGBMClassifier learning_rate= 0.05,
max_depth= 10,
n_estimators=100,
num_leaves= 20,
boosting_type= 'gbdt’,
colsample_bytree= 1.0,
reg_lambda= 0.5,
DecisionTreeClassifier criterion='gini',
max_depth= 30,
splitter="best’,
random_state=3, min_samples_leaf=4
MLPClassifier max_iter=100,
activation= "relu’,

alpha= 0.0001,
hidden_layer_sizes
=(10, 30, 10),
learning_rate= "constant’,
solver= "adam’
AdaBoostClassifier DecisionTreeClassifier(max_depth=10),
algorithm="SAMME",
n_estimators=200

4.2 Performance Analysis of Classification Using All Features

Fig. 1, illustrates the accuracy of classification of each tuned model for the 6 classes, namely 0-'bruteforce’, 1-'DoS',
2-'flooding’, 3-'legitimate’, 4-'malformed data’, and 5- ‘SlowlITe’. According to the results, almost all the models are
successful in predicting, DoS, and legitimate cyber-attacks with more than 90% of accuracy, while all models detected
SlowlITe with more than 99% of accuracy although the sample set is relatively smaller than DoS, and legitimate classes.
The flooding class carries the smallest amount of sample data, hence all the models significantly failed to identify flood
type attacks. Moreover, it can be observed that most erroneous predictions are incorrectly predicted as legitimate traffic.

Volume 11 (2021), Issue 6 49



Feature Engineering for Cyber-attack detection in Internet of Things

It is observed that the selection of the classification model does not impact the outcome foremost; nevertheless, the
model training and testing time vary significantly between MLP classifier and other tested model as shown in Table 4.
In fact, significant differences in the model performances could arise depending on the hyperparameter values selected.

Table 4. Comparison of training and testing time for each model

Model Training time/s Testing time/s
LGBM Classifier 6205 1.026
AdaBoost Classifier 1110.2 2.743
DecisionTree Classifier 1639.79 0.014
MLP Classifier 146.11 0.223
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Fig. 1. Classification accuracy for LGBM Classifier AdaBoost Classifier , Decision Tree Classifier and MLP Classifier,

4.3 Feature Importance Analysis

10T networks have the potential to generate significant amount of traffic at short intervals by default. It causes a
bottleneck at the computational efficiency in real time implementation. The feature selection method, determines the
relevant features within the input data for efficient classification. In turn feature selection assists the researchers to
significantly reduce the size of larger datasets for analysis. Moreover, feature selection itself can function as a filtering
process and would assist the model to focus on important features at training phase.

In this research the feature importance analysis for the MQTT traffic is carried out using random forest model.
According to the feature importance plot obtained using random forest model (Fig. 2.), the fifteen (15) key features that
determine the type of cyber-attack in descending order of importance are 'tcp.time_delta’, 'mqtt.msgid’, 'mqtt.hdrflags’,
'mgtt.msg’, 'tcp.len’, 'mqtt.len’, ‘tcp.flags', 'mqtt.msgtype’, 'mqtt.qos’, ‘mqtt.conack.val', 'mqtt.dupflag’, 'mqtt.conflags’,
'mqtt.conack.flags', ‘'mqtt.kalive’, and 'mqtt.ver’. Out of all the 33 features present in the dataset only 19 features
contributed to the decision, the rest of the features have a feature importance score of zero can be seen in Fig. 2.

To test the accuracy of this observation, we have repeated, model training and prediction using only the top 5, 7,
10 and 15 features. As of Fig. 3, the reduction of features does not significantly affect the outcome of the overall
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performance of the model. In depth analysis shows that the reduction of features, affect the classification of the
malformed data and brute force attacks significantly. This observation is statistically presented in Table 5.

A thorough analysis of results shows that using only the 10 features with the top feature importance values, it is
possible to achieve a same level of performance as of the full feature set. Thus, it can be concluded that in resource
limited scenarios, it is sufficient to concentrate only on 10 features; namely 'tcp.time_delta’, 'mqtt.msgid’, 'mqtt.hdrflags’,
'mgtt.msg’, ‘'tcp.len’, 'mqtt.len’, 'tcp.flags’, ‘mqtt.msgtype’, ‘'mqtt.qos’, and 'mqtt.conack.val' of MQTT traffic. Hence,
when analyzing cyber-attacks on 10T network using MQTT traffic, it is sufficient to store and even process the top 10
features identified in Fig. 2. In general, this reduced feature set, detects all types of malicious traffics with sufficient
average accuracy.

feature importances
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Fig. 3. Classification accuracy for Random forest with full (33) and reduce feature sets

Table 5. Performance variation with feature set size

Performance measure Number of features in an entry
33 15 10 7 5
Avg. Accuracy 0.90 0.90 0.90 0.90 0.90
Confidence interval 0.86-0.92 0.88-0.92 0.89-0.90 0.88-0..93 0.85-0.94

for accuracy

Precision 0.88 0.88 0.88 0.88 0.84

recall 0.77 0.75 0.75 0.75 0.62

F1- score 0.80 0.79 0.79 0.79 0.65

Class specific observation of precision score

Malformed 0.75 0.72 0.72 0.70 0.57

Brute force 0.73 0.73 0.74 0.70 0.66

DoS 0.9 0.90 0.90 0.90 0.87

Legitimate 0.92 0.92 0.93 0.92 0.92

5. Conclusion

10T devices in smart home networks are growing in numbers in the resent years. Since these devices communicates
sensitive information, the potential of cyber-attack remains highly viable. Hence, it is important to study the aspect of
cyber-security for 10T networks. The analysis presented in this work is two folds. As the first step traditional ML
models, namely MLP Classifier, AdaBoost Classifier, DecisionTree Classifier and LightGBM Classifier, are trained to
predict the type of cyber-attack based on incoming MQTT traffic data. The findings show that it is possible to detect
cyber-attacks with high accuracy using these models whereas the MLP classifier exhibits the lowest computational time
with 90% of average accuracy. Hence, for a real time traffic analysis MLP classifier is highly suitable.

Furthermore, we explore the effect of automated feature engineering, i.e task dependent automated feature
selection, on the cyber-attack classification. It is a known fact that although a larger dataset is desirable for training a
ML model, it is challenging in terms of data storing and processing. Since, 10T networks are light weighted networks
with low processing and storage capacity, we explore the possibility of reducing the number of features used for the
model training, as high number of features in a larger dataset challenges the processing and training of these models.

The random forest algorithm is utilized to evaluate the feature importance score for the each 33 features of the
original dataset. Monte Carlo approach was utlised to train different instances of ML models using random samples of
feature sets, according to its feature importance values. After thorough analyzis of the results, we conclude that in
resource limited scenarios, it is sufficient to concentrate only on 10 features, namely 'tcp.time_delta’, 'mqtt.msgid’,
'mqatt.hdrflags’, 'mqtt.msg’, 'tcp.len’, ‘'mqtt.len’, ‘tcp.flags', ‘'mqtt.msgtype’, 'mqtt.qos', and 'mqtt.conack.val'.

Although the dataset consists of staggering 99290 entries of traffic, it shows a significant class imbalance. Further,
the study relies on a dataset collected at one specific environment. Hence as future directions, the analysis can be
expanded using combined datasets from different environments with improved entries in low represented classes. This
would indeed help to converge at a better outcome in malicious traffic detection, which is favorable to implement in
practical settings.
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