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Abstract

The frameproof codes are used in copyright protecting. Motivated by the method of constructing frameproof
codes coined by D.Tonien etal, in this paper, we introduced a new combinatorial designs which in fact
generalized the difference function family introduced by D.Tonien. The new designs can be constructed from

difference matrix efficiently. By using the new designs we construct more larger number of frameproof codes .
Index Terms: Frameproof codest; difference function family ; difference matrix
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1. Introduction

Frameproof codes with tracing baleful users property are often used for copyright and piracy tracing

[1112][3][4][5]. Safavi-Naini et al used a kind of function family satisfying some special properties to construct
several kinds of anti-pirate codes. Frameproof code is a kind of anti-pirate code. Recently, D. Tonien and Safavi-
Naini introduced the notion of difference function families in [5], and used these designs to give all kind of anti-
pirate codes except secure codes. In this paper, we generalize the notion of difference function families, and

introduce a new combinatorial designs, which is in fact the generalization of difference matrix, called

generalized difference matrix. The new designs can be efficiently construct from any difference matrix, thus we

can provide more frameproof codes. So the conclusion in [5] is the special case of our work.
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2 Frameproof Codes Based on The Generalized Difference Function Families

2. Basic Definitions

A. frameproof code

Let A be an alphabet of size M. An (LN M) code T ot length | and size N over A is a collection of N

TR T Xl). The matrix form

<l

I I I . . X =
elements(called codewords)of A" Each X € A s written in the formX (

of Lis an X | matrix whose rows are codewords of I . For a subset A =T and a position 1<i , We

i (A) ={x | X € A}

define the projection of I on the position I as , and the set of descendants of A as

|
= H” i(A)
desc(A) i=1 . The set of descendants is a subset of A that can be constructed by a coalition of users

who have the codewords in I, If X € desc(A) , then codewords in A are called parents of X LetW pea

positive integer and desc W (I7)=A<TIA<W gesc(A).
In the following context, we let T" be an (I, n,m) code and W be a positive integer.

Definitionl T" is called W— frameproof if for any AT such that O<|/A|<w , we have
desc(A) NI = A .Let w— FP(l,n,m) denote above code, and sometimes W — FP for short.

B. Generalized Difference Function Families
Let[n] ={1,2,---,n}. Assume | Al=m . An(l,n,m) —

hash family H is a collection of | functions which map [n] into A. The Matrix form of H is an n x|
matrix whose columns represent functions of H ,that is, the matrix entry at row i and column j is h(i) where
h(x) is the J th function of H .

Definition2 An (N, K, t) —generalized difference matrix is a k x N integer matrix D = (d; ;) such that for
any two different column index i, and i, , there exit no row index U,,U,,---,U, such that
du-—d =d. . —d. .,

1.l Uz.h Up,lp Uz,lp

dy i —dy i, = dy ., —d,; (modn) , but there exits row index V;,V,,---,V,,; , such that
dV1~i1 _dvzvil = dleiz _dVinz !
ol UG E dvt,l,iz _dvl,iz (mod n).

Remark1 In above theorem, the first condition is called R, property, and the last condition called L, property
for short.

Definition3 Let Nn,S, | and J be positive integers such that J >1 and | <n. An (n;1,J,s) - generalized
difference function family is a function family = (¢, ;)  ([n]™),..,
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of size which satisfies the following condition: for any S different indices j,,---, j, if o, =0, ()
SR (x) :¢i2’js(y) ,then i, =i, and Xx=y.

Theroreml Let @ = (¢, ;) < ([n]™),., be a rotating function family of size Nx J with the rotating
coefficient matrix A=(J; ;) , then @ is an (n;n,J,t)— difference function family if and only if the

transpose matrix of A (AT for short) is an (N, J,t) — difference matrix.

Proof Suppose @ is an (n;n, J,t) — difference function family, we prove the A" is (n, J,t) — difference
matrix.

If there exist two different column indices i, and i, ,and row indices u,,---,U, in @ that such

that &, ; — Oy, =

Oy i, —Oui, '”’5U171‘i1 _5Ut7i1 Eéut,l.iz _5ut,i2 (modn) . Then in the A", we hawe
5i1xU1 _é‘illuZ =

6}2“1 ~ i, ! “"é‘il,uH _é‘il'ut Eé‘inUH Y (md n) ! then
5}1”1 _é}z,ul =0, — 0, =%X-1 (modn) , for Xe[n] . Hence P, (N=0, 0

L (X)) = D, v, @,
then i,=1, , this contradict with i, is different from i,.So A" is(n, J,t) — difference matrix.

Conversely, suppose A’ is (n,J,t) — generalized diff-erence matrix, we will prove @ is an
(n;n, J,t) — difference

function family. Assume there are t different column indices 1< j ..., j, <Jand two row indices i, , i, in
T . . .
A thatmake @, 5 (X) =@, ; (Y),, @, ; (X) =g, ; (Y), we will prove i, =i, and X=Y .

Indeed, we have ¢, . (X)—¢, | (X) =5, o =

i e -

¢i2,j1(y)_¢i2,j2 ()= 5i2,j1 _5i2,j2 1 ¢i1,jH(X)_¢i1,j‘ (x)=

_ AT _ _
5. 6., =0, M-, =25, -5, then in A", we have 51-“1 O, . =6

LR [=]

o

20k e Y
jeni Yok

=)

—0,,, -As A" is (n, J,t) —difference matrix, then there must be i, =i, and thus X =y .

From the definition of (N, k) — difference matrix and the new notion of (n,k,t) — generalized difference
matrix, it is easy to know (n,k)— difference matrix is (n,k,2) — difference matrix. Similarly |,
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(n;n, J) —difference function family in [5] is (n;n, J,2) —generalized difference function family. We can
construct (n; J,t +1) —generalized difference matrix from (n; J ,t) — generalized difference matrix.

Therorem2 Let AV be a (n;J,t) —generalized difference matrix, then we can get a (n; J,t +1) —generalized
difference matrix.

Proof If AV bea (n; J,t) —difference matrix, then there exit row index V,---,V, , and column indexi,, i,

that make 5v1,i1 _5v2,i1 = 5v1,i2 - 5v2,i2 T é‘v',z,il _5vH,i1 = 5vt,2,iz - 5vl,1,i2 (modn) let
(t+1) _ s 0} 0]
5v:1+1,i2 be §th1vi1 + 5v1,1+1,i1 + 6V171+1vi2 :

®)

Thus if i =v,_, +1, j=i,, then let the element é‘iftj*l) =0,

value, i.e. =57+ 81 +80

ALY Vi +10,

if i=v,, +1,j=i,, then let A" be above

The matrix A" is just the wanted (n; J,t +1) — difference matrix.

t+1
D) e can have O Y — st

Vi +1ip ! Vil Veg+1ip

In fact, from &

25(t+1) _5(t+l)

Ve_v iz v, +1i, (mod n), so there are trow indece

vy, Ve,V +1 that make A" have R,,; property .
Next we show A" also has the L,., property. If

A" has no L,., property, then from the relation of A" and A(t), it is easy to see there are t+1row

indices v,,---,v, ,,v,, +1,V, that violate L,., property. Thus

S\ —stn, =8 —58Y, (modn) )
and
(t+1) 1y _ o(s+) _ S(s+D)
Vgl T 5\/(581) C= 5vt,:r+1,i2 5vs,i2 (mod n) (2)
then
(t+1) 1y o(s+l) _ S(s+D)
5Vt71'il - 5\/(55;1) = 5thvi2 5\/5 dp (mod n) (3)
that is
® m _s® _ 50
§V1*1'i1 h §Vs~i1 = 5V171’i2 5sti2 (mod n) 4)

So A" have no L, property, but this contradict the fact that AT have L, property.
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3. Construction of Generalized Difference Function Families

Therorem3 Let n, J,t,s = 2a be positive integers such that J >1 and gcd(n,t) =ged(n,(aJ —a)!) =1.
Let 77,&, 1 be functions mapping [N] into integer set Z , such that g is one-to-one modulo N ,
@ ={p, ;}<[n]" be a function family of size nxJ constructed as

@; ; (X) =tjx+ u(i) +n(j) + &£(X) (mod n), then @ is an (n;n, J,s) generalized difference function
family.
Proof Suppose 2 (=0, (V) 9, X =, 5, (¥),

a-1

@ 5. ()=, ;. (y)forsome 2adistinctindex {j;, -+, J,,} then z(%,jm X)) -, (+
u=0
Dy V) =0, 1, (00) =t (D" )X =)
u=1

=0(modn).Since1< X,y <n, |Z(_1)u+1 i<

u=1
aJ—a and N is coprime to t and (aJ—a)! , it follows that X=Yy . Thus
Pi i, (x) — @i ()= ;U(il) - ,u(iz)

= 0(mod n), Since  is one-to-one modulo N ,we have i, =i, . Therefore, ®is an (N;Nn, J, S) — generalized
difference function family. g

Similarly, we have
Theorem4 Letn,J,t,s=2a be positive integers such that J >1 and ged(n,t) =ged(n,(aJ —a)!) =1. Let
n, &, u be functions mapping [n] into integer set Z , such that £ is one-to-one modulo N, O} :{(”i,j}
 [n]™ be a function family of size Nx J constructed asg, ;(x) =tij + (i) +77(])

+&(X) (mod n), then @ is abijective (N;N,J,S) —
generalized difference function family.

If S isodd, we only have following results now.

Theorem5 Let N be a prime , J,t,S=3 be positive integers such that J >1 and ged(n,t)
=ged(n,(J —1)!) =1 . Let x4 be functions mapping [Nn] into integer set Z ,such that 4 is one-to-one
modulo N, ® = {p,;} <[n]™ be a function family of size NxJ constructed as

¢, () = X+ (i) + j%X (mod n), then @ isan (N; N, J,3) — generalized difference function family.

Proof Suppose 2, (=0, (V) X =9, ], (y)
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and ?..X=0, (y), then

tiy (x=y) + iy) = (i) + jff (x = y) = 0(mod n) ®)

ti, (x—y) + pa(iy) = pa(i,) + j; (x—y) = 0(mod n) ()

tis (x=¥) + p4(i;) = (i) + 5 (x— y) = 0(mod n) )
From (5) and (6), we have

[t(j, — J.) + J = j21(x—y) =0(mod n) ®)

As N is a prime, if nfx—y ., then n|[t(j,~j,)+ i’ —j;]  i& nl(+i+0( i) - AS
1<j, # J, <Jand

ged(n, (3 -y=1, then n| j, + j, +t . Similarly, From (6) and (7), we get n| j;+ j, +t, thus
nlj,—1Jj, . it is impossible. So nf(x-y) . As X ye[n] , ten x=Yy
Thus, ¢, , (X) =, ;. (¥) = u(iy) — (i,) = 0(mod n) . Since 4 is one-to-one modulo N, we have i; =1, .
Therefore, @ isan (N; N, J,2) —difference function family. g

Theorem6[6]The multiplication table for the finite field F_is a (q;q,2) - generalized difference matrix
modulo (.

From theorem 2 and 6 , for any Q which is a power of some prime, we can get (Q; d,t) — difference matrix
(2<t<q+1)

Corollary 1There exists ((;(,Q,t) — generalized difference function family where  is a power of some
prime (2 <t <q+1).

4. Construction of Frameproof Codes

Let @ €[n]™, the matrix ¢(I") is constructed as

atp(l) al
a,, a
o) = "’:( " where T =| 2
8y n) a,

Let I" be an (l,n,m)—code(hash family), ® be an (n,n,s) —difference function family. ®(T") is a
matrix of size N* x IS defined as



Frameproof Codes Based on The Generalized Difference Function Families 7

P11 () @1 ry - P15 ()
D) = (/72,1:(F) ¢’2,2:(F) ¢2,s:(r)
¢n,1 (F) (Dn,z (F) ¢n,s (r)

From theorem 3,4 ,5 and corollary 1, we can get some difference function families, and thus can get frameproof
codes.

Theorem7 Let s = 3,za,n__1+1, where @ > 1,if Tisa w— FP(l,n,m) code,
w

(when s =2a and gcd(n,(af(s—DYw+1]-1! =1, then d is an (n:n,(s—Lw+1s)— generalized
difference function family and @ (I')isa w— FP([(s—1)w+1]l, n?,m)code.

(2when s =3and ged(n, (2w)!=1, then @ isan(N; n,2w+1,s) — generalized difference function family and
® (T)isa w—FP([(2w+1]I, n?, m)code.

(3)when ¢ _N-1_,. n isapower of prime and gcd(n,

@l(s-yw+1-n1=1,then Disan (n;n,(s-Hw+1s) -

generalized difference function family and @ (I')isa w— FP([(s—1)w+1]I, n?,m)code.

5. Conclusion

In this paper, we introduce (“;”’J’t)_generalized difference function family and its dual, i.e. (MJ.D~
generalized difference matrix. The new function family can be used to generate more frameproof codes which

used widely in protection of digital intellectual property. The (”;n"]’t)_generalized difference function family
in fact take the (™M J) =difference function family introduced in [5] as a special case. Our new function family
include their conclusion. We find that (™J.9)~ generalized difference matrix which is the generalized
(mn,J,0) - generalized difference function family dual designs can construct efficiently from well-known

difference matrix ([6]). The (”'J't)*generalized difference matrix can be used to construct new frameproof
codes.
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