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Abstract: An earlier research project that dealt with converting ASCII codes into 2D Cartesian coordinates and then applying
translation and rotation transformations to construct an encryption system, is improved by this study. Here, we present a
variation of the Cantor Pairing Function to convert ASCII values into distinctive 2D Coordinates. Then, we apply some novel
methods to jumble the ciphertext generated as a result of the transformations. We suggest numerous improvements to the
earlier research via simple tweaks in the existing code and by introducing a novel key generation protocol that generates an
infinite integral key space with no decryption failures. The only way to break this protocol with no prior information would be
brute force attack. With the help of elementary combinatorics and probability topics, we prove that this encryption protocol is
seemingly infeasible to overcome by an unwelcome adversary.

Index Terms: coordinates, transformations, improvements, ciphertext

1. Introduction

New cryptosystems have increasingly become more obscure over time, increasing confusion and dispersion. Any
cryptosystem's core relies on a unique mathematical trapdoor function that makes it nearly hard for an unauthorized
interceptor to access sensitive data. Due to this, better security protocols are now being employed in commonplace digital
systems. The remarkable fact is that, over time, it has become apparent that, with the proper application, any mathematical
concept may be used to generate trapdoors for cryptosystems. In an earlier paper discussed here [1], a simple encoding
system was discussed that primarily relied on transforming a message to two-dimensional coordinates followed by shifting
and rotating them.

Geometric coordinates have been used with encryption before. Numerous previous studies on coordinates are actually
still accessible, but they mainly cover topics like Elliptic curves [2], binary fields [3], finite fields [4], isogeny [5],
Montgomery coordinate [6], etc. Point addition is used in elliptic curve cryptography. The computation of modular
inverses for the constituents of the underlying finite field is required for point addition in affine coordinates. The extended
Euclidean method can perform modular inversion, but at a cost that is roughly 100 times more than that of a single
addition or multiplication in the finite field. However, there is no need to calculate a modular inverse for point addition in
projective and Jacobian coordinates [7]. In projective or Jacobian coordinates, it is therefore cheaper to add two elliptic
curve points than it is to do so in affine representation. Our study offers readers a fresh perspective by focusing just on
cartesian coordinates and showing how to apply them to mathematics that doesn't include any of the subjects. Despite
being a recreational endeavor and not being designed with industrial standards in mind, this may, with the right tweaks, be
fairly useful in modest-scale operations.

It is difficult in any communication system, including the internet, satellite, and mobile, to prevent eavesdropping or
data loss when the information is disseminated across the channel. Information security is now more crucial than ever for
any application [8]. In the complexity and security of the public key cryptosystem, prime integers are crucial. The security
of the public key algorithm known as RSA depends on how challenging the integer factorization problem is. Any
encryption scheme is dependent on the key's length and the computing work needed to decrypt it. Although this is still used
in conjunction with other systems such as OpenSSL which provides hybrid encryption with AES+RSA, RSA+ECC, etc.
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A high-performing cryptosystem is typically constructed in levels, with the first layer typically consisting of an
asymmetric cryptosystem that permits communication between both parties through insecure channels. Asymmetric
systems are not recommended for sharing large amounts of data since they are computationally expensive. As a result, the
following layer is typically a symmetric system, which is computationally cheaper but necessitates that both parties possess
the same private keys for data encryption and decryption. Asymmetric systems are used to exchange these private keys
through insecure public channels.

In the previous research endeavor we introduced an encryption algorithm that deals with 4 parameters whose working
domain for successful decryption was left unfinished. Furthermore, the code written for that specific algorithm had
numerous delicate faults that contributed to an increase in the runtime complexity of the program. In this research paper,
however, we have been able to increase the security of the previous work drastically by introducing 6 parameters, and have
tested larger and larger working domains for 100 percent successful encryption and decryption cycles to be used in the
program. We have also shown mathematically that the encryption protocol is now practically impossible to break for
anyone that tries to intercept messages sent through this.

2. Confusion and Diffusion

In cryptography, confusion and diffusion are two properties of the operation of a secure cipher identified by Claude
Shannon in his paper Communication Theory of Secrecy Systems, published in 1949 [9]. In Shannon’s original definitions,
confusion refers to making the relationship between the key and the ciphertext as complex and involved as possible [10];
diffusion refers to the property that the redundancy in the statistics of the plaintext is "dissipated” in the statistics of the
ciphertext. In other words, the non-uniformity in the distribution of the individual letters (and pairs of neighboring letters)
in the plaintext should be redistributed into the non-uniformity in the distribution of much larger structures of the
ciphertext, which is much harder to detect. In diffusion, the statistical structure of the plaintext is dissipated into long-range
statistics of the ciphertext. Diffusion means that the output bits should depend on the input bits in a very complex way. In a
cipher with good diffusion, if one bit of the plaintext is changed, then the ciphertext should change completely, in an
unpredictable or pseudorandom manner. AES protocol is a perfect example that exhibits both confusion and diffusion.

3. Improvised Pairing Method
Integers and rational numbers have the same cardinality as natural numbers, which is a surprising result of set
theory. A common tactic created by Cantor called diagonal progression can be used to demonstrate this. The Cantor

pairing function serves as the foundation. The Cantor Pairing Function is a primitive recursive pairing function
m: N X N — N defined by

m(ky, kp) =5 (ky + ko) Uey +Jez + 1) + kg (1)

It can also be extended to multiple dimensions by repeated compositions
7W:N" > N

T[(n)(kl' kZI T kn) = T[(T[(n_l) (kl' k2' Tt kn—l)' kn) (2)

The following outlines the steps of splitting a given natural number into two natural numbers with Cantor
unpairing. To retrieve an ordered pair (x, y) from a given t, the following transformations are used.

w=x+y
t=%w(w+1) 3)
z=t+y

From equation (3), cross multiplying gives a quadratic in w.
w+w—2t=0
Solving it gives us

Vv8t+1-—-1

w= 3

Which is a strictly increasing and continuous function when t is non-negative real. Since
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(w+1D?+(w+1)
2

t<z=t+y<t++(w+1) =
This implies that

Vv8z+1-1
w——<w+1
2
And thus

w_{\/82+1—1]
ol B —

This finally allows the calculation of x and y from z as follows.

w_{\/82+1—1]
ol B —

_a)2+a)

)
y=z—t
X=w-—y

Since this function uniquely splits an integer into a two-dimensional Cartesian coordinate, if used directly in a
cryptosystem, this makes it vulnerable to a brute force attack.

4. The Asymmetric RSA Layer

Data is often authenticated using digital signatures and asymmetric cryptography. A correspondence, piece of
application, or digital document can have its integrity and validity verified using a digital signature, which is a
mathematical process. It serves as a digital substitute for a handwritten or stamped seal. Digital signatures, which are
based on asymmetric cryptography, can guarantee evidence of the origin, identity, and status of an electronic document,
transaction, or message and recognize the signer's informed permission. Systems with several users who may need to
encrypt and decode communications can also employ asymmetric cryptography, such as encrypted email, SSL/TLS,
cryptocurrencies, etc. The pros and cons of an asymmetric system are outlined below:

Table 1. Difference between symmetric and asymmetric cryptography

Pros Cons

There is no need to exchange keys, hence the issue with key distribution | Compared to symmetric cryptography, it is a slow procedure.

is solved. Therefore, decrypting bulk communications is not a good use for it.

Since the private keys never need to be communicated or made public, | An individual cannot decode the communications he receives if he

security is enhanced. misplaces his private key.

It is possible to employ digital signatures so that a recipient may confirm | Nobody can verify that a public key belongs to the person supplied

the identity of the sender of a communication. since public keys aren't authenticated. Users must thus confirm that
their public keys are theirs.

It enables nonrepudiation, which prevents the sender from retracting a | A malevolent actor who discovers a person's private key has access to

communication. that person's messages.

Although it is simple to multiply two huge prime numbers, the security of public-key cryptography is based on the
difficulty of factoring, which is the process of separating the original numbers from the product [11]. Most attackers are
unable to factor the product of two sufficiently big primes because it takes too long. Governments and businesses are
shifting to a minimum key length of 2048 bits or higher since RSA keys that were once 1024 or 2048 bits long were
broken. In fact, certain personal computers have started using a default key length of 3072 bits for the inherent RSA
layer.

Our unique symmetric system's private parameters are exchanged through this layer. In this situation, the party
with an interest in decrypting ciphertexts generated by our system selects a private RSA key and publishes the
corresponding public key. The person encrypting data using our method receives the associated ciphertext and
randomly generated private parameters, which they can communicate through insecure public channels. A complex
technique is used to process the secret parameters and combine them into a single string. This string must be encrypted
using the decryptor's public RSA key before being transferred.
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5. The Algorithm for Processing Private Parameters

5.1 Encryption

The encryptor generates the six private integer parameters from a selected random distribution. These private
parameters are joined into a single string to form the shared secret key. The algorithm used during the encryption
process to produce the shared key is given below:

1. An array (Parameter Array) is used to store all six parameters in a specific order, in our implementation this
order is hy, kq, hy, ko, nq, 5.

2. An array (Sign Array) containing the digits 1 and 2 is formed based on the array of parameters, where 1

indicates a positive integer parameter and 2 indicates a negative integer parameter.

An array (Length Array) containing the length of each parameter is formed based on the array of parameters.

A single string containing six distinct parts containing information about the six parameters is formed by

iterating over these three arrays simultaneously. At each iteration, a part of the string is obtained by joining the

value stored in Sign Array, Length Array, and Parameter Array respectively.

5. This string is encrypted using the asymmetric layer and is then sent through a public channel along with
encrypted data obtained from our system to the decryptor.

~ow

5.2 Decryption

The decryptor receives the encrypted shared key and decrypts it to obtain the string containing all private
parameters. The private parameters are then extracted from the string as given below:

1. The string is converted into an array of integers (Shared Array).

2. Aloop is used to extract values of the Length Array and their corresponding indices in the shared array in two
separate arrays.

3. As the indices containing the sign digits is one less than the indices of the length digits in the Shared Array,
the indices of the sign digits in the shared array and corresponding values are easily obtained and stored in two
separate arrays.

4. Lastly the information contained in these four arrays is combined to obtain the actual value of the secret
parameters from the Shared Array.

5. Then these parameter values are used to decrypt data that was encrypted using our system.

6. Encryption and Decryption Algorithms

6.1 Mapping ASCII values to 2D points

Previously Koblitz encoding and decoding algorithms were used to transform integer ASCII values into 2D points,
in this paper we have instead used the Cantor Pairing Function for this particular purpose. One of the main reasons for
this change is that Koblitz's encoding and decoding algorithms produced a significant amount of decryption failures.
The highest observed successful decryption rate was 82%, which we thought was not acceptable for a proper
cryptosystem. Using Cantor Function instead introduces some security issues, which stem from the fact that the Cantor
Pairing Function uniquely maps an integer value to a point. Our rationale for this change is that using the Cantor Pairing
Function will allow us to use more complex mathematical mappings to higher dimensions from integer values. This is
also in accordance with our future plans of investigating this system using hypercomplex numbers [12].

6.2 Improvements in the Coordinate Transformation Phase

In the previous implementation, the coordinate transformation was carried out in a simplistic manner. This resulted
in transformed points that had a rather predictable redistribution. The algorithm has been improved by introducing
parameter cycling for coordinate transformations for successive points, which introduces better security and a less
predictable distribution of transformed points in the 2D plane. Furthermore, the unique mapping of the Cantor Pairing
Function is masked due to this process and the same ASCII values that had been mapped to the same 2D point are
mapped to different points at the end of the transformation phase. This makes identifying the original state of the point
significantly harder.
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Six private parameters used in the transformation phase are chosen from a random distribution.

A plaintext string is separated into characters and stored in an array.

Every character in the array is then converted to its corresponding ASCII values.

Inverse Cantor Pairing is used to map each ASCII value to a 2D point and these points are stored as a 2D array.
The private parameters randomly generated in the beginning is used to perform translation and rotation
transformations on each point generated through Inverse Cantor Pairing.

First translation transformation is carried out and translation parameters used are cycled for successive points.
After all points are translated they, are then rotated and the rotation parameter is similarly cycled for
successive points.

The encryption algorithm then terminates by generating a 2D array of transformed points, which serves as the
ciphertext of this system.

6.4 Decryption Algorithm

1. The private parameters used for coordinate transformation is extracted through the use of an asymmetric layer.

2. First the rotation of the points is reversed by using the same order of cycling of rotation parameter on
successive points.

3. Then the translation is reversed by maintaining the same order cycling of translation parameters.

4. After the previous two steps the points are returned to their original state that was obtained using the Inverse
Cantor Pairing Function.

5. The Cantor Pairing Function is then used to obtain the corresponding ASCII values for each 2D point.

6. The ASCII values are transformed into characters and merged into a single string to obtain the plaintext.

7. Time Complexity

The previous paper had numerous flaws in coding, such as calculating the inverse of a 2 X 2 square matrix inside a
while loop while the cipher was decoded one letter at a time. This gave rise to an exponential time complexity overall.
In this case, the inverse matrix formula has been hard coded into the system, and outside of any loops. Also, the
previous paper involved sending over the private parameters to the decipherer, which is a wrong practice.

Due to the algorithms used being quite complex, it was not possible to theoretically determine the time complexity
of the system. The empirical analysis provided below suggests that the algorithm for this system has a linear time
complexity.
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g. 2. Time Complexity Analysis

From the String Length vs Total Runtime plots, we can hypothesize that the time complexity of running the
encryption and decryption algorithms together is approximately linear. Furthermore, the time complexity is not affected
by the content of the string, which we can verify from the plots. The total runtime is similar even if the strings are made
of random ASCII characters, or just formed from the repetition of the character 'a'’. This is an expected outcome as the
computation required for encrypting and decrypting all ASCII characters should be almost equal based on the
algorithms used.

8. Key Space

After the key has been identified, it is equally vital to characterize it, which requires a thorough examination of the
key space. The quantity of encryption/decryption key pairs that are available within the cryptosystem is known as the
key space size. Let's define a key as $k$ and a finite set of potential keys as K. This is also known as the key space and
can be written as

K = {kl, kz, ,kn} .

The key in traditional cryptographic methods is often a string of randomly generated bits produced by some
mechanical mechanism. These techniques are mostly based on number theory. Every conceivable n-bit key in such a
procedure must be equally likely, with probability 27", if the key is n bits long [13].

The key space can be made arbitrarily large as each parameter is chosen from the set of integers. Theoretically, this
implies that the key space for this system is infinitely large. Even if we limit ourselves to choosing random integer
parameters from a range of [—101%,101°] we get a key space containing 256 x 10*° + 4 unique keys. This is still a
modest range for choosing integer parameters. We can easily use larger key spaces with negligible impact on the
runtime of the encryption and decryption algorithms. Still, we provide simple mathematical proof of this as a lemma.

In general, keeping the hardware capacity of modern computers in mind, it is preferred that the key space will at
least have a size > 2190 = 103°, This size of key space is easily achieved if we set a lower bound for intervals to
random integer parameters from [—8 x 10%,8 x 10°] which gives us a total of (2 x 8 x 10° + 1)* x 16 possible
unique keys.

Lemma 1. The key space generated by choosing each of the six integer parameters randomly from the set of
integers is theoretically infinitely large.

Proof. Let us assume that the key space is not infinitely large. This implies that we can only assign finitely many
values for each of the integer parameters, but this is a contradiction as the set of integers is infinite. Hence, the possible
choices for each of the parameters are infinite.

As our key space is generated from unique combinations of integer parameters chosen from infinite sets, it follows
that the key space generated will also have infinitely many unique keys.

9. Statistical Analysis

9.1 String Length vs Runtime

The following table shows the difference in runtime between the algorithms used in the previous paper and the
current paper, depending on various string lengths. The improved algorithms appear to increase the overall performance
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of the earlier version by about 15 — 20 times. The use of the Cantor Pairing Function may be the core reason behind
this performance boost, as we have made the algorithm for coordinate transformations considerably more complex than
before by introducing cycling transformation parameters.

Table 2. Performance comparison in seconds

String Length Previous Algorithm Current Algorithm
26 0.00269 0.00077
260 0.02564 0.00336
2600 0.23829 0.02533
26000 2.31413 0.26784

10. Cryptanalysis

The private key parameters are chosen in an arbitrary range of [—a, a]. This means that the chance of an attacker
guessing the correct parameter is ﬁ But there are 4 such parameters and 2 parameters related to rotation

transformation that are interconnected and must be obtained simultaneously and exactly. This means that the overall
probability of an interceptor cracking the system via brute force is

1
(2a+ 1)+ x 42

Since a can be arbitrarily large, it consequently implies that

1

lim ——— =
et ixaz 0

Table 3. Probability of calculating all parameters within different ranges

Probability of guessing
Range 1 Translation Parameter 4 Translation & 2 Rotation Parameters
[-10%,10?%] 0.004975124 6.126546951 x 10710
[-103,10%] 0.00049975 6.237515609 x 10~ 4
[-10%,10%] 4.99975 x 107°° 6.248750156 x 10718
[-10%,10°] 4.99998 x 107 6.249875002 X 10722

Another major factor to consider here is trials. Let's say an interceptor tries to obtain the parameters via brute force,
how many trial runs does he need to run, to guarantee that he hits the jackpot, that is, he hits the correct values for all
parameters at least once? We are looking at the following

n=7?
1
p= m, for a range [—a, a]
g=1-p
X=>1

Although, traditionally it is recommended that the keyspace has a size > 103°, for which we need a greater than
or approximately 8 x 10° . It becomes computationally infeasible to compute the values shown in Table
(\ref{tab:min_trial}) for such a value of a. So let us choose a = 100 for the sake of a numerical demonstration.

P[X>1]=1-P[X = 0]
=1-= (:) pan—x

n 1 n
=1- (0> (1_2014 x 16)

These are the results we obtain for a 1%, 10%, 50%, and 90% chance of success.

Table 4. Number of trials for given success rates

Probability Minimum Trials
1% 2.624730919 x 108
10% 2.751579720 x 10°
50% 1.810212975 x 10*°

100% 6.013397338 x 10%°
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11. Other Potential Uses of the Methods Used

This coordinate transformation process of this system may be used to introduce confusion in any encryption
protocol that aims to encrypt images. In chaotic mapping-based encryption protocols, computational complexity may be
reduced by implementing a coordinate transformation-based confusion-generating step instead of the classic Arnold's
Cat Mapping and other mappings, which have the problem of being periodic.

Furthermore, although we have limited the use of this system to only ASCII values, it can be seamlessly
implemented for Unicode characters without any modification.

12. Conclusion

In this paper, we have improved upon the previously implemented system in various ways. Although the practical
usage of this cryptosystem may be limited, we believe that this system correlates with several interesting mathematical
concepts. Even though the system shows promising results against brute force attacks, it may be possible to break the
system using specific differential and statistical attacks based on the unique mapping of the Cantor Function. We aim to
investigate these weaknesses in future studies of this family of cryptosystems based on coordinate transformations. It
has also occurred to us during our investigation that coordinate transformations may have potential usage in Chaos
Based Cryptosystems, where periodic chaotic mappings such as Arnold's Cat Mapping are used to introduce confusion
in plaintexts before diffusing them [14, 15]. Using coordinate transformations in such cases may reduce computational
complexity and also improve security by removing the periodicity that occurs from using such chaotic mappings, but
we cannot be certain about these claims before investigating further. We also rearranged the structure of the system to
use Cantor Function to enable further research related to higher dimensional mappings in the future and use more
complex transformations.

All our work has been compiled into a repository which is available here [16].
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