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Abstract: Data security has become a significant issue nowadays with the increase of information capacity and its
transmission rate. The most common and widely used techniques in the data security fields are cryptography.
Cryptography is the process of concealing and transmitting data in an appropriate format, so that only authorized people
can access and process it. The main goal of the cryptographic process is protecting data from being hijacked and altered.
This paper proposes an algorithm for encrypting data through the use of Deoxyribo Nucleic Acid (DNA) sequence and
four-dimensional hyper chaotic system. Whereby, the hyper chaotic system is applied to generate a binary sequence
which is later passed to a permutation function for the key generation of the first level encryption. The proposed
encryption algorithm includes several intermediate steps, which are binary-coded form and the generation of arbitrary
keys. Experimental results were analyzed by calculating encryption time, key generation time, histogram and
correlation coefficient entropy. Furthermore, the proposed text encryption algorithm is implemented on two different
students’ datasets to improve the security of educational systems. Finally, experimental and comparative studies have
shown that, the proposed encryption algorithm reported a uniform encrypted text distribution and correlation coefficient
values nearer to ‘0’, which are close to the theoretical optimal value.

Index Terms: Text Encryption, DNA Computing, Hyperchaotic System, Students’ Record

1. Introduction

Organizations have become over dependent on information systems in the age of high technology and various
types of information and data stored on a variety of media have become the most precious resource of organizations.
As a result, one of the most significant aspects of network development is the hunt for intelligent information security
solutions [1,2]. In the new generation of continuous intelligence development, network security monitoring and
information network technology must be capable of combining and applying intelligent advantages to improve network
security monitoring and self-organized network computing, and then provide more comprehensive services when
involved in information [3, 4].

Cryptography is described as the study of encoding and decoding data using logical and mathematical procedures
in order to protect data [5,6,7 ]. This technique has advanced quickly in terms of securing computing technology
applications such as educational, medical, financial, and transportation services. The encryption key is an essential
element in encrypting and decrypting the message [8]. In symmetric algorithm, the sender and recipient share the same
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encryption and decryption key during data transfer. In asymmetric algorithm, key is called public key cryptography and
it involves public and private keys for both encryption and decryption process. The transmitter encrypts plain text using
a public key and the receiver decrypts this cipher text using its private key [9].

Due to its sensitivity to the initial conditions and deterministic pseudorandom behavior, chaos-based cyphers can
be employed to implement robust and secure cryptosystems [10]. In consequence of the unique properties of the DNA
molecule, such as its high information density and parallelism, DNA coding is used in cryptography to improve the
efficiency and security of the encryption techniques [11, 12].

Motivated by the chaos and DNA computing advantages, in this paper, a secure robust text encryption model is
proposed. The proposed cryptography Framework aims to enhance the confidentiality of students’ information by
protection of the student’s records transformation. The proposed text cryptographic model encrypt uses a chaotic neural
network for first-order encryption and DNA cryptography for second-order encryption. For which, the hyper-chaotic
systems form the chaotic sequence that is used as the key to encrypt the plain text and produce the cipher text.

The reminder of this paper is organized as follows: Section 2 presents the existing work related to encryption
algorithms. Section 3 presents DNA computing cryptography. In section 4, a brief description of the hyper chaotic
system is presented. While section 5 elaborate the proposed text encryption hyper chaotic -DNA model. In section 6, the
simulation and security analysis of the proposed encryption model discussed. In section 7 presents the Implementation
of the proposed encryption model on two different students” dataset. Finally, in section 8 the main findings of this work
are discussed.

2. Related Work

X. Li et al., [13] proposed A novel generation key scheme based on DNA using key expansion matrix. They
increased computation by using a random key generation approach. Author of this algorithm utilized DNA sequences,
block cyphers, data signatures, identity authentication, and randomized databases.

Roy et al., [14] proposed an improved symmetric key cryptography using a powerful encryption based on DNA.
Author emphasized the use of DNA computational logic for data encryption, storage, and transmission. This study
discussed the novel cipher-text method and key generation method. The author limited his discussion to DNA
computing and cryptography.

Zhong et al. proposed an Index based DNA encryption algorithm. They turned a message into DNA sequences
using a secure communication method while encrypting it using a block cypher and an index of string. The message is
first transformed to ASCII code, then to binary code, and finally to a DNA sequence. Index number is written after a
DNA sequence search in the key sequence [15].

K. S. Sajisha, S. Mathew, proposed a security system to protect a confidential text by presenting multilayer of
security. The confidential text is cyphered by using DNA format, the next level is applying the AES algorithm.
Eventually, another DNA format was used to hide the original encrypted DNA. The presented three levels of
protection to secure a confidential text [16]. It is better to enhance the protection way by using the feature of hide
data inside a specific media.

M. Sabry, M. Hashem, developed and executed technique by using DNA and the AES algorithm [17]. They
designed an algorithm of DNA instead of bits. To providing the ability of implementing the DNA format by
creating an evolved system based on DNA algorithm. The proposed algorithm carries the same security features.
The method used is strong, but it needs to be strengthened by adding the level of concealment into a particular
media.

More researchers are relying on Chaos to encrypt data and use different nonlinear low dimension chaos generators,
such as in Pinchers Map, Logistic Map and Sine-Circle Map were used, which were commonly referred in the literature
used to realise application [18, 19].

3. DNA Computing Cryptography

DNA computing is a bio-inspired approach proposed by L. Adleman [20] in 1994. It provides a promising
cryptography research technique. For which, DNA is employed to store and convert information. The DNA sequence
contains four types of bases; Adenine, Thymine, Cytosine, and Guanine, as shown in Figure 1 [21]. In short, the
approach changes each letter of the alphabet into a complex combination of the four bases that make up DNA (A,T,C
and G). Where, the genetic code of information is encoded in DNA. DNA computing cryptograpghy masks information
by converting the message to ASCII code (decimal format) and then to binary format. Then, the binary sequence is
partitioned into two-digit groups. Finally, these groups are converted to DNA code with A representing 00 , T
representing 11, G representing 01 , and C representing 10 as shown in the Table 1 [22,23].
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= = Adenine
0 = Thymine
B0 = Cytosine

== = Guanine

I: = Phosphate

backbone
Fig. 1. The structure of DNA
Table 1. Coding Based on DNA Nucleotids
DNA component Binary coded form
Adenine (A) 00
Cytosine (C) 01
Guanine (G) 10
Thymine (T) 11

4. Hyper Chaotic System

The hyper chaotic system contains two or more of positive Lyapunov exponents in chaotic systems. The chaotic
sequences of the chaotic system are based on parameters and initial conditions. Predict their dynamic behavior and
attractive chaos is very complex and impossible. The hyper-chaotic system of excessive chaos on a low level of chaos
offers a specific advantage [24]. In cryptography utilized of hyper-chaotic systems lead to desirable cryptography
characteristics such as high randomness, more security and efficiency [25]. The proposed encryption method utilized
the chaotic sequence generated from different hyper-chaotic systems to encrypt message text, Chen’s hyper chaotic
system and Four-dimensional hyper chaotic system.

4.1. Chens Hyper Chaotic system

Chen’s hyper chaotic system has two positive Lyapunov exponents and four chaotic sequences with high
randomness. The text file is more chaotic if there are more positive Lyapunov exponents [26]. Chen’s hyper chaotic
sequences are described as follow [27].

y=—xz+dx+cy—gq;
Zz =xy — bz;
k qg=x+k;

x=a(y —x);
{ 1)

where, a = 36,b = 3,c = 28,d = 16 and {—0.7 <= k <= 0.7}. The above equations are solved by using Runge-kutta
method to obtain four Lyapunov exponent [A1 = 1.552,42 = 0.023,43 = 0,44 = —12.573].

4.2. Four Dimention Hyper Chaotic System
The 4-D hyper chaotic system formula is described as follow [28].
x=aly—x)+yz
y=cx—y—xZ+w;
z =xy — bz;
q=dy—xz;

O]

Where, a,b,c and d are the system parameters and are set as a = 35,b = 8/3, ¢ = 55, and d = 13, which makes
the system in the chaotic state.

5. The Proposed 4-D HyperChaotic DNA Encryption Algorithm

The proposed encryption algorithm hybrid the 4D hyper-chaotic random sequence and DNA computation for text
encryption. The Structure of the proposed method is shown in Fig.2.
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Fig.2 The 4D hyper-chaotic DNA text Encryption Framework.
The dynamics of the proposed encryption algorithm consists of three phases as follows:

e Phase I: Arbitrary keys generation, in this phase, a random key is generated by using hyper chaotic systenm
which is used for next level of encryption.

e Phase II: Encryption, in this p, the sourse data is encrypted by implementing binary coding and
complementary rules.

e Phase I11: Decryption, it takes place which is reverse process of encryption.

5.1 Key generation

The 4-D hyperChaotic systems iterate with the values of initial conditions and control parameters to generate the
chaotic sequence which utilized asa key to encrypt the plain tex and produce the cipher text.
The key generation procedure is described in the following steps:

Step 1: Set the initial condition and control parameter.

Step 2: Set the step time and number of iteration.

Step 3: For N times of iteration, Calculate the 4-D hyperChaotic system values ( x1, X2, x3 and x4) using the
runge kutta rule which is described as the follow:

K1=ax*(x2(1,j) —x1(1,))) + 11 = x4(1,))

(x2(1) + 5+ K1) X
K2 = a* n +/11*(x4(1,j)+T
- (xl(l,j) +2 K1) 2k1

2(1,)) + 2« K2
K3 = a* (x( J)) 2 ) b1 (ed(L)) + 3)
- (x11 ) + 5+ K2) 2k

(x2(1.) +2+K3) - X
K4=ax 0 +AL* (x4(L)) + 55
(x1(1,)) +2%K3) 3

Step 4: Obtain the random sequence key k.

5.2 Encryption Algorithm

For the encryption algorithm, the sender consider a file with the input of .txt extension. The encrypted data is
obtained through multiple sub-steps and then transfer to the receiver.
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The encryption procedure is described in the following steps:

Step 1: Import the plain text file .

Step 2: Generate the 4-D hyperChaotic random key k, as discussed above.

Step 3: Convert the input text to an ASCII value that corresponds to it.

Step 4: Convert the ASCII code to binary code, with each character represented by 8 bits.
Step 5: Represent this binary data as DNA coded data, as seen in Table 1.

Step 6: Choose randomly a DNA encoding rule, Table 2 .

Step 7: Apply encoding rule for the DNA sequence then addition rule, as show Table 3.
Step 8: Apply complementary rule for DNA sequence.

Step 9: Create a DNA sequence with a two-nucleotide group.

Step 10: The binary values of the related couple of nucleotide are transformed in decimal values using Table 4.
Step 11: The encrypted data is retrieved.

Table 2. DNA Encoding Rule

Rule A T G C
Rulel 00 11 10 01
Rule2 00 11 01 10
Rule3 11 00 10 01
Rule4 11 00 01 10
Rule5 10 01 00 11
Rule6 01 10 00 11
Rule7 10 01 11 00
Rule8 01 10 11 00
Table 3. DNA Addition Rule
+ A T G C
A C A G T
C A C T G
T G T C A
G T G A C
Table 4. DNA Pair Binary Value
DNA Binary Bits DNA Binary Bits
AA 0000 GA 1000
AC 0001 GC 1001
AG 0010 GG 1010
AT 0011 GT 1011
CA 0100 TA 1100
CcC 0101 TC 1101
CG 0110 TG 1110
CT 0111 T 1111

6. Experimental Results and Security Analysis

The prototype of the proposed algorithm is developed under the environment on intel (R) Core™ i7-8550U
1.8GHz 64-bit processor with 8G Bytes of RAM running on windows 10 operating system. Matlab R2019b was used to
implement the proposed 4-D hyperChaotic encryption algorithm with the goal of determining its efficiency and
capabilities.

6.1. Experimental Setup

The proposed 4-D hyperChaotic DNA encryption algorithm is applied on different text file with different size. For
which, the initial parameters of the proposed encryption algorithm are set as following: x1(0), x2(0), x3(0), x4(0) = 0.12,
0.23, 0.34, 0.45. The encryption algorithm GUI is given in Fig. 3.
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Fig. 3. GUI of the proposed 4-D hyperChaotic DNA text encryption algorithm.

6.2. Experimental Results

Different security performance analysis of the plaintext and the encrypted version obtained by the proposed
algorithm is performed such as encryption time, key generation time, histogram and information entropy.

6.2.1. Encryption Time and Key Generation Time Analysis

In this section, the performance of the proposed 4-D hyperChaotic encryption algorithms in term of
encryption time and key generation time is analyzed. . Table 5 and 6 show the encryption time of Chens hyperChaotic,
4-D hyperChaotic, AES-ECC- SHA256 [29] and chaos based encryption algorithm [30] on different file sizes.

Table 5. Text Encryption Time on Different File Sizes

File Size AES-ECC- Chens 4-D hyperChaotic
(KB) SHA256 hyperChaotic (ms) (ms)
(ms)
20 838 283 289
25 911 343 350
50 941 666 680
75 1145 1033 1014
100 1704 1306 1260
150 1815 1543 1532

Table 6. Text Encryption Time on Different File Sizes

File Size Chaos based Chens hyperChaotic 4-D hyperChaotic
(KB) encryption (ms) (ms)
(ms)
3136 1016 96 84
3600 1201 88 95
4096 1506 89 22
4624 1569 64 63
5184 1770 77 72

It is clear from Table 5 and 6 that encryption time of AES-ECC- SHA256 algorithm is more than all other
algorithms. The Chens hyperChaotic encryption time is less than all other algorithms for small file size, while the 4-D
hyperChaotic encryption time is less for bigger file size.

The time required the key generation function to generate keys is known as the key generation time. For which, the
bit length of a key determines how long it takes to generate a key. Table 7 shows the key generation
time of Chens hyperChaotic and 4-D hyperChaotic encryption algorithms for different key length.
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Table 7. Key generation Time

Key Iz_angth Key generation time (ms)
(b9 Chens hyper chaotic 4-D hyper chaotic system
56 0.636 0.5881
128 0.6919 0.6049
1024 0. 7555 0. 7068

6.2.2. Histogram Analysis

The statistical analysis of the proposed encryption algorithms

can be evaluated by histogram

analysis. The histogram illustrates information about the plain text, the secret key, or both. Figure 4 illustrates the
histogram of the plain and cipher text. From figure 4, it can be seen that, the cipher text histogram is
uniform and stale. This uniform encrypted image distribution will not provide any meaningful information to an
attacker; therefor, the proposed HC RK45-DNA resists statistical attacks effectively. To conclude that, the proposed

hyperChaotic algorithm is powerful against frequency attacks in addition to histogram attacks.
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Fig. 4. Histograms of (a) plain, (b) encrypted and (c) decrypted text file

6.2.3. Correlation Coefficient Analysis

To verify the proposed encryption algorithm security quality, the correlation coefficient is assessed. The
correlation coefficient measures the linear dependency between two ASCII values whose value is between [-1, 1]. For
which, the plain text and the cipher text is totally different if the correlation coefficient is nearer to zero [31]. The
formula of the correlation coefficient is given by:

D) = 2N, (x — ®)? 5)
DY) = ~T; (v — 7)? (6)
Cov(x,y) = ZiLi(x = %) (i = ) %

Where, N is the number of the characters, xi and yi are the ASCII character values of the plain and the
encrypted files, x and y are the mean values. The correlation coefficient values for the Chens hyperChaotic, 4-D
hyperChaotic, and chaos based encryption algorithm are listed in table 8. From Table 8, it is clear that the correlation
coefficient of the encrypted file is nearer to ‘0’ when compared to original plaintext. Furthermore, the correlation
coefficient of 4-D hyperChaotic algorithm is less when compared to Chens hyperChaotic. Hence, the proposed Text
encryption algorithm is robust against statistical attacks.

Table 8. The Correlation Coefficient of Different File Sizes

File Size (KB) Encryption Algorithm Horizontal correlation
2136 Plain text 0.1557
Chens hyperChaotic -0.0044
4-D hyperChaotic -0.00261
4624 Plain text 0.0682
Chens hyperChaotic 0.0092
4-D hyperChaotic 0.0038

7. The Proposed HyperChaotic DNA Encryption Implementation on Students’ Data

In this section, the efficiency of the proposed hyperchaotic DNA encryption is implemented and
evaluated by two different student’s dataset. The first student dataset is a questionnaire of ‘Assessment and Evaluation
in Education’, that includes 30 questions, conducted to 101 students [32]. The questions are divided into three different
categories: Family (6 questions), Personal (10 questions) and Educational Preferences (14 questions).

While, the second dataset considers data collected during the 2005-2006 school year from two public schools in
Portugal [33]. The dataset was built from two sources: school reports and questionnaires, conducted to 788 students.
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Moreover, the data was integrated into two datasets related to the Portuguese language with 649 records and
Mathematics with 395 records.

Table 9 shows the encryption and decryption time of Chens hyperChaotic and 4-D hyperChaotic algorithm on the
students datasets. While, Figure 5 illustrates the histogram of the plain and cipher dataset text.

Table 9. Students’ Dataset Analysis

Dataset Encryption Algorithm Encryption Time (s) Decryption Time ()
Dataset 1 Chens hyperChaotic 5.10 5.24
4-D hyperChaotic 4.13 4.95
Dataset 2 Chens hyperChaotic 7.53 7.84
4-D hyperChaotic 6.89 7.04
e R A B e R 3500
500 3000
2500
t. 400 I
g 5 2000
;c:' 300 E‘
& & 1500
200
1000
100
500
0 0
0 50 100 150 200 250
Value Value
(a) Plain File (b) Encrypted File

Fig. 5. Histograms of the plain and encrypted student’s records file
8. Discussion

In this study, a 4D hyperchaotic framework combined with DNA to be utilized in the text encryption systems
is presented. The 4D hyperchaotic DNA system has nonlinear terms, for which the maximum Lyapunov
exponent is 1.552. The chaotic region's trajectories separate faster the larger the Lyapunov exponent is. Therefore, the
system's dynamic behaviour is preferable to a one-dimensional chaotic system. Additionally, the conceptual foundation
of the proposed framework is the DNA biological operation in conjunction with XOR computational and logical
operations, which enables the 4D hyperchaotic system's uncertainty and randomness to expand. As a result, the
proposed 4D hyperchaotic DNA text encryption system efficiently satisfies the secure performance against resistant
statistical attacks and differential attacks, as demonstrated by the experimental experiments.

9. Conclusion

In order to improve the security of educational systems, encryption is the best method to conserve the student’s
confidentiality. This study aims to propose a robust and efficient text encryption model based on 4-D hyperchaotic -
DNA. The proposed model chaotic sequences are produced by the runge Kutta method. Then, the sequence are
incorporated to the 4-D hyperchaotic to generate the random key sequence. Moreover, DNA subtraction and addition
operations were applied to increase the proposed model cipher efficiency. The proposed 4-D hyperchaotic -DNA text
encryption model is implemented on two different students’ datasets to improve the security of educational systems.
The experimental results, including encryption and key generation time, histogram and correlation, reported a uniform
encrypted text distribution and correlation coefficient values nearer to ‘0°, which are close to the theoretical optimal
value. Hence, the security analysis verify that the proposed 4-D hyperchaotic DNA encryption model provides good
complexity and security and is robust against statistical and differential attacks. In future work, the proposed model will
be improved by proposing and examining higher Hyperchaotic system dimensions.
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