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Abstract: Along with the advancements in blockchain technology, many blockchain-based successful projects have
been done mainly on the ethereum platform, most of which deal with transactions. Still, it also carries various risks
when it comes to security, as evident from past attacks. Most big projects like uniswap, decentraland, and others use
smart contracts, deployed on the ethereum platform, leading to similar projects via code reuse. Code reuse practice is
quite frequent as a survey suggests 26% of contract code deployed is via code reuse. Smart contract code obfuscation
techniques can be used on solidity code that is publicly verified, published (in the case of Ethereum), and on the
deployment address. All the above techniques work by replacing characters with their random counterpart, known as
statistical substitution. A statistical substitution is a process of transforming an input string into a new string where each
character has been replaced by a random character drawn from a stock of all possible 'random’ characters. Therefore, we
proposed numerous methods in this paper to solve the above problems using various smart contract code obfuscation
techniques. These techniques can be really useful in blockchain projects and can save millions of dollars to investors &
companies by enhancing code security and preventing code reusability. Techniques mentioned in this paper when
compared with other techniques. Our methods are not expensive to implement, very easy to use, and provide a
developer-friendly selective increment in code complexity.

Index Terms: Smart contract, Code Reuse, Security, and Obfuscation.

1. Introduction

Any product that has ever been created took much effort. There is a fixed lifecycle for every product that has ever
been created in this world. For example, there is just the idea, motivation, and then people get funding and investment
in the early development phase. After that, slowly build the project, which takes time, money, motivation, dedication,
and risk. Then, there is always a chance of failure, and if the product is successful and has launched in public. Then
people copy the idea and code. Then within months or weeks, there are similar products in the market. In contrast, it
takes years of work, resources, and billions of dollars to develop, maintain a particular product, test it, and secure it
from reverse engineering and attacks. Similarly, in blockchain, the projects are mostly deployed on mainnet networks,
which are nothing but an independent blockchain running its network with a particular technology and protocol. After
the deployment of smart contracts, people can verify and publish smart contract codes. Then it will be publicly available
on the blockchain network. Without formal legal contracts, copyright ownership, or rights, companies and developers
reuse the publicly available smart contracts code in their projects. This leads to piracy, violates several laws, and
disrespects the original project owner [1].
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Uniswap is one of the biggest decentralized cryptocurrency exchange platforms that work on uni swap protocols
[2]. With an exchange market of over $7.6 billion and rising every day. It works on the ethereum platform and has
around 1600 crypto tokens listed, making it one of the most popular token exchange platforms. Hayden Adams created
it on November 2, 2018, who came up with a new idea [7]. Uniswap code is open-source, and anyone can read the code
and understand how uniswap works, the logic behind the code, which can lead to security attacks, and copyright or code
reuse. Another decentralized exchange platform launched on September 20, 2020, is PancakeSwap, which is just a copy
of the uniswap code. The only difference is that it runs on the Binance smart chain. PancakeSwap's exchange market is
over $6.5 billion, which is a considerable amount compared to uniswap as it took long enough to make their exchange
market this successful. Pancakeswap uses the Binance chain, which charges low gas fees on transactions, attracting
most users [6]. Actually, In a decentralized exchange like Sushiswap and others swap, almost all simulator clones of
uniswap Source code. It even disrespects intellectual property.

Table 1. The Topmost reused smart contracts

Sub-contracts Types Reused
ERC-20 9000+
ERC-20 Basic 5500+
ERC-20 Basic 4600+
Ownable 4600+
Token 4000+

Below are the techniques that are currently in use to prevent source code reusability and provide code security but,
these techniques are unreliable, expensive to implement, and difficult to maintain.

Source code protection policy
Use Encryption and monitoring
Endpoint security tools
Network security solution
Copyrights and Patents

Access controls policies

ouhrwNhE

As we can see most code thieves would not care by following a protection policy, patents, and copyrights. Thus,
we have created a better solution to solve the above issues.

Here obfuscation techniques can help to prevent code-reuse by obfuscating the open-source code. It will turn it into
a format by reordering the code or encoding some necessary address that is more difficult to read, understand, and
analyze. Still, no one can use it directly in their projects. Ultimately developers and companies will keep doing such
things and will never stop because it fastens their work and uses very few resources. They are gaining high profits on
low investment by code reusability. People are getting well developed, tested, and secured products directly due to this.
With only a few changes, it is ready to get deployed in the market. Nevertheless, this is not the only issue with publicly
available code. There are security issues too. Publicly available codes are usually user-friendly and easily
understandable, allowing security researchers, hackers, and bad guys to analyze, detect, and exploit security flaws in a
contract that'll lead to business and trust loss [7, 8].

Recently in August 2021, there was a heist of 610 million USD. A hacker exploited a vulnerability in smart
contracts of PolyNetworks that were available publicly. People usually make their code publicly so that the community
can contribute, and the development of the application would take less time and resources to develop. Nevertheless,
everything comes with a price [9, 10]. Open-source code is like showing our house blueprint to a thief for burglarizing.
This is not the only case; There are many cases in which the attackers have exploited open-source applications that lead
to such massive breaches. With the upcoming crypto demand, if all the critical codes were publicly available, it would
be very dangerous if some hacker found another critical vulnerability and stole cryptocurrency like in the above case.
This would ultimately result in people losing trust in crypto and technology [11,12].

Table-2 showcases the top 5 vulnerabilities that can be easily found in the code that is open source. If the code is
not easily understandable, it will be hard to detect such flaws and exploit them. The above vulnerabilities are critical
and if exploited can produce a devastating impact on the end-users. Therefore, if there is good code obfuscation, it will
be difficult to read and understand the code, thus increasing security, diversity and, ultimately, preventing the above
problem [13, 14].
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Table 2. Emerging Vulnerabilities of Blockchain, Software, and SmartContract

Blockchain Vulnerabilities Software Vulnerabilities SmartContract Vulnerabilities
1. Complexity 1. Buffer Overflows 1. Block timestamp dependency
2. Immutability 2. Race Conditions 2. Call stack depth limitation
3. Sequential Execution 3. Improper Input Validations 3. Re-entrancy problem
4. Human Errors 4. Hardcoded credentials & APIs 4. Greedy contracts
5. Transparency 5. Command Injection 5. Transaction ordering

& Privilege Escalation

2. Proposed Solution

A blockchain explorer mainly uses API and nodes to fetch data from the blockchain and show it in software in a
presentable and user-friendly way like etherscan. That is used to query about the blocks. In blockchain explorer, we can
search any smart contract that has been deployed using its address or transaction hash, and it will display all the details
related to all the transactions that had been made until now. We can even read verified and published smart contract
codes that are publicly available. The obfuscator program can be applied to verified and published code directly after
submitting the code to the server for verification and before showing the code to the user. The whole process of
obfuscation will be done in the blockchain explorer's backend. So, for implementation, some of the obfuscation
techniques are used in smart contracts.
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Fig .1. The working model of Blockchain explorer

2.1. Reformat technique

This technique usually renames the functions, methods, classes, variables, and object hames to something random
and unpredictable. Also, in the process, we remove the comments and indent/whitespaces of the code. We can change
integer type variable values to a formula that gives fixed output after passing a hardcoded value. 1t’ll behave like a small
function. Also, the variables can be merged into a single variable and can be mathematically calculated when in use.
This will help us to confuse the attackers. We applied the Reformat technique in the sample code, as shown below.
Similarly, all the methods can be used to smart contract codes.

2.2. Data Structure transformation technique

In this technique, we alter the way of storing data in memory. There are many ways it can be done like to change
the way data is placed in the program [4] by shuffling variables from local to global storage, we can encrypt all the
addresses in smart contract or encrypt variable function related to the transaction, to hide critical information that can be
vulnerable or flaws by masking it by changing its name or identity. For example, let us take arrays. We can split a big
array into multiple parts to confuse the reader about its design. We can also merge multiple arrays and combine a single
array. With that, to increase the obfuscating factor, even more, we can increase the dimensions or flatten it, shift the
matrix elements left side or right side as we do in cryptographic algorithms, reverse the elements and insert decoy data
inside the arrays [5].

2.3. Decoy data insertion.

In this technique, we will insert a dummy working code into the working code. That will act as a decoy and puzzle
the attacker or the reader. The code inserted will not affect the working or the code logic. This can also work like an
Opaque predicate in which an expression results in either true(1) or false(0). The output will be known to the
programmer but needs to happen only at runtime, confusing the attacker with reading dummy code. Also, we can start
by splitting classes and functions then inserting multiple bogus classes and functions into split functions or classes to
make it look crowded and sophisticated. We could add identifiers in the code to make the compiler skip these classes
and functions. As shown above, probabilistic control flow or opaque predicates will maintain the overall code
complexity while increasing the obfuscation factor.
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Table 3. The comparison between original and obfuscated smart contract code

Original

Obfuscated

contract deal{
address public seller;
address payable public buyer;
address payable public buyer;
uint public pay_amount;
constructor(address _seller, address payable _buyer,
uint _amount)
Public{
seller=_seller;
buyer= _buyer;
lawyer =msg.sender;
pay_amount= _amount;

/Ito deposit money
function deposit() payable public {
require(msg.sender == payer) ;

require(address(this). balance <= amount);}

contract arm99765422{
address public c9891eb76c;
address payable public buyer;
address payable public buyer;
uint public amy5876tot;
constructor(address i17654311t,address
payable b6152e176a, uint p87ga3139)
public{
payer =i7654311t;
payee =b6152e176a;
09091eb76c =msg.sender;
amy5876tot = p87ga3139;

}

function 0676548x11p() payable public {
require(msg.sender==payer) ;
require(address(this). balance
<= amy5876tot);}

Table 4. The Data Structure transformation technique

Original

Obfuscated

int main()
intarrl = {1,2,3};

intarr2 = {4,5,6};
intarr3 = {7,8,9};

}

int main()

intarrl = {2,3,$,4,5,6,$,7,8,9,$,1};

2.4. String manipulation and Encryption technique

In this technique, we can do cryptographic operations on strings like converting the characters to ASCII and [3]
then doing xor with some values and then reversing it or doing encryption. Also, we can split the variables and use
them, when necessary, at runtime; this would ultimately hide the strings and only show the strings when the string is
called. For example, we can convert the static strings to procedural strings to evade reverse engineering software and
debuggers. This is like creating a small program or function with a program that generates strings, like H(1), H(2), H(3),
H(4). Could mean H(1) = “ABC,” H(2) = “BBB,” H(3) = “BCF”.. Adding all of this to a single function would not

make it stealthy; it will be easy to crack the code and break the obfuscation algorithm. Therefore, the function should be

broken up into smaller parts and split across the program [8].

Table 5. The Decoy data insertion

Original

Obfuscated

contract mapEXP {
mapping (address => uint) public balance;
function upated_bal(uint new_bal) {
balance[msg.sender] = new_bal;

}

contract mapuser {
function f() returns (uint) {
mapEXP m= new mapEXP();
m.upated_bal(100);
return m. balance (this);

}

contract mapEXP {
mapping (address => uint) public balance;
mapping (address => uint) public balances;

function upated_bal(uint new_bal) {
balance[msg.sender] = new_bal;

}

function upted_bal(uint new_bal) {
balances[msg.sender] = new_bal;
}
}

contract mapuser {
function f() returns (uint) {
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mapEXP m= new mapEXP();
m.upated_bal(100);
return m. balance (this);

}

function f1() returns (unit){
mapping (address => uint) public balances;

Table 6. The String manipulation and Encryption techniques

Original

Obfuscated

pragma solidity 20.4.24;
contract String {
string store = "mark_account";

function getStore() public view returns (string) {
return store;

}

function setStore(string_value) public {
store = _value;

}

pragma solidity 20.4.24;
contract String {
string store = "9-3147-5-3-1-111171016";

function getStore() public view returns (string) {
return store;

}

function setStore(string_value) public {
store = _value;

}

}
Encryption logic(turn string to ASCII-100)

2.5. Reordering of code technique.

This technique can reorder various functions, methods, and other code snippets without changing the program's

logic. We can also split a single class and functions into multiple classes and functions or vice versa.

Table 7. The reordering of code technique

Original

Obfuscated

contract deal{
address public seller;
address payable public buyer;
address public dealer;
uint public pay_amount;

constructor(address _seller, address payable _buyer,uint
_pay_amount)public{

seller = _seller;

buyer = _ buyer;

dealer = msg.sender;
pay_amount = _pay_amount;

}

function deposit() payable public {
require(msg.sender seller) ;
require(address(this). balance <= pay_amount);

function release() public {
require(address(this). balance pay_amount);
require(msg.sender dealer);
buyer.transfer (pay_amount);

}

function balance() view public returns (uint){
return address (this).balance;

contract deal{

address public dealer;

uint public pay_amount;
address public seller;

address payable public buyer;

constructor(uint _pay_amount, address payable _buyer,address
_seller)public{
dealer = msg.sender;
pay_amount = _pay_amount;
seller = _seller;
buyer = _ buyer;
}

modifier checkdealer{
require(msg.sender == dealer);

modifier checkseller{
require(msg.sender == seller);

}

function balance() view public returns (uint){
return address (this).balance;

}

function release() public checkdealer{
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} require(address(this). balance pay_amount);
buyer.transfer (pay_amount);

function deposit() payable public checkseller{
require(address(this). balance <= pay_amount);

All the above techniques could be combined as a single program for a particular blockchain that can generate
perfect obfuscated code for smart contracts and be used in the blockchain explorer. After implementing the above
techniques, there can be a drawback, like if the obfuscated code gets broken or cracked and if then people can read it via
automated tools, it will be a problem, and the security gets compromised. So, to avoid it, the obfuscation program
should always be in improvement mode and getting new updates.

3. Conclusion

This paper has highlighted why obfuscation is necessary and should be implemented in public smart contracts. Due
to its flexibility, ease of use, low cost, improves security with a great factor, and keeps the attackers away from easily
exploiting the smart contracts, obfuscation should be implemented in blockchain explorers. Also, in this paper, we have
presented various case studies on code reuse and blockchain security that moreover proposed multiple techniques for
obfuscating and implementing smart contracts. We have concluded five ways that are best for obfuscating code. We
believe that our research work would make some contribution to blockchain security and prevent code reusability,
which would make blockchain more secure, reliable and users would trust it & adopt the technology quicker for all
applications.
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