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Abstract: The proposed pruning technique by Gama-Nguyen-Regev for enumeration function makes this pruned
enumeration (GNR-enumeration) as a claimant practical solver for SVP. The total cost of GNR-enumeration over a
specific input lattice block with pre-defined enumeration radius and success probability would be minimized, just if this
enumeration uses an optimal bounding function for pruning. Unfortunately, the running time of the original proposed
algorithm of searching optimal bounding function by the work of Chen-Nguyen (in 2011) is not analyzed at all, so our
work in this paper tries to introduce some efficient searching algorithms with exact analysis of their time/space
complexity. In fact, this paper proposes a global search algorithm to generate the optimal bounding function by a greedy
idea. Then, by using our greedy strategy and defining the searching steps based on success probability, a practical
search algorithm is introduced, while it’s time-complexity can be determined accurately. Main superiorities of our
algorithm include: complexity analysis, using high-performance version of each sub-function in designing search
algorithm, jumping from local optimums, simple heuristics to guide the search, trade-off between quality of output and
running time by tuning parameters. Also by using the building blocks in our practical search algorithm, a high-quality
and fast algorithm is designed to approximate the optimal bounding function.

Index Terms: Search algorithm, Approximate algorithm, Success probability, Enumeration cost, Time complexity.

1. Introduction

Lattice-based cryptography is one of the main candidates in post-quantum cryptography [1]. The security of lattice
based cryptography comes from the hardness of the lattice problems. Since hardness of Shortest Vector Problem (SVP)
affects security aspects of many lattice-based cryptographic schemes, so the study of attacks on this problem (SVP) is
valuable. Some solvers of (approximate) SVP include: lattice basis reduction, VVoronoi-cell, sieving, random sampling,
evolutionary search [2], etc. Lattice enumeration is one of the main algorithms in theory and practice for solving SVP
within the polynomial space (memory). However new achievements in lattice enumeration are notable (such as the
works of [3] as new enumeration by integrating sparse orthogonalized integer representations for shortest vectors and [4]
as a quantum version of lattice enumeration), this paper just focuses on Gama-Nguyen-Regev (GNR) enumeration
proposed in [5].

The running-time of enumeration function is affected by preprocessing the lattice block and using the effective
pruning techniques [5]. Bounding function vector effectively prunes GNR-enumeration tree [5]. An optimal bounding
function is defined as a bounding function which prunes most number of nodes in GNR-enumeration over an input
lattice block with specific success probability of finding solution. Chen and Nguyen propose a generator for optimal
bounding function in Algorithm 5 of [6]. However, the quality of generated bounding functions in Chen-Nguyen’s test
results are acceptable, the time-complexity of their algorithm is not analyzed and it’s termination condition is set just by
hand (as 1 hour), not by analysis of search convergence. It is clear that complexity analysis is necessary in practical
block sizes for theoretical/practical purpose (e.g., the research of [7] or our idea on progressive-BKZ in [8]).

We define an approximation in Claim 2 from [9] for estimating the cost of GNR-enumeration pruned by optimal
bounding function. Also, we show in [10], if the success probability of optimal bounding function is closed to %100,

then the cost of GNR-enumeration pruned by this bounding function can be approximated as 23—1/4 times the cost of full-

enumeration (which verifies the analysis in [5]). In other side, we show in [10], for practical block size of 100 < 8 <
250, the upper-bound for speedup of GNR-enumeration pruned by a piecewise-linear bounding function with much
small success probability (as extreme pruning) when the lattice block is preprocessed by BKZ with enumeration (as
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SVP-solver) would be estimated from 26% to 25 (and tries to reject the claimed speedup of 25 by extreme-pruning over
full-enumeration in [5]). In fact, no ways are suggested in [9,10] to generate optimal bounding function.

Unfortunately, the running time of the original proposed algorithm of searching optimal bounding function by the
work of Chen-Nguyen in [6] is not analyzed at all. In fact, this paper proposes more efficient generators of optimal
bounding function to minimizing the cost (running time) of GNR-enumeration, while the time/space complexity of our
generators are analyzed accurately. To the best of our knowledge, analyzing and improving the original generator of
optimal bounding function in [6] are not discussed in former studies.

In fact, in this paper, a global search of optimal bounding function (Algorithm 1) is introduced by a greedy idea.
Because of unsuitable steps in this search algorithm (Algorithm 1), it’s running-time is not tolerable for practical
purpose! Moreover, it’s time-complexity cannot be analyzed accurately! Re-defining the searching steps based on
success probability of bounding functions (not based on the difference of entries of bounding functions in Algorithm 1)
leads to possibility of time-complexity analysis. By using the greedy strategy in our global search (Algorithm 1)
together with the searching steps based on success probability, this paper introduces another new search algorithm
(Algorithm 2). However this search algorithm (Algorithm 2) is not a global search, it includes some techniques to jump
from local optimums and some simple heuristics which guide the search toward the global optimum. Also our new
search function (Algorithm 2) uses various useful parameters which can be tuned to make trade-off between quality of
output and running time. Besides, all building blocks in the design of this algorithm use the best algorithmic techniques
by the authors for better speedup. Finally, by using the building blocks of this search algorithm (Algorithm 2), an
efficient algorithm (Algorithm 3) is introduced to approximate the optimal bounding function with acceptable quality
(i.e., these generated bounding functions introduce the enumeration cost which is closed to optimal enumeration cost).
Time-complexity of our new search algorithm (Algorithm 2) and approximate algorithm (Algorithm 3) are analyzed
accurately and needed test results for justifying the value of them are introduced in this paper.

This paper is organized as follows. In Section 2, the background information is described. Our contributions are
introduced in Section 3. Section 4 is dedicated to complexity analysis of our proposed algorithms. Also our test results
are presented in Section 5. Finally, the conclusion of this work is declared in Section 6.

2. Preliminaries

In this section, a sufficient background is introduced to make this work easy to be understood. A lattice is defined
by n-linearly independent vectors b, ..., b,, € R™, as following set of n-dimensional points:

L(bl, ,bn) = {Z?:l xibi X € Z} (1)

The set of B = [by, ..., b,] is known as lattice basis of lattice. For cryptographic application, we only consider
integer lattices by setting b; € Z™. The rank and dimension of lattice £(B) are referred respectively by n and m.

The concepts of Gram-Schmidt Orthogonalization and projected sub-lattices are other fundamental definitions. For
a given lattice basis B = [by, by, ..., b,,], the orthogonal projection m;(...) is defined as follows:

m;: R™ v span(by, ..., b;_{)*, where 1 <i <n. 2
For given basis B = [by, ..., b,], the Gram-Schmidt orthogonal (GSO) basis B* = [by, ..., b;;] is defined as follows:

m;(b;)) = b =b; — 25;11 Wij-bi, wherep;; = —’2 and1<j<i<n. (3)

bi.b
5]

In this paper, we mostly focus on the lattice blocks of an input lattice basis. In fact, a lattice block from basis B,
from vector index j to k with block size of § = k — j + 1 is defined as By x; = [bj,bj+1, ...,bk]. Also, projected lattice
block £; in this paper is defined as follows:

L = L[mg_i41(bp_is1)s s i1 (bg)]- 4)

One of the main heuristic in lattice theory is Gaussian Heuristic, which estimates the number of lattice vectors in a
measurable space S [5]. The expected norm of shortest vector in lattice £ can be estimated by using Gaussian Heuristic
of lattice £ as follows:
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GH(L) ~ \/} (det B)x. ©)

Lattice enumeration is one of the main functions of BKZ algorithm, while it can be used as an independent solver
of SVP too. This paper focuses only on GNR-pruned type of enumeration which is defined based on bounding function
concept. A bounding function is a pruning method for enumeration which is defined by a vector of R = [.’Rl,RZ, ,RB],
where 0 <R, <R, < <Rg =1 (see [5]). By using bounding function, for lattice block L(b;,...,b;) and
coefficient vector x € Z¥, GNR-pruning replaces inequality of ||my.,—;(x.Bfjx)|| <R for1<i<k-j+1lasa
bounded ball (in full-enumeration) by ||m,41—;(x. Bfjx)|| < R:R, as a cylinder-intersection [6], where 0 < R, < -+ <
Ry-j+1=1. The pseudo-code of GNR-pruned enumeration can be studied in Appendix B from [5].

For lattice block of L(b-, ...,bk), initial enumeration radius R and bounding function R, if there is just one lattice
vector v in n-dimensional ball with radius of R (i.e., ||v]| < R), the probability of finding v after GNR-pruning by R in
enumeration tree is defined as success probability of R, which is shown by pg,..(R) [5]. However success probability
of bounding function can be estimated by Monte Carlo simulation (see Algorithm 6 in [6]), this is not efficient enough
[5], so this paper uses Algorithm 7 from [6] as an efficient way of this estimating. By definition of py, .. as success
probability, for lattice block Lz with size of g, the total nodes of GNR-enumeration with a bounding function R and
initial radius R over this block can be estimated by (6) [5]:

RiR

i
N(Lp, R, R) = %Zf:l (m) Psuce (Lo Ra.. R)- (©)

Note: In this paper, the expressions of “total nodes”, “number of tree nodes” and “cost” have the same meaning.

Accordingly, the formal definition of optimal bounding function can be declared as follows [9]:

Optimal bounding function. For input lattice block L[; ,; and the enumeration radius R ~ ||v|| where v is expected
to be the final solution vector of GNR-enumeration with an input success probability P, the optimal bounding function
Ropt With success probability P can be defined formally as following set [9]:

Ropt € {R] Psucc(R) =P &Y R': N(Lij 1, R,R) < N(Lij i), R, R)}, (7

where R = ||v]|.

As mentioned in Section 1, one of the main parts of this paper focuses on complexity analysis of generating
optimal bounding function. The main input parameter in our complexity analysis is block size of 8. Since the parameter
of B in practical running of GNR-enumeration cannot be any large size, this paper doesn’t use the regular asymptotic
notations in complexity analysis, such as Big O “0”, Big Omega “Q)”, Theta “6”, etc.; Instead, by assuming the range of
50 < B < 400, this paper just tries to estimate the complexity function of each algorithm, based on some basic
operations in that algorithm. For simplicity in analysis, the time complexity of these basic operations is approximated
by a factor of C = 0(1) for all algorithms. The complexity function of each algorithm is shown by the notation of T; in
this paper.

3. Our Proposed Techniques for Generating Optimal Bounding Function
In this section, our global search idea of optimal bounding function is introduced. Next, our practical search
algorithm is introduced. Finally, our approximate algorithm with acceptable time-complexity is proposed in this section.

3.1. Global Search of Optimal Bounding Function

Algorithm 1 is our global search algorithm by a greedy strategy to find the optimal bounding function.
Note: The notation of “0*” in Algorithm 1 is assumed as the closet positive real number to zero, while “£” is just a
small positive real number.
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Algorithm 1 Generate_R,,_1
Input: lattice block Lg, enum radii R, success prob Pqp,), error &

1 Rpga,.p = [0%,1,1,1,...,1]; /*Full enumeration bounding function besides R, = 0* for correctness of algorithm*/
N(Lg|R1..Rp].R)-N(Lg[Ry..Ri—¢..Rp]|.R) N(Lp[R1..Rp].R)=N(Lp,[R1..Rj—¢..Rp]R)
Psucc(Ll?'[Rl-“le]'R)’psucc(LB'[Rl---Ri’g---le]‘R) psucC(Ll?‘[Rl---RI?]AR)’psucc(Lﬁ'[Rl“Rj’E-“RB]'R)
Psuce(Lp [R1 - Ri — € . Rp] R) 2 Prinat &  Dsuce(Lp) [Ry R — €. RpR) Z Pt & O0<R_; SR —€&0<R;; <R, —
e&i#j)f
R; « R; — &;}//end while
Output: Optimal bounding function R, = R.

20 while@1<i<BVIZj<B:

Conjecture 1 defines our main idea behind this algorithm:
Conjecture 1. For given lattice block Lz, specific success probability P and initial radius R, the cost of GNR-

enumeration pruned by bounding function R’ generated in Algorithm 1 would be minimal when ¢ - 0*:

N(LE'R" R) = minR:osjelsmsR[;ﬂ N(L‘ﬁ,ZR, R)!

where R’ « Generate_ﬁopt_l(ﬁﬁ,R,P, s) and £ - 0. However there are infinite bounding function vectors for an
input success probability P, Conjecture 1 implicitly claims that optimal bounding function for lattice £, success
probability P and initial radius R is unique. Moreover, this conjecture claims that optimal bounding functions of R and
R', respectively for target success probabilities of P and P’ satisfies following condition:

V R « Generate_Rop:_1(Lp, R, P, ), ¥ R’ « Generate_Rope_1(Lg, R, P, €): (P <P) = (V1<i<pB:R; <R). 8)

The proposition (8) proposes that Algorithm 1 is used as a preprocess to generate a spool of optimal bounding
functions with success probabilities from P, < P, < P; < -+ < P,.

For practical purposes, this is not possible to use small step of ¢, since time-complexity of algorithm cannot be
tolerated! In other sides, big step of £ along with non-accurate estimators of N and pg,.., change Algorithm 1 as a
global search into a local search which frequently sticks in local optimums!

3.2. Practical Search of Optimal Bounding Function

This paper introduces effective improvements on Algorithm 1 to make it efficient for practical purpose (see our
practical search algorithm in Algorithm 2).

Algorithm 2 Generate_Rp. 3
Input: lattice block Lg, enum radii R, target success prob Pyya;, Layercoung jJUmpien, Jumpyiqgen, TYPeOfBF op, indeXgeary.

L Peop = min(0.9999,2 X Pypa1); Bow = —e__,

Layercount+1’

Plow
Layercount+1’

Riop < Generate_Ryype (B, Prop, TYPEOfBF op, €rTiaper );

— Plow . —
errlayer - B’ €ITcolumn =

:Rlow < Generate—Rlow(ﬁ: Plowr Ptopr :Rtop' errcolumn);
fhext = 1; //next layer of steps to decrease entries of R
. Cnext— . B
RS < :Rtop; //:Rs[l] = =1 ¢ 1(Rtop[l] - E[l] [l])
s[{’next] [1 ﬂ] < Generate—garray(ﬂr 1:’low' Rlow' Ptopr :Rtopf :Rsf errlayer! gnext);
?hext + 1/ /next layer of steps is set for next call.

Rinitial < Reops//initial bounding function in searching
Add—lumpingSteps(ﬁl ‘{Rinitial' jumplenr jumpwidth' indeXstart £'P10WJ Rlowr Ptopr Rsr Rtopr errlayerl gnext);

=
e

1 Ropt « Generate—ﬂopt—z (Lﬁtﬂinitial' Pfinal' &, 'gnext' Rinitial: LayerCount);
Output: optimal bounding function R,

Our main improvements in Algorithm 2 (over Algorithm 1) can be counted as follows:

e Using equal steps based on success probability between the searched states (by matrix of &) makes it possible to
analyze the time-complexity, while this is not possible for algorithm 1 (since searching step in Algorithm 1 is a
constant of & based on entries of bounding function).

e Making trade-off between quality of output bounding function and running time by tuning input parameter.

e Since total nodes N is a high-order function based on each entry R;, while theses entries are too limited as:
O0<R < <Ri_1 <R <Ry < <Rp=1, so this is not possible to return an optimal bounding
function by big constant step € in Algorithm 1, therefore Conjecture 1 forces implicitly to use the condition of
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N(Statej,s)—N(State;) N(Statej,s)—N(State;)

Psucc(Statejast) —Dsucc(State;) Psucc(Statelast)_psucc(Statej)

S0 that 0 < max;_; to g[Psucc (Staterast) — Psucc(State;)] < g, (where g, is a small threshold of probability). In
other sides, small step ¢ leads to slow decreasing of first entries of bounding function, in compare with last
entries of bounding function, and this leads to much running-time since last entries of bounding function are
lower-bounded by their previous entries)! Besides, for non-exact total nodes N and success probability pg,cc,
the main condition in line 2 from Algorithm 1 can direct search wrongly! In Algorithm 2, equal searching step
based on success probability (by matrix &) solves this problem.

e Algorithm 2 introduces some effective techniques to jump from local optimums (however abuse of jumping
steps makes the search biased and even in-effective).

e Using suitable upper-bound for entries of searched bounding function can prune the search space in Algorithm
2 considerably, while this can guide searching process toward the global optimum as a heuristic (however bad
shaped upper-bound or some ones with too fitted success probability makes the search biased).

e By efficient algorithmic techniques along with suitable data structures, Algorithm 2 introduces better speedup.

At the reminder of this sub-section, the design considerations of Algorithm 2 are discussed.

1) Function of Generate_R.,,.: By using this function, the upper-bound for each entry of R[i] in search is
defined. This paper focuses on following four types of R.,,,:

e TypeOfBF,,, = "Full_BF": This type simply returns R.,, = [1,1, ...,1] with P, = 1;

e TypeOfBF,, = "Step_BF": This type applies a binary search to find the “Step” bounding function’s parameter
of 0 < a < 1 which matches with success probability P,,,. The cost of this binary search for finding 0 < a <
1 would be determined in Appendix A as T1 depending on 0 < err,yer < 0.5 (Which is set in line 2 from
Algorithm 2 to determine acceptable success probability distance of 0 < |Psucc(Reop) — Prop| < €ITiayer);

e TypeOfBF,,, = "PiecewiseLinear_BF": This type applies a binary search to find a suitable “Piecewise-linear”
bounding function’s parameter of 0 < a <1 which matches with input success probability Py, . The
complexity analysis for this type is similar to "Step_BF";

e TypeOfBF,,, = "PrepOpt_BF": This type uses a pre-defined shape of upper-bound for optimal bounding
function by authors of this paper from test results:

441

R[] = min(1,10-1° (‘%”)6 —2%1078 (‘%”)5 +10°¢ (7)4 —2%10°5 (%)3 +5%x107* (%)2 +58x% 10-3%“' + 0.3113581), 9)

where 1 < i < f.Suitable form of modifications is defined to re-generate this shape for binary search. The complexity
analysis for this type is similar to "Step_BF";

2) Function of Generate_R,,, : The lower-bound for each entry R[i] in search of R,,. is determined by
Generate_R,,,, . For each index 1 <i <f, decreasing R.,p[i] as Riopli] < Riow[i], decreases psycc(Reop) @S

Psucc Rtop) = Peop — P“”;%. By this idea, probability distance between R,,,, and R, is divided by g — 1 columns

in range of Ry, [i] to Rypp[i] for 1 < i < B with success probability length of column,;qen, = P“’Z#. The time

complexity of generating R,,,, is determined in Appendix B.
3) Function of Generate_g4,rq,: This function tries to divide each of these f — 1 columns into equal success
Ptop—Plow : : _ i i1
G DLayercos by generating steps of £[[][i] as [-th step for decreasing R.,,[i] into
Rioplil = Reopli]l — £[l][i] (note that, dimension of matrix of £ is Layercyyne X B). This is not necessary to generate

all I x i values of g[l][i] at once, this means that at the time each &[l][i] is needed, just § — 1 values of g[l][1], ...,
g[l]1[B — 1] are generated (from top layer to down layer):

probability length step,engen =

e Generating g[1][1], ..., g[1][B — 11;

e Generating g[Layer, 1[1], ..., &[Layer. 1[8 — 1];
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By decreasing each entry R, [i] by £[l][i] where 1 < [ < Layercoyunt, the success probability of R, would be
decreased by nearly constant unite of stepjengn. This paper names the batch of all Layerc,y,e Number of stepjengn for
each entry 1 < i < g from R, as columny;qe,; The time-complexity of generating each layer of £ is determined in
Appendix C as T3;

Note: After Layercoyne times of decreasing R,p[i] by stepiengen, from top to down, they update to Ry, [i].

Note: The acceptable error gaps of errj,ge, and errcoumn are determined so that total distance of success
probability of R, Riow and R, respectively in Algorithm 4, Algorithm 5 and Algorithm 6 would be upper-bounded
by Steplength;

Note: Let :Rlow[ﬁ] = :R[ﬁ] = Ropt[ﬁ] = Rtop[ﬁ] =1

4) Function of Add_JumpingSteps: This function adds jumping area with adjustable length and width based on
unite of stepjengen. Time complexity of this function is determined in Appendix D. Bad jumping parameters may lead
to biased search in Algorithm 2 (see Remark 1 in Appendix E)!

5) Function of Generate_R,,._2: This function is core of searching in Algorithm 2 and has determinative role in
total time-complexity of Algorithm 2. Moreover, this function includes various algorithmic improvements for speedup.
Time-complexity of this function is analysed in Appendix E.

Algorithm 3 Approximate R, 1
Input: lattice block Lz, enum radii R, target success prob Pgp, < 0.5

. . ,
1: Ptop = 2 X Ppap; ind€Xgpare = 5 +1;

2:  Layercount = fB; jumpyigen = 1; jumpye, = 1;
3 Pow = ——— erfjpyer = 22 err = —Plow
. low Layercount+1’ layer g’ column Layercount+1’
4 Rypp < Generate_Rtype(ﬁ, Pyop, "Step_BF", errlayer);
o Riow < Generate—Rlow(ﬁ' Pow, Ptoertop' errcolumn);
6. £, = 1; //next layer of steps to decrease entries of R
. , Lnext— , .
T Re « Rtop; //Re[l] = =1 ¢ 1(~Rtop[l] - S[l][l])
8 s[fnext] [1 B] < Generate—sarray(ﬁr Plow' Rlow' Ptopr:Rtopr:Rsr errlayerr fnext);
91 fexe + +3//next layer of steps is set for next call.
100 for(e= e <Lt + +) Rinarlt] « Riowlt]; }
W for(t =24 e <prt++) Ringarlt] « Reoplt]: }
12: Add—lumpingSteps(ﬁl ‘{Rinitial' jumplenr jumpwidth' indeXstart £'P10WJ Rlowr Ptopr Rsr Rtopr errlayerl fnext);
13: Add—lumpingSteps(ﬁl ‘{Rinitial' jumplenr jumpwidth' indeXstart &, PlOWJ RIOWJ Ptopr Re: Rtopr errlayerl fnext);
14: R, « Generate_Rqp_4(B, Pinal Rinitia Riow);
15 R« Generate_ﬂ%type(ﬁ, Prinal, "PiecewiseLinear_BF", errlayer);

16: if(N(Lg Ra,R) < N(L, Rg, R)) Rope = R else Rope = Ry
Output: Approximate optimal bounding function R,

3.3. An Efficient Technique for Approximating Optimal Bounding Function

Algorithm 3 is our proposed method for generating approximate optimal bounding functions. The design
considerations of Algorithm 3 are described briefly as follows.

1) Function of Generate_Rype: Let Pring; < 0.5 for Algorithm 3 and Py, = 2 X Pripngg; Also type of target
bounding function is forced to be "Step_BF";

2) Function of Generate_R;,,,: Similar in Algorithm 2;

3) Function of Generate_gg,rq,: Similar in Algorithm 2;

4) Function of Add_JumpingSteps: Since index.q, = §+ 1, Layercoune = B, jumpyiqen = 1 and jumpy,, =
1, so this is possible to call Add_jumpingSteps for just two times. For correct operation of
Add_JumpingSteps, this is necessary to initialize R,;ziq; in line 10 and 11;

5) Function of Generate_R,,._2: Algorithm 3 introduces acceptable time by removing this function from
Algorithm 2.

6) Function of Generate_R,,._4: This function is final phase of bounding function R, to reach the success
probability of Pf;pq;, While introducing least total nodes.

7) Returned optimal bounding function R,,;: By using Generate_R.,,., a piecewise-linear bounding function
with success probability of Pr;,,, is generated as R, and finally, one of R, and R with less total nodes are
returned as R ..
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4. Complexity Analysis

This section analyze time/space complexity of Algorithm 2 and Algorithm 3. However as mentioned at the end of
Section 2, our analysis of time complexity in this section is not asymptotic analysis. For analyzing time-complexity of
our proposed algorithms, two categories of parameter-set are considered as follows:

Parameter-set of Type 1. Non-extreme pruning success probability P, where Pi ~ (B) X C; Layercount =
top

(ﬁ) X C, jumpwidth ~ (1) X C; jumplen d (1) X (;’, Stepcount ~ (ﬁz/z) X C,
Parameter-set of Type 2: Extreme pruning success probability P, where PL =~ 20B%C; Layercount = (B) X C;
top

jumpwidth ~ (1) X C; jumplen d (1) X C: Stepcount ~ (32/2) X C,

By Type 1 and Type 2, time-complexity of functions in Algorithm 2 and Algorithm 3 are re-written based on S:

Algorithm 4 by Parameter-set of Type 1: T1 ~ (3Tﬁslog2 g)x ¢, and by Type 2: T1 ~ (%4) X C;
Algorithm 5 in Type 1 and Type 2: T2 =~ (%logz ,8) X C,

By assumption of P, = 2 x Pgp, and Average-case Assumption 3 (which leads to Layercoun: = (8/2) X C),
total time-complexity of all calls of Algorithm 6 in Parameter Type 1 and Type 2: T3¢ = (%‘tlog2 ﬁ) X C,
Algorithm 7 in Parameter-set of Type 1 and Type 2 (in Algorithm 2 with indexgc = (1) X C): T4 = (Mffg”’) X
C;

Algorithm 7 in Parameter-set of Type 1 and Type 2 (in Algorithm 3 with indexgi e = g +1): T4 = (MTgZB) X C;
Algorithm 8 by ignoring our algorithmic speedups and Average-case Assumption 3 (which leads to
Layercoun: = (8/2) X €) in Type 1 and Type 2 (in Algorithm 2 and Algorithm 3): T5; ~ (W) X C;
Algorithm 8 by using our algorithmic speedups and Average-case Assumption 3 (which leads to Layercoun: =
(B/2) x €) in Type 1 and Type 2: T5, ~ (W“RN“R’?;:O’M”&E+8° [”4) X C;

Algorithm 10 with Average-case Assumption 4 in Type 1 and Type 2 (in Algorithm 3): T7 =~ (£*/32) x G;

By using these time-complexities, total time-complexity of Algorithm 2 and Algorithm 3 can be determined as

follows:

e Algorithm 2 by using our algorithmic speedups in Parameter-set of Type 1 and Type 2:

7 CERO6 CERS 4 4
B7+266B°+1.66B5+2008* log, B+120 B )x c. (10)

Teenerate Ropy 3 = T1+ T2 + T3rotal + T4 +T5; = ( =

e Algorithm 3 in Parameter-set of Type 1 and Type 2:

2408*log, B+905*

Tapproimate Rop 1 = T1 + T2 + T31oqa) + 2T4 +T7 + T1 = ( 2

)xe. (11)

In other side, the space-complexity of Algorithm 2 and Algorithm 3 can be determined simply just by computing
the size of matrix of €[¢ = 1 ... Layercount][1 -.- £] as follows:

SGenerate_Roptj ~ SApproximate_ﬁRopt_l ~ (LayerCount X B X SizeOf(Real_number)) X C. (12)

For example, for § = 300 and Layercoun: = 300, and x64 bit platform (by assuming sizeof(Real_number) =
64 bit), space complexity of Algorithm 1 and Algorithm 2 are = 703 KB.

5. Our Results

Our test results in this section try to justify and verify the value of our contributions in this paper. All the tests in
this paper are run on the random instances of SVP lattice challenges [11]. Also, all the implementations are compiled
with MSVC x64 bit C++. These tests use the following hardware platform: ASUS motherboard series Z97-K, Intel®
Core™ i7-4790K processor with the base frequency of 4 GHz, 16 GB RAM; also, the running times are provided only
for a single real-core.
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5.1. Shape of Optimal Bounding Function Candidates

For better sense on our test results, the shape of discussed bounding functions is shown in this sub-section. All
candidates of generating optimal bounding function in this paper include:

Chen_Nguyen_BF: This type of optimal bounding are generated by Algorithm 5 from Appendix A of [6];
R_BF1: This type of optimal bounding are generated as R, in line 14 from Algorithm 3 in this paper;

R_BF2: This type of bounding are generated similar to R, in line 14 from Algorithm 3, except that instead of
Add_JumpingSteps from Algorithm 3, we use a function to make the shape of R, similar to Algorithm 5 from
[6];

PieceWise_Linear_BF: See definition in Section 5.3 from [5] (this function is used in line 15 from Algorithm
3);

Step_BF: See the original definition in Section 5.3 of [5];

BF[from Local_Searchl]: This type of bounding functions are generated by Algorithm 2 for TypeOfBF,, =
"Full_BF" (see Section 3.2).

BF[from Local_Search2]: This type of bounding functions are generated by Algorithm 2 with TypeOfBF,, =
"Full_BF" together with applying Add_JumpingSteps;

BF[from Local_Search3]: This type of bounding functions are generated by Algorithm 2 for TypeOfBF,,, =
"Step_BF" (see in Section 3.2);

BF[from Local_Search4]: This type of bounding functions are generated by Algorithm 2 with TypeOfBF,,, =
"Step_BF" together with applying Add_JumpingSteps;

BF[from Local_Search5]: This type of bounding functions are generated by Algorithm 2 for TypeOfBF,, =
"PrepOpt_BF" together with applying Add_JumpingSteps;

Fig.1 shows the shape of these candidates for pg,.. = 0.25. Also Fig.2 and Fig.3 respectively show generated
optimal bounding functions for pg,.. = 0.25 by Algorithm 2 [from Local_Search5] and Algorithm 3, including entries
lower bounded by Ry, and upper-bounded by Ry,p,.

1

0.9
0.8
0.7
06 Chen_Nguyen_BF
- ——R_BF1
= 05 —
& R_BF2
0.4 PieceWise_Linear BF
Step_BF

03 BF[from Local_Search1]

02 = BF[from Local_Search2]
= BF[from Local_Search3]
0.1 = BF[from Local_Search4]

0 = BF[from Local_Search5]

0 5 10 15 20 25 30 35 40 45 50 55 60 65
Index i

Fig.1. Candidates of optimal bounding function for py,.. = 0.25
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Fig.2. Optimal bounding function by Local_Search5 for pg,.. = 0.25
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0.1
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Fig.3. Optimal bounding function by Algorithm 3 for pg,.. = 0.25

5.2. Results for Quality of Generated Bounding Functions

To have better sense on running time of our proposed candidates of generators of optimal bounding function in this
paper, all of them are tested to generate an optimal bounding function with success probability pg,.. = 0.0001 over
nearly 20 SVP random lattice challenges [11] with block size of § = 100. Table 1 shows the running time of these
generators. As shown in Table 1, the running time of generating Step bounding function and Piecewise-linear bounding
function by their original definition in [5] (respectively as “Step BF” and “PieceWise Linear BF”) is negligible, since
they are not search algorithm at all. Also, since Algorithm 3 is combined by definition of “PieceWise_Linear BF” and
generator of “R_BF1”, the running time of Algorithm 3 in Table 1 is sum of the running time of these two generators.
Moreover, this is clear that, since the generators of “Local_Searchl”, ..., “Local_Search5” directly search the optimal
bounding functions (against our other proposed generators which just generate or approximate these bounding
functions), their running times are much more than our other proposed generators.

To have better comparison between the proposed candidates of optimal bounding function (in the previous section),
GNR-enumeration is run practically by these bounding functions over some SVP challenges [11] and exact number of
nodes in corresponding enumeration tree are counted. The results of this experimental test are shown in Table 2 for
block size of 65. As shown in Table 2, our approximate technique in Algorithm 3 introduces acceptable low cost (closed
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to Chen-Nguyen technique in Algorithm 5 from [6]). Also Algorithm 2 from type of “Local_Search5” in this test
introduces better cost than Algorithm 3 for pg,.. < 0.05.

As mentioned in Section 4, time complexity of Algorithm 8 by ignoring our algorithmic speedups and the one by
using our algorithmic speedups are nearly differed by some factor of Speedup ~ 0(1) which is non-negligible. Table 2
compares Algorithm 2 by using our algorithmic speedups and ignoring these algorithmic speedups for the generators of
“Local_Searchl”, ..., “Local_Search5”. As shown in our partial test results for dimension of § = 65 in Table 2,
running time of Algorithm 8 by ignoring these speedups are more than running time of Algorithm 8 by considering
these speedups, nearly by some factors of 2.45 < Speedup < 4.26 which is non-negligible while it can be considered
as Speedup =~ 0(1) in asymptotic analysis (note that our analysis of time complexity in Section 4 is not asymptotic
analysis).

Table 1. Running-Time (in seconds) of our proposed candidates of generators of optimal bounding function over SVP challenges with 8 ~ 100

Psucc 0/0001

Bound. Funt:

BF1 32
PieceWise_BF 0.077
Algorithm 3 32.077
BF2 25
Step_BF 0.038

Local_Searchl | 64625
Local_Search2 | 38027
Local_Search3 | 19130
Local Search4 | 9342

Table 2. log, of number of tree nodes (log, of cost) in GNR-enumeration pruned by some candidates of optimal bounding function with 8 ~ 65

cc 0/0001  0/001 0/01 0/02 0/03 0/04 0/05 0/25 0/50 0/95
Bound. Func.
BFlas R, 9/76 10 11 11/5 11/7 11/9 12/4 1477 17 -
PieceWise BF as Ry 7/95 8/82 10/3 11/2 11/8 12/3 12/8 17/4 21/4 -
Algorithm 3 as min(R,, Rg) | 7/95 8/82 10/3 11/2 11/7 11/9 12/4 14/7 17
Chen_Nguyen = = 10 = = = 11/8 15/3 - 24
BF2 11/4 12/8 15/4 14/9 16/8 15/7 17/4 21/4 25/8 -
Step_BF 12/6 13/9 16 16/9 17/4 1717 18/1 21/2 23/2 27/5
Local_Searchl - - - - - - - 16/4 17 29/6
Local_Search2 - - - - - - - 16/4 19/7 25/3
Local_Search3 9/13 10/5 12/3 12/4 13/7 13/8 14/3 16/5 18 25/8
Local_Search4 9/53 10/6 12/7 13/3 13/5 13/8 14/4 17/3 19/1 25

Table 3. Running-Time (in seconds) of Algorithm 8 Generate_R,,,,_2 for different configurations of Algorithm 2 with § ~ 65

Bounding B _Psuce 0/0001 | 0/001 | 0/01 | 002 | 0/03 | o004 | 005 |05 |O0/50 | 0/95
Local_Searchl - - - - - - - 4417 2759 1418
Local_Searchl (no improve) | - - - - - - - 12881 6942 6040
Local_Search2 - - - - - - - 1513 1519 1144
Local_Search2 (no improve) | - - - - - - - 6023 6072 3834
Local_Search3 1507 1524 1516 1430 1463 1550 1513 1450 1517 1198
Local_Search3 (no improve) | 4558 4060 4402 4484 4515 4580 4512 4325 4069 3279
Local_Search4 630 574 543 551 432 622 591 534 625 241

Local_Search4 (no improve) | 1806 1873 1925 1588 1596 1595 1513 1504 1597 745

Local_Search5 213 238 273 237 241 250 287 385 840 324

Local_Search5 (no improve) | 743 832 856 967 955 966 1084 1393 2060 1092
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6. Summary, Conclusion, and Future Works

GNR-enumeration as a claimant type of lattice enumeration is defined based on the pruning by bounding function
vector. Using an optimal bounding function to prune the most number of nodes in enumeration tree is one of the main
task for running GNR-enumeration on practical block sizes. Generation of optimal bounding function for big block
sizes needs to analyze the running time in order that these bounding functions would be generated in less running time.
Unfortunately, the running time of the original proposed algorithm of searching optimal bounding function by the work
of Chen-Nguyen in [6] is not analyzed at all. In fact, this paper proposes more efficient generators of optimal bounding
function to minimizing the cost (running time) of GNR-enumeration, while the time/space complexity of our generators
are analyzed accurately. To the best of our knowledge, analyzing and improving the original generator of optimal
bounding function in [6] are not discussed in former studies.

In this paper, a global search (Algorithm 1) is introduced which claims to generate the optimal bounding function
by a greedy strategy, but unsuitable steps in this algorithm (Algorithm 1) make it’s running time intolerable for practical
purpose. Moreover, the time-complexity of this algorithm cannot be analyzed accurately. Re-defining the searching
steps based on success probability of bounding functions (instead of differences of entries in bounding functions in
Algorithm 1) makes it possible to analyze the time-complexity of searching optimal bounding function. By using the
basic idea behind our global search (Algorithm 1) together with using the searching steps based on success probability,
this paper introduce a new algorithm (Algorithm 2) in search of optimal bounding function. For some proposed input
parameter-set in Section 4, the space (memory)-complexity and time-complexity of our search algorithm (Algorithm 2)

7 CERG ZERS 4 4
respectively are (f%sizeof(Real_number)) x C and (B 126651608 ;'Zzgoﬁ logz f+120
superiorities of our new algorithm include:

)xc. Some of the main

Possiblity of jumping from local optimums;

Simple heuristics to guide search to global optimum;

Useful input parameters which can be tuned to make a trade-off between optimality of output and running time.
The useful algorithmic techniques for better speedup;

Furthermore, by using the building blocks in this new search algorithm (Algorithm 2), another new algorithm
(Algorithm 3) with lower-time complexity is designed to approximate the optimal bounding function with acceptable
quality. For some proposed input parameter-set in Section 4, the space (memory)-complexity and time-complexity of

4 4
our approximate method (Algorithm 3) respectively are (W) x C, and (sizeof(Real_number) x §2) X C.

Our test results in this paper justify and verify the acceptable running time of these two algorithms of search (Algorithm
2) and approximate (Algorithm 3), also the acceptable cost of enumerations which use these output bounding functions.

However this paper introduces some suitable generators for optimal bounding function in GNR-enumeration, more
efficient and more exact generators of optimal bounding function are expected to be studied and proposed in future
researches. Also this is possible to use formal methods by some theorem prover such as Isabelle/HOL in proving
Conjecture 1 by using the basic ideas, structures and propositions which are proposed in [12].

Appendices
Appendix A. Generating well-defined bounding function

Algorithm 4 efficiently generates a bounding function from well-defined types (e.g., Step bounding function).

Algorithm 4 Generate_Rype
Input: block size f5, target success probablity Pr, TypeOfBF, errj,ye,
L R « InitialBoudingFunc(B, TypeOfBF);
P < Psyce (R);
step « InitialStep(B, TypeOfBF);
while(lPT —-P| > errlayer){
if(Pr—P < —errlayer){MoveDownBF(R, step); }
else if(Pr — P > errjayer ) {MoveUpBF(R, step); }

step

step = T; P« psucc(:R);
}//end while
Output: requested bounding function R.

Time-complexity of Algorithm 4 is determined as follows:
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3
)) X C ~ (%logz (B(Layer(:ount+1)>) X C =

Ptop

~ (&
1~ <8 logz (errlayer
3
T1 ~ (%logz (73 Lalyfrc“““t)) X C. (13)

top

Appendix B. Generating lower-bound bounding function

Algorithm 5 efficiently generates the bounding function R,,,, as the lower-bounds for entries of searched bounding
function in Algorithm 1, Algorithm 2 and Algorithm 3.

Algorithm 5 Generate_Ry,,,

Input: block size f, probablity Poy, Props Riops €T column

1: Pop—P
. ) . P Flow |
R & Rigp; P« Pp; columnyjgy, « ———;

B-1
2: for(i = 1;i < B — 1;i + +){//Note: R[B] = 1
3 step « R—“’Zp [ ;
4 while(|l3'mp — P — columny,jgy, X i| > errwlumn){
5! if(Prop — P — columnyyjgen X i < —€rTopumn J{R[i]—= step; }
6: else if(Pyyp, — P — columnyigen X i > erTeopumn ) {R[i]+= step; }
v step « 22 P poeo (R);
8: }//end while
9: }//end for

Output: bounding function R,,, = R.

Time-complexity of Algorithm 5 is determined as follows:

~ _ 3_3 columnyigth ~ ﬁ_4 (Ptop_Plow (LayerCount"'l)z))
T2 ~ ((/3 1) x S log, (—lm )) X C ~ (8 log, (=B —tex x e XC =

4 4
T2 = (ﬁTlog2 Layercount — %logz ,8) X C. (14)

Appendix C. Efficient Generator for matrix of €

Algorithm 6 efficiently generates the matrix of & as dynamic steps in search of optimal bounding function.

Algorithm 6 Generate_g,,r,y

Input: 8, By, Riows Props Riops Res €ITayers 1ayer index of £pey,
L R« :Rtop; P« Ptop; PT = Ptop - {next X l:’low;
Rtop_ﬁlow .
EE—
while(|Pp — P| > errlayer){
if(Pr—P < —errlayer){MoveDownBF(R, stepyec); }

else if(Pr — P > errjayer ) {MoveUpBF(R, stepye); }

StepVEC «

Stepyec = Stegi; P« Poucc(R);
}//end while
for(i = 1;i < B5i + +) {ecurrent[i] < Reli] — R[i];3
Re « R; //Re is set for next call.
Output: last step vectors of €.yrrent a5 E[fpextl[1 - Bl

Time-complexity of Algorithm 6 is determined as follows:

T3 = (3_310g2 (Lorplow)) XC = (glogz (7(Pt°p_Pl°W)xB)) XC =

8 €IT|ayer Plow

3
T3 ~ (%-1og, (B X Layercoun)) X C. (15)

Assumption 1 [Worst-case]. Time-complexity for all calls of Algorithm 6 in Algorithm 2 is T3 =
(Layercount X T3) X C.
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Appendix D. Adding jumping areas in search space

Algorithm 7 adds a suitable form of jumping on initial bounding function before search in Algorithm 2. Since the
function of Generate_e,,,y is called one time in each for3 (in line 3) from Algorithm 7, the time complexity of this
algorithm (Algorithm 7) is determined as follows:

B-indexstart
L~ \umpyyj jump B3 B—jxjump
4~ Zi:l width Zj=1 len <(?]0g2 (ﬂ X LayercOunt)) X C+ Zk: indexstzl»:(l) X C) =

T4 ~ (iumpwidthxﬁ3x(ﬁ_indexstart)Xl(’gz(ﬁXLayerCUunt)) x C. (16)

8 jumpjen

Assumption 2 [Worst-case]. The maximum time complexity of Algorithm 7 can be observed by letting the
Layercount+1

parameters of jumpyige, = I

, jumpyey, = 1;

Algorithm 7 Add_JumpingSteps
Input: block size B, R, jumpep, jJumpyigen, iNdeXgarts € Pows Riows Props Res Reops €Tlayers Lnext-
L for(i = 1;i < jumpyigen; i + +){//forl
for(j = jumpien; j < B — indeXgeare; j+= jumpyen){//for2
for(k = indexgare; k < B —Jj; k + +){//for3
if(0 < RE_y < RE — &lerayer [KI[K]){//if1
Ri = Ri — &lenayer[K]1[K];
Erayer[k] + +;
if(e1ayer[i] = €next){//if2
€[fnext][1 ... B] < Generate_garray (B, Pows Riow: Props Rer Reops €Tiayers Enext);
9: Phext ++; }/* end ifl x/}/* end if2 */}//end for3

10:  }/xend for2 */}//end forl
Output: bounding function R with jumping steps

To have a better sense on application of this function, see resulted bounding function for § = 65 after applying
Add_JumpingSteps in Fig.4:

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Ry

0 5 10 15 20 25 30 35 40 45 50 55 60 65

Index i

Fig.4. Resulted bounding function after Add_JumpingSteps

Appendix E. Efficient search of R, in Algorithm 2

Algorithm 8 is the core of search in Algorithm 2, and includes useful algorithmic improvements for speedup. Time
complexity of Algorithm 8 is determined as follows. By applying Algorithm 7 (Add_JumpingSteps), the probability of
Piitial = Psuce Rinitial) Would be estimated as follows:

B-indexstart

~ jumpwidth jumpjen B—jxjumpjen
l:’initial ~ l:)top - Steplength X Zi=1 Z}-=1 Zk= indeXstart (1) xC.

Let Prina; < 0.50 and consider P, = min(0.9999,2 X Pyuyy) in line 1 from Algorithm 2 (Generate R, 3):
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B-1
l:)final = T X (LayerCount + 1) X Steplength =

Jjumpien

1. B deXstar : i
l:’initial ~ Steplength ((ﬁ - 1) X (LayerCount + 1) - Elumpwidth X (&) (,B lndexstart — JumMpPjen + 2)) =

_ P: iti I_Pf' 1 1 1. ﬂ index tart . .
stePcount = o = _(ﬁ - 1) X (LayerCOUHt + 1) — > JUMPyidth X ( e (ﬁ 1ndexstart — jumpyje, +
steplength 2 2 jumpjen
2)).

Remark 1. By using Worst-case Assumption 2, and indexg.,.. =1, time complexity of Algorithm 8
Generate_R,,;_2 would be zero (i.e., Algorithm 8 doesn’t operate), since stepcoune DY this parameter-set becomes zero.
At first, the time complexity of Algorithm 8 by ignoring our algorithmic speedups is determined as follows:

TS ~ T3rotal + Depenco™ ( ((1) x ¢+ 32 (200 6) +30. 38 () 6> =
T5, = (Layercount X T3) X C + (stepcount X ﬁ—:) X C. @an
At next, the time complexity of Algorithm 8 by using our algorithmic speedups is determined as follows:
T5, = T31tal +

251
ZZE‘;E‘;%“M (Zil ((l) xC+ Zf/lz/z ((Zt) ) ) & ¥ .. (1) X C + Avegragef ! =1 [Zz ((Zt)—d) X C’D =

8 8

Algorithm 8 Generate_R_2
Input: lattice block Lg, enum radii R, success prob Pgp,), error array g next layer of steps as £pex, Rio1,...5) /* initial bounding function
which is used in search, while R[0] = 0* is set only for correctness */, Layercount /*max number of stepss/.

1. Generate_structure([C, XY, i]); //C, XY and i is defined in Algorithm 9
2: Nutingo12,.5 = [0,0, ...,0]; moreyyprove = true; //Nwin[0] is always set to 0 for correctness of algorithm
3 Slayer [1,2..,.Layercount] [1 11,. 1]
4:  for(t=1;t <B;t++){gh, = GH(L,);}
5. for(t=1;t < B;){//forl
6: Pr[t] = Pr[t + 1] = psuccz(‘Ct+1rR[1.4.t+l]' [Cr -w, i]);
T I = (B2) Nlt] = Nlt = 11+ 2 VIE] Pric;
8: t++;
9: RR: 1
VIEl = (22); Nylt] = Nugalt — 11+ VIe] Pric;
10: t+ +}//end forl

11: Plast - Pr[ﬁ] Nlast NMm[B]
12:  while(moreymprove = true){//whilel

13: MOremprove = false;

14: for(i = 1;i < B;){//for2

15: if(R? — &[€payer[i]1[i] < 0) {i + +; continue in line 14;}
16: N[i] [i - 1] NMin [i - 1]: RLZ = RLZ - s[glayer[i]][i];

i Vy = (Zfl) t=1i;

18: if(2 x [i/2] = i){//i.e., whether i is even or not

10: N[i][£] = N[iJ[t = 1]+ Vo Prlels ¢ + +; Vo = Vel )
20: for(;t < B;){//for3

21 if(2 x [i/2] = i + 1){//i.e., whether i is odd or not

22: Pr[t] = Prt + 1] = psyec2(Les1 R, e+1)p [Cr—, 1 + 1]); 3/ /end if
23: NLi[E] = NI = 1]+ Vo Priel; ¢ + +; Vo = V[t];

24: NLi[E] = NI = 1]+ Vo Priel; ¢ + +; Vo = V[t];

25: }//end for3

26: P[i] = Pr[B]; R} = R? + £[€jayer [i11[i]; i + +;}//end for2
27: for(i=1;i < B;i + +){//for4

28: IsMin = true;

29: if(Past = P[i]) {NoOperation;/* [sMin = true */}

30: else if(R7_; > R — €[ayer[i]1[i] or RF — &[€payer[i]1[i] < 0 or P[i] < Phpy) {IsMin = false; }
31 else{//elsel

32: for(j =i+ 1;j < B;j + +){//for5

33: if(Past = P[j]) {IsMin = false; break; }
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3 else if(0 < R ; < R? — eleiayer /1171 & PL] = Pinar)
35: o (Nast=NIIB] _ Niase=NU1IB]
(B > )
36: IsMin = false; break; }}}}//end elsel
37 if(IsMin = true){//idxMin = i
38: MOre[mprove = true; t = i;
39: RLZ = Rlz - £[€1ayer[i]][i]; Slayer[i] ++
40: if(“Elayer ["] = 'Enext) {s[fnext] [1 ﬁ] < Generate—garray(ﬁl Plow"Rlow' Ptop'RtopJRp errlayer' fnext); enext + +;}
41: if(2 x [i/2] = i){//i.e., whether i is even or not
42: Psucc2(Le, Ry, [C,tw, i]);/ /just for update C
43: Nuinlt] = N[][t]; t + +;}//if
44: for(;t < B;){//for6
45: lf(z X [1/2] = l) psuccz(LtJrlJ:R[lmtnLl]J [C' rw, ’-])-
46: else Poycc2(Ley1, Ry r413, [CTw, i + 1]); //Here pg,. 2 is applied just for update C
47: Nyinlt] = N[i][t]; t + +
48: Nyinlt] = N[i][t]; t + +;}//end for6
49: Ppast = Pli]; Nioe = N[i][B]; break;}}//end for4

50: }//end whilel
Output: optimal bounding function R,,, = R.

Assumption 3 [Average-case]. Uniform selection of index S;q in the range of [1 to f — 1] to decrease R;—g,, by
the step of &[eayer[Siall[Sial (see line 39 from Algorithm 8).

By Assumption 3:

2

B
(26)%Si4 1 S8 s, 38% + 583
B-1 i o 7514 (2P T ob”
Avegragesid:1 Z <T>XC ~:3_1Z ( > >><C~( 280 >><C:>
|e=F51 | St e[y

T5, =~ (Layercount X T3) X C + (stepcount

o

e=|
3B5+8B%+5B3+240 B2
480

X N|—-

)xc. (18)

Appendix F. Efficient estimator of success probability

Algorithm 9 efficiently estimates the success probability of R in Algorithm 8.

Algorithm 9 pg,, .2
Input: lattice block £;, R = [R4, ..., R4], enum radii R, [C, XY, i]/ C is a matrix storing some intermediate values in computing p,,.. based on
the idea in Algorithm 8 from [6], X shows that C can be read, Y shows that C can be written, and i is index of current modified entry of R */

1. if(d = 1){//note: L=y = L, = [b;]
2: if(1ball < R Ry) Psuce = 1 else peyec = 0;}//end if
3. elsef
4 for(k = 0,1){//forl
5: ifX="r"&d=i+2—-k){c<Cldi+2—-kl;j=1i}
6: else{c=1;j=4d;}
7 for(j = 2; j—= 2){//for2
8: I .
c=[fyc@)dt;
o ¢ =c(R2,) —c(x);
10: if(Y = "w") {C[d,j — k] « ¢;}}//end for2
1 pr = c(0) X (g) 1;}//end forl
12:

P= @;}//end else

Output: success probability P.

Time complexity of pg,.. in Algorithm 8 from [6] and pg,..2 (Algorithm 9) with parameters of XY =" —w" or
XY =" — —"is determined as follows (d is partial block size inrange of 1 < d < B):
3
T6y ~ Nhoo B4 (B x € + L BE,(1) x €) = Tk BIA B B, x e ~ () xc. (19)

Time complexity of pg,..2 in Algorithm 9 with parameters of XY = "r — " or XY = "rw" is determined as follows
(input parameter i is defind in Algorithm 9):

da da d

T6, ~ 22,( (D)X CH+ Y2 T (1) c) ~ i N, S xex (S xe. (0)
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Appendix G. Final phase of generating R, in Algorithm 3
Algorithm 10 is the final phase of generating R, in Algorithm 3 (Approximate_R,p;_1).

Algorithm 10 Generate_R,p. 4
Input: block size B, Pypa, initial bounding function R, Ryg.-
Y for(i=ni<lii+)y/for1

2 for(j = 1;j < i;j + +) (R[] « Riowlil;}
3 P Doec(R);
4 if(P = Py,a1) break;

51 }//end forl
Output: Final shape of R in approximating optimal bounding function

Time complexity of Algorithm 10 is determined as follows:

Assumption 4 [Average-case]. Uniform selection of index i = S;4 in the range of [1 to §/2] by satisfying the
condition in line 4 from Algorithm 10.

By using Average-case Assumption 4:

Sig=1

7~ Bt 3 ((5) xe) = () e 2

3 .
T7 ~ Avegragef/2 Y34, ((%) X €+ Xj—1(1) x C) =

References

[1] D. Micciancio and O. Regev, “Lattice-based cryptography”, In Post-quantum cryptography, pp. 147-191, Springer Berlin
Heidelberg, 2009.

[2] Moghissi, Gholam Reza, and Ali Payandeh. "A Parallel Evolutionary Search for Shortest Vector Problem." International Journal
of Information Technology and Computer Science, (2019).

[3] Zhongxiang Zheng, Xiaoyun Wang, Yang Yu, “Orthogonalized lattice enumeration for solving SVP”, Science China
Information Sciences 2018.

[4] Aono, Yoshinori, Phong Q. Nguyen, Yixin Shen, “Quantum lattice enumeration and tweaking discrete pruning”, International
Conference on the Theory and Application of Cryptology and Information Security. Springer, Cham, 2018.

[5] N. Gama, P. Q. Nguyen, and O. Regev, “Lattice enumeration using extreme pruning”, In Proc. EUROCRYPT ’10, volume 6110
of LNCS. Springer, 2010.

[6] Y. Chen, and P. Q. Nguyen, “BKZ 2.0: Better lattice security estimates”, In International Conference on the Theory and
Application of Cryptology and Information Security, pp. 1-20. Springer Berlin Heidelberg, 2011.

[7] ACD+18. M. R. Albrecht, B. R. Curtis, A. Deo, A. Davidson, R. Player, E. W. Postlethwaite, F. Virdia, and T. Wunderer.
“Estimate all the {LWE, NTRU} schemes!”, In SCN, pages 351-357, 2018.

[8] Moghissi, Gholam Reza, and Ali Payandeh. "Using Progressive Success Probabilities for Sound-pruned Enumerations in BKZ
Algorithm." International Journal of Computer Network and Information Security 9.9 (2018): 10.

[9] Moghissi, G., Payandeh, A. (2021). “Better Sampling Method of Enumeration Solution for BKZ-Simulation”, The I1SC
International Journal of Information Security, 13(2), pp. 177-208. doi: 10.22042/isecure.2021.225886.531.

[10] Moghissi, Gholam Reza, and Ali Payandeh. “Rejecting claimed speedup of 28/2 in extreme pruning and revising BKZ 2.0 for
better speedup”, Journal of Computing and Security, 2021; 8(1): 65-91. doi: 10.22108/jcs.2021.121191.1044.

[11] “SVP Challenge”, [Online]. Available: https://www.latticechallenge.org/svp-challenge/index.php.

[12] Moghissi, Gholam Reza, and Ali Payandeh. "Formal Verification of NTRUEncrypt Scheme." International Journal of Computer
Network and Information Security 8.4 (2016): 44.

Authors’ Profiles

Gholam Reza Moghissi received the M.S. degree in the Department of ICT at Malek-e-Ashtar University of
Technology, Tehran, Iran, in 2016. His researches focus on Information Security.

16 Volume 8 (2022), Issue 1



Optimal bounding function for GNR-enumeration

Ali Payandeh received the M.S. degree in Electrical Engineering from Tarbiat Modares University in 1994, and
the Ph.D. degree in Electrical Engineering from K.N. Toosi University of Technology (Tehran, Iran) in 2006. He
is now an assistant professor in the Department of Information and Communications Technology at the Malek-e-
Ashtar University of Technology, Iran. He has published many papers in international journals and conferences.
His research interests include information theory, coding theory, cryptography, security protocols, secure
communications, and satellite communications.

How to cite this paper: Gholam Reza Moghissi, Ali Payandeh," Optimal bounding function for GNR-enumeration ", International
Journal of Mathematical Sciences and Computing(lJMSC), Vol.8, No.1, pp. 1-17, 2022. DOI: 10.5815/ijmsc.2022.01.01

Volume 8 (2022), Issue 1 17



