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Abstract

Today, there are many cryptographic algorithms that are designed to maintain the data confidentiality, from
these algorithms is AES. In AES-GCM, the key in addition to the IV are used to encrypt the plaintext to obtain
the ciphertext instead of just the key in the traditional AES. The Use of the IV with the key in order to gain
different ciphertext for the same plaintext that was encrypted more than ones, with the same key. In this paper,
the mechanism of change the IV each time in AES-GCM was modified to get more randomness in the
ciphertext, thus increase the difficulty of breaking the encrypted text through analysis to obtain the original text.
NIST statistical function were used to measure the randomness ratio in the encrypted text before and after
modification, where there was a clear rise in the randomness ratio in the encoded text which obtained by using
the modified algorithm against ciphertext by using the normal AES_GCM.
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1. Introduction

Nowadays, Cryptography enables individuals to extend the certainty found in the physical world to the
electronic world, hence enabling individuals to work together electronically without stresses of deception.
Regular a large number of individuals' associates electronically, regardless of whether it is through email, web
based business, ATM machine or mobile phones. The unending increment of data transmitted electronically has
prompted an expanded dependence on cryptography.

There are two types of encryption algorithms that are asymmetric and symmetric. In asymmetric a pair of
keys (private key and public key) are used, one for encryption and the other for decryption, such as the RSA
algorithm. In symmetric, the same key is used for encryption and decryption, for example, DES and AES
algorithm [1].AES is one of the most popular block cipher encryption algorithms, where it has not yet been
proven that this algorithm has been broken [2].
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There are many attacks that aim to break encryption algorithms to get the original text through ciphertext.

Some of these attacks analyze the encrypted text in order to obtain the plaintext, and the factors that help the
success of these attacks weak key used in the process of encryption or repetition of certain text within the
plaintext more than once. The cipher values of an encryption algorithm are randomized using several diffusion
elements such as addition, rotation, transposition, etc. Such operations on diffusion elements are repeated
several times or several rounds for achieving sufficient diffusion level.
In order to obtain different encrypted texts for the same plaintext encrypted with same key, the stream cipher
modes were used, such as OFB, CFB and CTR [3].One of the modifications introduced to AES by using the
stream modes is the AES-GCM algorithm, where which uses the IV Xor with the key each new block in order
to obtain new cipher text even if the plaintext and the key used in previous block encryption are same. This
change occurs because added one to the IV in each encryption process for a new block.

There are many modification that have been proposed on the AES which aim to enhance algorithm security
or to improve time complexity of the algorithm. In this paper, a new mechanism has been proposed for the
change of the 1V in each encrypting process for a new block, where in addition to the increase by one, the IV is
rotate shift by one and this gives more randomization in the ciphertext even if the whole text is composed of the
same character and encrypted with the same key.

2. Related Works

Yue et. al., in 2011[4], proposed mathematical model to increase the randomness in the number of changing
pixel rate (NPCR) and the unified averaged changed intensity (UACI). The suggested work consider both
scores as random variables under the ideally encrypted image model and derive their expectations and
variances. The proposed model was applied on a set of images and the results were good.

Vandanav, in 2012 [5], suggested replace the MixColumn process in traditional AES with the permutation
process depending on the permutation table. The proposed modified was aimed to get more speed to use the
modified algorithm in multimedia encryption systems in effective manner.

Vaidehi et. al., in 2015 [6], proposed used Common Sub-expression Elimination (CSE) algorithm to improve
the MixColumn process in order to reduce the hardware complexity and energy consumption and thus improve
the performance of the algorithm.

Soukaena et. al., in 2016 [7], proposed a modified RC4 encryption algorithm for greater confidentiality. In
the modified algorithm, the randomization ratio of the key which used in the encryption process is increased by
20%. This has helped to increase the randomness ratio of encrypted text and thus obtain greater security when
using the modified algorithm in data encryption.

Ammar et. al., in 2017 [8], suggested to design a secure chatting application using a modified AES to
encrypt secret data. The modified algorithm used Cipher Block Changing (CBC) encryption Mode by inserting
the ciphertext of each block as an Integrated Vector (V) with the key in the next block encryption process to
get different text for similar text encoded with the same key and also to obtained more randomness.

3. Advanced Encryption Standard (AES)

In 1997, specifically on September 12 announced the National Institute of Standards and Technology (NIST)
a “Request for Candidate Algorithm Nominations for the Advanced Encryption Standard.” The aim of AES
was to replace the Data Encryption Standard (DES) as a new cipher standard. Roughly the more processes
associated with the AES selection were different from DES operation. Pre-conditions have been setting for the
size of the block to be encrypted and the key size. The aim of the algorithm was to work with several key sizes
(128, 192, and 256) in order to meet the security requirements at that time and even in the future. In addition,
regulators set several criteria for the proposed algorithm to be selected: security, flexibility, simplicity, cost,
and work on all hardware and software. It was invited the contestants from all over the world to participate
either as reviewers or submitters [9, 10].
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On June 15, 1998, 21 algorithms were submitted on the day of the competition, 15 of algorithms which were
said to have met the specific conditions of the contest. 10 of these 15 algorithms were established outside the
United States, and there was at least one designer in each algorithm non-US. In the eighth month of 1999, NIST
restricted the contest between 5 algorithms for final decomposition. The winning algorithm was known as
“Rijndael”, it was introduced by two Belgian researchers, Vincent Rijmen and Joan Daemen. The algorithm
was formally adopted on the 26th of the 5th month in 2002 [10]. In fact, there are no serious security gaps in
any of the 5 algorithms in the finals, but the winning algorithm was selected based on criteria such as efficiency,
flexibility and performance on various devices, in addition to other characteristics [11].
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Fig.1. AES Algorithm Steps [12].

AES is a block cipher, the length of the input block is 128 bits while the key length is 128, 192 or 256 bits.
The key length determines the number of rounds required for encryption but does not affect the overall
structure of each round. Unlike DES which depends on the Feistel structure fully, AES is essentially a
permutation-substitution network. At the processes in the AES, a 4*4 byte array called the state is entered and
modified in a sequence of rounds. Where the state consists of partitioning the 128-bit entrance block to 16
partitions each 8-bit partition (16 bytes). The following is an explanation of the operations that conduct on the
state in each round since the introduction of the plaintext until the ciphertext is accessed [11]:

Stage 1). AddRoundKey: In the AES algorithm, in each round there is an XOR process between the state
array and (128-bit) the assigned key for each round, where a round key is derived for each round
from the main key which is used in the first round only.

Stage 2). SubBytes: At this point, each byte is replaced in the state array with new byte, this process is
done depending on a custom table for this.

Stage 3). ShiftRows: In shiftrows, all the bytes in the state array are shifted except the first row bytes,
where the bytes are in the first row stay as they are, the bytes in the second row shift to the left
one time, the third row shift left twice and the fourth row shifts left three times. The conversion
process is periodic so most of the bytes in the state array are changed.

Stage 4). MixColumns: One of the most important steps in each round in:: AES algorithm is MixColumn,
in this step, a transform is applied in order to affect each column present in the state array (The
transformation resulting from this process is a linear transformation).
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In AES algorithm, because the last three steps in each round can be inverted, MixColumns is replaced with
AddRoundKey in the final round, this prevents the attacker from reversing the last three steps.

In the cryptographic algorithms of block cipher type, in the AES algorithm, there are four different steps,
three of which are substitution and one is permutation. [9]:

Substitute bytes: Used for the substitution process.

ShiftRows: Helps to make the permutation process.

MixColumns: make the substitution through the arithmetic operation over GF (28).
AddRoundKey: XOR process for the current block with the key derived from main key.

4. Galois Counter Mode (GCM)

GCM is a block cipher mode that provides data authentication in addition to data encryption, uses one of the

block cipher encryption algorithms in addition to a counter mode (CTR). The authentication process is done by
using Hash Functions through binary Galois Field to authenticate the encrypted message [13].
AES-GCM algorithm is a collection between the AES Counter Mode encryption and the Galois Hash
authentication algorithm, produces encrypted text as well as an authentication tag. AES-GCM consists of three
stages: Pre-processing (encryption, authentication); Processing Loop and Post Processing. AES-GCM is
described in (Fig. 2) [14, 15].
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Fig.2. AES-GCM Model [9].
5. Proposed Modification

In a normal AES, if the same key is used to encrypt the same plaintext, it produces the same encrypted text,
which makes it easier to analyze and break the ciphertext So 1V is used to ensure that the ciphertext is changed
each time the same text is encrypted with the same key.

In AES-GCM, adding one to 1V every new encryption changes the encrypted text, but to a small extent. So,
there is a need to find a method to ensure the greatest possible change to the encrypted text. Therefore, to
ensure the largest possible change, the 1V is rotated shift by one with each incremental operation, this helps to
use a very different IV in each encryption process, thus, a different ciphertext. Figure (3) shows the modified
AES-GCM algorithm.
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Fig.3. The modified AES-GCM.
6. Results and Discussion

By default if tries hackers attack the ciphertext resulting from the method suggested in this work using brute
force attack, the number of possible attempts to break the secret message:

Number of possible attempts= 2% * 2%

(Where k equal to 128,192 or 256). This is because the number of possible attempts to break the ciphertext
using original AES with key size K is equal to 2, with the use of 128-bit 1V, which changes the encrypted text
each time the attacker must guess the 128-bit IV in addition of the key.

In case the attack is the frequency of letters analysis, the use of the IV helps to obtain different ciphertext for
the same plaintext encrypted with the same key, that if the repetition of a certain character or even a word and
was encrypted with the same key will get different ciphertext every time. Table (1) shows the use of the normal
AES and the adjusted AES-GCM where the IV is increased by one and then rotated shifted to left is increase
the percentage of change in the ciphertext. Where increase the 1V by one in addition to the shifting in order not
to be periodic no repeat itself after 128 shift.

Table 1. AES-GCM with IV.

Plaintext Keyizs [\ Ciphertext

"9b9h9h9b9h9b9h9b9b9b9h9b9b9h9h9
heBe8e8eB8e8e8eB8e8e8e8e8e8e8e8e8e8"
"8c8c8c8c8c8c8cB8c8c8c8c8c8cBc8c8C7

"aaaaaaaaaaaaaaaa” "aaaaaaaaaaaaaaaa” Non

aaaaaaaaaaaaaaaa aaaaaaaaaaaaaaaa 1111111111111111 6767676767676767676767676767676"
S —— A (IV+1)<<1: "d3c22d7cf54a2fc55a14e336e03758ae2
"'2222222222222224" c06088e41e6e3787a19b00ccabf0515"

Practically, to make sure that the proposed modification on AES-GCM which aims to increase the
randomization rate in the resulting ciphertext achieved the target properly, the test functions of NIST
randomness was applied. The test was performed using the following parameters as an inputs for encryption by
using AES algorithm, where the key was "computer college”, IV was "1111111111111111" and the text
"ahmad salim badr" was repeated more than once in plaintext, where the plaintext size was 2560 bit in binary.
The goal was to increase randomization when a particular plaintext was encrypted with the same key more than
once even in the case of a little randomization in the used IV.
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Table (2) shows the results of the test of three cases of encryption process by using AES. The first column in
the table includes the test functions adopted, the second column represents results of using the traditional AES
encryption without a IV, the third column shows the results of the randomization when using the normal AES-
GCM which depends on the addition by one on the IV in each new encryption process while the last column
displays the random ratios in the proposed method in this work, which uses the shift process plus the IV
increase by one each time. As is evident when observing random probability values in the testing table as well
as their own cases, the proposed method indicated in the last column achieves a more random probability than
the other two methods. Increasing the randomization in encrypted text makes it harder for the attacker to parse
the ciphertext and fetch the original text across it.

Table 2. NIST Randomness Test for AES-GCM Ciphertext.

Test Function AES AES-GCM (1V+1) AES-GCM (R_Shift(1V+1)
pValue State pValue State pValue State

BLOCK FREQUENCY 0.000000 FAILURE 0.220444 SUCCESS 0.968555 SUCCESS

FFT 0.207026 SUCCESS 0.207026 SUCCESS 0.207026 SUCCESS

FREQUENCY 0.000000 FAILURE 0.139333 SUCCESS 0.277333 SUCCESS

LEMPEL-ZIV

COMPRESSION 1.000000 SUCCESS 1.000000 SUCCESS 1.000000 SUCCESS

LONGEST RUNS OF ONES 1.000000 SUCCESS 1.000000 SUCCESS 1.000000 SUCCESS

NONPERIODIC TEMPLATES 0.999998 SUCCESS 0.999998 SUCCESS 0.999998 SUCCESS
OVERLAPPING TEMPLATE

OF ALL ONES 1.000000 SUCCESS 1.000000 SUCCESS 1.000000 SUCCESS

RANK 0.000000 SUCCESS 0.000000 SUCCESS 0.000000 SUCCESS

RUNS 0.000000 FAILURE 0.087222 SUCCESS 0.968444 SUCCESS

Serial 1.000000 SUCCESS 1.000000 SUCCESS 1.000000 SUCCESS

Encryption algorithms are usually designed to find the greatest effect of the key and the plaintext on the
ciphertext (diffusion and confusion), and thus get a more and more randomness in the ciphertext to make it
effective against the attacks aimed to cryptanalysis and obtained the original text. The table below shows the
effective of the proposed change on the AES-GCM algorithm, where the randomization ratio was measured by
using NIST randomness functions. The column PValue represents the randomness ratio for each function, and
the optimal randomness ratio is one. The ratios of the three main functions (block frequency, frequency and
runs) in the table shows a clear increase in the randomization rate in column of the proposed adjustment on
AES-GCM compared with the traditional AES or AES-GCM.

Figure 4 shows the clear increase in the randomization ratio of the three main test functions of the NIST
randomness test functions. The figure illustrates that even if a little randomized plaintext and a little
randomness in key are used in encryption process, the modified algorithm gives a large randomness proportion
in the ciphertext, which makes the cryptanalysis process very difficult.

2.5

Modified AES-GCM AES-GCM AES

BLOCK FREQUENCY FREQUENCY RUNS

Fig.4. The Proposed Modification effect on Ciphertext Randomness.
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7. Conclusion

The AES-GCM algorithm is an encryption and authentication algorithm, which used today in many
applications and systems to help keep confidential information safe. In this paper, the AES-GCM encryption
algorithm was modified by rotated shift the IV after added one instead of add one only in traditional algorithm.
The modification increase the randomness ratio in the ciphertext, thus make modified algorithm more difficult
to break the encrypted text by analysis it in order to obtain the original text.
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