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Abstract: A study was undertaken to identify the missing skill and expertise of teachers and other stakeholders in the
field of EU cyber security regulatory documents and frameworks. In order to increase the knowledge in this area and
promote the EU security frameworks the model for the continuous building of teacher competence has been proposed
and planned to be implemented in Ukraine. The proposed model will contribute towards improving the excellence of
educators and academics, as well as increase competitiveness of educational programmes on cybersecurity among
similar institutions in the EU countries. Various studies focused on the development of competence of the students to
prepare them for the job market and build a comprehensive portfolio, education-business partnerships and collaboration.
However, the issue of developing teacher expertise to achieve high quality of education remains open. We highlighted
the importance of creating a cybersecurity ecosystem through the cooperation with different stakeholders and by
implementing the model for continuous development of teacher competence.

Before building the model the overview and analysis of different teacher professional development approaches
were conducted. Analysis showed that for our goal the best suitable approach is a model that consists of two stages
based on self-education and group education approaches with 7 processes inside. The study revealed that competence
may be achieved through a number of activities which may be grouped under four generic categories: student and staff
training, academic and business seminars, business-oriented roundtable debates, and research. The model uses as main
methods of achieving a better quality of education in cybersecurity the development of new training courses and
modernization of educational programs, and for raising awareness among businesses and regulatory bodies - the
workshops and roundtables.

Index Terms: Teacher competence, Professional development, Cybersecurity framework, Group training, Self-
education.

1. Introduction

Recent years witnessed an increasing number of high-level cyberattacks targeting Ukrainian state agencies, critical
infrastructure and the private sector as stated in the conflict report of the Center for Security Studies [1]. One of the
most publicized incidents took place in 2015, when a cyberattack deactivated a power grid providing electricity for
225,000 people in western Ukraine; as part of the attack, hackers also sabotaged the power distribution equipment
through a DDoS attack on a call centre, which further delayed the restoration of power supply. Further, in 2017, the
attack of the NotPetya malware affected not just Ukraine, its intended victim, but went out to numerous machines
around the world, from hospitals in Pennsylvania to a chocolate factory in Tasmania. After political and territorial
changes in 2014, the problem of the information security in Ukraine sharply increased, as Ukraine became a platform
for a Cyber and Information warfare that had the society-wide effects on the Ukrainian society, politics, economy,
technology, and international relations [2]. Cyber espionage, targeted attacks on grid systems, ransomware that covered
the attack of collecting personal data, and weak security of web sites caused the leakage of information and defacement.
According to a report by the Centre for Security Studies [1], the average economic damage is estimated to be
US$22,000 per minute of website unavailability and the average estimated duration of these attacks was 54 minutes.
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All that cyberattacks highlighted weakness of the Ukrainian cyberspace and lack of cyber security experts. The
need for strong international cooperation and capacity building to address cybersecurity needs, strengthening of the
legal framework for cybersecurity is now a top priority for Ukraine [3]. These needs were highlighted in the set of legal
documents of Ukraine [4] related to security provision: National Security Strategy; Cybersecurity Strategy of Ukraine;
Law of Ukraine “On the Basic Principles of Ensuring the Cyber Security of Ukraine”.

The experience of EU in the legalisation of cybersecurity standards and best practices as highlighted in the report
of European Court of Auditors [5] could help Ukraine to achieve a higher cybersecurity safety level and be able to
withstand the constant attacks against its cyberspace that further affect countries all over the world, as it was the case
with the NotPetya ransomware that affected multinational companies such as the as Danish shipping operator Maersk,
the US pharmaceutical producer Merck, the European branch of TNT Express, the French construction company Saint-
Gobain, the food producer Mondeléz, and the Reckitt Benckiser manufacturing company. In line with these efforts, the
EU is developing a suite of European cybersecurity standards that aim to deter and respond to cyber-attacks which
constitute an external threat to the EU and its partner states by producing practices and guidelines on how to implement
and enhance security, how to prevent cybersecurity attacks, and provide cybersecurity hygiene. The European Cyber
Security Organisation (ECSO), the European Union Agency for Cybersecurity (ENISA), the 10T Security Foundation,
and the Council of the EU are the leading organisations for providing businesses, companies, and individuals with best
practices in area of the security. Collectively, such organizations provide frameworks for exchanging cybersecurity
information between stakeholders as well as establish regulatory documents such as the EU Cybersecurity plan to
protect open Internet and online freedom and opportunity [6], NIS (National Information Security) directives, Principles
for Internet of Things Security [7], Standards in support of the Cybersecurity Certification, and many others.

While they represent the emerging common practice, there is an issue with their promotion and dissemination in
Ukraine. Such frameworks and regulatory documents are relatively new for the Ukrainian businesses and individuals,
and learning of this topic is not included in the Ukrainian HEI educational cybersecurity programmes. There were
number of attempts and initiatives aimed to help the Ukrainian universities in implementing the lifelong learning [8-10]
and developing a training environment [11-13] similar to the EU principles through a series of international projects,
but they were typically limited to technical subjects linked to the area of cybersecurity. The research of Ukrainian
scientists mostly focused on specific threats and attacks in narrow areas as malware [14] and Internet of things [15,16],
and the researches itself is technical in nature [17,18]. However, from a wider perspective, cybersecurity is not limited
to network, information security, and technical protection, but also encompasses the need to educate the young
generation of experts in cyber security. From an implementation perspective, this requires improving the quality of
higher education through the EU internationalization agenda [19], to provide training assisted by the business sector, to
apply and be aware of new protection and prediction methods against cyberattacks by developing new and innovative
education programmes.

In our work we propose a model of continuous integration of the EU cybersecurity frameworks into the education
process of Ukraine. The purpose of the model is to build the necessary competence in cybersecurity by promoting and
disseminating the European expertise and good practice in cybersecurity to the business sector, legal regulatory bodies,
and government institutions of Ukraine, as well as to the scientific and educational institutions. The implementation of
such European practices will allow to:

Improve the content of the education, quality and efficiency of expert's trainings.

Develop and implement the educational programs compatible with EU universities.

Develop the university-enterprise cooperation.

Provide the measures for the improvement of staff qualifications.

Establish a consortium for integration of the university-led research into the European and world research
space through joint scientific programs.

Moreover, this model can be adopted by other countries and institutes that suffer from the lack of cybersecurity
expertise.

The remainder of the paper is structured as follows: first we discuss related works and existing approaches in
building teacher competence, then we propose the model of increasing teacher competence for strengthen the
cybersecurity expertise and discuss the benefits of the proposed model.

2. Problem Statement and Related Works

There are several approaches of building the competence of teachers and, accordingly, their quality of teaching.
The level of expertise and professionalism of the teacher plays a decisive role in determining the quality of the
education system since it supports and guides teachers' continuous professional development and affects the level of
achievement and academic performance of students, as reported in [20, 21]. A wide range of teacher professional
development approaches are reported on in the literature [22] and several studies have provided various classification
systems [23, 24]. In general, three approaches can be used for formation of professional competence:
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(1) Training in groups.
(2) Individual training.
(3) Self-education.

Before we consider each of the approaches of building competence, it should be noted that, in addition to
professional competence, the process requires the establishment of teacher pedagogical competence. Both factors affect
the quality of and effectiveness of teaching and the level of the education system, as showed by [21, 25] but require
different process to achieve satisfactory expertise. Professional competence refers to the content of information
presented by the teacher while pedagogical competence refers to the way in which the teacher delivers this information,
through a lesson study [26, 27], didactics [28], video clips [29], simulation [30], experimental study [31], or other
activities. In our work, we will focus on strengthening the professional competence through the replenishment of
knowledge and its subsequent dissemination.

The training in groups approach focuses on delivering a face-to-face training program to university teachers. It is
the most widespread approach and popular among different professional developing programs. A significant proportion
of the international programmes fostering exchange of the experience and capacity building in higher education relies
on this approach by providing training of secondary and higher education instructors. The results of the projects under
such programmes are later reflected in the publications showing success of group teacher training. The project described
by [32] included a training program for teachers divided in two stages: an online training package associated with a
number of general points (in the case focusing on the Global Teacher Key Competency Framework) and face-to-face
training that each participant should attend after completing first stage. The authors within the other studies [33-35]
highlighted the importance of continuous feedback with trainees on the content and their experience to facilitate
participant learning, also reenforced by results of Teaching and Learning International Survey [36,37]. The approach
undertaken by the participants of the project [38] for raising teacher competence in cybersecurity was to provide a series
of training sessions, workshops, summer schools, coupled with the deployment of a virtual environment for teaching
and learning tasks.

Individual training improves teacher expertise in one particular area [39] and is more inherent to the teacher
internship programs at the enterprise, requires mentoring from the trainer side and individual support. This approach
can be used to align the teacher competence frameworks to 21st century challenges related to digital transformation [40].
The authors in [41] tackling the digital revolution challenge in education system and highlight the need to rely on
stakeholders' agreement on what shapes quality teachers (policymakers, technology businesses). The training from
stakeholders might be conducted for establishing and strengthening the understanding of a specific application, tool,
environment, or case study. Individual training could be carried out through the assistance of more mature teacher to
gain expertise, so called teaching assistant model analysed in [42]. This study showed that regardless the easiness of
implementation of teaching assistant model and good way for professional growth, it has series of shortcomings as a
limited communication with mentor (only during in class activity), lack of feedback, not effective workload separation.
Brevik et al. in [43] showed how a small private online course integrates professional competence and responds to
challenges by transforming teachers into opportunities for their professional development. Carlsson et al. in [11]
delivered an individual training programme on how to install and run a virtual laboratory for cybersecurity and, in
parallel, they supported the attending teachers with the deployment of their own laboratory exercises.

Self-education is an important factor of teaching expertise growth. According to the EU initiative [44] on
increasing the quality of teaching and learning and improvement the support for the profession, the process of
developing teacher competence can stimulate engagement in their professional development. Several reports [36,37]
highlighted that many teachers do not find suitable professional development and feel that they require more than they
currently receive. Therefore, it is necessary to establish a framework of systematic programmes to assess the learning
needs of teachers, which can take various forms of feedback, surveys, followed by provisioning of relevant
individualised training. A considerable proportion of teachers stated that they cannot attend professional development
due to conflicting work schedules; for such a category the most suitable approach for building a competence would be
self-education.

Given the fact that acquired knowledge is indelible, teachers can enhance their proficiency through reading,
watching, or listening materials relevant to their subject of interest. Self-education is part of the teaching and learning
scholarship that stands to grounding teacher in discipline-specific and pedagogic knowledge and research, through
engagement with the literature, analysing teaching through critical reflection on learning of students and, as a result,
further develop teaching material and scholarship of teaching and learning (SoTL) [45-47].

Since many studies focused on the development of competence of the students to prepare them for the job market
[48-50] and build a comprehensive portfolio [51], the issue of developing teacher expertise remains open. The authors
[50,52-54] highlighted the importance of creating a cybersecurity ecosystem through the cooperation with local
businesses, industries, and educational institutions to successfully achieve the competency-based education in computer
science. Fig. 1 shows the cybersecurity ecosystem that consists of multiple players, all of whom either participate in or
influence the way the field develops and/or operates [53]. As natural ecosystems, the cybersecurity ecosystem consists
of a variety of diverse participants that located on macro- and micro-levels that interact for multiple purposes. Key
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macro stakeholders include governments, regulators, policy makers, and standards-setting organizations and bodies
(such as the International Organization for Standardization, the Internet Engineering Group, and the National Institute
of Standards and Technology). Key micro stakeholders include end users, consumers, governments, private companies,
corporations, SMEs, financial institutions and security consultants who micro-connect other players. All for those
players collaborates and work together to enhance the security posture of the state, nations and the globe.

Policy makers/

Regulatory
Macro-level Government Eadias S)andam!
setting bodies
Micro-level
Business Consumers Financial
sector End user institutions

— —
Higher — (5 security

s consultants
institutions

Fig.1. Cybersecurity ecosystem.

In our paper we propose to engender the teacher professional competence through a series of complex methods,
including self-education, group training, and involving businesses for testing the replication of EU standards in the
Ukrainian environment.

3. Methods of Formation the Cybersecurity Competence

Given the purpose of the study and the requirements for model implementation stated at the end of introduction
section, we propose next two approaches to strengthen the cybersecurity expertise through the promotion and
dissemination of the EU security frameworks:

(1) develop an in-depth understanding of the EU cybersecurity context;
(2) deliver a series of cybersecurity training courses.

The first option involves studying the strategic documentation and cybersecurity approaches of the EU
Frameworks for Exchanging Cybersecurity Information (FESI) and actively encourage the academic staff and students
to participate in the study with the aim of promoting the European values and popularization of such frameworks in
Ukraine. The second alternative aims to develop and deliver a new training course on the EU frameworks for
exchanging cybersecurity information and/or modernize existing courses expanding the content with EU cybersecurity
policies and best practices. The combination of the two methods leads to a continuous cybersecurity competence
formation model and is presented on Fig. 2.

The process starts with understanding the context of cybersecurity information exchange in Europe and the self-
education of the trainers who subsequently share and impart the knowledge with target groups, including higher
education institutions, business sector and government regulatory bodies. Self-education is one of the forms of
achieving professional competence according to a report from European Commission [44] which highlights that, in the
absence of mentors, there are no opportunities for achieving competence through other forms as group or individual
training. The next stage includes the design of education material that could be delivered to target groups. The sharing
of knowledge will be achieved through the training stage, which is the core, defining stage of the model. The test stage
includes the evaluation of the delivered material through feedback from the trainees as well as from business sector
following dissemination or sharing events, including seminars, workshops and roundtables. Analysis of the obtained
feedback will foster the improvement of the content of the courses for the next delivery cycle in this continuous model,
aiding the process of cybersecurity competence building and improving the perception and understanding of the
business sector, as well as initiating discussions about the challenges and ways of implementing the EU standards in
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Ukraine. By implementing the EU cybersecurity policies in the Duplicate stage, the companies enhance the quality of
10T and ICT products and services and, in future, foster the standardization process in line with the EU standards.

Understand

Standardize

Fig.2. Framework for cybersecurity competence formation.

The model of continuous integration of EU cybersecurity practices during each of the stages includes the activities
presented in Fig. 3.

Competence formation may be achieved through a number of activities, which may be grouped under four generic
categories: HEI student and staff cybersecurity training, academic and business staff cybersecurity seminars, business-
oriented roundtable debates, and research on the current state of awareness of the target groups (teachers, students and
companies) about EU frameworks for the information exchange in cybersecurity and EU cybersecurity policies. Each of
the four categories focuses on a different type of information dissemination/sharing. The training aims to prime the
process in order to ensure the next generation is sufficiently prepared. The seminars provide an opportunity for
dissemination directed at the commercial sector, in parallel with roundtables to ensure that the views of businesses are
taken into account. Finally, the research continuously evaluates and improves the process to ensure an optimal process.

Understand

Study the Educational Seminars Conducting Workshops Developing Feedback
documentation material Group lectures research on the for companies regulatory Quality of
Meeting with Training Training current state of and documents education
experts environment Roundtable awareness of regulatory Modernization Business and
Self-training Professional debates the target bodies of educational government
Independent training Mass-media groups Support with programs cooperation
research Promotional Feedback implementing National
material Quality control EU standards standards

Fig.3. Activities under each stage of the model.

Beyond the technical requirements, in order to successfully enhance cybersecurity competence, the society needs
to strengthen the informative and methodological basis about EU cybersecurity frameworks in Ukraine, identify
enforcing organisations within the EU regulatory framework, design a methodology for replicating the principles,
organisational structures, and best practices of FESI into the business sector, regulatory, and government bodies of
Ukraine, as well as develop courses about EU practices in cybersecurity and integrating into the educational process of
the universities of Ukraine.

4. Discussion: Benefits of Proposed Model for Formation of Competence

The continuous model of cybersecurity competence formation across all sectors and levels of society is essential,
given the growing global cybersecurity skills shortfall. The main benefit of implementing this model will be awareness
raising of the EU best practices and foster future involvement and dialogue between beneficiaries in Ukraine. As stated
in [44], [3] there is an increasing need for developing and delivering new training courses about EU frameworks for
exchanging cybersecurity information for students, teachers and representatives of civil society actors, politicians, civil
servants, education and media representatives at various levels.
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In this context, development of new curriculum and modernization of existing courses should be based on
analysing challenges in cybersecurity area in countries of European Union and Ukraine and getting feedback from
industry, public and government stakeholders on skills and knowledge demand on integration EU cybersecurity
frameworks in Ukraine.

The involvement of young researchers entails the effective and sustainable dissemination of European
cybersecurity practices. The implementation of the above-mentioned self-training and independent research in the field
of European FESI can be strengthened by attracting external experts in this field that will foster internships with
European universities and exchanging experience on the international conferences.

Awareness raising and implementing the framework for the cybersecurity competence formation in Ukraine
according to the EU standard has three direct beneficiaries: HEISs, teachers and students, and the wider business sector.
The developed and modernized courses implemented within the HEI curricula will increase quality of education and
internationalization of the educational program in cybersecurity by introducing new courses that align the university
context to the European values and allow building awareness of EU cybersecurity framework and best practices in
Ukraine. The students attending the training courses on EU frameworks for exchanging cybersecurity information and
cybersecurity policies will significantly improve their prospects for education, internships or employment, both in
Ukraine and abroad. The completion of such courses will allow the students to acquire competence in the field of
European integration, standardization and following cybersecurity good practice, which can subsequently be used to
support their future careers.

The academic staff will strengthen their skills through self-education, exchange of expertise and ideas during
conferences, seminars, debates, and meetings with the companies and the cybersecurity regulatory bodies. It will
contribute to their continuous professional development and will give the young researchers the opportunity to
understand the European direction, values and studies that will lead to more active citizenship.

For the business sector, raising awareness about the EU cybersecurity policies will facilitate future cooperation
between companies and security regulatory bodies in Ukraine, as well as enhance the quality of their products and
services through the implementation of EU cybersecurity policy. Following consensus from the participating companies,
the process will also lead to future standardization of 10T and ICT products and services according to EU standards. For
businesses, the security and certification of the products, services and processes become the significant important areas
both in European countries and all over the world.

5. Conclusions

Technologies are opening up a whole new world of opportunities, with new products and services becoming
integral parts of our daily lives. Beyond their benefits, the ubiquity and pervasiveness of IT systems information
exchange also increase the risk of cyberattack, the societal and economic impact of which continues to mount. To
counteract this expanding threat, the EU countries accelerate efforts to strengthen cybersecurity by developing
cybersecurity framework including policies and regulatory documents. While in EU they are embedded in the overall
evolution of the educational and regulatory framework, such policies are relatively new for the Ukrainian businesses
and individuals, and their promotion is not included in the Ukrainian HEI’s programmes. policy makers, educators and
academics

The proposed model for cybersecurity competence formation will contribute towards improving the excellence of
educators and academics in the Ukrainian HEIs and increase competitiveness of educational programmes on
cybersecurity and ICT among similar HEIs in the EU countries by introducing new courses that align the university
context to the European values.

The dissemination of knowledge on the first stage of the model will build the necessary critical mass for future
development and ensure the Europeanization of studies in higher education, as well as provide the necessary knowledge
and experience for consulting companies, policy makers and government agencies for effective integration at the
regional and national levels.

The companies will be able to raise awareness about the EU cybersecurity policies through the series of open
lectures and roundtables, which, in turn, will be facilitating future cooperation between the businesses and the security
regulatory bodies in Ukraine, will enhance the quality of 10T and ICT products and services, and, in future, foster the
standardization process in line with the EU standards.
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