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Abstract—The use of wireless devices is increasing 

tremendously in our day-to-day life because of their 

portability and ease of deployment. The augmented 

practices of using these technologies have put the user 

security at risk. The Stealth Man-In-The-Middle 

(SMITM) is one of the attacks that has arisen out of the 

flaw in the wireless technology itself. This attack aims at 

stealing the data of the network users by redirecting the 

traffic aimed at a legitimate user towards itself. Moreover 

the access point or any other detection device connected 

to the wired media fails to detect this attack. The 

objective of this work is to develop a technique that 

would be able to detect SMITM attack efficiently. In this 

work we present a SMITM detection approach. Our 

approach detects the SIMTM attack by deploying 

multiple coordinated sensors. The simulation results 

witnessed that the proposed scheme is capable of 

detecting SMITM attack even in case of a mobile 

attacker. 

 

Index Terms—Stealth Man-In-The-Middle attack, 

wireless local area network, hole 196 vulnerability, group 

temporal key, ARP cache poisoning, WLAN security. 

 

I.  INTRODUCTION 

With the advent of wireless technology, networking 

has simplified to a great extent. Sharing of the resources 

at personal or business level has become easier and 

uncluttered due to wireless communications. Wireless 

networking provides the capabilities comparable to the 

wired network without the overhead of laying and 

managing wires. Users with wireless devices can roam 

about anywhere and get access to the service. Because of 

the ease of use, flexibility, reduced cost and roaming 

capability, wireless networking has gained a lot of 

popularity and masses have mostly switched over to this 

technology. 

A.  Architecture and Operation of WLAN 

Wireless LAN consists of two types of architectural 

subsets [1]: Basic Service Set and Extended Service Set. 

Basic Service Set is made up of stationary or mobile 

stations including an optional Access Point (AP) which 

acts as a central station. The BSS with an AP is known as 

infrastructure-based network and the one that does not 

include AP is called an ad-hoc architecture. In ad-hoc 

architecture, the nodes make the network without the use 

of AP. They discover one another and become the part of 

BSS. Extended service set consists of two or more BSSs. 

The Basic Service Sets connect to each other through a 

distribution system. The distribution system is usually a 

wired LAN. 

B.  Encryption and Security 

For Wireless Local Area Networks, three encryption 

standards [2] have been implemented: Wireless 

Equivalent Privacy (WEP) [3], Wireless Protected 

Access(WPA)[4] and Wireless Protected Access version 

2(WPA2) [5]. Among the above-stated protocols, the one 

that is considered to be most secure till now is WPA2. 

WPA2 is based on 802.1x authentication and used 

Advanced Encryption Standard (AES) [6] Algorithm. 

Wired Equivalent Privacy was the part of original 

802.11 standard. The protocol was implemented to 

provide confidentiality and security equivalent to the 

wired network. WEP uses RC4 stream cipher to provide 

confidentiality and CRC-32 checksum for providing 

integrity. The 64-bit key is a combination of 10 

hexadecimal numbers (40 bits) and a 24 bit initialization 

vector. While in 128 bit key, 26 hexadecimal characters 

along with 24 bit initialization vector is used. Options 

with152 bit and 256 bit WEP systems are also available 

using 32 and 58 hexadecimal characters respectively 

along with 24 bits of the initialization vector. However, 

WEP was deprecated in 2004 due to its security flaws, 

and WPA took over it [7]. 

WPA was implemented as an immediate remedy for 

WEP flaws. Firmware upgrades were made on wireless 

NICs implementing WEP, to make them compatible with 

the newly introduced WPA standard. Temporal Key 

Integrity Protocol is used in WPA. TKIP generates a 128-

bit key for each packet and this helps to prevent the 
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attacks earlier possible on WEP. A message integrity 

check is also included in WPA and cyclic redundancy 

check method was removed from it as it could not 

guarantee integrity. An algorithm called Michael is used 

in WPA to check the integrity of the packets. The 

drawback Michael holds is that it retrieves the keystream 

for short packets and it can be used for reinjection and 

spoofing.  

WPA2 operates in two modes: Pre-shared Key (PSK) 

mode and Enterprise mode. In PSK mode, the router is 

configured just with a plain-English passphrase 

(encrypted or non-encrypted). This passphrase may 

contain up to 133 characters. Unique encryption keys for 

each Wi-Fi client are generated by this passphrase using 

TKIP (Temporal Key Integrity Protocol). The keys are 

frequently changed. On an attempt, by the client, to 

connect to the network, a password is used to verify them. 

The access is provided to the client as long as the 

passwords match. The WPA2 enterprise (802.1x) mode 

uses AES encryption. An external server named as 

Remote Authentication Dial In User Service 

(RADIUS)[8] or Authentication, Authorization and 

Accounting (AAA)[9] is used to allow authentication 

requests from IP addresses of Access Points. The 

RADIUS server uses the Extensible Authentication 

Protocol (EAP) [10] to establish a secure channel 

between the authenticating parties and to communicate 

with wireless Access Points.  

Enterprise mode provides a more secure environment 

by providing centralized control over the connections. 

The users log-in through their credentials provided to 

them by the administrators. The actual encryption keys 

are never stored with the users. For each session, a new 

key is generated and assigned after the user provides its 

log-in credentials. This prevents the key recovery and its 

misuse.  

WPA2 uses two standard types of keys for encryption 

i.e. Pairwise Transient Key (PTK) and Group Temporal 

Key (GTK). The AP provides PTK to every client 

connected to that particular access point. Every client has 

its own unique key. It is used to secure the unicast 

communication being carried out between the access 

point and the clients. In other words, it could be said that 

PTK is the private key for a two way private 

communication that can be used by the corresponding 

client or the access point to encrypt or decrypt the data 

meant for any one of the two. On the other hand, GTK is 

shared by all the clients associated with a particular 

access point. It is used by the access point to send 

multicast or broadcast data. Only the access point is 

authorized to use this key for encryption purpose. The 

clients are allowed to just decrypt the data and retrieve 

the information from the broadcast or multicast packets. 

Thus, the GTK is said to be a one way key. T.S. Sobh[11] 

has compared various security standards used in WLAN 

and tested these security standard under few attack 

conditions.    

 

 

 

II.  RELATED WORK 

The Hole 196 [12] vulnerability in WPA 2 was first 

exposed by M. S. Ahmad [13] in 2010 in Defcon 18. 

Along with the discussion of the GTK vulnerability, 

stealth ARP Poisoning attack has been brought to light. 

For the mitigation of the attack, three strategies have 

been discussed. The first one being the Client IDS to 

detect ARP cache poisoning with the limitation that it 

works only on Windows and Linux based operating 

systems but nor for smartphones, etc. Second being the 

PSPF or client isolation[14] to restrict peer to peer 

communication by blocking traffic between two Wi-Fi 

clients with the limitation that this PSPF or Client 

isolation capability is not included in all the controllers or 

standalone mode APs. The third being the software based 

solution i.e. by depreciating the use of GTK. For 

backward compatibility, AP should send randomly 

generated different GTKs to different clients so that all 

associated clients have different copies of GTK all the 

time. Decreased network throughput and frequent AP 

software upgrade requirements are limitations of this 

technique. 

A. Herzberg and H. Shulman [15] have defined Stealth 

Man-in-the-Middle adversaries and analyzed the ability 

of these adversaries to launch denial and degradation of 

service (DoS) attacks on secure channels. Realistic 

attacks which disrupt TCP communication over secure 

VPNs using IPsec have been shown. They have presented 

an amplifying DoS attack on IPsec, deployed with and 

without anti-replay window and have analyzed the 

sufficient window size. A solution to prevent the 

presented attack has also been illustrated. This solution 

provides a secure channel that can resist degradation and 

other such DoS attacks. In addition to their practical 

importance, their results also challenge formally defining 

secure channels immune to DoS and degradation attacks, 

and provide almost secure implementations. The scheme 

does not include the measures to prevent ARP Poisoning, 

which is the prime factor in the case of SMITM. 

A Wireless Intrusion Detection System [16] is 

developed to detect the Stealth Man-In-The-Middle 

attack possible in wireless LAN because of the 

vulnerability called Hole 196. In this paper, multiple 

sensors have been deployed to catch the ARP Response 

packets spoofed by the attacker, which is an authorized 

user. When an ARP response packet with spoofed 

content is found, an alarm is generated by the WIDS and 

the packet with malicious content is dropped. A 

drawback of this scheme was that it could detect the 

attack only when the attacker was under the coverage of a 

single sensor. Moreover, this scheme may also increase 

the load on the network. 

Another wireless network IDS [17] is also designed to 

detect, record, process, prevent and generate alarms for 

real-time intrusion behaviors of the system. It has some 

modules for data packet capturing, analyzing, filtering, 
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storage, maintenance, etc. The data capturing module 

captures the data and forwards it to the data analysis 

module. According to the results generated by the 

module, the packets are labeled suspicious or normal. 

The suspicious packets are then transferred to the 

detection module, which then with the help of anomaly 

detection module detects the packets and response 

module is instructed to work accordingly. During the 

process, the rule base and parameter base are 

automatically loaded into the system according to the 

requirements. This system also lets the users adopt self-

defined rule base and other authorization lists. Firewalls 

and their rule base are not able to detect SMITM as it is 

an insider attack, and the packets responsible for 

launching the attack need not pass any firewall. 

M. Kacic & et al. [18] have explained the possibility of 

malware injection into wireless communication using 

Hole 196 vulnerability of Group Transient Key. They 

have created and injected the malware through a crafted 

frame. In their method, they extracted the GTK from the 

interface and then wait for the broadcasted frame to 

exploit it. They have described abusing of the 

vulnerability of the encryption key used for broadcast 

communication and consequences of this vulnerability 

has been shown in malware injection attack. The impact 

of this kind of attack on the user is found to be major, 

because with an increasing number of users a risk of 

abuse of user privileges increase. The result of the 

security incident was to compromise the target client by 

an attacker. The proposed attack is an insider type of 

attack abusing user privileges, and this kind of attack can 

bypass any traditional network intrusion detection system. 

The creation and use of a dataset for intrusion 

detection system for the wireless system are also 

proposed [19]. The datasets have been collected from two 

scenarios, first being the real and controlled typical 

WPA/WEP network and the other being corporate 

network WPA2 network. By performing different attacks 

on both the scenarios the datasets for IDS under attack 

and in normal conditions were evaluated. Pattern 

recognition and classification algorithms are used to 

validate the dataset. These datasets reflect the traffic 

conditions under normal as well as attack conditions. The 

drawback of the scheme to detect SMITM is that the 

altered traffic flow cannot be detected in the case of 

SMITM as the traffic directed towards attacker seems 

legit. 

 

III.  STEALTH MAN-IN-THE-MIDDLE-ATTACK 

A.  Hole 196 Vulnerability 

When following WPA2 protocols, APs use Group 

Temporal Key to encrypt broadcast or multicast 

communications frames. The Same key is used to decrypt 

those frames at the client side. Only the access point is 

authorized to encrypt the data through this key but 

sometimes the clients authorized with the access point 

may violate the standard rule and may misuse the GTK. 

The client may encrypt any malicious data using the 

GTK and may broadcast or multicast it to other clients 

which, as generally, would take those frames to be 

coming from the access point. Through these frames, any 

malformed data can be injected into the legitimate traffic 

and these frames can be used to exploit the clients in 

many ways. As GTK is not dependent either on 

authentication or encryption, it makes both modes (PSK 

and Enterprise) of WPA2 vulnerable to attacks [20]. 

Some attacks that are possible through this vulnerability 

are ARP poisoning [21], DoS attack and DNS 

manipulation, etc. 

B.  SMITM Attack Mechanism 

Stealth Man in the Middle Attack is one of the most 

complicated attacks, and detection is not easy because it 

is an insider attack. This vulnerability arises from the 

MAC Header in WLAN 802.11. A general frame format 

of a MAC Header contains four types of MAC addresses: 

Destination MAC Address, Source MAC Address, 

Receiver Address, Transmitter address. The format of 

MAC header and details of its field Frame Control are 

mentioned in Fig. 1 and Fig. 2 respectively. 

 

 

Fig.1. MAC Header 

 

Fig.2. Fields in Frame Control 

SMITM attack can be performed as follows: 

 

 The attacker prepares a forged ARP frame.  

 Right circular shift operation is performed on 

FromDS, ToDS and Address-I, Address- 2, 

Address-3 on the IEEE 802.11 frame header 

attached to ARP frame. This changes the direction 

of the frame from uplink to downlink. 

 This forged ARP frame is then encrypted with 

GTK using Hole 196 attack, and the frame is 

transmitted to the victim. 

 After receiving the frame, the victim can never get 

to know that the frame it received is not from 

authorized AP but sent by an attacker.  

 Victim updates its cache according to the 
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information gathered through forged frame sent by 

the attacker and thus its ARP cache gets poisoned. 

 

 
Fig.3. Stealth Man-In-The-Middle attack 

 

IV.  PROPOSED MODELLING 

The proposed technique to detect Stealth Man-In-The-

Middle attack in wireless local area network includes the 

deployment of sensors that can overhear the 

transmissions that are going on in the network. The 

detection system is incorporated into all the sensors. To 

begin with the detection mechanism, the sensors capture 

the ARP replies that are being transmitted in the network. 

After capturing the ARP reply packet, it extracts the 

values from the source protocol address and the source 

hardware address. 

Further, each sensor maintains two lists. The First list: 

Restricted_Pair list contains the IP-MAC address pairs 

that have been blocked and marked as malicious on the 

basis of records maintained by the respective sensors. 

The sensor add the IP-MAC into this list in case it detects 

that this belongs to some attacker. The second list: 

Genuine_Pair list contains the IP-MAC address pairs that 

have been marked genuine through verification. 

The captured IP-MAC pair is checked for its entry in 

the Restricted_Pair list. If the pair is present in this list, 

an alarm for attack is generated. If it is not present in the 

Restricted_Pair list, the Genuine_Pair list is checked. The 

presence of the corresponding IP-MAC pair in 

Genuine_Pair list signifies that it is a genuine pair and 

thus no further action is taken. 

If the captured IP-MAC is present neither in 

Restricted_Pair list nor in Genuine_Pair list, the intrusion 

detection system has to take various steps to decide about 

the authenticity of the captured IP-MAC pair. To begin 

with the sensor sends a probe request to the access point 

containing the captured IP-MAC pair. On receiving the 

probe request, the access point handles the probe by 

sending the ARP request to the IP address received in the 

probe request. If the ARP reply has the MAC address 

same as the one in the probe request, the AP sends a 

positive probe reply to the sensor. If the MAC address 

received in the ARP reply corresponding to the ARP 

request sent by the AP does not match with the one 

received in the probe request, the AP sends negative 

probe reply to the sensor.  

On receipt of the probe reply, the sensor looks for the 

IP and MAC address received in the reply packet. If the 

IP-MAC pair is same as the one it probed for, the values 

for the IP and MAC address are added to the 

Genuine_Pair list otherwise if the MAC address is 

different from the one the sensor probed for, the values 

are inserted into the Restricted_Pair list.  

As soon as a sensor updates any of its lists, it prepares 

a packet and sends it to all the other sensors in the 

network. On receiving this packet, the sensors check their 

corresponding list for the existence of the IP-MAC pair 

received in the packet. If the corresponding pair is not 

found in the list, the IP-MAC pair is added to the list. 

Now all the sensors have the information about the 

malicious MAC address. This would help to detect the 

attack even if the attacker moves from the range of one 

sensor to another and launches the attack on other victims, 

the attack will be detected in its first attempt itself.   

A.  Pseudo code depicting the working of sensor node on 

capturing the ARP Request 

Input: ARP Reply Packet 

Output: Alarm in case of attack 

 

1. Capture ARP reply packets except those induced 

by AP during verification 

2. if ARP_IPs = GenList_IPi  and ARP_MACs = 

GenList_MACi   

3.       Do nothing 

4. end if 

5. if ARP_IPs = RstList_IPi  and ARP_MACs = 

RstList_MACi   

6.       Generate alarm for attack 

7.        else if ARP_IPs ≠ RstList_IPi  and 

ARP_MACs = RstList_MACi   

8.                    Alarm for attack on multiple nodes 

9.        end if  

10. end if 

11. if ARP_IPs ≠ RstList_IPi  and ARP_MACs ≠ 

RstList_MACi   

12.      sendProbeReq(ARP_IPs, ARP_MACs) 

13. end if 

B.  Pseudo code for detection scheme working at AP 

Input: Probe packet from sensor 

Output: Probe Reply 

 

1. Receive probe request from the sensor 

2. if Prq_IP = AP_IP and Prq_MAC = AP_MAC 

3.      sendProbeReply(Prq_IP, Prq_MAC, true)   

4. end if     

5. if Prq_IP = AP_IP and Prq_MAC ≠ AP_MAC 

6.      sendProbeRep(Prq_IP, Prq_MAC, false)    

7. end if 

8. if Prq_IP ≠ AP_IP and Prq_MAC ≠ AP_MAC 

9.      sendARPReq(Prq_IP) 

10. end if 

11. recvARPRep() 

12. if IPARP = Prq_IP and MACARP = Prq_MAC 
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13.      sendProbeRep(Prq_IP, Prq_MAC, true)    

14. end if 

15. if IPARP = Prq_IP and MACARP ≠ Prq_MAC 

16.           sendProbeRep(Prq_IP, Prq_MAC, false)    

17. end if 

C.  Pseudo Code for Simulation of Detection Scheme on 

Sensor after Receiving Probe Reply 

Input: Probe Response Packet 

Output: Updated Lists 

 

1. for each probe response packet 

2. if reply = true 

3.      update GenList 

4.      sendWIDSBeacon(ARP_IPs, ARP_MACs, true) 

5. end if 

6. if reply = false 

7.      update RstList 

8.      sendWIDSBeacon(ARP_IPs, ARP_MACs, false ) 

9. end if 

10. end for 

 

Table 1. Symbols Used in Pseudo Code 

SYMBOL USED MEANING 

GenList Genuine_Pair List 

RstList Restricted_Pair List 

ARP_IPs 
Source IP Address in 

captured ARP Reply 

ARP_MACs 
Source MAC Address in 

captured ARP Reply 

GenList_IPi 
IP Address at ith level of 

GenList 

GenList_MACi 
MAC Address at ith level of 

GenList 

RstList_IPi 
IP Address at ith level of 

RstList 

RstList_MACi 
MAC Address at ith level of 

RstList 

Prq_IP 
IP Address received in probe 

request 

Prq_MAC 
MAC Address received in 

probe request 

AP_IP IP address belonging to AP 

AP_MAC 
MAC address belonging to 

AP 

IPARP 
IP address received in ARP 

reply induced by AP 

MACARP 
MAC address received in 

ARP reply induced by AP 

 

V.  RESULTS AND DISCUSSIONS 

A.  Simulation Environment 

To implement the proposed detection technique, NS-

2.35 has been used. The simulated network consists of 24 

nodes for which four sensor nodes have been deployed to 

cover the whole network collectively. All the nodes along 

with the sensors and an access point collectively form a 

BSS. Out of all the authenticated nodes, a nodes acts as at 

attacker. The attack is launched over two victims with 

node IDs 3 and 5 respectively. The attacker, as well as 

the victims, are under the range of the same sensor. After 

launching the attack under the range of one sensor, the 

attacker moves to another sensor, and there it launches 

attack on another victim.  

The network is simulated under the normal as well as 

attack scenario. In the attack scenario as well, there are 

two cases, the first in which the sensors implement the 

detection scheme on their own and the other being the 

scenario where the sensors coordinate among each other 

and share their data. Without coordination each sensor 

has its own lists prepared through the data collected by it 

during detection but when the sensors work in 

coordination, as soon as a sensor updates its lists, it 

shares that data with other sensors in the network. It 

helps in detection of attack in the following cases: 

 

 The attacker attacks the victims when both of 

them are under the range of the same sensor. 

 Attacker attacks the victim under the range of a 

sensor and then moves to the range of another 

sensor and attacks the victims that are under the 

same or different sensors as the victim. 

 

The detection scheme is capable of detecting the attack 

in both scenarios.  

B.  Results 

In fig. 4., the values from the ARP Reply packets as 

well as the alerts (if any) corresponding to them have 

been printed. We can see here that the node with IP 

address 5 has been victimized by the attacker with MAC 

address 2. The simulator has used the flat addressing, 

therefore, the IP and MAC addresses appear in the form 

of simple numerals rather than the conventional formats 

prescribed for each of them. The attack goes undetected 

for the first time because the lists are being populated 

during this course. But when the attacker attacks for the 

second time, an alert for the attack is generated. Now the 

attacker moves to sensor number 2 and attacks the node 

with IP address 9. This time, sensor number 2 is not able 

to detect the attack, and thus no alarm has been generated. 

 

 
Fig.4. Detection scenario without coordination among sensors 

Fig. 5. shows the generation of alarm when the sensors 

have implemented the coordination scheme among 

themselves. Here the attacker moves from sensor number 

1 to sensor number 2 during the course of the attack. 

Unlike the scenario without coordination of the sensors, 

sensor number 2 was immediately able to detect the 
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attack in its first attempt only because the sensors have 

already shared their lists and detection can be made on 

the basis of these shared lists. 

 

 
Fig.5. Detection scenario with coordination among sensors 

C.  Effect on Network Performance 

The network performance in this detection scheme can 

be calculated from the load that is imposed on the system. 

To determine the network load we analyzed the number 

of packets being transmitted during the simulation of 

detection scenario with respect to the transmissions 

carried out in the normal scenario.  

To simulate of the detection scheme, a few packets 

other than those help in network management, network 

control, and data transfer are also made to flow in the 

network. Let’s assume that x number of packet 

transmissions take place in the network under the normal 

conditions. After the simulation of the detection scheme, 

there are two scenarios. 

One is when the detection technique is working, and 

there is no attack on the network. During this time, for 

each captured ARP reply a probe request packet, a probe 

reply packet, an ARP request packet and an ARP reply 

packet is transmitted into the network. Along with that, 

the WIDS packet is transmitted only to share verified 

pairs. So the network load, considering these packets, 

will be  

 

x + (1+1+1+1+1)y =  x+5y, 

 

where y is the number of ARP replies captured by the 

sensor. 

The second scenario is the attack scenario. This 

scenario leads to the transmission of a probe request 

packet, a probe reply packet, an ARP request packet, an 

ARP Reply packet and a WIDS Beacon packet to share 

the blocked and verified pairs of the addresses. But the 

total number of packets remain the same in both the cases. 

So the network load for this scenario is also (x+5y) 

packets. 

Thus in any case the same number of packets are 

transmitted in the number. So the network load due to 

wireless intrusion detection system will largely depend 

on the number of ARP reply packets in the network that 

in turn depend on the number of nodes in the network. 

Thus, the detection scheme does not pose the undesirable 

load on the network, and the transmissions are carried out 

with an approximately equal end to end delay in the 

normal scenario as well as with detection scheme. 

D.  Average End to End Delay 

End to end delay in packet transmission in the normal 

scenario as well during the simulation of detection 

scheme is mentioned in fig. 6. It is evident from the value 

in the graph that there is insignificant variation in delay 

during both the scenario. Thus from the graph, we can 

conclude that the proposed detection scheme does not 

slow down the network transmissions beyond the 

acceptable levels. 

 

 

Fig.6. Average End-to-End Delay 

 

VI.  CONCLUSION 

The Stealth Man-In-The-Middle attack is proved to be 

a fatal attack for the security of a network as it is a silent 

attack. Neither the access point nor the wired intrusion 

detection systems can detect it because it is carried out by 

an authenticated node in the network. Moreover, it makes 

the adulterated packets look like they are coming from 

the genuine source. These malicious packets never get to 

reach the wired system as they are made to circulate 

within the wireless medium by exploiting certain 

vulnerabilities found in the WPA2 protocol 

implementation itself.  

In this work, a detection scheme to detect the attack in 

the wireless local area network has been proposed. The 

scheme proposed by V. Kumar & et al., to detect Stealth 

Man-In-The-Middle attack in WLAN was unable to 

detect the attack when the attacker moved from the range 

of one sensor to another and attacked other victims there. 

If the attacker attacks a victim being under the range of 

one sensor, the other sensor would have no information 

about this session of attack and would have to undergo 

the detection procedure from the beginning. Thus, the 

first attempt would go undetected. And if, by chance, the 

attacker moves to another sensor after a single but 

successful attack attempt, the sensor would never be able 

to detect that attack. Therefore, a technique has been 

proposed in this paper to coordinate the sensors so that 

they can share their data with one another. The sharing of 

data would prevent each and every sensor from 
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undergoing the whole detection procedure from the 

beginning, yet making the detection possible in the case 

of a mobile attacker in first attempt only. Moreover, this 

detection scheme does not put much load on the network 

and thus the transmissions can be carried out easily 

without considerable delay in the network 

The only shortcoming of this detection scheme is a 

false negative case in the very beginning of the detection 

procedure and a false positive when the attacker replies 

for the genuine ARP request frames addressed to it, but 

the detection scheme considers it to be attack because of 

the blacklisted MAC address of that node. So in future 

work the technique can be improved to remove those 

flaws. Moreover, a prevention scheme could also be 

designed to prevent the attacker from launching the 

attack.  
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