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Abstract— Similar to conventional wireless networks,
WSNs are based on multi hop routing to ensure
connectivity and data forwarding which makes the
routing service a challenging task due to the nature of
sensors usually limited in memory, Dbattery and
computing capacities as well as the nature of the
environment which is hostile and unpredictable making
the routing protocols developed for conventional
wireless network useless for WSNs  without
modifications and adaptations for the new context of
WSNs. Thus in this paper we present an optimized
version of AODV protocol for WSNs which takes into
consideration the traffic pattern of WSNs and sensors’
constraints. In the proposed protocol we affect the task
of route discovery to the base station which periodically
informs sensors about its location instead of letting this
task to sensors which consumes the network resources
due to the broadcasting nature of the route discovery.
We have also proposed a key distribution scheme
destined to establish a symmetric encrypting key
between each sensor and the base station, the proposed
key management scheme uses the underlying routing
requests to execute handshakes and key update which
have greatly saved the network resources and ensured a
good threshold of security.

Index Terms— Security, Routing, WSNs, AODV,
OAODV, SAODV

I. Introduction

The recent development in microelectronics and
embedded systems allows the development of small,
low cost, low power and multifunctional sensor nodes,
having the possibility to sense environment measures
like temperature, pressure and movement to allow
environment monitoring, these sensors networked using
wireless medium form a wireless sensor network WSN,
usually composed of hundreds to thousands of sensors
that collect application specific data and sends it to a
base station relying on multi hop routing [1]. WSNs
known several fields of application ranging from
military applications for battlefield surveillance to
environment and habitat monitoring [2].
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Routing in conventional wireless networks stays a
challenging task due to ad hoc paradigm of these
networks as well as the nature of the used medium;
nevertheless in WSNs it becomes more challenging due
to sensors’ constraints and the nature of environment
which is unpredictable and hostile.

In this paper we are going to present and adaptation
of AODV [3] for WSNs which takes into consideration
the traffic pattern of WSNs, nature of the medium and
bandwidth constraints...etc, our proposed algorithm
affects the task of route discovery to the base station
instead of doing this by each sensor over the network
which is not efficient and consumes the network
resources. Therefore, periodically the base station
launches route request in order to inform sensors over
the network about its location, this route request is used
by every sensor over the network to define the path to
the base station. We have also proposed to execute a
handshake over the route discovery to establish a
symmetric encrypting key between sensors and the base
station; the handshake uses the route reply as support
for key establishment which saves considerably the
network resources.

Il.  Routing in Wireless Networks

Several classifications of routing algorithms in
wireless ad hoc network exist toward the specificities of
wireless networks such as node mobility, devices’
constraints and the application of the network.
According to the architecture of the network flat or
hierarchical, the used strategy [4](reactive or proactive)
or the underlying technology the following
classifications exist:

2.1 Proactive protocols: these routing algorithms
such as OLSR (Optimized Link State Routing)[5] and
DSDV (Dynamic Destination- Sequenced Distance-
Vector)[6] are inspired from the wired routing in the
way that each node over an ad hoc network saves the
whole topology of the network in its routing table. Node
mobility and topology changing are treated by periodic
hello messages. Routes are found immediately however
the maintenance of the routing tables consumes the
network resources.
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2.2 Reactive protocols: The reactive routing
protocols such as DSR (dynamic source routing)[7] and
AODV (ad hoc on demand distance vector) [3] find
routes on demand. In the way that each node launches
route discovery to find routes to a given destination by
diffusing a route request; this route request i
propagated over the network until it arrives to the
destination node which responses by a route reply to
establish the final route between the source and the
destination node.

2.3 Hierarchical routing: Also called hybrid
protocols, these protocols divide the whole network into
regions or clusters and use a proactive technique inside
the cluster and a reactive technique outside the cluster,
in the way that the network topology is kept for close
neighbors, and the rest of routes are established using a
reactive strategy, which minimizes considerably the
overhead of routing. For WSNs, hierarchical routing is
very efficient for data aggregation since the cluster head
play the role of the aggregator which minimizes
considerably the overhead and the energy consumption
due to forwarding redundant data [8]

24  Geographic routing: This kind of routing is
based on the position of nodes using a GPS (global
position system) or relatively according to a fixed
station. Paths between two nodes are chosen according
to the real distance between the source and the
destination computed using the geographical
coordinates of nodes. This kind of routing can be
applied to all the routing algorithms defined above by
adding node position as criterion for choosing the best
route [9]

25 Other classification: due to the diversity of
wireless networks and their applications, other
adaptations and optimizations derived from the
classifications defined above exist trying to include the
specificity of nodes and the network such as energy,
quality of service and security:

e Energy efficient routing: these protocols are
developed for both mobile ad hoc networks
(MANETs) and WSNs in order to include the aspect
of energy in route selection by choosing nodes with
more battery power for routing to guaranty the
continuation of service for long time. Using the
energy as a parameter for routing may save the
battery power of nodes and extends the network
lifetime especially for WSNs which are deployed for
long period without power splay [10].

e The quality of service based routing: future
applications developed for WSNs especially the
video surveillance will need more bandwidth;
therefore the QoS routing protocols implements the
aspect of QoS by including in route selection the
criteria of QoS such as the link quality and nodes’
resources in order to reserve the best path for traffic
forwarding[11].
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e Secured routing: regarding the nature of the used
medium, a wireless network is open to anyone with
the adequate hardware and software. Therefore
developing secured routing is a persistent need to
avoid the increasing number of attacks against WSNSs.
Many extensions are given in literature to secure
routing over wireless networks[12]

I11. Routing Challenges and Objectives

As described above WSNs have many features that
distinguish them from conventional wireless networks,
WSNs are usually composed of constrained tiny sensors
equipped with little memory, limited non-rechargeable
battery, less powered processors, and small bandwidth
links. As well as the ad hoc paradigm of WSNs relying
on multi hop to ensure connectivity over the network
without any infrastructure or centralized authority,
therefore any protocol developed for WSNs should take
into consideration the following characteristics:

3.1 Traffic pattern: due to their field of
applications destined for remote monitoring and
surveillance, communication in WSNs is based on
event-driven, query driven, continuous monitoring, or a
combination of these schemes of communication. The
traffic pattern is usually many to one in the way that all
sensors get environment measures and send them to a
sink node or a base station. Accordingly, the routing
protocols must take into consideration this pattern of
traffic and manage route establishment and maintenance
under the considerations of this traffic pattern [13].

3.2 Constrained Devices: Due to their size,
sensors are extremely limited in resources (battery
power, computing power, storage capacities) which
make the development of routing and security protocols
for WSNs a challenging task. For example, in proactive
routing protocol the available memory in sensor nodes
cannot keep the whole network topology in their routing
table, the same thing for reactive protocols usually
based on flooding to establish routes over a network
which consumes sensors’ battery power. Therefore the
conventional routing  protocols  developed for
conventional ad hoc networks are useless without the
adaptation for the WSNs context by taking into
consideration the sensors’ constraints [14].

3.3  Energy efficiency: Sensor nodes are equipped
with small non-rechargeable batteries. Therefore, the
minimization and optimization of the number of
operations by any protocol is crucial to extend the
sensor battery and therefore the network lifetime.
Consequently, routing protocols must minimize (i) the
transmission overhead, (ii) the number of operations
needed for treating each routing packet, (iii) memory
space used by routing tables. In the other hands routing
protocol must equilibrate the use of intermediate node
for data forwarding in order to extend the whole
network lifetime and speed up data forwarding [14].
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3.4 Scalability: this criterion deals with the
network widening, because future WSNs will be
composed of hundreds to thousands of sensors
geographically dispersed in a large area. Therefore the
developed protocol must allow the network scaling with
the same performance regarding communication and
treatment overhead under all possible topologies with
any number of sensors [14].

3.5 Security: the aspect of security is very
important when designing any routing protocol
especially the wireless ones due to the nature of the
used medium naturally opened within the area of
deployment. Very often deployed in a hostile
environment; WSNs are subject of many attacks.
Therefore, routing protocol must imp lement natively the
aspect of security in order to ensure the confidentiality
and the integrity of data as well as the authentication of
sensors [15].

V. AODV

In this section we are going to present the Ad-Hoc
On-Demand Distance Vector (AODV)[3], AODV was
developed for conventional mobile ad hoc networks
MANETs. AODV can be viewed as a combination of a
reactive routing protocol in the sense that it establishes
routes on demand using route discovery requests, in the
other hands it uses routing tables and hello messages to
save and update paths and ensure neighbors
connectivity.

Mainly AODV is inspired from two routing protocols
which are the dynamic source routing DSR and DSDV,
in the way that it uses the strategy of DSR for
establishing routes using the route discovery and
maintenance requests and it partially uses the structure
of routing table of DSDV and the hello messages for
updating these tables, nevertheless the hello messages
are diffused in one hop neighborhood.

4.1 Route Discowery

The route discovery mechanism is intended to
establish a route between two nodes which are not in
the transmission range of each other and have not a path
in their routing tables. Therefore the source node
launches a route discovery as follow:

It creates a route request to discover all possible
routes leading to the desired destination. The route
request contains the addresses of the destination and the
source node, a sequence number to indicate the
freshness of the route as well as the number of hops
initiated to 0 which is used as metric for route
evaluation.

| TYPE| src | DEST | PRV | sEQ [ HOP [ TTL |

Fig. 1: Structure of packets in AODV
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e TYPE: type of the packet (RREQ, RREP, RRER,
DATA).

¢ SRC: source node.

e DEST: destination node.
e PRV: the previous hop.

e SEQ: sequence number.
e HOP: hop count.

e TTL: time tolive.

Each node over the network when receives this
RREQ, it verifies if it has been already treated by
verifying its sequence number. The Sequence Number
in the RREQ is used by intermediate nodes to insure
that they do not rebroadcast the same RREQ several
times which consumes network resources and causes
routing loops. Thus according to the sequence number
intermediate nodes decide to ignore the RREQ or
rebroadcast it to their neighbors after the modification
of the HOP, PRV, TTL fields to the new values.

The same procedure is executed by each node over
the network until the route request arrives to its
destination, which generates a route reply (RREP) and
sends it back to the source of the RREQ. The RREP
contains the sequence number of the established route,
the addresses ofthe destination and the source node.

Each intermediate node that receives the RREP,
increments the hop-count in the RREP gets the next hop
to the source node from its routing table; the RREP is
forwarded in the same way by each until it arrives to the
source node.

Fig. 2: Route discovery

4.2 Routing Table

Like DSDV, each node over the network uses a
routing table for storing routes to each destination over
the network; these routes are obtained during the route
discovery phase. Consequently, AODV stores in its
routing table the next hop to reach each node over the
network as well as the number of hops to reach this
destination.

In order to avoid routing loops and the enable routes
freshness, a sequence number is added to each entry in
the routing table, a route with a high sequence number
are more desired since they are fresh and reflect the
current state of the network. An additional mechanism
to ensure route freshness is the route lifetime, if during
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this time the route has not been used or updated, the
entry is discarded from the routing table.

Routing table
SEQ DEST NEXT HOP
15 BS S1 4
20 S7 S1
22 7 S1

Fig. 3: Structure of routing table

4.3 Route Maintenance

After the establishment of the final route using the
route discovery mechanism described above, this route
is used by the source and the destination nodes as long
as there is no link failure over this route, however
whenever an intermediate node loses the connectivity
with its next hop, it generates a Route Error (RERR)
message and sends it back to the source nodes via its
precursor nodes and marks the entry of the destination
in the route table as invalid.

The RERR is forwarded in the same way by each
intermediate node until it arrives to the source node
which launches a new route discovery to establish a
new valid route or uses another route from its routing
table if it exists.

4.4 Hello messages

Like proactive routing protocol AODV uses hello
messages to update the connectivity with its neighbors,
these messages contain the node identifier the current
sequence number and a TTL fixed to one, which means
that these messages are broadcasted within one hop
neighborhood in order to avoid the network overhead. If
a node does not receive for each entry in its routing
table a hello message, it supposes a link failure with that
neighbor and deletes the corresponding entry in the
routing table

Hello messages are broadcast if during a given period
there is no route discovery to update routing tables and
nodes’ connectivity.

V. Optimized AODV for WSN

In the conventional AODV routes are established and
maintained on the demand of the source node by
broadcasting a RREQ in order to discover all possible
routes to a given destination, this mechanism is very
practice for mobile ad hoc network composed of
wireless devices having more resources compared to
sensors in WSNs, also the traffic pattern in a MANETS
is very often one-to-one in contrary of WSNs which is
many-to-one, therefore the specifications of the
conventional AODV must be redefined and optimized
for WSNs, in order to take into consideration the
following characteristics:
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e The traffic pattern of WSNs which is in the form of
many-to-one.

e Sensors’ constraints such as memory and computing
power.

e The bandwidth constraints.

e The number of node in the network

Therefore, in the rest of this paper we are going to
adapt the conventional AODV for the WSNs context by
taking into consideration the characteristics of these
networks, we also propose to secure the established
links using a symmetric encryption key established
during the route discovery phase:

5.1 Route discowery

Taking into consideration the traffic pattern of the
WSNs usually many-to-one it seems that each sensor
over the network will frequently broadcasts RREQ to
establish a path with the base station which overheads
the network and degrade its performance especially for
large scale WSNs consisting of hundreds to thousands
of sensors, to overcome this shortcoming we propose to
affect the task of route discovery to the base station. In
the way that the base station launches periodically a
RREQ over the network destined to inform each sensor
over the network about its location. The RREQ is
received and rebroadcasted by each sensor over the
network, during this period each sensor updates its
routing table and adds new routes to its routing table.
All entries in the routing tables lead to the base station
which is very suitable for WSNs, since only the path to
the base station is needed which saves the memory
space taken by routing tables.

When receiving a RREQ a sensor verifies if it has
already treated this RREQ using the sequence number
like conventional AODV, if the RREQ is received for
the first time the sensors get from this RREQ the next
hop to reach the base station, increment the number of
hops in the RREQ and rebroadcast it. Otherwise if the
RREQ is already treated it is simply ignored.

After broadcasting the RREQ, the sensor waits a
predefined delay to avoid the network blockage and
sends backa RREP.

RREQ

S2 S5

RREQ

Fig. 4: route discovery in OADV
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5.2 Routing Table

Although in WSN the traffic pattern is in the form of
many-to-one, in which a set of sensors send periodically
environment measures to the base station, therefore
each sensor over the network needs permanently one
route to the base station which means that the routing
table will contain only one or two entries having like
final destination the identifier of the base station.

Therefore, OAODV keeps the same structure of the
routing table defined in conventional AODV, however
only entries to the base station are kept in the routing
table which minimize considerably the size of memory
space occupied by the routing table. This aspect is much
desired from WSNs perspective, since sensors have not
the sufficient memory to save big routing tables.

5.3 Hello Messages

Due to the bandwidth constraints as well as the
increasing number of nodes in WSNs, diffusing hello
messages within a given period overheads the network
and wastes sensors’ battery power therefore OAODV
the hello messages are not used, the connectivity
between sensors is guaranteed using the route request
sent periodically by the base station which guaranties

the update of the routing tables and sensors connectivity.

5.4 Route Maintenance

The route maintenance is treated in the same way like
conventional AODV, in the way that the node which
detects the link failure sends a RERR message to the
source node which waits for the next RREQ
broadcasting by the base station in order to get fresh
routes. A sensor waits for new RREQ from the base
station rather than launching its own RREQ because the
RREQs are periodically diffused by the base station.
The period of RREQ are fixed by the administrator of
the network according to node stability and the
environment of deployment.

VI. Analysis of OAODV
6.1 Energy Consumption

The energy cost of any routing protocol is determined
by the energy required for the execution of the
protocol’s primitives such as route discovery and
maintenance which is determined by the number and
the size of the used requests such as the RREQ, RREP,
hello message and RERR. Therefore, the efficiency of
the routing protocol is defined according to this
criterion which affects the systemlifetime.

The total size of an AODV RREQ in both
conventional and OAODYV is around 7 Bytes, using a
Berkeley/Crossbow motes platform Mica2dots as
platform [16], the transmission of a single byte of data
requires 59,2uJ and 28,6p] for reception. Therefore the
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transmission and the reception of a RREQ or RREP
need respectively 414,4 | for transmission and 200,2
0 for reception.

Four routing table update, conventional AODV uses
hello message diffused within one hop having the size 4
bytes which consumes 236,8 |0 for its transmission and
114,410 for reception.

To test the performance and compare OAODYV with
conventional AODV we have used as simulation tool
TOSSIM. We have varied the number of nodes between
9 nodes to 100 nodes.

7000

—v— AODV
6000 —=— OAODV v

5000 - /

4000 v

2000 /
v
1000 '/

Energy (mJ)
]
8
1

Nodes
Fig. 5: The energy consumption of Route discovery

Figure 5 gives the energy consumption of the route
discovery in both conventional and optimized AODV,
as we can observe OAODYV always consumes less
energy for route discovery compared to the
conventional AODV. In the other hands the energy
consumption of optimized AODYV is stable regarding
the network widening, since it consumes approximately
the same energy for all sizes of the network however
the energy consumption of conventional AODV
increases with the network widening which makes it
useless for large WSNs.
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Fig. 6: The energy consumption for Route update

As shown in figure 6 using periodic RREQ launched
by the base station to update routing tables and nodes’
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connectivity rather than using hello messages is very
practice regarding the energy consumption since
OAODV consumes always less energy compared to the
conventional AODV which consumes more energy to
ensure nodes’ connectivity and routing table update.

6.2 The network owrhead: compared to the
conventional AODV, it seems that optimized AODV
has decreased the overhead due to routing by decreasing
the number of RREQ sent over the network, since the
RREQ is broadcasted over the network using flooding
which affect greatly the network lifetime. Thus in
OAODV the route discovery is done by the base station
to limit its effect on the network.

6.3 Scalability: this criterion deals with the
network widening, since the WSNs increase in size to
get thousands of sensors per region, as proven by
simu lation it seems that the OAODYV deals efficiently
with this criterion since the size of the routing table
does not increase with the network widening as well as
the number of broadcasted RREQ which are the same
for all sizes of the network.

6.4 Fault tolerance: this criterion treats the aspect
of the maintenance of link failures and topology
changing; this aspect is treated by the OAODYV protocol
using route error messages in order to inform the source
node about the link failure.

VII. Securing Optimized AODV

Security is an important issue when designing and
deploying any network, especially the wireless ones.
Since a wireless network is opened to everyone with the
adequate hardware and software making the whole
network vulnerab le against several attacks ranging from
simple eavesdropping to data modification and routing
attacks such as sink hole ...etc. Therefore each routing
protocol must natively implement security to resist
against the increasing number of attacks.

In our optimization of AODV we propose to
implement a key distribution scheme using the
underlying requests of AODV such as RREQ and
RREP. In the way that during the route discovery phase
the base station and each sensor over the network
cooperate to establish a shared symmetric key used to
encryptthe ordinary traffic between them.

Using the RREQ and RREP for key negotiation
secured AODV saves the network resources since there
is no additional overhead due to security management
and key distribution which will greatly save the network
resources and decreases the network overhead due to
key management schemes.

7.1 Cryptographic Primitives

To make in practice our proposed scheme of security
over AODV we propose to use three cryptographic
methods in order to ensure the confidentiality,
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authentication and the integrity of the data over the
network [17]:

e Symmetric cryptography: This cryptographic
method uses a single key for both encryption and
decryption, the used key is shared between the
communicating entities using a key management
scheme. This encryption method is largely used in
conventional networks for data encryption due to its
simplicity of useand implementation.

e Asymmetric cryptography: Also called public key
encryption, this cryptographic method uses two
different key for encryption and decryption. One key
is kept secretly by its holder and called private key
and the second is published for the rest of users in a
given community or a network called public key. A
message encrypted with public key can only be
decrypted with the private which ensures
confidentiality, authentication and integrity.

e Message authentication codes (MACs): generally, a
MAC is used to ensure the integrity and the
authentication of messages over networks, the MAC
of a packet is obtained by passing the packet into a
hash function which results on a digest of a fixed size.
This message when encrypted ensures the integrity
and the authentication of the exchanged data. For
more security and authentication this message can be
encrypted using the private key of the source node.

7.2 Network architecture and Assumptions

Due to the traffic pattern of WSNs only the links
between the base station and sensors need to be secured
to avoid the attack that can be executed against the data
sent to the base station, thus each sensor and the base
station must share a symmetric key to encrypt the
exchanged traffic.

We propose to use Public key cryptography to
guaranty the authentication of the base station by giving
the base station a pair of asymmetric keys (private,
public), the public key is preloaded for each sensor over
the network before deployment, this key is used hy
sensors to authenticate the base station and secure key
establishment, which guaranties the integrity and the
confidentiality of all dialogues with the base station,
since only the base station has the valid private key for
decryption.

In order to implement this security scheme we
assume that each sensoris capable to use:

e Asymmetric Cryptography: To provide
authentication of the base station.

e Symmetric  Cryptography: To  ensure the
confidentiality of traffic across the network.

e MAC (message authentication code) to ensure data
integrity.
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7.3 Key Establishment

The key establishment is achieved by executing a
handshake launched by sensors over the network; this
handshake is intended to establish a symmetric
encrypting key with the base station. This handshake is
executed after the reception of the first route request.
The sensor uses the usual route reply RREP sent to the
base station as a support for handling the handshake and
transporting the encrypting key.

Therefore, each sensor before sending a RREP
generates a random symmetric key encrypts this key
with the public key of the base station and sends it back
to the base station included in the RREP.

The use of the public key for encrypting the key
ensures the authentication of the base station, as well as
the integrity and the confidentiality of the handshake.

After the reception of the RREP from each sensor,
the base station decrypts its using the corresponding
private key and stores all the received keys with the
identifier of each sensor in a global table used for
identifying sensors and managing security over the
network.

7.4 System Functioning

After a successful handshake, each sensor shares a
symmetric encrypting key with the base station; this key
is used to encrypt all traffic exchanged with the base
station.

To ensure data integrity, another additional
mechanism is used which is a MAC (message
authentication code) joined to each message sent to the
base station. In the way that each packet is passed in a
hash function to obtain a fingerprint encrypted using the
shared key. The encrypted MAC is joined to the
original packet without any modification on the global
structure of the packet.

Another option can be turned on to ensure more
security depending on the importance and the nature of
the networks is to encryption the MAC joined to each
packet using the public key of the base station, this
option consumes more energy due to the additional
overhead for data encryption however it guaranties a
maximum of security.

MAC Encrypted data
(encrypt (Session key)

Fig. 6: Packet structure

7.5 Key Update

By nature a wireless sensor network is deployed in a
hostile environment or in some area which are not
accessible by human, therefore a key update must be
executed periodically to enforce security over the
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network and avoid long term attack aiming to extract
the encrypting keys by analyzing the encrypted traffic
over the network for long period.

The key update is achieved suing the same
mechanism described above, which consists on the
generation of a new key after expiration of the period
and sends using aRREP as described above.

The period of the key update is defined according to
the complexity of the encrypting algorithm and the
length of the encrypting key.

7.6 Energy Cost Analysis

In our proposed scheme we use two types of
cryptography, symmetric and asymmetric algorithms
with an optional use of a hash function as a MAC
(message authentication code). We propose to use the
ECC (Elliptic Curve Cryptography) as asymmetric
algorithm which is more efficient regarding its energy
consumption, as a symmetric algorithm we propose the
AES (advanced encrypting system) which will be the
standardized as encryption system for future networks
[17].

The ECC signature and verification applied to
Berkeley/Crossbhow motes platform Mica2dots [16]
consumes 22, 82 mJ with a key size of 160 bits.
Therefore, for encrypting the symmetric key of 64 or
128 bits the total energy is around 22,82 mJ which is
the total energy consumed for executing the handshake
since there is not any other operations, compared to
other schemes in literature [18] it seems that the
proposed key distribution scheme is very efficient. This
is due to the exploitation of the underlying routing
protocol for handling the handshake primitives.

7.7 Security Services

The robustness of a key management scheme is
defined according to its capability to guaranty the basic
security services [19] which are:

e Confidentiality: this aspect ensures that the
exchanged data is kept secret from any unauthorized
entities over the network. The confidentiality in
SAODV is achieved using symmetric encryption
enforced using a proactive key update for more
security and resistance against long term and
cryptanalysis.

e Authentication: this aspect deals with the
authenticity of the communicating parties over the
network. To guaranty this aspect we have used
asymmetric encryption in order to authenticate the
base station using its public key. In the other hands
only legitimate sensors have the valid public key of
the base station which is pre-installed in each
deployed sensorbefore deployment.

e Integrity: this aspect deals with the possibility to
detect data alteration and modification over the
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network, to do so we have used a MAC (Message
authentication codes) computed and joined to each
sent packet between the base station and any sensor
over the network, this MAC can be encrypted with
the public key of the base station or shared symmetric
key.

VIII. Conclusion

In this paper we have optimized AODV for WSNs, in
order to take into consideration the traffic pattern of
WSN and devices’ constraints. In the proposed protocol
we have affected the task of route discovery to the base
station which periodically launches RREQs over the
network, these RREQs are used by sensors to define the
paths to the base station instead of letting each sensor
launches the RREQs individually which consumes the
network resources and decreases the network lifetime
due to flooding used for broadcasting RREQs. As
shown by simulation the proposed improvement of
AODYV saves greatly the network energy and extends
the network lifetime compared to the conventional
AODV.

In the other hands, we have proposed to execute a
handshake to share a symmetric encrypting key with the
base station used for securing routes with the base
station. In order to save the sensors resources and
decreases the overhead due to key negotiation we have
used the RREP sent by every sensor during the route
discovery phase as support for this handshake, in the
way that the encrypting key is sent included in the
RREP which has considerably saved the network
resources, since it does not add any overhead for key
establishment. The proposed security scheme ensures
confidentiality, authentication and integrity of data over
the network.
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