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Abstract: In recent years, Machine learning is being used in various systems in wide variety of applications like
Healthcare, Image processing, Computer Vision, Classifications, etc. Machine learning algorithms have shown that it
can solve complex problem-solving capabilities close to humans or beyond humans as well. But recent studies show
that Machine Learning Algorithms and models are vulnerable to various attacks which compromise security the systems.
These attacks are hard to detect because they can hide in data at various stages of machine learning pipeline without
being detected. This survey aims to analyse various security attacks on machine learning and categorize them depending
on position of attacks in machine learning pipeline. This paper will focus on all aspects of machine learning security at
various stages from training phase to testing phase instead of focusing on one type of security attack. Machine Learning
pipeline, Attacker’s goals, Attacker’s knowledge, attacks on specified applications are considered in this paper. This
paper also presented future scope of research of security attacks in machine learning. In this Survey paper, we
concluded that Machine Learning Pipeline itself is vulnerable to different attacks so there is need to build a secure and
robust Machine Learning Pipeline. Our survey has categorized these security attacks in details with respect to ML
Pipeline stages.

Index Terms: Artificial Intelligence Security, Machine Learning Security, Poisoning Attacks, Backdoor Attacks,
Adversarial Attacks, Security Attacks in ML.

1. Introduction

Machine Learning that comes under computational algorithm used to mimic human learning and decision
capacities deduced from its environment are being widely used in various domains like computer vision, engineering,
banking and finance, entertainment industry, smart mobile and web applications, biomedical and healthcare applications.
With increase of accumulation of huge amount of data and with emergence of concept of big data, various data mining
and machine learning techniques have been developed for pattern recognition, future predictions, decision making along
with other application tasks. Machine learning is based on concept of mimicking human beings’ way of learning things
along with sensory input processing to achieve a particular task.

Machine Learning (ML) can be described as ability to learn without programmed explicitly. ML algorithms learn
how to perform certain task based on input data given to the algorithm and perform same task when presented with new
data. ML model is trained on training data which include multitude of features which is called as Learning Phase. Then
ML model is tested by presenting new data to the model and it should give correct result as per learning phase. This
phase is called as Testing Phase. Using metrics like accuracy to predict correct result as per learning, and precision,
performance of ML model is measured. The accuracy can depend on factors like quantity of training data, ML
Algorithm used, feature selection, feature extraction method used and hyper parameters.

This paper is divided into six sections. The first section of introduction will give details regarding what machine
learning is and how its applications are growing along with different types of ML Models. The second section which is
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Security of ML Systems will give idea regarding various aspects of security with respect to an attacker. It includes
attacker’s goal and attacker’s knowledge which will give brief introduction of various aspects of attack on ML pipeline.
The third Section i.e. related work is categorized in two parts. The first part gives survey of literature of various attacks
that happened during training phase of the ML systems and the later part describes various attacks that can take place
during testing phase and at model’s output. After this detailed literature survey, in fourth section, we have given some
recommendations for researchers from our survey. The fifth section will conclude our findings and last section gives
future directions and scope for researchers who can take this research further.

This survey focuses on following points:

. This paper focuses on security attacks at various positions of machine learning pipeline instead of focusing on
one stage.

. This paper divides the security attacks based on location as well as training or testing phase.

. Future directions regarding security of machine learning is presented here.

1.1. Classification of ML Algorithms

Generally, ML algorithms can be classified depending on Learning style into Supervised Learning, Unsupervised
Learning or Semi-Supervised Learning or Reinforcement Learning.

A. Supervised Learning

The input data includes labelled data in which both feature and its output value is given. Each Input label is
presented to model along with its output label at Learning phase. The output label can be Class label giving
classification ML Model or continuous value label giving regression ML model. Both the input and output labels are
used to train the model so that it can predict the output label when it is presented with new input label in testing phase.

Supervised learning is further divided into two types: Classification and Regression. In classification, model is
designed which can classify samples into different classes with their class labels. Objective of model will be to state
class label to which that particular new test data or sample belongs to. The observed value in classification is in
categorical form. Depending on number of classes to divide into, it can further be divided into binary classification and
multi-class classification. Logistic Regression, SVM and Na'we Bayes are some examples of classification algorithm. A
simple Example can be to classify whether given image is car or bus. In Regression, label of a sample is continuous
value. Independent variables are samples which are made of features. A simple example can be house price estimation
based on its area, number of rooms, location and other features.

B. Unsupervised Learning

The training input data is not labelled in unsupervised learning. Class labels are not given to feature input vectors.
The goal itself is to find a structure or pattern in the input data. Model learns from unlabelled training data and predicts
the output in the form of hidden patterns from the dataset without any supervision that is why it is called as
unsupervised learning. Cluster is most popular unsupervised algorithm which involves grouping of samples into
different clusters based on similarities or differences. Clustering is commonly used in image segmentation, data analysis
and market segmentation. Examples of Clustering algorithms are K-Means, Hierarchical, etc.

C. Semi-Supervised Learning

In this approach, some of the data is labelled and some of the data is unlabelled. Labelling of data requires human
experts or intelligent systems due to which it becomes expensive task. So sometime part of whole dataset is labelled
only. Even small part of labelled data can improve the learning process of the model and accurately predict the output.

D. Reinforcement Learning

When model adjust itself and learn better with continuous feedback from its output then it is called as
reinforcement learning. It is a feedback-based learning which takes feedback after each action. It works as a reward and
goal will be to maximize the positive rewards to improve the performance. Humans learn from their experiences and
based on that interact with others, on this basic concept this learning is based. Q-learning is one of popular
reinforcement learning.

Machine Learning can be also classified on the basis of depth into two types: Shallow Learning and Deep Learning
[1]. In shallow learning, multiple hidden layers are not used. It used standard machine learning approach. It does not
have vanishing gradient and complexity problems. But in contrast to shallow learning, deep learning has multiple
hidden connections and layers which it uses to learn better. It overcomes scalability and complicated problems.

There are various tasks that can be performed by Machine Learning and Machine learning can be classified on the
basis of these tasks also. The tasks can be Regression, Classification, Clustering, Generative Modelling, Association
Rule Learning, Dimensionality Reduction, etc.
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1.2. Applications of Machine Learning

Machine Learning is a sub domain of Artificial Intelligence. In recent decade, research in Machine Learning
algorithms and its models have drastically increased and various approaches has been proposed. As of now, ML is
being used in almost all the domains which include computer vision, prediction, market analysis, semantic analysis,
NLP, healthcare, Information management systems, Network security, medical diagnosis and Healthcare sectors [2].

Object detection and recognition and its processing are using ML/DL in computer vision domain. For application
which operates for prediction are using ML for classification purpose of documents, images and faces. Image analysis
and segmentation is used for medical diagnosis. For security of various systems, ML is being used in IDS and for
anomaly detection along with network intrusion and privacy aware systems to provide security to various applications.
DosS attacks can be predicted using machine learning approaches. ML is used commonly in semantic analysis, NLP and
information retrieval. K-NN and SVM are used to recognize hand gestures. Text classification can be done using linear
classification, ANN and SVM effectively. Recommender systems have been built using ML in both bioinformatics and
mobile advertisement domain. In Network Security, ML is used for IDPS, Endpoint protection which include malware
classification and detection, access control and authentication detection. Process anomaly detection and fraud detection
can be done by processing behaviors using ML models. User behavior can be observed using ML models which include
keystroke dynamics detection and breaking human interaction proofs. ML can provide security to application by
providing detections of malicious URL, phishing and spam [1].

ML in Healthcare is recent emerging domain of ML application. Large data is being generated by healthcare
information systems with the introduction of electronic health records so it becomes complex to analyze, process and
mine useful information using traditional methods. ML helps to analyze this data and provide insights to doctors or other
stakeholders in healthcare. Prognosis meaning predicting expected future outcomes of the disease in clinical environment
can be done using ML models. ML can be used for diagnosis purposes by analyzing EHRs on regular basis of the patients.
Healthcare domain uses MRI, CT, Ultrasound scans to diagnose diseases. Image analysis along with ML can be used on
these scans to effectively diagnose a disease. Extensive research is being conducted on ML in real time health monitoring
where continuous health monitoring with wearable devices and sensors can be achieved [3].

Basic Machine Learning Pipeline

Data Data Feature Feature ML Model
Collection Preparation Extraction Engmeerm Selection

Model ‘_ Model Training Hyperparameter
Deployment

Tuning

Fig.1. Basic Machine Learning Pipeline.

Machine learning pipeline given in fig. 1 illustrates all the stages of machine learning model from data collection to
model deployment. First data relevant to application is collected at one place. This collected data can be dirty or noisy so
it needs some preparations and cleaning before giving it to the ML model. Data preparation stage cleans the data, pre-
process it and prepare it for the feature extraction. In feature extraction stage, important or significant features are
selected and extracted out of the prepared data. Features which impact the model’s outcome are selected here. Then
addition and removal of various features or creation of artificial features can be done in feature engineering stage. There
are various types of ML models so based on the application and input features, best approach model is selected and
trained on input data. Hyper parameter tuning is done to adjust various parameters of the model to increase the
performance of the model. After successful training and then testing of model on new data, it is deployed in the real-
world application.

2. Security of ML Systems

Despite its application in wide domains, research in security of Machine Learning Models is comparatively less.
There are different components of a general ML Model which includes Raw data, Datasets (training, validation and test),
Learning algorithms, Evaluation methods, ML model itself, Output of the model, etc. All of these components are prone
to risks from an attacker. ML model can be at a risk from attackers which include adversarial examples, data poisoning,
Online system manipulation, transfer learning attack, data confidentiality, reproducibility, overfitting, data
trustworthiness, encoding integrity, output integrity, etc. [3].

Broadly, Machine learning system has two major stages:

. Training phase: learning algorithm learns from training data and model is trained
. Testing Phase: trained model is presented with new data called test data to see if model is performing as per
expectations
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Attacker can attack at both of these major stages to gain sensitive information. Machine Learning system is
vulnerable to various stages and points throughout its pipeline. Data poisoning and backdoor attacks can be done on
training data to misled the model. Model’s output can be compromised by model theft and recovery of training data from
model’s output. Various adversarial attacks can craft to misled the model output the test input data. Through these
examples, it is evident that ML model itself are vulnerable at many points. In this research survey, | am to give a details
category wise classification of these attacks and vulnerabilities of ML pipeline.

2.1. Attacker’s Goal
Attacker’s goal can be presented in three aspects i.e., Security Violation, Attack Specificity and Influence Attacks [4,
5].

Security Violation: There are three major violations that an attacker can cause: Integrity violation in which intrusive
points can be classified as normal to avoid detection without compromising system functionalities; Availability violation
in which attacker causes so many false errors that system functionality becomes unavailable to legitimate users of the
systems; Privacy violation comprises leaking of sensitive private information to attacker.

Attack Specificity: An attack can be a targeted attack which focuses to cause harm to a set of samples or points or it can
be indiscriminate attack which is more flexible attack focusing on a general class of samples or any sample.

Influence Attack: It can be of two types: Causative attack which influence training data of model and alter the training
process; Exploratory attack discover information about training data using techniques like probing.
2.2. Attacker’s Knowledge

Attackers’ knowledge of the ML system can be very important and decides the efforts attacker has to take. There are
various levels of knowledge of system for an attacker [6].

Knowledge of Training data: attacker can have portioned or full knowledge of the training data which can be used to
perform attacks on the ML system in less time.

Knowledge of Feature Representation: Partial or full knowledge of the process of feature structure and representation
can be useful to attacker.

Knowledge of feature selection algorithm: There may be a situation where attacker knows which algorithm for
selecting features of model is being used along with criterion.

Perfect Knowledge: When an attacker has complete knowledge of entire ML System it is said that attacker has perfect
knowledge of the system and attacker can degrade performance of system or compromise the system entirely.

Limited Knowledge: Having perfect knowledge of the system is difficult in realistic scenarios. In realistic scenario,
attacker can have limited or partial knowledge of the system which can be used to exploit the system.

Incomplete or Evasion attacks,

Noises, Imbalance data, Irrelevant improper training, System
Improper bias dzmj ) features, Model poisoning disruption
Procedure, Data poisoning fragile features or stealing, adversarial attack
Untrained Privacy breaches, Privacy breaches A
Personnel label
misclassification
Data Data Feature Model Deployment
Collection Annotation Extraction Build '

Misinterpretation
Testing of results, false
Phase positive,

False negatives

Fig.2. Healthcare Machine Learning Pipeline and Vulnerabilities at various stages.
The fig. 2 shows example of various vulnerabilities at different stages of machine learning pipeline in healthcare

domain. This will illustrate how a ML model is vulnerable at various stages. At Data collection stage, there are
vulnerabilities which include noises, dirty data, missing data, improper procedure, untrained personnel, etc. Imbalance
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data, biased data, data poisoning, privacy breaches, label misclassification and label leakages are few vulnerabilities at
data annotation stage of ML system in healthcare [7]. During feature extraction, there can be fragile features or irrelevant
features and knowledge of feature selection algorithms or features set can help attacker. While training the model using
training input data, input data is vulnerable to data poisoning attack or there can be backdoor which can help an attacker
to gain access to the model. Model poisoning or stealing attack can cause model to misclassify. Evasion attacks, system
disruption, network issues, adversarial attacks can be done at test data or model’s output.

3. Related Works

This section refers to review of various threats as well as attacks to which machine learning systems and models are
vulnerable to. As given in our example ML Pipeline, ML attacks can happen at various phases of ML lifecycle. Here we
are categorizing attacks into two main categories: 1. Attacks during training phase and 2. Attacks during Testing Phase
and Model’s Output.

1. Attacks during Training Phase

A. Poisoning training data
B. Backdoor in Training data

2. Attacks during Testing Phase and Model’s Output
A. Adversarial Attacks

i. Having Knowledge of system
ii. Without any knowledge of system

B. Model Extraction Attack
C. Stealing Hyper Parameters
D. Recovery of sensitive training data

i. Model Inversion
ii. Membership Inference

3.1. Attacks during Training Phase
A. Poisoning Training Data

Prediction or output of ML model can be misled by manipulating the training data is called as Poisoning Attack.
Various research has shown that poisoning attack can degrade performance of model drastically. The classification of
poisoning attack based on target is given in this paper.

Target: Intrusion Detection System

Machine learning is used in many security systems like Intrusion Detection and Prevention Systems (IDPS) or
Abnormality or malware detection systems. There are many poisoning attacks proposed which targets anomaly detection
system in a network. P. Li et al. [8] adopted an edge pattern detection (EPD) algorithm which is tested against multiple
ML algorithms like NB, LR and SVM used in IDSs. It further proposed a chronic poisoning attack which more effective.
But this poisoning method takes long time to poison the target and complex in nature.

Target: Biometric ML based Recognition Systems

There is an updating procedure as well as input procedure in every biometric system where data is updated and
collected. Attacker can take advantage of these procedures and target the security of the system. B. Biggio et al. [9]
investigated adaptive biometric systems which uses PCA based face verification which performs self-update. An attacker
can inject fake faces set to camera and claim to be legitimate user. It is assumed in this paper that attacker has knowledge
of the system and user store single template in system. They improve the attack in [10] by assuming that user can store
multiple templates in the system. Improved attack uses different matching algorithms and attacker has knowledge of only
user’s face image.

Target: Support Vector Machine (SVM)

Biggio et al. designed a poisoning attack for SVM based systems where attacker can increase test errors of classifier
by injecting well-crafted training data. Gradient ascent strategy is used to build the poisoning data. It uses optimization
formulation and is able to be kernelized. But it is assumed that attacked have complete knowledge of training data as well
as algorithm [11].
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Target: Clustering

Clustering is an unsupervised machine learning algorithm which is commonly used in analysis and application
domain. It is also vulnerable to poisoning attacks as per [11,12]. Small poisoning of training data can compromise the
ML system. This poisoned data can be well hidden in the normal training data and hard to detect [12]. B. Biggio et al.
presented an approach that particularly targets malware clustering used in behavioural detection systems. A poisoned
sample with poisoning behaviours can be added to training data [13]. These both the approaches are generic and can be
applied to any clustering algorithm.

Target: Methods and Algorithms

Some processing methods can be attacked using poisoning attack. Also Learning algorithms can directly attack by
poisoning attacks. H. Xiao et al. [6] performed poisoning attack on pdf malware detection which can compromise feature
selection methods. Multiple features like ridge regression and LASSO can be attacked using this approach. B. Li et al.
[14] designed a poisoning attack for collaborative filtering system. Attacker can go unnoticed in system by imitating
normal user. For this attack, attacker should have full knowledge of the system. M. Jagielski et al. [15] proposed
poisoning attack which uses statistical information of data to create poisoned data and performs attack on linear
regression models.

Target: Online Stream Data

Y. Wang and K. Chaudhari [16] proposed poisoning attack in which training data is in the form of streams and
applicable to online learning scenarios. They used a gradient ascent approach to solve the optimization problem.
Efficiency of this approach is high because it inputs the data into stream at some specified locations that narrows down
the search space. A better attack targeting online learning is proposed by X. Zhang and X. Zhu [17] in the form of two
algorithms i.e., model predictive control-based attack and reinforcement learning based attack. In this approach, Attacker
has limited knowledge.

Target: Neural Network Models

There are several neural network models being used in various domain nowadays. They are also vulnerable to
poisoning attacks. Generative Adversarial Networks (GAN) is proposed by C. Yang et al. [18] which can perform
poisoning attacks. Poisoning data generation is done by auto-encoder. Discriminator calculates the effect of poisoning
data. Similarly, there is attack targeting deep learning models. It uses back gradient optimization and support multi-class
problems. The proposed method is less complex [19].

Target: Applications

ML is used in various application in real word scenarios. There are poisoning attacks specially designed for some
particular applications. Healthcare systems can be targeted by poisoning attacks [20]. Healthcare being a critical and
sensitive domain effects of these attack can be catastrophic. M. Fang et al. [21] proposed a poisoning attack which targets
the recommender systems by creating fake users with crafted rating scores. Malicious worker can disguise as normal
worker and can evade detection in crowd sensing applications [22].

Target: Servers on which Model is deployed

Due to Cloud computing emergence many models are being deployed in cloud environment. But cloud deployed
models can be exposed to attacks on server side. Cong Liao et al. [23] proposed a study which focuses on this type of
attack where attacker having access to server is able to manipulate the model and add malicious samples without being
detected easily.

Target: Computer vision

Targeting computer vision-based machine learning model, Ahmed Salem et al. [24] presented model hijacking
attack which happened while model is training. Here, attacker aims to hijack target model and execute malicious task
without detection which can cause security risks.

Target: Healthcare Systems

ML is being used in healthcare sector extensively to help medical personnel with variety of tasks like disease
diagnosis, prognosis and real-time monitoring. AKM Iqtidar Newaz et al. [25] introduces five adversarial algorithms
namely, HopSkipJump, Fast Gradient Method, Crafting Decision Tree, Carlini & Wagner and Zeroth Order Optimization
which performs various malicious operations on healthcare system like data poisoning and misclassification.

B. Backdoor in Training Data

Attacker can create a backdoor in training data which will be hidden in machine learning model. Normal functioning
of model does not get affected by backdoor. Backdoor has some triggering condition when the conditions are met
backdoor gets triggered. Backdoor are stealthy and very hard to detect.
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Yujie Ji et al. [26] gives backdoor study in machine learning systems. Primitive learning modules (PLMs) which are
supplied by third parties introduces backdoors. Malicious PLMs can cause malfunction of system when some conditions
are met. In this method, backdoors can be inserted into model by manipulating model parameters. Chen at al. [27]
proposes method to add backdoor with the use of data poisoning in Deep learning models. This model works effectively
even if there is no knowledge of model and input data. Liao et al. [28] presented backdoor attacks which can be inserted
using stealthy perturbations in convolution neural network models. Attacker’s label is identified as target label. Backdoor
attacks on federated learning are presented by Bagdasaryan et al. [29] in which they proposed a secure privacy preserving
learning framework.

Tianyu Gu et al. [30] proposed a backdoor called BadNet and tested it in different real-life scenarios, first it is tested
in handwritten digit classifier and then it is used to identify stop signs in U.S. Street sign classifier. They concluded that
because of these backdoor attacks there can be 25% on average accuracy drop in the model.

Backdoor approaches discussed so far rely on static triggers with some fixed conditions and patterns and can be
detected with latest backdoor detection systems. Ahmed Salem et al. [31] presented Random Backdoor, backdoor
generating network (BaN) and conditional backdoor generating network (c-BaN) which is a dynamic backdoor attack for
deep networks. Current backdoor detection systems cannot detect these attacks as triggers generated by these have
random conditions, patterns at random locations. C-BaN is the first conditional backdoor attack which generate target
specified trigger.

In all these methods, a backdoor is added to model by the attacker and then when it is activated it creates poisoning
data and then inserts poisoning data into training input of model and then model is re-trained. Target backdoor is
embedded into the model after training. Further Backdoor attacks can be categorized as per Yansong Gao et al. [32]: 1.
Outsourcing attack 2. Pre-trained attack 3. Data collection attack 4. Collaborative learning attack 5. Post deployment
attack and 6. Code poisoning attack.

3.2. Attacks during Testing Phase and Model’s Output
A. Adversarial Attacks

Szegedy et al. [33] proposed the term adversarial example in 2014 in study of deep learning algorithms. In
adversarial example, attacker construct disturbance to the training data of the model. In old research of non-deep learning
algorithms, adversarial attacks are known as evasion attacks which include spam filtering, malware detection, IDS and so
on. The adversarial attacks are divided into error-generic attack and error-specific attack. In first attack makes model to
go wrong and second attack makes model to incorrectly identify attackers’ example as if it is coming from a normal class
[4]. Depending on the knowledge requirement of attacker, adversarial attacks can be classified in two types: 1. Attacks in
which attacker have knowledge of target system and 2. Attacks in which attacker do not have any knowledge of target
system.

Flavio Luis de mello [34] conducted a survey on Machine learning adversarial attacks which includes various
attacks in physical word and protective measures. There are applications like Heat clocking wearables and anti-
surveillance makeup, Adversarial T shirt to evade person detection by YOLOvV2, eyeglasses which can fool face
recognition systems in cameras, face projector approach to trick facial recognition systems, etc.

Ivan Evtimov et al. [35] proposed a new attack algorithm called robust physical perturbations which can generate
perturbation with the help of images under various conditions into account. Adversarial attack performed by this
algorithm mimics vandalism to reduce detection and also achieves high success rates for real road sign recognition under
different conditions. Similarly, Wieland Brendel et al. [36] stated that adversarial perturbations generations using gradient
based or score-based attacks are not available to be applied in real world scenarios. To mitigate this problem, they
proposed a decision-based attacks which can be applied in real world scenarios using black-box models needing less
knowledge and are easier to apply than transfer-based attacks. This model is more robust to simple defences than other
models.

There are many applications of ML in network security like spam filtering, Intrusion detections and prevention
systems and malware detections which are adversarial in nature. According to Olakunle Ibitoye et al. [1] ML in network
security is also vulnerable to various adversarial attacks which can lead to wrong prediction. They conducted a detailed
study on various adversarial attacks against machine learning with respect to network security and concluded with a risk
grid map of adversarial attacks to which ML systems in Network security are vulnerable. Nowadays, various Learning
systems are online and can be accessed remotely. K. Auernhammer et al. [37] gave summary of attacks on machine
learning in accordance with accountability. For such systems, Nicolas Papernot et al. [38] presented a practical black-box
adversarial attack which require no knowledge of model or training data and attacker can control a remotely hosted DNN.
Prinkle Sharma et al. [39] proposes adversarial attack targeting connected and autonomous vehicles and compromising its
security.

. Attacks in which attacker have knowledge of target system

Dalvi et al. [40] proposed a study in which classifier do the wrong predictions. This problem is known as adversarial
classification problem. Classifier can be reverse engineered by sending queries by attackers and then attacker can identify
malicious instances which classifier cannot recognize, this problem is known as adversarial learning problem which is
introduced by Lowd and Meek [41].

Volume 15 (2023), Issue 2 29



A Survey on Security Threats to Machine Learning Systems at Different Stages of its Pipeline

Statistical machine learning can be used to attack spam filter [42]. Review study given by Barreno et al. [5] states
interaction between defender and attacker along with classification on spam filter, spambayes. PDF Malware detection
can be evaded by using gradient based method which is proposed by Biggio et al. [43]. Srndic and Laskov [44] studied
classifier’s performance under evasion attacks and states that there is significant drop in performance under simple
attacks. These attacks require attacker to have knowledge of target system.

. Attacks in which attacker do not have any knowledge of target system.

There are adversarial attacks in which there is no requirement of attacker to have knowledge of the system. Xu et al.
[45] proposed an evasion attack which can find a malicious example using which attacker can evade detection. EvadeHC
evasion attack proposed by Dang et al. [46] first modifies malware randomly which in turn generate malware collection
and then depending on binary detectors rejected or accepted result, find malware that can evade the detection from the
collection.

Adversarial attacks can be performed on deep learning systems as well. Malware classification approach in Deep
Learning based security detection is proposed in [47]. Some research is conducted in real world system. Face recognition
in Biometric system [48], Road sign recognition attack [35], cell phone camera attack [49] and 3D object attack [50] are
some examples of this attack in real life scenarios.

B. Model Extraction Attack

Attacker can steal ML model where attacker has to observe the output labels and confidence levels along with
corresponding inputs, this is called as Model stealing or model extraction attack. It was first proposed by Tramer et al.
[51]. It is a black-box attack type where attacker extract information and then reconstruct a model by creating a substitute
model which acts like target model. Model stealing method which works on black box approach where attacker use deep
learning to build model form obtained predicted labels from target labels. This approach is proposed by shi et al. [52].
Chandrasekaran et al. [53] states that model extraction is equivalent to active learning by presenting model extraction into
query synthesis active learning and proposed extraction attacks with no information.

C. Stealing Hyper Parameters

There is another dimension to model extraction attack’s research that is Stealing hyper parameters by using a learner.
Gradient of model is initialized to zero and hyper parameters are calculated by solving linear equations. This method is
proposed by Wang and Gong [54] where hyper parameters of model can be stolen from machine learning algorithms like
SVM, Ridge regression, logistic regression and neural networks. This method assumes that attacker should have the
knowledge of learning algorithm, training data, etc. There is algorithm proposed by Milli et al. [55] which learn a model
by querying gradient information of target model for inputs. It states that model parameters can be revealed by gradient
information quickly. This method has high computational overhead.

D. Recovery of Sensitive Training Data

Attacker can recover sensitive information of the training data by observing output and model parameters. There are
two major types of attack which can perform this task: 1. Model inversion attack and 2. Membership Inference Attack.

Model inversion attack was first introduced by Fredrikson et al. [56] where they propose that an attacker can recover
patient’s genomic information by using black box access and auxiliary information about a patient. They further involved
their study in [57] where they state that by exploiting confidence values of predictions, a model inversion attack can be
performed. These attacks recreate training data or labels either partially or completely. There are two categories of works
in this attack type, first is attacks that creates actual reconstruction and second is attacks that create representative class of
sensitive data which is not there in training data. [58]

Membership inference attack is introduced by Shokri et al. [59] in which attacker can estimate if a given data is in
training data of model or not. Target model’s prediction is used to train the membership inference model and then this
model can identify difference in prediction of target model on its training data and data that has not been used for its
training according to output of target model. Attacker can use both active and passive attacks in a collaborative
environment so white box membership inference attack can be more dangerous to ML systems in terms of accuracy [60].
Deep Learning Models are also vulnerable to membership inference attacks [61,62,63]. The main aim of these attacks is
to get the information about the training data using data generating modules.

4. Recommendations

1. Machine Learning Models and Systems are vulnerable to various types of attacks and is at risk so it becomes
necessary to build a secure and privacy preserving ML models.

2. This Survey will guide researcher through various security attacks on ML categorized based on location of
attack in ML Pipeline.

3. Adversarial attacks and Poisoning attacks on ML are transferable to other systems and can generalize well to
any ML model.

4. This paper will provide guidelines for designing secure, robust and privacy preserving ML Systems.
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5. Conclusions

Machine learning models are being widely used in various domains for different applications. This paper provides
a survey on various threats and attacks that can compromise the security of these machine learning systems. The ML
system is vulnerable to different types of attacks at different locations based on ML Pipeline. This paper will give
researchers category wise classification of attacks at different stages of ML pipeline like training phase or testing phase.
We conclude that ML pipeline itself is vulnerable at various stages of its pipeline from various attacks and there is a
need to design secure, privacy preserving ML system which can defend against these attacks. The major focus for
defending the ML System should be on Poisoning attacks and adversarial attacks which are transferrable to other
systems as well as they can generalize to any ML system.

6. Future Scope and Directions

Machine learning is very active research in various domains and research is being conducted on ML extensively.
Following are some future directions on Machine Learning Security:

. Attack in real scenarios: Most of attacks proposed are done in simulating environment and major part of the
research of security of Machine Learning algorithms is done using simulating environment. But conditions and
setups in real world can impact these algorithms and security attacks differently that is why there is need of
conducting research in real world scenarios.

. Security for ML Models: Security of ML Models are to be focused more in research so as to provide a robust
and secure ML Models which can directly be implemented in various applications.

. Privacy preserving ML Models: With increased attention to ML application, there is need of focus on
privacy-aware or privacy-preserving architecture and approaches of Machine Learning Models. There are
several privacies related issues like access control, protection of model’s parameters from service providers,
protecting sensitive information from third parties, etc. There is need of improving efficiency of cryptographic
approaches in ML.
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