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Abstract: Much like other processing domains, cloud computing is not surely safe. Security of cloud processing needs
the same attention as any other aspect of cloud processing requires. Cyber world is shifting toward ontological
technique and web 3.0 or web semantics for security. Cloud hosts servers demand more attention in context of security
as number of resources and their access increases. Security measures have to be more extensive in cloud. Semantic web
is usually new revolution inside the web science, which usually works upon base of ontologies. Ontologies are receiving
great attention in the domain of computing and hence in the domain of security. This review paper examines different
proposed “ontology centered techniques” and also provides a comprehensive analysis on these tactics. This research
paper gives critical analysis of different models presented by different authors and researchers for ensuring security of a
cloud based environment. This analysis helps different vendors of cloud technology to adapt one or all of these models
to practically implement in their cloud machines whether they are offering laaS, PaaS or SaaS. Any new security model
using ontologies can also be proposed based on this study, as this paper gives a comprehensive comparison of the
previously proposed ontologies for monitoring security state of cloud environment as safe or malicious.

Index Terms: Cloud Computing, Web Semantics, Ontologies, Cloud Security, Cyber Security, Information Security.

1. Introduction

Cloud computing can be a new area in processing environment which usually emphasize upon providing just about
every computing facility required by end users on cloud, rather than providing each service on user machine. Much like
other processing domains, cloud computing is not surely safe. Apart coming from development mindset, security part of
cloud processing needs the same attention as any other aspect of cloud processing requires.

As well as traditional information security actions, new processing world is shifting toward ontological technique
for security, as the entire computing world is shifting toward web 3. 0 or perhaps web semantics. Ontologies
undoubtedly are a revolution in computing or perhaps programming area, so it can be equally productive in building
security ontologies.

Major variation between traditional computing environment along with a cloud processing environment will be
that cloud is partitioned in to multiple unbiased "virtual™ hosts, all operating independently in addition to appearing
towards the user to become a single real device. Such exclusive servers will be in essence disassociated from other
physical server, with this extra flexibility, they are often moved about and scaled way up or down about the fly without
affecting the final user. Such exclusive hosts demand more attention in context of security as number of resources and
their access increases. Security measures have to be more extensive in cloud. Semantic web is usually new revolution
inside the web science, which usually works upon base of ontologies. Ontologies are receiving great attention in the
domain of computing and hence in the domain of security.

Cloud computing is practice of providing “computing” services to its users, either human users or machines, via a
remote server located somewhere unknown to user (hence termed as the term “cloud server”).

According to definition of cloud computing by National Institute of Standards and Technology NIST [9] "Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction.”

Cloud computing provides cloud services from remotely located cloud servers connected via network, i.e. internet.
As it is an open secret that internet is pretty unsafe place in terms of information security, so the question has raised
about the security of data hosted on cloud servers.

Traditional approaches to ensure information security proved insufficient in context of cloud computing. One has
to find some totally different approach for security of cloud.

World is leading towards web 3.0 or semantic web. Ontologies are getting well deserved worth among the different
technologies. Ontologies can be used effectively in proposing models for ensuring the security of all architectures of
cloud computing either laaS, PaaS or SaaS.
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Different researchers proposed different models of ontologies for ensuring the security of said field. In this paper
we are going to present a comprehensive analysis of these proposed models.

After analyzing all these models, one would be able to propose a new model, keeping in mind strengths and
weaknesses of all previously proposed models.

An efficient cloud computing model has been described in [17].

2. Security of Cloud Computing

There is a lot to discuss about cloud computing environment. Security is a major concern amongst both existing
and potential customers of cloud [7].

Regardless of which vendor provides cloud services, some standards are developed and followed by international
monitoring authorities like Information Technology Infrastructure Library —ITIL and ISO/IEC 27001/27002 [15] [16]
for security of cloud.

In 2009, International Data Corporation (IDC) conducted a survey [14] of 263 IT executives as cloud users to
represent their opinions and understand their companies’ use of IT cloud services. Security ranked first as the greatest
challenge or issue of cloud computing.

According to careful early investigations on security level of cloud computing conducted by the Application
Defense Center, assess that at least 92% of Web applications are vulnerable to some form of attack [12].

Another survey found that about 75% of all attacks against web servers, target web based applications [13]

Ensuring security for cloud computing is such an important parameter that there are a large number of documents
approved by different federal governments and regulatory authorities which emphasize on rules and regulations for
enforcing security on cloud.

Such an important document is “Procure Secure - A guide to monitoring of security service levels in cloud
contracts” [8], published by ENISA in spring 2012.

Similarly, “The Cloud Security Alliance Cloud Controls Matrix” (CCM) [11] is a security control framework
especially designed to help Cloud customers assess the security risk of a Cloud provider.

In the same way, another guideline is “The FedRAMP Security Controls Baseline” [10] which includes a set of
security controls that Cloud service providers must apply in order to fulfil FedRAMP requirements.

A comprehensive work to detect intrusion has been discussed in [18] as well.

In this review, we will discuss only the issue of security of cloud computing. Different researchers presented
different views about it.

Different mechanisms are there in commercial use for making cloud secure. One of the mechanisms is the security
via web semantics i.e., semantics web languages and technologies are being used to enhance security of cloud
environments. Different ontologies are proposed by different authors and researchers. We will analyze a few of these
ontologies.

3. Main Issues of Cloud Security

There are a lot of aspects to discuss, in regards of security of cloud computing environment. A few issues are
shown in the fig 1 below. Top issues in cloud computing are as follows, shown in fig.1. These issues are highlighted in
[4.5]

*  Privacy and security

The privacy of cloud itself and the data hosted on cloud doesn’t ensure its privacy and security.

¢ Context Awarenesses

Cloud service provider is not aware of context uploaded and it may or may not be illegal and prohibited material.

¢ Data Management

Data Management is a tedious task in sense of resource allocation.

e Servive level operational issues

At the end of cloud service provider, there are a lot of operational level issues which needs to be cattered very
carefully.
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e Enduser
Authenticity of end user is also another major issue in case of cloud computing environment.
*  General Cloud Security

Prevention from unauthorized access is a major concern in cloud environment in general and also main topic of
concern in this study as well.

*  Mobile Cloud Security

Major aim behind the idea of cloud computing is that data should be accessible to anyone, anywhere and any
device on the go. But this concept itself is a concern of security in terms of authorized or unauthorized access.

*  Privacy

Is data accessible to someone else outside the cloud or the service provider may be a concern for the end user.

1 Issues in Cloud Computing
Privacy & Context Data Service Operationla End
J Security ]I Awareness | Management J Level Issues | User
q |

Mobile Cloud

General Cloud :
Security

Security

Privacy

Fig.1. Issues in Cloud Computing

This figure discusses all the general issues in cloud environment. In this review paper, we will focus only on the
issues related to security and privacy of cloud computing environment.

4. Major Pillars of Security

Major pillars of security of cloud computing environment which should be addressed while developing a system to
ensure security of a cloud, as discussed by [5] are following.

Confidentiality
Integrity
Authenticity
Availability

Privacy

Trust

Audit and compliance

All these issues of security need to be properly addressed in cloud especially, because the major concern in cloud
computing is that processing goes in hands of third party, not in the control of user or providers of cloud, so care should
be taken in providing all these security issues.

A few issues and challenges in security of cloud computing has been discussed by K. Popovi¢, Z. Hocenski and H.
Tianfieldin [4,5]. Their distribution of responsibilities among cloud service provider and cloud user is depicted in
Tablel.
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Table 1. Security Issues in cloud computing

Model Responsibility of Cloud Provider Service Provider Cloud Customer
laaS VM’s Security Responsible
Secured VM image Repository Responsible
Securing VM boundaries Responsible
] . - Shared
Hypervisor Security Shared Responsibility Responsibility

SOA (Service Oriented Architecture)

PaaS related Security Shared Responsibility Shared Responsibility
API Security Responsible
. I Shared
SaaS Saa$S Security Shared Responsibility Responsibility
Web Application Security Responsible

Cloud Security concerns

Cloud security can be categorized in three different aspects [5]

Identity security: end-to-end security, especially authentication of user and cloud providers as well.
Information security: control on physical access and third-party control

Infrastructure security: whole infrastructure of cloud should be made secure including switches, routers,
network, devices and data

5. Different Proposed Ontologies for Cloud Security

An ontology to perceive the current security state of network has been proposed by [1] in their paper “Ontology
Based Approach for Perception of Network Security State.”
According to Hansman [6] a high-quality ontology should have following characteristics

Completeness

Mutually exclusive

Unambiguous

Acceptable

Determinism

Comprehensible

Repeatable

Constant and defined Terminology
Useful

But [6] also stated that an ontology cannot always fulfill all the requirements.

The ontology by [1] in tool Protégé is shown in the figure2 below. Their ontology contains classes Actor, Attack,
Network and Vulnerabilities.

Subclasses of these classes are following

Network class contains subclasses as

Hardware components
NOS

Roles

Users

Services

Actor class has subclasses as

Attack Goal
Scope
Automation Level
Actor Location
Effect
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Fig.2. Class hierarchy of the proposed ontology

According to [3], the purpose of ontology is

To share common understanding of the structure of information among people or software agents
To permit reuse of domain knowledge

To make domain assumption explicit

To separate domain knowledge from the operational knowledge

To analyze domain knowledge

In this context, their ontology is given in the figure 3 below.

VULNERABILITY §

COPE
HARDWARE_COMP
ENTS ‘

SERVICES -
J VULNERABILITY

VULNERABILITY P
RE_ACCESSLEVEL

VULNERABILITY_M
ECHANISM

ACTOR_KNOWLEDGE
_LEVEL

USERS | L 2 9 ACTOR &
NETWORK | - Sy e ACTOR_LOCATION
it ; ATTACK_SCOPE

NOS

ATTACK — ATTACK_AUTOMATI
ROLES e ; - ’ ON_LEVEL

: ATTACK_ACTOR
ATTACK_ACTOR _LO

CATION :
ATTACK_EFFECT ATTACK GOAL

Fig.3. Class visualization of proposed ontology
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Their prediction rules are as follows, shown in flow chart in figure 4.

If (actor_location is foreign)

AND (automation level is automatic)

AND (Goal is to destroy data)

AND (scope is large network)

AND (effected service is more than threshold value) then state is unsafe.

Or If (actor_location is local)
AND (automation level is manual)
AND (Goal is to read data)
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AND (scope is small private network)

AND (effected service is less than threshold value) then state is moderately safe.

Get User Parameters

Actor Location= Foreign
Automation Level= Automatic

Goal= Destroy Data

Scope= Large Network

Effected Service> Threshold Value

TRUE
v

System State= Safe

Fig.4. Flow Chart of proposed ontology

This ontology is very simple and straightforward, however this ontology is unable to detect unauthorized access
attacks, so adding the classes of role base access control could extend this ontology. Moreover, ontology can also be
extended to detect normal and malware attack parameters like turnaround time of services, response time and through
put etc. Another ontology is proposed [2] by Karin Bernsmed, Astrid Undheim, Per Hakon Meland and Martin Gilje
Jaatun in their paper “Towards an Ontology for Cloud Security Obligations”. The paper proposes another ontology for
security of cloud which has two main classes, i.e., “Cloud Services™ and “Cloud security obligations™ this ontology
somehow tries to fulfil the flaws of previously discussed [1] ontology but it is still incomplete itself. Cloud service class
presents SaaS, laaS and PaasS services as shown in the figure 5 below.

CloudService

Public Cloud
service #1

e Back-up
. interval
isApplicableTo *.

"
e
n
~

~ Back-up
Obligation #1

71

v numberOfHours

CloudSecurityObligation

Data
processing

Restoration
speed

Fig.5. Cloud security obligations ontology: sample concepts
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The second class in this ontology is CLOUD SECURITY OBLIGATIONS, which is discussed in more detail. This
class has following subclasses: Data Storage, Data Transfer, Data Processing, Access Control, Security Procedures,
Incident Management, Privacy and Hybrid Clouds. The ontology in tool protégé is shown in figure 6.

[lass hierarchy ‘[ Class hierarchy (infemed) " Annolstions || Usage ’

Thing label [languzge: en)
¥ & CloudSecurityObligation Backupinterval
b © AccessControl
b DataProcessing
v - DataStorage Custorner data will be backed up at specific time intervals
V-0 Back-up
t & ProductionData
BackupLocation
RestorationSpeed
BackupTesting
BackupInterval
Deletion
Encryption
Integrity
Isolation
Location
Ownership
- Portability
DataTransfer
HybridClouds
IncidentManagement
Privacy Equivalent T
SecurityProcedures hasHours some integer

comment

Y v¥y¥yY¥

Fig.6. Class Hierarchy in protégé

However, this proposed ontology has many flaws in it, that’s why this ontology can be considered as incomplete.
The one that is more important flaw is that, this ontology focuses on only security parameters of cloud providers. This
ontology does not have any class which ensures security of cloud from outside attacks. Any cloud may be equally
vulnerable to attacks from outside the cloud, so it must be made secure from unauthorized access, malicious activity
from cloud users etc. so this ontology is incomplete for security of cloud in a sense that it doesn’t implement security
from USER’s side. Moreover, cloud users should also follow certain security obligations like “Terms of Service” etc.
but this ontology doesn’t provide any class which can check for these obligations

6. Analysis of Ontological Models

A comparative analysis of all these architectures is presented in the following table.

Another issue that should be considered while discussing “Security” is that there are certain Non-technical issues
involved in security like reliability, performance of cloud services, risk assessment policies and procedures,
management and security governance. Architecture under discussion is unable to address all these non-technical
parameters of security as well.
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Models of Cloud

environment

Refel_'ence of Computing Objective Res_ourpe Assumptions
architecture . monitoring
reviewed
To monitor the If location of actor is foreign AND level of
[1] Ontology for security state of a Yes: automation is automatic AND Goal is to
Perception of 1aaS. PaaS. SaaS cloud network, Actor, Attack, destroy data AND scope is large network AND
Network Security ' ' whether itis in Network, effected service is more than threshold value
State safe state or Vulnerability then state of cloud network is unsafe or else its
unsafe state state is safe
To enlist cloud
security Yes: Data Rules for Data Access, Processing, Data
[2] Ontology for obligations, Processing, Access | Storage and Backup are defined in terms of
Cloud Security laaS, PaaS, SaaS necessary for control, Data ontologies and the above mentioned operations
Obligations security of cloud Storage, Data can only be performed if they pass through the
computing Backup ontology specifications
environment
To enlist a few
basic issues of
. . security in Security of a cloud environment can be
[5(]:[2 iijugtg/n:;ifé;n laaS, PaaS, SaaS (_:ontext of No depicted in co_ntext of Infrastru_cture security,
particularly cloud Network Security and Data security
computing

7. Graphical Representation of Models

If we compare the efficiency of above discussed models in the form of a graph, the graph will look like as shown
in the chart below. In this graph we have shown number of models, number of resources monitored and the efficiency
of the proposed ontologies.

All the three ontologies under discussion have covered all the three models of cloud computing i.e., 1aaS, PaaS and
SaasS.

Second parameter shown in this graph is the number of resources monitored. [1,2] have covered the four, four
resources (although their monitored resources are different from each other but total number of resources is equal i.e., 4)
while the [5] does not monitor any resource, rather it only enlists a few basic aspects of cloud security, regardless of any
particular resource.

Efficiency of the ontologies has been measured on the overall performance of the ontology and the [5] is
considered the most efficient one out of these three as its proposed architecture is most efficient in context of detecting

threats and vulnerabilities.
The models themselves are discussed in [19]

O = N W b~ U

8. Conclusion

Chart 1: Analysis of Ontological mdels for cloud
security

(2]

B Model

(5]

No. of Resources Monitered

Although all the methodologies we discussed are good enough to provide some mean of cloud security but all of
them have some limitations of their own. [1] Does not provide access control mechanism, but the later [2] provides role-
based access control. But [2] has its own limitations that it doesn’t provide security from user side. It means that any
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is free to show unwanted behavior on cloud, hence violating the Major pillars of security i.e. Confidentiality,

Integrity, Authenticity, Availability, Privacy, Trust, Audit and compliance. Similarly [5] also enlisted a few basic
security issues of security for cloud but none of the technical issues is addressed in [5] as well. So, a more detailed and
comprehensive architecture should be designed which can cover all the aspects of security as security is constantly
changing parameter and every day new security threats are being introduced by malicious users.
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