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Abstract− Pervasive computing aims at developing 

smart environments which enable user to interact with 

other devices. Pervasive computing includes a 

middleware to support interoperability, heterogeneity 

and self-management among different platforms.  It 

provides efficient communications and context 

awareness among devices. Middleware fo r pervasive 

computing provides much more attention to coordinate 

the devices in the smart  environment. The evaluation of 

the pervasive middleware is a challenging endeavor. 

The scope of evaluating smart environment is main ly 

increasing due to various devices involved in that 

environment. In this paper evaluation metrics are 

proposed based on the contexts available in the 

environment, how the devices are used, security and 

autonomy of smart applications. These metrics are used 

for evaluating different kind of smart applications. 

 

Index Terms− Pervasive Computing, Middleware, 

Evaluation, Smart Environment 

 

I. Introduction 

Pervasive computing is an emerging trend that makes 

computers physically available but effectively invisible 

to users. Pervasive computing aims to make our lives 

simpler through the use of tools that allow us to manage 

informat ion easily. Smart Environment is a physical 

space consisting of various embedded systems and 

electronic devices that are interconnected by wired or 

wireless techniques. Many pervasive computing 

projects have emerged in  both major universities and in 

industry. Typical projects include Aura  at Carnegie 

Mellon, Oxygen at MIT, Easy Living at Microsoft and 

work at AT&T Research  in Cambridge These projects 

have made different efforts to address various issues in 

pervasive computing and have become the communal 

supports in making a reality of the „„invisible 

computing‟‟.  

Several tools for prototyping pervasive applications 

exist, such as Activity Designer[1] , DiaSuite[2], City 

Compiler, to satisfy the diverse requirements evolved 

into the entire design process: from drafting the concept 

early with a low-fidelity prototype to deploying a high 

fidelity prototype and testing it in  a realistic 

environment. Compared to those more mature 

application domains in pervasive computing, e.g. the 

middleware for overcoming the heterogeneity via 

standardized interfaces, design tools are still at an early 

stage.  

For evaluation purposes, any pervasive computing 

framework can be div ided roughly into three layers: 

system support, application programming  support and 

end-user interface. Evaluation scopes of pervasive 

computing systems have become increasingly 

important as various ubiquitous devices and application 

software start to be emerged. In addit ion, the evaluation 

scopes of the pervasive systems would provide the 

designers with essential system specificat ions and for 

the evaluators. 

The contribution of this work is defin ing the metrics 

for evaluating the pervasive computing applications. 

Many models are proposed to define the metrics for 

evaluating smart applicat ions. According to Boehm 

model, McCall model the metrics for context  aware 

computing is defined based on the technological 

aspects and social aspects. The ISO/IEC 9126 model[3] 

is also proposed to add additional metrics fo r evaluation. 

In this work the pervasive computing applications is 

evaluated using some criteria. These criteria are based 

on the context available in the environment, how the 

devices are handled, security and autonomy. In section 

II the evaluation process for pervasive middleware is 

described. In Section III the evaluation architecture for 

pervasive application is exp lained. Section IV describes 

about the metrics used for evaluation in this work. A 

summary of the evaluation metrics is presented at the 

end of the paper. 

 

II. Evaluation Process for Pervasive Middleware 

The aim of proposing evaluation metrics for 

pervasive middleware is to determine how it works, 

what functionalit ies to add and the appropriate metrics 

to use. Evaluating the pervasive middleware application 

is mainly based on the user experience and the 

computer technology used for that environment. 

Metrics used for evaluating the context  aware 

computing can also be inherited for evaluating the 
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pervasive middleware. In the related work Gaia 

middleware [4] is evaluated based on metrics such as 

context sensitivity, security, d iscovery, 

programmability and usability. For evaluation purposes 

many tools are proposed to evaluate the pervasive 

middleware based on context awareness. Context  aware 

experience sampling tool[5] is one of simulat ion tool 

used for evaluating the context aware middleware. This 

tool evaluates the middleware from the user perspective 

by collecting their feedback. Memento[6] is an 

experience sampling tool it gathers the user log, user 

experience and other qualitative data. It provides a 

desktop platform that connects the user and the 

developer in the same field. Activ ity designer is based 

on the test driven design process of pervasive 

applications. It evaluates field observations, activity 

analysis and interaction prototyping.  

Di Zheng[7] identified qualitative data to evaluate 

the middleware for context aware based applications. In 

this work, the context  is evaluated based on some 

quality data such as character of sensors, measurement 

of sensors and user defined context. The character of 

sensor is a kind of context used to evaluate the 

character of sensors such as CPU, energy. The 

measurement of sensor involves security, authority, 

completeness, precision, usability, locality, freshness, 

certainty and reliability. 

Simulation tools such as Ubiwise[8], TATUS[9], 

UbiReal[10], C-Promise[11] are also used to design and 

evaluate the smart applicat ions. Ubiwise aims to test 

the hardware and software used for the devices 

embedded in the s mart  applicat ions. It evaluates the 

user interaction with the devices in the environment. 

The i*CATch[12] test kit was designed and developed 

to address the problem of quality control. The purpose 

of the kit  is to  quickly determine whether the 

connection between each socket is functional.  C-

Promise, the middleware has been quantitatively 

evaluated by discrete event simulation. The simulation 

models have been derived from b lack box assessments 

of prototyped systems components. Other than these 

simulation tools questionnaires, prototyping [13], field 

trail approaches are also implemented. 

 

III. Evaluation Architecture 

The architecture for the evaluation of pervasive 

middleware is composed of Context evaluator, Device 

evaluator, Security evaluator and Autonomy Evaluator. 

The architecture diagram is depicted in Fig.1: 

 

3.1. Context Evaluator 

The context evaluator is responsible for evaluating 

the generic context middleware. The scenario collected 

from the user is managed and evaluated. The contexts 

can be defined as any information that is bounded in the 

smart environment. The context can be location, time, 

environment and user activities.  

 

Fig. 1: Pervasive Middleware Evaluation Architecture 

 

In the context middleware, contexts are identified  

from the user scenario and stored in the database using 

ontology web language. The context  information  is 

represented as XML based language. 

 

3.2. Device Evaluator 

The middleware should allow integrating a wide 

range of d ifferent devices into the system. Enabling 

devices to cooperate with each other requires 

interoperability between these devices. The device 

evaluator evaluates the interoperability of the 

middleware to ensure scalability and heterogeneity. It 

evaluated how the devices are used and its flexible in 

the smart environment. 

 

3.3. Security Evaluator 

The goal of the security evaluator is to identify a 

specification of suitable security mechanisms for the 

scenarios, and to use this to measure the security of the 

evaluated platform, security being v ital in user 

acceptance for a large number of pervasive computing 

technologies. The security evaluator applies to both the 

device part and context  part of a middleware. In order 

to evaluate, the middleware is analyzed to identify 

weaknesses with respect to authentication, control over 

private information, conflict resolution and uncertainty 

handling. Middleware should have min imal support for 

the application developer that allows them to 

incorporate privacy and security into their applicat ions. 

At least middleware should have the responsibility for 

protecting the device end security. 

 

3.4. Autonomy Evaluator 

The autonomy evaluator is used to evaluate the 

autonomous nature of the devices in the pervasive 
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applications. This evaluates both the context 

middleware and device middleware. Every ubiquitous 

middleware should have self-healing mechanis m to 

adopt with the error conditions and should provide the 

flexib ility to recover from failu res without hampering 

the application running on top of it. 

 

IV. Metrics for Evaluation 

To show the effect iveness of the smart application, it  

should be evaluated using the metrics. According to 

Elliot stern different meanings for evaluation is 

proposed they are as follows: judgment, exp lanation, 

development, empowerment. The evaluation technique 

can also be classified into two approaches in the 

computing area. The two approaches are format ive 

evaluation and summative evaluation. Format ive 

evaluation is done during the design process to improve 

the design development. Summative evaluation is 

performed at the user side to evaluate the usability of 

the application. From these approaches some of the 

quantitative measurements are termed  as metrics for 

evaluating the pervasive application. 

In this paper the evaluation metrics are classified into 

four categories. They are context evaluation, device 

evaluation, security evaluation and autonomy 

evaluation. The context evaluation metrics are 

identified by the contexts available in the environment. 

The context can be location, t ime, user activit ies, object 

movements etc. these contexts can then be evaluated by 

the end user of the application. The user can check the 

application by generating different kind of scenarios for 

evaluating the context aware. The interoperability and 

device management are also one of the evaluation 

metrics. These metrics  evaluate the heterogeneity, 

scalability of the devices present in the environment. 

The security evaluation evaluates the security 

perspective of the pervasive middleware. This 

evaluation improves the privacy of the application. The 

autonomy evaluation metrics are self-configuration, 

resource management, failure toleration and decision 

making. The metrics used for evaluation and its scale 

definition is shown from Table 1 to Table 5. 

 

 

Table 1: Metrics For Evaluating Pervasive Middleware 

CO NTEXT 
AWARE 

Location How many locations used in application. Identify which location is most used. 

Environment 
Identify the environments in the available space. Sensing the environment and 
identify what type of sensors used and whether they are effective. 

User activities 
Specify various user activities involved in an application. Check whether the 
application responding correct to the activities. 

T ime Specify AM or PM, working hours. 

Physical objects Movement of devices in environment 

INTER 

O PERABILITY 
AND DEVICE 

MANAGEMENT 
 

Heterogeneity 
How the different devices communicate with each other. What are all the devices 
involved.  How they are interoperate. 

Scalability Extend the application by adding new devices. 

Flexibility Adding the new devices in the environment and check those devices are adaptable. 

Respond to contexts How many devices are used and how they react to the user 

Dynamic Identify which devices are active in the application 

Automation Make the device to take part in the environment and work it self 

Reuse 
Use a device for various purposes ex: mobile can be used for communication and 
sensing activities. 

SECURITY 
 

Authentication Authenticate the user using log in process 

Control Over  

Private Information 
Privacy is ensured using security policies. 

Conflict Resolution How the devices are handled in the conflict situation. 

Uncertainty Handling 
How to act under incomplete context information. Policies are set to work with 
incomplete information. 

AUTO NO MY 

Self -Configuration How the devices are configure itself to new environment. 

Resource Management 
Make the devices available to the user and work properly in an environment ex: 
sensor sleep/ wake, power management. 

Failure Toleration How the Smart environment is managed in case of failures 

Decision Making 
How the device handles the critical situation and makes the decision according to 
that. 
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Table 2: Context-Aware Metric and Its Scale Definition 

Attribute  
Scale  definition 

High Middle  Low 

Location Supports for more number of locations Supports limited locations Supports only one location 

Environment  Supports all environment in the application Supports few environment Supports one environment 

User activities Support for different kind of user activities Support for specified user act ivities Supports pre- defined use activities 

T ime Fully supported Support with limitations Not supported 

Physical objects Movement of devices are fully supported Few device movements are supported Not supported 

 

Table 3: Inter Operability and Device Management Metric and Its Scale Definition 

Attribute  
Scale  definition 

High Middle  Low 

Heterogeneity 
Supports hetero 

geneity of devices 

Supports heterogeneity 

for small number of devices 
Not supported 

Scalability Supports for extensibility Supported with limitations Not supported 

Flexibility Fully supported Supported with limitations Not supported 

Respond to contexts Responds to the user Few responses are available to the user The number of response will be less than 1 

Dynamic Fully supported Supported with limitations Not supported 

Automation Fully supported Supported with limitations Not supported 

 

Table 4: Security Metric and Its Scale Definition 

Attribute  
Scale  definition 

High Middle  Low 

Authentication Fully supported Supported with limitations Not supported 

Control Over 
Private Information 

Security policies are ensured for all 
applications 

Supported for limited applications Not supported 

Conflict  
Resolution 

Devices are handled with conflict 
resolution 

Limited number of devices are handled 
No devices conflict with each 
other 

Uncertainty  

Handling 

Application provides a better result for 

incomplete context information 
Provides a medium result  

Provides no result for 
incomplete context 

information 

 

Table 5: Autonomy Metric and Its Scale Definition 

Attribute  
Scale  definition 

High Middle  Low 

Self - Configuration Supports configuration Support with limitations Not supported 

Resource Management 
The devices available to the user and 
works properly 

The devices are partially 
available to the user 

The number of devices available to 
the use is less 

Failure Toleration All type of failures are handled Work with tolerable failures Does not handle failures 

Decision Making Fully supported Supported with limitations Not supported 

 

V. Case Study 

The case study used in this paper is about a generic 

pervasive middleware for context aware applicat ions.  

This middleware is used to develop different kind of 

smart environment applications such as smart home, 

bank, hospital etc. the generic middleware is divided 

into two layers, they are context aware layer and device 

layer. The context aware layer is responsible for 

collecting the scenarios from the user request whereas 
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these scenarios identify the context. It prov ides best 

service to the user based on the varying context. The 

device layer is responsible for integration of devices, 

communication of devices and manages devices. 

The metrics such as context aware, device 

management, interoperability, security and autonomy 

are evaluated on this generic middleware. The context 

aware is evaluated based on the user scenarios. These 

scenarios are collected and stored in the database using 

the xml language. These contexts can be location, t ime, 

environment, user act ivities. The middleware can be 

evaluated by testing how many locations are supported 

and graph is also generated based on these metrics. The 

metrics can be rated as high, middle and low based on 

the values used for location, devices and activities. 

These values are calcu lated based on the total number 

of location, devices, activities used for that 

environment.  

The location context is evaluated by using the 

formula shown in (1) 

 
 

 

No of location present in the scenario

Eval

Total no of location in the environment 

n

n

l
l

l


       
(1) 

Similarly the metric device is calculated as shown in 

(2) 

 
 

 

No of devices in scenario
Eval

Total no of devices in the environment 

n

n

d
d

d



       

(2) 

The activity metric is calculated as shown in (3) 

 
 

 

No of activities in Scenario
Eval

Total no of activities in the environment

n a
a

n a



      
(3) 

 

For every scenario the metrics can be calculated and 

then they are represented in the matrix form. Using this 

matrix the graph can be generated with one curve as 

location, device and activities. Graphs are displayed 

below for d ifferent scenarios of three environments  in 

Fig.2, Fig.3 and Fig.4. 

 

 

Fig.2: Graph For Context Aware Evaluation Environment 1  

 

Fig. 3: Graph for context aware evaluation Environment  2 

 

 

Fig. 4: Graph for context aware evaluation Environment 3 

 

VI. Conclusion 

Pervasive computing includes a middleware to 

support interoperability, heterogeneity and self-

management among different platforms. In this work 

the pervasive middleware is proposed to evaluate based 

on context awareness. Here we have evaluated context 

awareness based on location, device and activity 

involved in the given environment. The metrics used 

for the evaluation  is summarized in the table. 

Architecture for middleware evaluation is described 

which evaluates the metrics used in the paper. These 

metrics can be generally used for all type of 

middleware used for designing smart applications. The 

result of the evaluation is an analysis containing: choice 

of technology, a description of scenarios, evaluations of 

the middleware based on each view, a prototype and 

finally an overall assessment of the middleware. The 

future work is based on developing the formula models 

for remaining metrics. 
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