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Abstract — Steganography involves hiding
information in another media. PVD based
steganography techniques uses the difference between
the pixel values of a pair directly to hide the
information. The proposed steganography system
modifies the difference value before being used for
hiding the information. This makes extraction of
hidden data harder in case the steganography system
fails. The algorithm divides the cover image in the
block of 2 x 3 pixels and calculates average (N) of the
bits that can be hidden in five pairs of that block. Thus
if the difference value allows M-bits to be hidden in the
pair, then only N-bits are hidden in that pair when
M >N otherwise M (if M<N) bits are hidden in that
pair. Second level of security is added by converting
the secret information into gray code before embedding
it in the cover image. The algorithm provides good
hiding capacity and improved quality of stego image
with two levels of security for the secret information.

Index Terms — Data hiding, Steganography, Average,
Gray code, Pixel value difference (PVD), PSNR.

I. INTRODUCTION

With the development of computer and Internet
technologies, and its use in different areas of life and
work, it has become easier to share information cost
effectively. People can share text, videos, audios,
images without difficulty. It takes a few seconds to
transfer the information electronically from one place
to another. Therefore it is becoming more important to
adopt security measures so that data is protected from
being stolen. In the past methods like cryptography,
steganography, coding etc have been used for secured
exchange of data. However, during recent years,
steganography has attracted more attention with
adoption of wvarious algorithms. Steganography
involves hiding information so that it appears that no
information is hidden. The valuable data is hidden into
multimedia documents so that it becomes un-noticed. It
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is also relatively easy to place information in
multimedia documents. In these documents, lots of
redundant areas are available where valuable
information could be placed in an imperceptive way. It
is expected that the steganography systems should
maximize the embedding capacity while maintaining
the security of the data.

The PVD approach hides the secret information
using the difference between pixel values of two
consecutive pixels. The difference value is used to
locate suitable range from the range table. The width of
the range is used to estimate the amount of secret data
that can be hidden in the pair. The two pixels in the
pair are then adjusted so that the new difference value
stands for the secret data. The security level of PVD
based steganography can be further improved by
encrypting the secret message before hiding it in the
cover image. In such system, it is necessary to decrypt
the extracted data for getting the original message. But
it involves the overhead of encryption and decryption.
Some steganographic methods are discussed in section
I1, which first encrypt the secret data and then hide this
encrypted data in the cover image. Instead of
encrypting the secret data, the same level of security
can be achieved by converting the form of the secret
data.

The proposed method uses the concept of code
conversion to improve the performance of the
steganographic system. The secret data is converted
into binary form before hiding it in the cover image.
The Gray code, also known as reflected binary
code, is a binary numeral system where two successive
values differ in only one bit. It is possible to convert
secret data in binary form into its gray code equivalent
form before hiding.

The proposed method distorts the original secret data
by converting it into gray code form and then hides the
distorted data in the cover image to produce the stego
image. The distorted data is extracted from the stego
image and it is then converted to its binary form to get
the original data. The proposed method provides two
levels of security for the secret message: (1) the
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original difference between pixel values of two
consecutive pixels is modified and then it is used to
hide the secret information. (2) The secret message is
hidden in the form of gray code. Instead of converting
the secret message into gray code form at a time, it is
converted in parts. The combination of steganography
and code conversion provides two tier security for the
secret data. Another level of security is provided by
modifying the difference value of the pixels in the pair.
Thus even if the steganography system fails, it will be
hard for the intruder to extract the original message.

The remainder of the paper is organized as follows.
In section 1l, a review of the necessary background
required to effectively implement our algorithm is
presented. The proposed algorithm is described in
Section Ill. After that, results of the proposed
algorithm are discussed in section IV, and conclusion is
provided in the last section.

Il. BACKGROUND

Most of the steganography techniques use images as
cover media because transmission of images through
email or sharing of images through web applications is
becoming very general. Bender et al. [1] has discussed
some data hiding techniques using least significant bits.
Least significant bit (LSB) insertion is a common and
simple approach to embed information in a cover
object. For images as covering media, the LSB of a
pixel is replaced with a message’s bit. To the human
eye, the resulting stego image looks identical to the
cover image [2]. The LSB-based methods directly
embed the secret data into the image without taking
into consideration the difference in hiding capacity
between edges and smooth areas. A steganography
system proposed by Sutaone et al. [3] is designed for
encoding and decoding a secret file embedded into an
image file using random LSB insertion method. The
secret data is spread out among the cover image in a
seemingly random manner. The key is used to generate
pseudorandom numbers, which identifies where, and in
what order, the hidden message is laid out.

There are two types of LSB insertion techniques-
fixed size and variable size. The fixed size method
embeds the fixed number of message bits in each pixel
of the cover image. Based on number of LSB’s used
for hiding the information, LSB based image
steganography methods are classified as 1 bit stego, 2
bit stego, 3 bit stego and 4 bit stego [4]. For the
variable-size embedding method, the number of LSB’s
in each pixel used for hiding message depends on the
contrast and luminance characteristics. Lee et al. [5]
has proposed a steganography model based on variable
length LSB insertion to enhance the embedding
capacity. In each pixel of a gray-scale image, at least
four bits of the message can be embedded. Maximum
embedding capacity of each pixel is determined based
on contrast and luminance characteristics of that pixel
and then the minimum-error replacement method is
adopted to find a grey scale as close to the original one
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as possible. Finally, the improved gray scale
compensation, which takes advantage of the
peculiarities of human visual system, is used to
eliminate the false contouring effect. The author has
proposed two methods, pixel wise and bit wise, to deal
with the security issue [5].

In pixel value difference method, the difference of
pixel values between two consecutive pixels is
calculated. This difference value is used for hiding the
secret message. The difference value is compared with
the bits of secret message to be hidden. If they are
unequal then the two consecutive pixels are directly
adjusted so that their difference value can stand for the
secret data. However, considerable stego-image
distortion can happen when the PVD method adjusts
the two consecutive pixels to hide the secret data in the
difference value. Two benchmarks are adopted by
steganography techniques to evaluate the hiding
performance. First one is the capacity of hiding data
and another one is the imperceptibility of the stego-
image, also called the quality of stego-image. The
pixel-value differencing (PVD) method proposed by
Wu and Tsai successfully provides both high
embedding capacity and outstanding imperceptibility
for the stego-image [6].

Zaker et al. [7] has proposed modification in the
original PVD method so as to make it more resistive to
histogram attacks. Among the two rules suggested by
the author, first rule causes the absolute difference
between two pixels of a block to be less than or equal
to its initial value. And the other range overlapping rule
is used to allow some new difference values to be
shifted to the left neighbour range which increases the
embedding capacity. In Wu and Tsai’s method [6],
edged and smooth areas are identified using a pixel-
value differencing (PVD) method. The difference
between pixel values for a pixel pair in edged area is
large whereas difference between pixel values in
smooth area is small. This difference is used for
estimating the amount of message bits that are to be
hidden in that pair. The capacity of hidden data in
edged areas is higher than that of smooth areas.
However, to increase the hiding capacity of the cover
image, Wu et al. [8] has proposed a approach that uses
fixed-size least-significant-bits (LSB) method to hide
data in smooth area whereas PVD method is used to
hide data in the edged areas.

In the PVD method, two vertical/ horizontal and
consecutive pixels represent a vertical/ horizontal edge,
but the edge can have different directions. This
motivates to improve the PVD method by considering
three directions [9]. In the steganography method
suggested by Chang et al. [9][10], data can be hidden
in vertical and diagonal edges along with the horizontal
edges. The whole image is divided into non-
overlapping blocks of 2 %<2 pixels. One of the pixels is
used to form 3 pixel pairs with remaining 3 pixels in
the block. Each 2 x 2 block includes four pixels Py,
Pty) Py+1) and Paaye1y Where x and y are the pixel
location in the image. Assuming pixel Py, to be the
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starting point, the three pixel pairs can be formed by
grouping P, with the right, the lower, and the lower
right neighbouring pixels. Those three pairs are named
by Py, P1 and P, where Py = (P(va),P(Xﬂ'y) ), P= (P(X'y),
Puy+1) ) and P, = (Piy), Pueiy+1), respectively. For
each pair difference value d; is calculated. The block
with a small value of d; indicates the smooth area,
whereas a block with a large value of d; is considered
as sharply edged block. According to the properties of
human vision, eyes can tolerate more changes in the
sharply edged area than in the smooth area so that more
data can be embedded into the edged areas than into the
smooth areas. While using this method to embed the
secret data, pixel values of both the pixels in each pair
gets modified and for each pair, a new difference value
d’; fori=0, 1, 2 is calculated [9]. The new pixel values
in each pair are different from their original values.
That is, three different values are obtained for the
starting pixel P, However, in every block, only one
value for starting pixel P, can exist. Therefore, one
of the P; is selected as the reference pair to offset the
other pixel values. That is, two pixel values of one pair
are used to adjust the values of pixels in other two pairs
and construct a new 2x2 block. The embedded secret
data is unaffected because new difference values for
three pixel pairs are unaltered [9][10].

Asmari et al. [11] proposed a steganography method
based on pixel value differencing and LSB substitution.
The cover image is divided into sub-blocks of 4x4
pixels each. The data is hidden in two consecutive
pixels vertically depending on the pixel value
difference. The embedding process begins with hiding
3 LSB in each pixel at corner. Thus 12 bits are directly
hidden in the 4 pixels at corner with LSB substitution
method. Then remaining 12 pixels form the semi
hexagonal shape. The embedding of data is applied on
two consecutive pixels vertically. The embedding
process determines the range for each pair. If the range
is higher, then PVVD method is used for hiding the data,
otherwise 3 bits are directly hidden in each pixel of the
pair. This method offers higher capacity for data hiding
and produces stego images of good quality [11].

Phad et al. [12] has proposed a high security model
combining cryptographic and steganography systems.
The security provided by cryptography and
steganography is combined to give two tier security to
secret data. The secret information is encrypted by
using advance encrypted standard (AES) encryption
algorithm. The encrypted message is then embedded
into cover image by using PVD steganography and K-
bit LSB substitution method.

Khalil Challita et al. [13] has proposed a
steganography method in which both the sender and
the recipient agree on a cover image to send a secret
message. Instead of modifying the cover image, the
method determines the bits of the secret message that
match the ones in the cover image and stores the
locations of such bits in a vector. The vector is then
encrypted by using a classical cryptography tool and
sent to the recipient. So even if the vector is intercepted,
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it will be difficult for the steganalyst to extract the
secret data since he will have no idea about the cover
image. The other method proposed by the author hides
a secret message in more than one cover object. The
secret message is hidden in k > 0 cover images. The
greater the value of k, the harder it will be for a
steganalyst to extract the secret message. A secret key
algorithm is used for hiding the secret message in k
cover images which is shared by both, the sender and
recipient. So the steganalyst must have the information
about the number of cover images (k) used for hiding
the secret data, all the stego-objects created after hiding
secret data, and the algorithm (i.e. secret key) used to
hide the secret data in the cover-images to extract the
secret data.

Dipti Kapoor Sarmah et al. [14] has suggested a
steganography method that combines cryptography
method with steganography. The secret message is first
distorted and this distorted message is hidden in the
cover image. For retrieval of the hidden message from
the stego image, first the distorted message is extracted
and then reverse of the distortion process is used to get
the actual message.

AES algorithm using 128 bit key is used to encrypt
the secret message. The encryption process generates
the cipher texts in hexadecimal form. The alphabets
and digits are separated from the cipher text. A secret
key is generated to keep track of the original position
of the alphabet and the digits. Another key is generated
by separating first seven alphabets and adding the
remaining alphabets at the end of the separated digits.
The seven alphabets are scrambled using 64 bit key.
Instead of hiding the complete encrypted text into an
image, a part of the encrypted message is hidden in the
DCT coefficients of the image. The 56 larger positive
coefficients from the low-mid frequency range are
selected. The selected coefficients are ordered by
magnitude and then modified by the corresponding bit
in the message stream. Unhidden part of the encrypted
message is converted into two secret keys.

I1l. THE PROPOSED ALGORITHM

A. Conversion from Binary to Gray and Gray to
Binary-

The term “Gray code” is used to refer to any single-
distance code, that is, one in which adjacent code
words differ by 1 in one digit position only.

The binary word can be converted to gray code using
equation (1)

Gi=Bi+1®Bi, i = n-1,....,0, where Bn is taken as 0 €))

And the gray code can be converted to binary code
using equation (2)

Bi=Bi+1®Gi, i = n-1,..,0, where Bn is taken as 0 (2)
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Extra level of security can be added in
steganography systems by encrypting the secret
message. But overhead of encryption and decryption is
involved in such systems. Instead, the proposed system
converts the binary equivalent of the secret message
into gray code form and hides the gray code form of
secret message in the cover image. Thus the proposed
system provides the same level of security without
introducing the overhead of encryption and decryption.

B. The Embedding and extraction algorithm-

The algorithm extends the approach suggested by
Chang [9][10] to improve the hiding capacity and
security of the steganography method. In the PVD
approach, the data is embedded in the pixel pair using
the difference between the pixel values in that pair.
Amount of data hidden in the pixel pair is directly
proportionate to the difference in the pixel values. Due
to the small difference between the pixel values in the
pair in smooth area, it is possible to hide small amount
of data whereas large amount of data can be hidden in
the edged area. Since the difference value is directly
used to hide the data, it is easy to retrieve the
embedded data in case the steganography system fails.
To enhance the security of the hidden data, the
proposed algorithm modifies the difference between
the pixel values in the pixel pair and this modified
difference value is used to hide the message. This
imposes extra layer of security making harder
extraction of original secret data from stego image
using the difference values directly.

The cover image is a grey scale image, which is
divided into non-overlapping 2 x 3 blocks of pixels.
Five pairs of pixels are formed and these pairs are used
to embed the secret data. The arrangement of pixels
into non-overlapping blocks of 2 x 3 pixels is shown in
figure 1.

As shown in figure 1, each 2 x 3 block includes six
PIXels Pecy) s Pexys1), Pocys2y Prcry) Pocrnysn) and P yea)
where x and y are the pixel locations in the image. Let
Px.y+1) b€ the starting point, then five pixel pairs can be
formed as

PO = (P(x,y)'P(x,yﬂ) ),
P1 = (Pxy+2)Pexy+1) ),
P2 = (P(x+1,y)np(x,y+1) ),
P3= (P(x+1,y+1):P(x,y+1) )
P4 = (P(x+1,y+2):P(x,y+l )

P, Pi1 PE;
Fixy Pix. ) Fin i

Fols Py PEs
Pietiy) Pixa, ) Pizn, 2

Figure 1. Pixel Block
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The difference value d; is calculated for each pixel
pair P;. This difference value is used to identify the
range Ry; from the range table R. The range table is
designed with ranges [0-7], [8-15], [16-31], [32-63],
[64-127], [128-255]. The width W, ; of the range Ry;is
used to determine the number of bits t; (t; = | log,W; |)
that can be hidden in each pair. This t; is then used to
calculate the average value (N) of number of bits
possible to be hidden in each block. The average value
N is used to calculate the revised difference di; as d1; =
remainder (di/2") so that d1; <= 2" where d; is the
original difference. The offset difference OD; is
calculated as |d; |- |d1; | for each pair in the block. The
revised difference di; is then used to determine the
number of bits t; for each pair in the block. Thus if the
original difference value d; allows M (if M > N) bits to
be hidden in the pair, then only N bits are hidden in that
pair otherwise M (if M < N) bits are hidden in that pair.
Thus t; =M if M < N otherwise t; = N if M > N.

The ti bits of secret data for each pixel pair are then
converted into gray code form. After embedding ti bits
(in gray code form) of the message in the pixel pair,
new difference d’ is calculated as ODi+li+b where li
represents lower boundary of the range Ri in the range
table R and b represents the decimal equivalent of ti
message bits hidden in that pair.

Embedding ti bits in the pair modifies the values of
both the pixels in the pair. The new pixel values in
each pair are different from their original values. That
is, five different values are obtained for the common
pixel. However, in every block, only one value for
common pixel can exist. Therefore, one of the Pi is
selected as the reference pair to determine the other
pixel values. The difference m between di and d’i is
calculated. Small value of |m| indicates that the new
difference value d’i is close to original difference value
di. Thus new pixel values of the pair with minimum |m|
are close to the original pixel values. So the pair with
minimum |m| is selected as reference pair. Two pixel
values of the reference pair are used to adjust the
values of pixels in other pairs and construct a new 2 x 3
block. The embedded secret data in newly constructed
block is unaffected because difference values for three
pixel pairs are unaltered.

During the extraction process, average value (N) is
calculated using the same process adopted during
embedding of the secret message. The average value N
is used to calculate the revised difference d1’i as d1’i =
remainder (di/2N). Suitable range Rk,i is identified
using this revised difference. The secret message is
extracted in the decimal form by subtracting | d1’i |
from Ik. The secret message is then converted into a
binary stream with ti (ti = | log2Wk,i |) bits. Since this
binary stream is in gray code form, it is converted to
binary code to get the original secret message.

The details of data embedding steps are described as
follows.

1. Read the cover image pixel values in 2-
dimensional decimal array.
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10.

11.

12.

13.

An Image Steganography Algorithm with Five Pixel Pair Differencing and Gray Code Conversion

Partition the array into non-overlapping blocks of
2 x 3 pixels

Calculate the difference values d; for the five pixel
pairs in each block

do = Pexy) — Pixy+y)

dl = P(x,y+2) - I:)(x,erl)
d2 = Piery) — Py
d3 = Pixeayen) = Pexyen)
dy = P yer) = Poxyen)

Use | d; | where i = 0,1,2,3,4 to locate suitable
range Ry in the designed range table. Use this
range to calculate number of bits t; that can be
hidden in each pair P;. Then calculate the average
bits using the equation (3)

avg = (floor(itij)ﬁ

®3)

Calculate the revised difference |d1;| where i =
0,1,2,3,4 as d1; = remainder(d;/2®%) so that d1; <=
2avg.

Calculate the difference OD; as OD;= |d; |- |dZ1; [for
each pixel pair.

Use | d1; | where i = 0,1,2,3,4 to locate suitable
range Ry in the designed range table.

Compute the number of bits t; that can be
embedded in each pair using the corresponding
range given by Ry. The value t; can be estimated
from the width wy of Ry, which is given by t; = |
log,wy | where width wy = u,-l,+1 and uy and |, are
upper and lower boundaries of the range Ry

Read t; bits from the binary secret data. Convert t;
bits to its gray code equivalent and transform this
bit sequence into a decimal value b.

Calculate the new difference value d’; given by (4)

&’ = ODi +Ik +bi, if di > 0
&i = - (ODi +Ik +bi ), if di < 0 (4)

Modify the values of pixels in pixel pair P; by
using the equation (5).

(P’m P’n+1) = ( Pn - |—m/2—|: Pn+1+ |-m/2 J ) (5)

where Pn and Pn+1 represents two pixels in the
pair Pi and m is the difference between di and d’i.
Select the pair with minimum | m| as the optimal
reference pair and use this pair to adjust the pixel
values of the other four pairs. Thus new values are
assigned to remaining four pixels in the block.
Check the new pixel values for fall-off boundaries
i.e. check whether all the pixel values are within
the range 0 to 255. If not, modify the pixel values
preserving the difference between the pixel values
of each pair in the block.
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14.

15.

a. Find out smallest of all the pixel values.
If smallest is less than O then add
|[smallest| in all the pixel values in that
block.

b. Find out largest of all the pixel values. If
largest is greater than 255, subtract
largest-255 from all the pixel values in
that block.

c. If fall-off boundary problems still exist,
the cover image is not suitable for hiding
secret information.

Now, reconstruct the block from all pixel pairs
with modified pixel values.

Repeat steps 2 through 14 till the message gets
embedded in the cover image.

Following algorithm describes how to retrieve the

embedded secret data from the stego-image. The
extraction process is blind. It does not require original
cover image for extracting hidden information from the
stego image.

1.

2.

Read the cover image pixel values in 2-
dimensional decimal array.

Partition the array into non-overlapping blocks of
2 x 3 pixels. Keep the partition order same as that
of data embedding.

Calculate in difference values separately for each

block in the stego-image given by.

do = Pixy) = Pexy+1)

d1 = Pixy+2) = Pxys
dz = Pis1y) = Pxys
d3 = I:’(><+1,y+1) - P(x,y+1)
d4 = I:’(><+1,y+2) - P(x,y+1)

Use | d; | where i = 0,1,2,3,4 to locate suitable
range Ry in the designed range table. Use this
range to calculate number of bits, t; that is hidden
in each pair P;. Then calculate the average bits
using the equation (6).

avg = (floor(zslti j)ls

i=1 (6)
Calculate the revised difference | d1’; | where i =
0,1,2,3,4 as d1°; = remainder(d;/ 29).

Use | d17;| where i = 0,1,2,3,4 to locate suitable Ry
in the designed range table.

After Ry is located, Iy is subtracted from | d1°; | and
b’; is obtained in decimal form. A binary sequence
is generated from b’; with t; bits where t; = | log,wy
|. This binary sequence is in gray code form.
Convert the gray code sequence into its binary
code equivalent sequence to get the original data.
Repeat steps 2 through 7 till embedded message is
extracted.
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IV. RESULTS

The purpose of the algorithm is to increase the
security of embedded message with acceptable visual
quality of stego-images. The algorithm calculates
average of the number of bits that can be hidden in
each pair in the block and limit the numbers of bits to
be hidden in each pixel pair, to the calculated average
value. This reduces the hiding capacity but increases
the quality of the stego image. Thus sacrifying a small
amount of hiding capacity, the secret data can be
securely hidden.

The text files of various sizes are used for
experimentation. The text file is used as secret message,
which is to be hidden in the cover image. The
experimentation is carried out with various cover
images in TIFF format.

In table 1, the proposed method is compared with
PVD [6] and TPVD method [9][10]. It is observed that
the proposed method provides better hiding capacity
with improved PSNR.

Figure 2 shows the cover image and the
corresponding stego images obtained using the
proposed method. The cover and the stego images are
indistinguishable.

Figure 3 shows the histogram of the cover and stego
image obtained using the proposed method and using
full capacity of data hiding. It can be observed that the
shape of the histogram is preserved after embedding
the secret data.

Figure 4 shows the histogram difference. From the
figure, it is obvious that, bins close to zero, are more in
number and the bins, which are away from zero, are
less in number. This confirms the quality of stego-
image.

TABLE 1. COMPARISON OF HIDING CAPACITY IN

BYTES
Cover PVD TPVD Proposed
image Method Method Method
Capa [PSNR| Capa | PSNR| Capa | PSNR
city city city
Lena 50960 |41.79 | 75836 [38.89 | 81305 |42.86
Baboon (56291 |37.90 | 82407 [33.93 | 81766 |41.99
Peppers (50685 [41.73 | 75579 [38.50 | 81326 |42.80

a). Coverlmage-l.enna.tiff b)' Stegolmage-lllenna.tiff
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¢) Cover Image- baboon.tiff d) Stego Image- baboon.tiff
Figure 2. Cover and stego images using the proposed method

Histogram of cover image is represented as
[ho,h1,...,hoss] whereas histogram of stego-image is
represented as [h’g,h’y,...,h 555].

The change in histogram [15] can be measured by (7)

255

D,=> h'—h,| ™)
m=1

Figure 5 is drawn for lena.tiff which compares the
value of Dh of the 3 bit LSB replacement method and
the proposed method. It can be observed that the
change in histogram difference is very small for the
proposed method even if almost full capacity of cover
image is utilized for embedding secret data.

4

w10 x 10

BI

10

o

g

4
2

Ho om0 w0

Difference Values

Baboon.Tiff

Qecurrence Fraquency
2] =
Deeurrence Fraquancy

=57

-i0 4] 10 ol
Differancs Yaluse

Lenna.Tiff

Figure 4. Histogram difference

[a] 00 202

00 200

Cover Image- Lenna.tiff Stego image- Lenna.tiff

3000] ‘ 5000

2000

|
|
1Eﬂ0|

a 10 frin s

Stego image- Baboon.tiff

Cover Image- Baboon.tiff

Figure 3. Histograms of Cover and stego images using
proposed method
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45000
40000 -
35000 -
30000 -
25000 -
20000 +
15000

10000 -
5000 -

10 20 30 40 50 60 70 79

——LSB

== Proposed

Histogram Difference

Size of Hidden Message (in Kb)

Figure 5. Histograms comparision of 3 Bit LSB substitution
and proposed method

The output images are tested under the RS
steganalysis. It is observed from figure 6 that the
difference between RByg and RB_yg, SByvg and SB.yg
is very small. The rule RByg = RB_yg and SByg = SB.
me IS satisfied for the output images [16]. So the
proposed method is secure against RS attack.

03

0.2

Ratio of R,S

01

10 20 30 40 50 60 70 79

Message size in Kb

Figure 6. RS Diagram

The PSNR and MSE are utilized to evaluate the
quality of the stego image. The simplest and most
widely used full-reference quality metric is the mean
squared error (MSE), computed by averaging the
squared intensity differences of distorted (stego) and
reference (cover) image pixels, along with the related
quantity of peak signal-to-noise ratio (PSNR) [17]. The
higher the PSNR, the better is the quality of the
reconstructed image.

Given a grayscale image as the cover image to hide
secret data in, it is hard for any human being to
perceive any difference between the cover image and
the stego-image if the PSNR value of the stego-image
goes beyond 36 dB [18]. PSNR is given by the
equation (8)

RZ
PSNR=10 Ioglo ( ) (8)
MSE

where R is 255 for grey scale images.
Mean square error (MSE) is given by (9)
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S {1, (mn)-1, (mn)f
M,N
MSE = VEN ©)

where I, and I, represents cover image and stego image
respectively.

The hiding capacity (H.C.) is calculated for each
image as a percentage of the cover image size. The
algorithm gives hiding capacity about 30% of the cover
image size. The quality of the stego image is analyzed
using PSNR, MSE and universal quality index [19].

Table 2 shows the PSNR values, MSE and universal
quality index for different images obtained using
proposed method. The PSNR values are above the
threshold of 36 dB even after utilising more than 95 %
of the hiding capacity. Also universal quality index (Q)
values are close to 1, which proves that the stego
images are visually indistinguishable from original
cover images. The results show that the algorithm
provides increased data hiding capacity and maintains
the imperceptible quality of the stego image
simultaneously.

TABLE 2. RESULTS OF THE PROPOSED METHOD

Cover | Capacity | Sizeof [PSNR | MSE Q
Image (Kb) messag
e file
(Kb)
Resolution of cover image — 256 x 256
Baboon 19.93 19 42.14 | 3.970 | 0.974
Lena 19.98 19 42.33 | 3.799 | 0.932
Resolution of cover image — 512 x 512
Elaine 79.69 76 42.42 | 3.723 | 0.923
Baboon 80.19 76 4191 | 4.185 | 0.975
Lena 79.71 76 42.65 | 3.524 | 0.851
Tank 79.68 76 42.75 | 3.450 | 0.931
Peppers 79.73 76 42.65 | 3.530 | 0.873
Barbara 80.09 76 4229 | 3.837 | 0.895
Boat 79.78 76 42.31 | 3.817 | 0.918
Resolution of cover image — 1024 x 1024
Wall 319.69 304 |42.24 | 3.876 | 0.952
Grass 319.68 304 |42.10 | 4.005 | 0.987

V. CONCLUSION

In steganography, image quality and security are two
important factors. Quality implies that stego image
should not be visually distinguished from the original
cover image, while security implies that the message
should be undetectable and no one other than the
eligible person should be able to extract the secret
message. There is always a trade-off between higher
data hiding capacity and degree of perceptibility. In
this paper, an algorithm is proposed to embed secret
data into still images using five pixel pair differencing
method. The proposed method not only hides much
larger information more securely, but also maintains a
good visual quality of stego-image.
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Instead of converting the binary equivalent of the
whole secret message into gray code at a time, the part
of the binary equivalent of the secret message that is
hidden in each pair is converted in the grey code form.
So even if the steganography system fails and
theembedded data is extracted, it will be hard to
convert it from gray code form to binary code
equivalent.

Also the algorithm revises the original difference
between two pixels in the pair and this revised
difference is used for hiding the data in that pair. This
will make estimation of exact number of bits hidden in
the pair difficult. Image steganography techniques
hiding textual data requires 100% accuracy for
successful retrieval of hidden data from stego image. If
the steganography method fails, correct estimation of
number of bits hidden in the pair will be a challenge.

The algorithm produces better PSNR values
(minimum MSE). This demonstrates that better quality
stego images are produced even after utilizing 95% of
the data hiding capacity. The experimentation is carried
out with the range widths of 8,8,16,32,64 and 128
which partitions the total range [0-255] into a range
table with ranges [0-7], [8-15], [16-31], [32-63], [64-
127], [128-255]. The PSNR can be further improved by
using the range widths 4,4,8,16,32,64 and 128 with
ranges [0-3], [4-7], [8-15], [16-31], [32-63], [64-127],
[128-255]. Although use of this range table improves
PSNR, it reduces the hiding capacity.

Unlike the PVDI[6] and TPVD [9][10] method,
where the hiding capacity and PSNR values are
dependent on the cover image, the algorithm provides
favorable consistency in terms of uniform hiding
capacity (about 79 Kb) and PSNR (about 42) for the
image of size 512 x 512. Also as compared to PVD and
TPVD method, the algorithm provides two extra levels
of security for the secret information hidden in the
cover image.

The secret data hidden in the stego image can be
extracted correctly without the participation of original
cover images.
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