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Abstract: Video steganography is used to conserve the confidential information in various security applications. To
give advance protection to the secrete message, pixels locations are optimized using nature inspired algorithm. The
input video is separated into a sequence of still image frames then key frames are extracted. The proposed Required
Pixel Density (RPD) value calculation and feature extraction are carried out on the extracted frames to perform the
frame classification. The frame classification is done using proposed Fractional Water-Earth Worm optimization
algorithm based Deep Convolutional Neural Network (FF'WEWO-Deep CNN) in order to classify the frames as high,
low and medium quality. Thus pixel location prediction is carried out using trained Deep CNN then secret image is
hiding within high quality frame with Wavelet Transform (WT) and Inverse WT (IWT). Peak Signal to Noise Ratio
(PSNR) and Correlation Coefficient (CC) are performance evaluation parameters. For efficient video steganography
better imperceptibility and robustness are required. Imperceptibility is a scale of PSNR value showing similarity
between original and stego video frames. The robustness of video steganography is measured by CC between embedded
and extracted secret images. The proposed algorithm gives enhanced performance is compared with previous state of art
such as WEWO-Deep RNN. The PSNR value is progressed from 41.8492 to 46.5728 dB and CC value improved from
0.9660 to 0.9847.

Index Terms: Deep Convolutional Neural Network, Fractional Calculus, Imperceptibility, Optimization, Wavelet
Transform.

1. Introduction

In the recent era, multimedia technology and the internet uses are expanding exponentially. Secure data sharing is
basic requirement of many fields such as medical, military or intelligence communication to prevent unauthorised
access. Digital videos are the potential tool for information hiding. The video has huge volume which is effectively used
to hide secret information. Video Steganography is the process of concealing secret information in the cover image in
order to communicate the secret information to receiver. The main aim of this process is to hide the secret information
using embedding technique with better imperceptibility and robustness. After the embedding process, the cover image is
compared with the embedded image. Both images should be indistinguishable when compared based on statistical
features. In the spatial domain video steganography, secret image is hiding directly in cover image. The video frames
are transformed into a transform domain, is called as temporal domain video steganography. A stego video is created
using frames in a specific sequence along with embedded secret data known as video steganography in raw domain.
When compression is performed during creating stego video is known as compressed domain video steganography [1].
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Conventional steganography is well thought-out of image structure and distortion function.

Least Significant Bit (LSB), Most Significant Bit (MSB), combination of LSB and MSB substitution, histogram
manipulation, Region of Interest (ROI), mapping rule and matrix encoding, Pixel Value Differencing (PVD), are spatial
domain techniques [2]. These approaches are not imperceptible and robust. In transform domain video steganography,
every video frame is converted into frequency domain by Discrete Cosine Transform (DCT), Discrete Wavelet
Transforms (DWT), or other transforms. These approaches have increased embedding capacity, but the clarity of video
gets reduced after embedding. In the compressed domain video steganography, video is compressed after embedding so
it is resistant to noise [3]. Distortion functions based steganography techniques namely (HUGO), Wavelet Obtained
Weights (WOW) and Spatial-UNIversal WAvelet Relative Distortion (S-UNIWARD) are able to embed the secret
message in an arbitrary domain with minimum payload [4].

To embed the maximum secret data bits within selected pixels of a key image, bits per pixel (BPP) is proposed by
Shumeet Baluja [5]. A bit substitution improves the hiding capacity of the key image without reducing the quality of the
embedded image and minimum loss [6]. These concepts motivated us to optimization of pixel location for embedding.
Nature inspired algorithms such as Fuzzy logic, Particle Swarm Optimization (PSO), Genetic algorithms (GA), and
Neural Networks (NN), are popular approaches used to improve the imperceptibility and payload capacity [7]. Low
PSNR value, slow speed and lack of robustness are few of the limitations of conventional steganography techniques
could be eliminated using nature inspired algorithms.

The Video steganography with deep learning is more popular in research community, which offers more
redundancy and helpful for hiding secret message on video. Presently, the 2D-convolutions with temporal residual
modeling were employed to conceal the secret information [8]. Researchers utilized two CNNs for concealing the
reference frame within cover frame. VStegNET [9] is one of the efficient models proposed for video steganography.
With advancement improvement in deep learning research, the traditional steganography approach provide the
steganography as an unsupervised learning task and train deep neural networks that have shown to outperform
conventional steganography algorithms to attain a capacity as high as 8 bpp. In [10], the steganography process was
carried out using Deep CNN for hiding the secret information with cover information. An auto encoder based deep
learning scheme is employed for steganography and the deep learning techniques are trained with the weighted sum of
reconstruction loss among the secret as well as revealed secret image and the cover as well as container image. The
deep learning technique, HiDDeN method was devised, which was employed for both steganography and watermarking
scheme [11].

The major contribution of this research is to design and develop the FrWEWO-Deep CNN for video steganography.
The proposed FF'WEWO algorithm is designed by incorporating Fractional Calculus (FC) with Water wave optimization
(WWO) and Earth worm optimization (EWO). The series of steps followed by the proposed model are key frame
extraction, frame classification, pixel prediction, embedding and extraction. At first, the input video is forwarded to the
key frame extraction phase in order to convert the video into series of frames, and then the frame classification is done
based on the proposed RPD values and the extracted features. Then, the pixel location prediction is done using Deep
CNN, where the weight of Deep CNN is trained using proposed FrWEWO algorithm. Once the pixel prediction is done,
then the secret image embedding and extraction is carried out using wavelet transform technique in order to retrieve the
secret image.

The major research objectives of this paper is given by,

e Proposed FrWEWO-Deep CNN for pixel prediction in video steganography: In this research, the proposed
FrWEWO algorithm is designed to predict the pixel location for video steganography. It is the optimization
algorithm used to train Deep CNN. Proposed RPD values are considered for pixel classification along with
feature extraction. Optimization in pixel location selection improved the PSNR and CC value.

This paper is organized as below. Section 2 describes the motivation and literature survey of video steganography
based on various techniques, section 3 elaborates the proposed FFWEWO algorithm, the results and discussion are
presented in section 4 and section 5 provides the conclusion and future work of this research.

2. Literature Review

Video steganography is the process of concealing secret information with the cover video. The conventional video
steganography techniques have several limitations due to the lack the pre-processing stages. The traditional
steganography techniques cause numerous constraints in terms of embedding capacity, robustness and imperceptibility
against several attacks. These observed problems in the existing video steganography are stimulated the development of
proposed Fr'WEWO, to improve PSNR and CC.

The literature review is based on video steganography techniques along with their upgrading and drawbacks are
discussed in this section. The Deep CNN model is proposed with temporal residual modeling for performing the video
steganography [12]. The proposed model comprised of five computational processes, such as residual frame labeling,
secret image hiding, secret image retrieval, frame classification and the reconstruction of residual frame. Although, this
method is effectively impressible, the computational complexity is high. The hybrid adaptive video steganography
approach, which is the combination of the embedding probability of cover location as well as the distortion cost
function [13]. This method increased the video bit rate after embedding the information. The Multiple Object Tracking
(MQOT) algorithm and Error Correcting Codes (ECC) for performing video steganography is proposed [14]. The
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Discrete Wavelet Transform (DWT) and Discrete Cosine Transform (DCT) are employed to decompose the cover
image. Here, the secret data was concealed on the coefficients of DCT and DWT region. The proposed method required
more time for processing and PSNR could be improved. The Botnet communication approach for video steganography
in n Social Network Service (SNS) messenger [15]. The video steganography is carried out using Divide-Embed
Combine Method. For embedding, the input and secret video was converted into multiple frames. The final embedding
was attained by combining cover frames and stego frames in order to prepare the stego video. The payload allocation
mechanism for video steganography based on distortion analysis [16]. The motion vector modification distortion was
employed to perform the embedding. The processing time is high. The DWT-based object tracking mechanism for
video steganography. 2D-DWT scheme is employed to embed the secret information on video for object tracking.
Although, this method had high imperceptibility and robustness against various attacks, the processing time is high [17].

The transform block decision approach for performing video steganography. This method was improved the visual
quality of video. Moreover, the embedding mapping rule was utilized to embed the message bits on pixels. In addition,
the proposed method attained the large embedding capacity and good visual quality. The proposed method is vulnerable
to various kinds of attacks [18]. The content adaptive data hiding algorithm have been widely utilized because of its
better security [19]. In the content adaptive data hiding scheme, the particular region is adapted based on the cost
function of content-based distortion. For reducing the distortion in embedding process, the optimized coding techniques
have been selected to embed the secret information in particular region. The large amount of information is to embed in
the complex texture region and no information is embedding in the simple texture area. The complex as well as simple
texture area is analyzed using steganalysis. However, the content adaptive embedding scheme has certain limitations as
it does not satisfy the Kirchhoff’s Principle [20].

During the transmission of secure data, the attackers try to read the information. If the attacker knows the
embedding rule, then it is a severe threat to the steganographic algorithm. Another issue of steganographic algorithm is,
it mainly depends on the distortion function, and the distortion function is calculated based on the statistical model of
cover. However, the statistical modeling of cover is very complex and not possible to execute for some cases. The
major aim of steganography process is to conceal the secret message on multimedia cover, and then the steganalysis
process determines whether the information is concealed on the multimedia cover. The deep learning techniques
provide a better result in video steganography.

Challenges

e The deep CNN [12] was proposed for performing video steganography. However, the proposed method did
not provide the optimum result. The challenge lies on including the refined deep learning model for avoiding
the failure cases.

e In order to improve the performance of deep learning scheme, the content adaptation scheme was devised in
[13]. The performance of embedding was poor in content adaptation scheme. Moreover, the computational
complexity of this method was poor.

e For enhancing the computational complexity, Multiple Object Tracking (MOT) algorithm and Error
Correcting Codes (ECC) scheme was devised. The challenges of proposed model in [14] were limited to the
poor visual quality, security and efficiency. The curvelet transform provides a better solution for this issue.

e In order to improve the efficiency and visual quality of embedded image, Botnet Communication Model was
devised in [15]. This method was failed to process with complex environments. However, the proposed
method did not provide the better result with various mediums, such as audio, documents and so on.

e In [17], DWT-based object tracking scheme was employed to perform video steganography. This method as
failed to process with various level of DWT decomposition. Hence, this method could replace by applying
various level of DWT decomposition using various wavelet filters.

3. Methodology of the Proposed Video Steganography

This section describes methodology of the proposed FFWEWO-Deep CNN technique for video steganography
using wavelet transform based embedding. The processing steps are key frame extraction, RPD computation, feature
extraction, frame classification, pixel prediction, embedding and extraction. Initially, the input video is partitioned into
multiple frames based on key frame extraction method using Structural Similarity Index (SSIM). From the extracted
frames, the Required Pixel Density (RPD) values and the relevant features are extracted for further effective processing.
The RPD values and extracted features are given to the input of proposed Fr'WEWO-Deep CNN technique, which
classifies the frame as either low or high or medium based on the embedding strength with respect to RPD value and
extracted features. Then, the pixel prediction is carried out using proposed FrWEWO-Deep CNN algorithm for
embedding the secret image. At the end, the hidden image is extracted from the frame using DWT. A block diagram of
the proposed FFWEWO-Deep CNN technique for video steganography is shown (refer Fig.1).
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Fig. 1. Block diagram of proposed FrWEWO-based Deep CNN for video steganography.

3.1 Input of video steganography

Proposed FrWEWO-Deep CNN model is proposed to optimize performance of Deep learning model. Input of the
steganography is an input video which is selected from dataset. Research contribution aimed to perform efficient
embedding. Following discussion is based on video steganography process.

3.1.1. Input Data

Let us assume the database Q contains s number of videos, which is mathematically expressed as,
Q={R,P, PR} @)

where, s is the total count of videos and P, is the dth video from dataset. In this research, the d"video is considered as
input for key frame extraction phase.

3.1.2. Key frames extraction from video

The extraction of key frame is an essential step to split the input video into multiple frames. Generally, the video
refers to the sequence of multiple frames with respect to specific instant of time. The pre-processing using key frame
extraction is an important step since it improves the effectiveness of embedding and extraction process. The number of
frames produced by the key frame extraction method is based on the time duration of videos since the frame extraction
is based on the frame per second. The extracted frames are represented with following expression,

Z =nxfps O]

where, Z indicates the total count of frames, fps specifies the frames per second and nindicates the duration of

video. Here, the key frames are extracted based on DTT with SSIM, which are described as below.
The DTT [21] is an orthogonal transformation technique, which is based on the concept of the concept of

Chebyshev polynomials. The DTT of an input video P is indicates as H(f), and it is expressed as,

H(f):Mft(l,m)p 3)

where, t(I,m) indicates the orthogonal basis of discrete Chebyshev polynomial. Likewise, the inverse of DTT is
expressed as,

M =

P =St mH(F) “)
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After the completion of DTT processing, the similarity between two consecutive frames is computed. Here, the
function of computing SSIM is computes the quality of image by identifying the similarity between uncompressed
image and reference image. The SSIM makes the value ‘1’ for similar frames and ‘0’ for dissimilar frames. Let us
assume the two frames P and ( with similar size J x J . SSIM is expressed as,

(Zapaq +71)(2ﬂp,q +7,) )

SSIM =
(o +ag +1)( B+ 55 +72)

where, a, indicates the average value of p, o, represents the average value of (, Bl indicates the variance of p, Vi

signifies the variance of , g indicates the covariance of pand (, 7; and ¥, are constants. Hence, the extracted
key frames from the input video are specified as,
P={1,1, Ty} ()

where, s be the total count of frames and |, be the d ™ frame from video. Once the key frames are extracted, then both
the RPD computation and feature extraction are performed for each key frame.

1) RPD computation

The RPD computation is proposed to measure the density of pixels exists in the frame. Every key frame is
partitioned into a count of blocks with size s x a, and it is mathematically expressed as,

RPD = iﬂ )

z=1
where, dz indicates the number of similar pixels in a block, Y represents the total count of pixels in a block and a
depicts the total count of blocks in a frame. The outcome of RPD computation is illustrated as R .

2) Feature extraction

The advantage of feature extraction method is to improve the effectiveness of embedding and extraction. This
process extracts the relevant and effective features, such as wavelet energy, edge feature and LDP feature from key
frame. Features are explained as below,

i) Wavelet energy: The wavelet energy [22] is computed by taking the average of entropies of required region. It is
expressed as,

B=:I—LZ|:;((Df) (®)

where, p, indicates f™region of an image. The wavelet energy feature is indicated as F, .

ii) Edge feature: The edge feature [22] is calculated from the edges of blocks. Here, the edge feature is expressed
as,

e 9
|><CZ:Z:Gf'g ©

where, G, , represents the edges of an pixel, C indicates the total count of pixels in f ™ region, G depicts the edges of

block. Moreover, the edge feature is indicated as F, .

iii) LDP feature: The feature Local Directional Pattern (LDP) [23] is an enhanced local pattern descriptor. It is
incorporating the directional components using Kirsch compass kernels. The advantage of adapting LDP feature is that
it poses less susceptible to noise. The LDP feature with pixel (r,,w,) is expressed as,

LDP(ra,Wa):ih(ij —i,)2! (10)
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where, LDP(r,,w,) depicts the LDP feature at mid pixel position. If r >0, then the value of his 1, otherwise the
value of h becomes 0.

1 ifr>0
hry=4- "' (11)
0 otherwise

where, e depicts the overall responses of Kirsch masks and ia indicates the a®"maximum Kirsch activation. The LDP
feature is indicated as F,.

Thus, the outcome of feature extraction process is a final feature vector represented as Ft, which is formed by

concatenating the various extracted features, such as wavelet energy, edge feature and LDP feature. It is mathematically
expressed as,

R :{Fl’FZ’FS} (12)

where, FI stands for total feature, F represents the wavelet energy feature, F, indicates the edge feature and F, depicts

the LDP feature. The final feature vector Ft and the outcome of RPD computation R is given to the input of Deep

CNN for frame classification. The frame classification for embedding based on RPD value cannot provide the accurate
classification outcome. Hence, the RPD value along with effectively extracted features provides an accurate
classification outcome using Deep CNN.

3.2. Frame classification using proposed FrWEWQO-Deep CNN

This section explains the frame classification using Deep CNN. The weights inputs of Deep CNN are trained using
proposed FF'WEWO algorithm. The advantages of proposed method are high convergence rate and optimization. The
structure of DCNN classifier [24, 25] is signified (refer Fig. 2).

) Max-pooling
Convolutional

ReLu layer layer
layer
Input layer
Input RPD apt [1x148x32] [1x146x 64] [1x146 x 64]
value and [l x150x 1]
S /
extracted i % /
feature il > >
I gl
Lygr 10 _"\
— v
______ 5 g 2 /
: Medium :1\, < &
High
------ Dense layer Dense layer Flatten layer
[1x39] [1x100] [1x9344]

Fig. 2. Design of Deep CNN for video steganography

Moreover, this proposed method attained the better classification results. The Deep Classifier classifies the
extracted frame as either low, high or medium quality for embedding. Thus, the extracted feature F[ and RPD value R

is given to the input of Deep CNN for further classification. The structural design of Deep CNN classifier is given
below.

3.2.1 Structural Design of Deep CNN

The DCNN involves of three layers, like convolution (conv) layer, pooling (pool) layer and Fully Connected (FC)
layer in which every layer executes the various operations. The advantage of Conv layer is to generate the feature map
depending on the gathered input vector. Once the feature map is formed, then the feature map is sampled, and then
forwarded to the pooling layer. Finally, the frame classification is performed in FC layer. The attained accuracy is
depending on the Conv layers count in DCNN.
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i) Conv layers:
The function of conv layer is to gather the suitable pattern of input information based on the conv filters, and

connects the gathered information between the preceding neuron layers with the trainable neuron weights. Let the input
of DCNN is portrayed as V , and the output acquired from Conv layer is specified as,

(Me‘)j,f(ye‘),,ﬁ:Z_l Z Z(fr:G) *(M,) (13)

E=-I N=-13 j+E,O+N

where, * represents the convolutional operator, (Mei)j , States the fixed feature map or the predicted outcome of et

conv layers, which is centered as( j,o0) and (Me"l) and y; portrays the kernel function in e™ conv layers.

j+E,0+N’
ii) Pooling layers:

Pooling layer refers to the non-parametric layer without the inclusion of any weights or bias, henceforth the
operations are performed effectively.

iii) FC layers:

The data acquired from pooling layer is exposed to input of FC layer for establishing the classification of gathered
data. Finally, the output acquired through FC layer is expressed as,

971

W, = u(F,')with F, z z Z( G).  *(M.?) (14)

G=l E=-1" N=-I3 j+E,O+N

The output acquired through DCNN is represented asR . Here, the weights of DCNN are optimally tuned with

proposed FFWEWO algorithm. The Deep CNN classifier provides the output as low, medium or high quality frames for
embedding the secret message.

3.3 The proposed FrWEWO algorithm

The training process of Deep CNN is carried out using proposed optimization algorithm, namely FrWEWO. Here,
the proposed Fr'WEWO algorithm is designed by incorporating WWO [26] and EWO [27] with the FC [28] in order to
train the weights and bias of Deep CNN. The EWO algorithm is designed based on the reproduction process of
earthworms. Two types of earthworm reproduction are crossover-1 and crossover-2. The crossover -1 creates only one
offspring, whereas crossover -2 creates greater than one offspring per iteration. The advantage of EWO is that the
exploration and exploitation rate is high. Moreover, this method resolves the discrete constrained optimization issues.
The WWO algorithm is designed based on the characteristics of shallow water wave theory. The advantage of WWO
algorithm is simple and easy to execute. The proposed algorithm is a modified WEWO-DRNN where fractional
calculus is applied on final crossover and mutation equation [29] to get best solution. The combination of crossover and
mutation operator is proposed in WEWO algorithm. In addition, the Fractional Calculus (FC) is an analytical model,
which helps to resolve the complex computational issues. Hence, the proposed FrWEWO algorithm is designed to take
the advantage of FC, EWO and WWO algorithm. The proposed FrWEWO algorithm is given below.

Step 1) Initialization:

The initialization of solution is expressed as,

H={H,H, - H,H}1l<x<n (15)

where, n depicts the total count of solution and s _depicts the x™ solution

Step2) Evaluation of fitness

The optimal solution is based on the fitness function. Mean Square Error (MSE) a criterion is used to select fitness
of each pixel. The fitness with the minimal value of MSE is considered as an optimal solution. The MSE is calculated as,

MSE, =St —Senn | (16)

vnyl c=1
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where, ris the original frame and S is the embedded image, ¢ specifies number of video frames, where 1<c <m,n,I.

Step3) Weight determination

In this step, the optimal solution is determined using the update equation of proposed FFWEWO algorithm, which
is effectively designed by the incorporation of FC concept with the final update function of WEWO algorithm. The
WEWO algorithm is constructed by combining EWO and WWO algorithm [29]. The final updated equation of WEWO
algorithm is derived as,

H:\fl _ Hmax,v + Hmin,v (17)

1+H

The application of FC resolves the complex computational issues of optimization problems. In order to apply FC,
let subtract H :’V on both sides of equation (17), then the expression becomes,

Hb+1_Hb :Hmax,v-l_:'min,v_Hb (18)
uv u 1+ Huv uv

Apply FC in equation (18), then the expression becomes,

H oy + Hii
Vk Hb+1 :M_Hb 19
(H) == M (19)
Hoce + Hon
et —kHE — 2ot - Lok He? - L ko) (2-k)HEe = Dmee T e o (20)
2 6 24 1+H?,
H H_.
M —KHE, —HE 4k HE 4 (LK HE + Dk (Lok)(2- K HE 2 e 2y
2 6 24 1+ HE

1 1 1 Hop + Ho
HXT=H? (k=1)+ =k H2 "+ 2 (1-K)H2 2 + =k (1-Kk)(2—-K)H>? Ty TN 22
uv UV( )+2 uv +6( ) uv +24 ( )( ) uv + 1+HEV ( )

where, 4 and H are the upper as well as lower bound location of earth worm, H? be the present location of

water wave at time b and H®tbe the present location of water wave at time b+1. Equation (22) represents the final
uv

updated equation of proposed FrWEWO algorithm, which optimally selects the exact pixel solution such that the
performance of system is enhanced. The output acquired from the proposed FrWEWO algorithm is used to train the
weights of Deep CNN for classifying the frames in order to detect the best embedding pixel location from the frame.

Step 4) Re-evaluation of fitness:

The optimal solution is re-evaluated based on the fitness function given in equation (16), in which the minimal
value of MSE is considered as an optimal solution.

Step 5) Terminate:

The optimum weights are evaluated in a repetitive manner till the highest iteration W,,, is reached. Thus

optimization of pixel location is performed using proposed algorithm.

The pseudo code of proposed Fr-WEWO algorithm is given bellow,

The optimal region for embedding is selected using proposed FrWEWO algorithm, which is designed by the
integration of EWO, WWO and FC algorithm. The effectiveness of secret image embedding is increased using
proposed algorithm.
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‘ Input: Population H , iteration counter \ RpD, Final Feature Vector F,

Output: H " optimal solution

[ Initiate |
Initialization of solution H ={H,,H,,---,H,,---H };1<x<n
| Calculate the error using equation (16) |

Arrange every earthworm as per the fitness value, H = {H Bt ,Hworse};1<x<n

| Check Termination Criteria |
While H :V*l not found or

(w<w,,,) do

Randomly choose an earthworm for crossover
| Compute va*l using equation (22) |

Calculate the fitness value of offspring H L‘J’V*l using equation (16)

If 4ot Then replace with
wo> HBest Best

Else if va“

Hworse
Then replace with

H worse

Else discard
| Evaluate population based on newly updated position using (16) |
w=w+1
| Return optimal solution H"* |
End

3.4. Pixel prediction using Deep CNN

The pixel prediction is utilized to select the optimal pixel for obscuring the secret image on the input frame. Here,
the pixel prediction is carried out using Deep CNN for embedding the secret image on the frames acquired from video.
For predicting the optimal pixel, the suitable regions are selected based on the estimated RPD values, extracted features

F, and the frame classification outcomeL,, H,and M, . The advantage of Deep CNN is that it provides the better

classified outcome. The Deep CNN classifier effectively predicts the optimal pixel for embedding based on the RPD
value, extracted feature and the frame classification outcome. The output of pixel prediction process is represented as
H, in which the selected pixels are utilized for secret image embedding. Moreover, the structural design of Deep CNN

is described in previous section C.
3.5. Wavelet transform-based secret image embedding

The video steganography is the process of concealing a secret image on the selected region. After predicting the
appropriate pixel, the embedding process is carried out by inserting a secret image on the predicted region of pixel using
wavelet transform. The wavelet transform is utilized for embedding as well as extraction of secret image on the frame.
High processing speed is main advantage of wavelet transform.

WT: The wavelet coefficient is determined to embed and extract the image. While executing the embedding
process, the image is subdivided into eight sub-bands with two levels of decompositions. In the first level of
decomposition, the frame is partitioned into four sub-bands, like LL,HL, HH and LH . Here, LL signifies the
coefficients at coarse level, HL, HH and LH designates the finest scale wavelet coefficient. Here, the LL sub band is
selected to perform second level of decomposition for embedding. The partitioned sub-bands are expressed as,

{LL',LH" HL' HH} = X (E,) (23)

where, E, specifies the key frame, X represents the wavelet transform, and {LL, LH,HL,HH} denotes the wavelet

coefficients. The second level decomposition is carried out on all the bands of image Ea , thereby the 16 sub-bands are
attained and is expressed as,

{LLy, LH" HU, HH = X (L) (24)

(L, LH ), HU, HH, b= X (LHT) (25)
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{LL5 L', HU, HH Y = X (HL) (26)
{LL, LH", HL HH = X ((HH') (27)

Thus, LL" and HH" coefficients are selected to perform the embedding and extraction process. Consequently, the
embedding is carried out on the in selected region such that the embedding function is articulated as,

E =K, +5*A (28)

where, E, represents the embedded image, K, indicates the key frames, S denotes the embedding strength and A,

demonstrates the secret image. Here, the embedding strength S is determined based on the condition of required pixel
density. The various conditions of pixel density frames (PDF) are given below.

e Conditionl: If the PDF is high, then the embedding strength of particular frame is also high (s = 0.5). Hence,

more embedding changes can be done in the particular frame.
e Condition 2: If the PDF is medium, then the embedding strength of particular frame is also medium (s = 0.25).

Therefore, the medium level embedding changes can be done in the particular frame.
e Condition 3: If the PDF is low, then the corresponding frame has low embedding strength (S :0,1).

Consequently, the low level embedding changes can be done in the respective frame.

IWT: After the embedding, the IWT is applied to the embedded image in order to extract the hidden data. Thus,
the embedded image is indicated as, E, = {LL**l, LH™, HL™, HH 1} Moreover, the IWT is stated as,

IWT (E, ) ={LL",LH" ,HL",HH "'} (29)
where, |WT designates the inverse wavelet transform. Accordingly, second level of decomposition is stated as,

M’ =IWT (E, ) (30)
where, M*designates the embedded image.
3.6. Extraction of secret message

Once the embedding process is done, then the embedded image is sent to the destination side over the network. In
order to extract the hidden image from embedded image, the receiver requires the key frames for extraction. Hence, the
WT is employed to retrieve wavelet coefficients, thereby the receiver extracts the secret image at the receive side.
Moreover, the initial level decomposition is given by,

{LL**,LH**,HL**,HH**}:x(m*) (31)

where, M *represents the embedded image. Moreover, the second level of decomposition is carried out on each sub-
bands, which is expressed as,

{LL , LH" 0 HU  HH = X (LL,) (32)
{LL o LH HU 5y HH = X (LH,") (33)
(LU LH g HU g HH b = X (HL) (34)

(LU LH ™ HU  HH b= X (HH,) (35)

At last, the embedded image comprised of wavelet a sub band, which is stated as F~ = {|_|_*al, HH,,..LL,,, |—||—|;4}
and it is used to mine the secret image. Henceforth, the extraction process is expressed as,
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A=K, -K; (36)
where, Asignifies the retrieved message. After the application of WT,
K=0 -0 (37)

where, O specifies band hidden by secret image, O designates the pixel position, and the secret message is recovered
as,

(38)

N 1 If K6 &0>06
o Else

Here, the pixel position O is anticipated based on Deep CNN, which is used to estimate the position of image
pixels for embedding the secret message

4. Simulation and Results

This section describes the results and discussion of proposed FrWEWO-Deep CNN for video steganography based
on evaluation metrics, such as Correlation Coefficient and PSNR. The assessment is done with the number of frames
with and without the salt and pepper noise. The experimental setup, dataset description, performance metrics,
comparative techniques, comparative analysis, and discussion on result are presented in this section.

4.1. Experimental setup

The experimentation of proposed Fr-WEWO-Deep CNN method is done with Pycharm tool with Windows 10 OS,
4GB RAM and Intel i3 core processor.

4.2. Dataset description

The dataset employed for the proposed FFWEWO-Deep CNN method for video steganography is CAVIAR
database [30]. The video clips were filmed for the CAVIAR database with a wide angle camera lens in the entrance
lobby of the INRIA Labs at Grenoble, France. The resolution is half-resolution PAL standard (384 x 288 pixels, 25
frames per second) and compressed using MPEG2. The file sizes are mostly between 6 and 12 MB, a few up to 21 MB.
CAVIAR video database is a set of small video clips recorded under various acts. In this work two video clips from the
CAVIAR database are used for the comparative analysis.

4.3. Performance metrics

The effectiveness of proposed Fr'WEWO-DeepCNN using correlation coefficient and Peak Signal to noise ratio
(PSNR) are described. The analysis is performed without noise and then salt-pepper noise is added for computing the
performance of the proposed algorithm.

4.3.1. Imperceptibility Analysis:

Image noise is an arbitrary variation in the brightness or colour of the images. The impulse noise is one of the
external noise-induced deterioration of the image. Noise corrupts images by replacing some of the original image's pixels
with new pixels having different brightness values. Impulse noise causes pixel deterioration at random locations. Impulse
noise-corrupted pixels have intensity levels that are either very high or very low. They typically contrast sharply with the
smooth, pristine, unblemished surroundings. A noisy image to be modelled as follows: g(x, y)=f (X, ¥)+ (X, y) n, where
f(x, y) is the original image pixel, n(x, y) is the noise term and g(x, y) is the resulting noisy pixel. The fixed-valued
impulse noise is called as salt-and pepper noise. Random bright pixels and random dark pixels are added to an image to
add salt and pepper noise. Data drop noise is another name for it since it statistically reduces the original data values.
For grey scale image, the gray scale values of noisy pixels distorted by random-valued impulse noise are equally
distributed in the range [0,255]. If the amount of bits for transmission is 8, pixels are replaced with corrupted pixels
with maximum or minimum values, i.e., 255 or 0, respectively.

The common assessment used to measure the imperceptibility of video steganography are Peak Signal-to-Noise
Ratio (PSNR) and Structural Similarity (SSIM)

4.3.2. PSNR:

The proportion of maximum signal power and the noise which affect the fidelity is computed using PSNR and is
given by equation 39,

PSNR = L

= E[PSNR[A(g, h),T(g,h)]+PSNR[B(g,h),T(g.h)]] 39)
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where, A(g,h)and B(g, h)indicate two input images and T (g, h) represent the embedded image.

4.3.3. Correlation coefficient:

Correlation coefficients are a widely-used as a performance evaluation measure in image processing. The
correlation between two images is measured using correlation coefficients. Although there are other kinds of correlation
coefficients, Pearson's correlation coefficient is the most common. The correlation coefficient known as Pearson's is
frequently applied in linear regression. With a correlation value of 1, there is a fixed proportional increase in one
variable for every positive increase in the other. A correlation coefficient of -1 denotes a fixed proportional negative
decline in the other variable for every positive gain in the first. If the value is zero, the two photos are simply unrelated.
Equation 40 provides the correlation coefficient as shown below,

L[ Zoi-n0i-9) (40)
S =% (yi-yy

The statistical relation between two variables is given as correlation coefficient and it ranges between -1 to +1
where 1 represent strongest possible agreement and 0 indicate disagreement between two images.

4.4. Comparative techniques

The performance of proposed Fr'WEWO-Deep CNN technique is analyzed using various existing techniques, such
as DWT+DCT [6], DCNN+DWT [31], DCNN+LSB [12], proposed WEWO-DeepRNN [29] and 3D-CNN [9].

4.5. Comparative assessment

The comparative assessment of various techniques is done based on evaluation metrics, Correlation coefficient and
PSNR. The assessment of proposed technique is based on frames with salt and pepper noise and frames without noise.
The videos are mentioned as, video case-1 and video case-2, named view of The mall shop areas and Walk by shop 1
corridor respectively. The Lena (512 x 512) and Peppers (256 x 256) are secret images used for embedding. The
simulation results of key frames are shown in Table 1.

Table 1. Video case-1 and video case-2 key frames, stego frames with secret images.

Video Without Noise Key frame Secret image With noise stego frame Extracted image

Video
Case-1

Video
Case-2

In Table 1, one key frame from every video case is selected to visualize the embedding and extraction outcomes.
The key frame no. 7 from video case 1 and key frame no. 10 from video case 2 are used. The key frames without noise
and with salt and pepper noise stego frames are presented. Original images and extracted images are also presented. The
frame wise PSNR and CC variations are discussed in next part of the paper.

4.5.1. Comparative assessment based on frames with salt and pepper noise using video case-1

The comparative assessment of proposed FFWEWO-Deep CNN technique based on frame with salt and pepper
noise using video case-1 is shown (refer Fig. 3). Frame 10, 1, 13, 7, and 19 are high, medium and low quality frames.
The comparative assessment of proposed technique with respect to correlation coefficient is indicated (refer Fig. 3a).
When salt-pepper noise is 0.05, the corresponding CC values evaluated by DWT+DCT, DCNN + DWT, DCNN+LSB,
proposed WEWO-DeepRNN, 3D-CNN and proposed FrWEWO-Deep CNN are 0.5598, 0.7439, 0.5738, 0.7819, 0.8694
and 0.8762. When amount of salt-pepper noise is 0.250, the CC values obtained for DWT+DCT, DCNN + DWT,
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DCNN+LSB, proposed WEWO-DeepRNN, 3D-CNN and proposed Fr'WEWO-Deep CNN are 0.5075, 0.69361, 0.5286,
0.7209, 0.8453 and 0.8455. The comparative assessment of proposed technique in terms of PSNR for video 1 are shown
(refer Fig.3b). When salt-pepper noise is 0.05, the evaluated PSNR values by existing DWT+DCT, DCNN + DWT,
DCNN+LSB, proposed WEWO-DeepRNN, 3D-CNN and proposed Fr'WEWO-Deep CNN are 31.48 dB, 38.22 dB,
31.86 dB, 39.83 dB, 41.58 dB and 43.87 dB. When salt-pepper noise is 0.250, the PSNR values for DWT+DCT,
DCNN+DWT, DCNN+LSB, proposed WEWO-DeepRNN, 3D-CNN and proposed FrWEWO-Deep CNN are 27.07dB,
32.58dB, 26.42dB, 34.13dB, 39.67 dB and 41.54 dB.
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Fig. 3. Comparative assessment by adjusting frames with noise using a) Correlation coefficient, b) PSNR

4.5.2. Comparative assessment based on frames without noise using video-1

The comparative assessment of proposed Fr'WEWO-Deep CNN technique by adjusting the frame without noise
using video-1 is demonstrated (refer Fig. 4). The assessment of proposed FF'WEWO-Deep CNN technique in terms of
correlation coefficient is given (refer Fig. 4a). The correlation coefficient of proposed model is 0.9975, whereas the
existing techniques, such as DWT+DCT, DCNN + DWT, DCNN+LSB, proposed WEWO-DeepRNN and 3D-CNN are
attained the correlation coefficient of 0.7172, 0.9674, 0.9348, 0.9741 and 0.9822, correspondingly for frame 10. The
correlation coefficient of proposed model is 0.9713, whereas the existing techniques, such as DWT+DCT, DCNN +
DWT, DCNN+LSB, proposed WEWO-DeepRNN and 3D-CNN are attained the correlation coefficient of 0.7014,
0.9526, 0.9159, 0.9602 and 0.9624, correspondingly for frame 19.

The assessment based on PSNR value is illustrated for video 1 (refer Fig. 4b). When DWT+DCT, DCNN + DWT,
DCNN+LSB and proposed WEWO-DeepRNN, 3D-CNN are achieved the PSNR values of 38.89 dB, 43.92 dB, 41.24
dB, 43.95 dB and 45.00 dB, whereas the proposed technique achieved the PSNR values of 47.89 dB for frame 10. The
PSNR of proposed model is 45.29 dB, whereas the existing techniques, such as DWT+DCT, DCNN + DWT,
DCNN+LSB, proposed WEWO-DeepRNN and 3D-CNN are attained the correlation coefficient of 36.57 dB, 39.12 dB,
37.21 dB, 40.64 dB, correspondingly for frame 19.
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Fig. 4. Comparative assessment by adjusting frames without noise using a) Correlation coefficient, b) PSNR
4.5.3. Comparative assessment based on frames with salt and pepper noise using video-2

The comparative assessment of proposed FrWEWO-Deep CNN method based on frame with salt and pepper noise
using video-2 is shown (refer Fig. 5). The comparative assessment of proposed technique with respect to correlation
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coefficient is illustrated (refer Fig. 5a). When salt-pepper noise is 0.05, the corresponding CC values evaluated by
DWT+DCT, DCNN + DWT, DCNN+LSB, proposed WEWO-DeepRNN, 3D-CNN and proposed Fr'WEWO-Deep
CNN are 0.5318, 0.7613, 0.5830, 0.7839, 0.8560 and 0.8697. When amount of salt-pepper noise is 0.250, the CC values
obtained for DWT+DCT, DCNN + DWT, DCNN+LSB, proposed WEWO-DeepRNN, 3D-CNN and proposed
FrWEWO-Deep CNN are 0.5059, 0.7356, 0.5436, 0.7422, 0.8351 and 0.8487.

The comparative assessment of proposed technique in terms of PSNR for video 2 is shown (refer Fig. 5b). When
salt-pepper noise is 0.05, the evaluated PSNR values by existing DWT+DCT, DCNN + DWT, DCNN+LSB, proposed
WEWO-DeepRNN, 3D-CNN and proposed Fr'WEWO-Deep CNN are 31.51 dB, 38.74 dB, 32.41 dB, 39.12 dB, 41.37
dB and 43.08 dB. When salt-pepper noise is 0.250, the PSNR values for DWT+DCT, DCNN+DWT, DCNN+LSB,
proposed WEWO-DeepRNN, 3D-CNN and proposed Fr'WEWO-Deep CNN are 26.34 dB, 35.02 dB, 27.56 dB, 35.57
dB, 39. 43 dB and 40.88 dB.
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Fig. 5. Comparative assessment by adjusting frames with noise using a) Correlation coefficient, b) PSNR

4.5.4. Comparative assessment based on frames without noise using video-2

The comparative assessment of proposed FrWEWO-Deep CNN technique based on frame without noise using
video-2 is illustrated (refer Fig. 6). The assessment of proposed Fr'WEWO-Deep CNN technique in terms of correlation
coefficient is shown (refer Fig. 6a). The correlation coefficient of proposed model is 0.9871, whereas the existing
techniques, such as DWT+DCT, DCNN + DWT, DCNN+LSB, proposed WEWO-DeepRNN and 3D-CNN are attained
the correlation coefficient of 0.7115, 0.9717, 0.9339, 0.9741 and 0.9714, correspondingly for frame 3. The correlation
coefficient of proposed model is 0.97, whereas the existing techniques, such as DWT+DCT, DCNN + DWT,
DCNN+LSB, proposed WEWO-DeepRNN and 3D-CNN are attained the correlation coefficient of 0.7040, 0.9513,
0.9246, 0.9608 and 0.961, correspondingly for frame 10.
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The assessment based on PSNR value for video 2 is given (refer Fig. 6b). When DWT+DCT, DCNN + DWT,
DCNN+LSB and proposed WEWO-DeepRNN, 3DCNN are achieved the PSNR values of 37.05 dB, 39.82 dB, 36.58
dB, 41.94 dB and 43.89 dB, whereas the proposed technique achieved the PSNR values of 47.19 dB for frame 3. The
PSNR of proposed model is 43.64 dB, whereas the existing techniques, such as DWT+DCT, DCNN + DWT,
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DCNN+LSB, proposed WEWO-DeepRNN and 3D-CNN are attained the correlation coefficient of 34.52 dB, 37.31 dB,
40.19 dB, 40.98 dB, correspondingly for frame 10.

4.6. Comparative discussion

The comparison of proposed model based on evaluation metrics in terms of correlation coefficient and PSNR is
disused here. In this paper, the performance of proposed technique is analyzed based on presence the salt and pepper
noise and without noise with video- case 1 and video case 2 in terms of evaluation metrics. Average values of
correlation coefficient and PSNR are computed from frame 10, 1, 13, 7, and 19 in video case-1. Average values of
correlation coefficient and PSNR are computed from frame 3, 10, 7, 15 and 25 in video case-2. Table 2 is showing
comparative analysis for video case-1 and video case-2.

Table 2. Comparative analysis for video case-1 and video case-2

Proposed Proposed
Video DWT+ DWT+ LSB+ WEWO- FrWEWO-
Input Variations Metrics DCT DCNN DCNN DeepRNN 3DCNN DeepCNN
Video cC 0.7096 0.9584 0.9264 0.966 0.9748 0.9847
case-1 Without noise PSNR 37.4399 41.347 39.0976 41.8492 42.9234 46.5728
Salt and cC 0.5327 0.7231 0.5494 0.7585 0.8565 0.8629
Pepper noise PSNR 29.2785 35.3763 29.9028 37.3491 40.6429 42,7624
Video CcC 0.7073 0.9581 0.9301 0.9656 0.9659 0.9775
case-2 Without noise PSNR 33.7943 38.3608 35.6876 40.7439 42.3031 45.3576
Salt and CcC 0.5172 0.7571 0.5588 0.7642 0.8462 0.8594
Pepper noise PSNR 29.2785 35.3763 29.9028 37.3491 40.6429 42.7624

For video- case 1, the correlation coefficient and PSNR values attained by the proposed model are 0.9748 and
46.5728 dB, whereas the existing techniques acquired the correlation coefficients 0.7096, 0.9584, 0.9264, 0.9660 and
0.9748, and the PSNR values 37.4399 dB, 41.3470 dB, 39.0976 dB, 41.8492 dB and 42.9234 dB, respectively. When
salt and pepper noise is added to the frames, the correlation coefficient and PSNR values attained by the proposed
model are 0.8629 and 42.7624 dB, whereas the existing techniques acquired the correlation coefficients 0.53270.7231,
0.5494, 0.7585and 0.8565, and the PSNR values 29.2785dB, 35.3763dB, 29.9028 dB, 37.3491 dB and 40.6429dB,
respectively.

For video- case 2, the correlation coefficient and PSNR values attained by the proposed model are 0.9775 and
45.3576 dB, whereas the existing techniques acquired the correlation coefficients 0.7073, 0.9581, 0.9301, 0.9656 and
0.9659, and the PSNR values 33.7943 dB, 38.3608 dB, 35.6876 dB, 40.7439 dB and 42.3031 dB, respectively. When
salt and pepper noise is added to the frames, the correlation coefficient and PSNR values attained by the proposed
model are 0.8594 and 42.1783 dB, whereas the existing techniques acquired the correlation coefficients 0.5172, 0.7571,
0.5588 and 0.8462, and the PSNR values 28.9465 dB, 36.9339 dB, 29.1143 dB, 37.3395 dB and 40.6014 dB,
respectively.

More key frames for training developed the more reliable DCNN model. In the research frames are classified
based on optimum region (pixel location). Better values of PSNR and CC are presenting reliable and accurate results as
compared to existing methods of video steganography.

5. Conclusion and Future Work

5.1. Conclusion

The proposed FFWEWO-Deep CNN technique for video steganography is presented in this paper. The pixel
locations are predicted to facilitate embedding process of steganography. Frame classification is also carried out using a
deep learning classifier DCNN which indicated best key frame for secrete image embedding. The classification of
frames is based on RPD values and extracted features. The proposed concept of RPD value is attained to find out block
wise similar pixels of every frame. The secret image is embedded and retrieved from the cover video using wavelet
transform technique. Embedding at optimum pixel location is improving the efficiency of video steganography. The
experimental results demonstrates that the proposed methodology attained the better performance based on CC and
PSNR. Here, the proposed Fr'WEWO-Deep CNN algorithm is showing better imperceptibility. It also resolves the
computational and analytical issues, which reduced the error produced thus, the PSNR value improved. The pixel
location selection and prediction improved the correlation coefficient value. All the techniques are performing better
without noise added in the key frames. But when salt and pepper noise is added in the frame, PSNR value and
correlation coefficient got affected.

5.2. Limitations

This paper focused on the optimization using evolutionary algorithm and training of Deep CNN model for video
steganography. A still image video steganography technique is analyzed with performance index such as PSNR and CC.
The video steganography in the uncompressed domain has a good hiding capacity but not strongly robust against signal
processing, noise, and attacks by an intruders. So, we recommend investigating a compressed domain video
steganography to enhance the robustness and imperceptibility.
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Future Work

In future, the effectiveness of embedding will be enhanced by applying an effective optimization technique with

macro blocks (compressed domain video steganography). Payload capacity and execution time will also consider for
performance evaluation. More number of videos will be analyzed for more precise results.
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