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Abstract: Online stores have integrated one or more payment gateways on their website to facilitate the transaction of
goods and services. In the Nigerian case, many physical stores are moving online. However, there is a gap in the
payment methods which have slowed down business due to limited payment methods, charges incurred on gateways,
and insecurity of websites. This paper is tailored towards the security of online transactions, reduced credit card usage
and yet accentuation of cashless policy in Nigeria. Inline with the above stated, this paper proposed a secured digital
wallet using cryptography to proffer a solution to exposing confidential information to different sites and curb
fraudulent actions. By means of qualitative and quantitative research approach, data on user transactions were collected
through google survey forms on how often they make transactions, 91.3% shop online but only 48.1% shop very often
and 55% of sample questioned security of online payment, from the quantitative facts above, a larger percent of people
who uses financial tools in their shopping activities have more security concern which this study solely aim at. In
response to the corncern in the preceeding clauses, a mathematical model was formulated to generate keys for the wallet
using an asymmetric cryptography scheme to improve the security process while using an online service. Furthermore,
wallet referred in this paper uses the fund preload techniques which limits how often users needs to swipe their credit
card for an handshake with the commercial banks, the end goal thus strengthen the Nigeria cashless policy. This paper
generated encryption and decryption keys from the extension of the Euclid theorem and implemented a system that can
generate keys for fund and asset transfer with the crypto service. The system was tested using unit testing and alpha and
beta testing to assert the aims of the research. The result showed that digital wallet usage reduces the exposure of
sensitive information on funds and allows using the account on different sites.

Index Terms: Data security, Cryptography, Digital wallet, Cryptocurrency, encryption, decryption.
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1. Introduction

Wallet in the real world is a compact item where important items such as credit cards, identity cards, money, and
personal information are kept for convenience, safety, and accessibility. The digital revolution has transformed most
aspects of our daily lives, and this is converged most at business channel capacities [1, 2]. The digital wallet as an
abstract of physical wallet is an evolution to economic institutions, especially credit and banking institutions worldwide.
It is a system that serves as a storage of liquid assets and confidential data and could be in the form of a personal
repository tagged by a unique identifier for its users.

Modern payment choices made conceivable by digital wallets change the way individuals transact with friends,
family, and businesses. A typical instance of a digital hardware wallet is the prepaid electricity system in Nigeria, where
an equivalent value of money is preloaded unto it. At the same time, instances of software-based digital wallets are
ApplePay, GoogleWallet, and AndroidPay, to mention a few. Also, digital wallets can be called mobile wallets when
related with a cell phone because it allows cash exchanges without the physical use of cash, checks or credit/debit cards.
The birth of the digital wallet spurges the evolution of mobile wallets and it was first initiated by Apple, named Apple
Pay in 2011, followed by Android Pay and other bank-centric wallets [3].

Figure 1 depicts what can be done on a digital wallet. Payments are made online without inputting one’s fund’s
details once the application is integrated into a website. This wallet also serves as a bank where possible transactions
can be performed in a bank through the wallet. This means money can be sent to people, purchases can be made, and
money is saved. The only thing to do is for account owners to make money in the wallet by transferring between bank
and wallet to wallet.

There are many potential risks on data access privilege and data transfer in today's cyber world, such as data loss
due to hardware/software failure or data leakage to unauthorized users due to malicious inputs by internal/external users
of a network/system [4].
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Fig. 1. Typical functions of Digital wallet

Customers are reluctant to use their credit/debit cards on different sites where security issues are compromised. For
that, a threat to security, loss of money and credibility, and other fraudulent actions can be performed on customers’
information. Data is one of the fatest growing component of any system as its users increases, in the case of financial
system such data is highly sensitive and must be preserved with all possible measures [5], hence the rise in
cryptography and cryptocurrency. In this paper, the major challenge is the security of transactons made in online
services, cryptography will be discussed in the next sections on how it can interplay with computing and banking
services.

2. Cryptography

Cryptography is a field of study that involves computer science and mathematics on the construction of techniques
on secure communication between two parties while a third party is present for the system compromise [6, 7]. Basically,
cryptography was coined from the study of cryptology, which majorly consists of cryptography and cryptoanalysis;
while cryptography is constructing a cryptographic system, cryptoanalysis breaks the cryptographic systems.
Cryptography gives secure communication within the presence of malicious third parties known as adversaries [8]. The
main idea is to keep sensitive information secret, and while doing that, a question about secrecy is “How long do you
want these messages to remain secret?”. An answer for secrecy is “I want them to remain secret for as long as men are
capable of evil” [9].
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Cryptography can be used for digital signature, electronic money, secure multi-party computation, secure web-
browser page requests, and end-to-end encryption. The Transport layer Security (TLS) protocol on networks/websites is
achieved through the Rivest Shamir and Adelman (RSA) cryptographic structure where web-server and web-browser
exchange public key after knowing the secret key to ensure privacy, integrity, and authenticity [10, 11].

Basic techniques in cryptography entail encryption, decryption, signing, and generation of pseudo-random
numbers. Encryption uses an algorithm called cipher and a key to convert input (plaintext) into a scrambled text
(ciphertext). A given calculation will continuously change the same plain text into the same ciphertext if the same key is
used. Algorithms are considered secure if an attacker cannot decide the properties of the plaintext or key, given the
ciphertext. The role of mathematics is evident in the cryptographic system as mapping and group theory become the
order of operation in the encryption-decryption process. An instance of the encryption-decryption process is Caesar
cipher, Vigenere cipher, Data Encryption Standard (DES), and Advanced Encryption Standard (AES) [12].

Cryptography is applied to digital currency to regulate and secure transactions [13]. Digital currency evolved from
virtual currency, where it is unregulated, digital, issued, and controlled by its developer, and it has been clearly stated
by the United States Department of Treasury that digital curency operation is just exactly like traditional currency
which buttress the authenticity of digital currency [14]. A digital currency is a currency generated online, and users
exchange an equivalent amount of money for it. This digital currency can permit borderless transfer-of-ownership;
however, such currency could only be effective in communities that agreed on the use. As more individuals engage in
buying and selling, more transaction is made, secured and faster means of excecution is required, the financial industry
has been revolutionized since the advent of digital currency and more can still be done. Thus, cryptocurrency is a
digital currency that uses strong cryptography to regulate and secure financial transactions, generate currency units, and
verify the transfer of funds independent of physical bank [15, 16]. A digital currency becomes a cryptocurrency when
its system uses cryptography for digital operations such as digital currency transfer, fund transfer, or exchange of digital
currency for goods and services.

Nowadays, a digital wallet that uses cryptography is called a crypto wallet. Cryptocurrency such as Bitcoin,
Ethereum, and Dodgecoin has their crypto wallet using the same cryptography scheme called an asymmetric scheme.

A cryptocurrency can be managed on a centralized (client-server) or decentralized system such as blockchain [17].
A centralized system is a collection of operational components to coordinate peers and execute its services through a
central authority. However, a decentralized system enables multiple users to make their own independent decisions.
There is no single centralized authority that makes decisions on behalf of all the parties. Instead, each party, also called
a peer, makes local autonomous decisions towards its individual goals, which may conflict with others. Peers directly
interact with each other and share information or provide service to other peers. Therefore, a centralized digital wallet
system is a server-side pay point for online services and goods with no or less transaction remittance from a physical
bank account [18].

Wallet stores virtual currency and other individual accessories, yet high-level security is required while using a
wallet to transact goods and services. Transaction of goods and services is performed over a communication network
which typically includes a sender, receiver, message, medium, and protocol [19]. Securing transactions over a medium
between two or more parties requires cryptography techniques that best suit the process. To this end, cryptography
would be used to secure transactions in this study.

3. Related Works

The initially adopted way of a transaction before money came into existence was barter which dealt with the
exchange of goods or services to meet the needs of individuals [20]. Money became a regularised method of payments
to conduct and utilize commercial transactions [21]. Transactions have resolved to cashless payment methods as
Technology makes payments of transactions, goods, and services stress-free with different payment methods integrated
into stores. The most common payment method is done with bank cards that can be used for almost all online purchases
[22-24]. These cards (debit and credit) are vulnerable to attacks as hackers generate usable card payment details (card
number, expiry date, card verification value, and postal address), which can be used on different merchant sites to
defraud the card owner. Fraudsters use the information to wipe out victims’ accounts [25]. Some even make a very
minute deduction on millions of accounts which may be unknown or disregarded by owners. Meanwhile, these cents
sum up to fortune for fraudsters. Examples are Target breach, capital one, Anthem Inc, Anthem etc, where millions of
customers’ or clients’ financial information are compromised and threatened [26, 27]. Although security has been
beefed up but customers are reluctant to use their cards online [28-30]. Since one can barely do without online
purchases, especially in recent times of pandemic and economic meltdown where small scale businesses are migrating
online [31, 32], many customers look for more secured payment methods [5, 33]. According to [34], various
applications use virtual cash, including Paytm, Mobiquick, and Freecharge. It was defined that a digital wallet is a
cashless service used to substitute physical cash.

Digital wallet is preferred since it restricts exposure of card usage on different merchant sites [1]. These digital
wallets, such as PayPal, PayU, PayStack, AmazonPay etc., are incorporated as payment methods for online purchases [3,
35, 36].
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Jinimol [1] stressed that a digital wallet is nothing but online money that may not require physical cards to
exchange settlement as long as communication between buyer and seller exists. He observed that hardware or software
could be an e-wallet if it is mobile and can accommodate digital assets. Digital wallets remove the fear of exposing
bank details to various websites; however, if there is a data breach in the digital wallet, both funds in the wallet and
account linked can be wiped off [37], with respect to this the role of security cannot be overemphasized and this paper
shall address it using cryptographic techniques outlined at the later part of this paper.

PayPal Holdings, Inc. [38] is a digital wallet with leading payment technologies integrated into over a 1.5million
websites and uses a consumer-to-consumer payment system to settle bills. It uses commercial interest-bearing checking
accounts to store funds added to the PayPal wallet by customers, which implies money is stored in an account and is
never used for loans, unlike fractional-reserve banking. Paypal is widely integrated into online stores, and consumers
and sellers have widely accepted it as a safer payment method [38, 39]. However, data breach always occurs on PayPal
as attackers attack customer’s details at authentication stage of the website. Also, there are different phishing pages and
password vulnerabilities in PayPal [40, 41]. Itis still a prospect that the company might create a type of cryptocurrency
to send and receive payments, to this end PayPal has stressed the need for cryptographic operations inclusion in the
financial world.

QuickPay digital wallet [42] is a person-to-person payment company that allows individuals to send and receive
money using the phone number or email and a One Time Password (OTP) authentication. Quick pay also uses a
commercial account to transfer money to individuals who are not a member of QuickPay and willing to accept payment.
They also have an API to facilitate fund transfer. Funds can be gathered from different digital wallets into quickpay
digital wallets as part of wallet preload options. The Quickpay preload options makes funds transfer much more faster
on digital wallet as there is no authorization needed from a commercial bank to complete a transfer, this study uses the
Quickpay wallet preload scheme to facilitate its own preload option, an extension to this scheme is the use of giftcard as
part of a preload option in this paper. Quickpay charge per transaction and it concentrated more on services than goods.

CryptoQR uses RSA, where a QR code represents a user's public key with meta and body message, on-scan of
such image. The device decrypts the info through the RSA [43]. RSA ensured secured sensitive data exchange between
two parties. RSA uses “Number theory” to create an encryption scheme so that decryption is only possible with
knowledge of secret decryption key, as the key is known by the authorized parties [44]. Fraud is carried out at the code
integration stage, in which scammers own different QR generators on the internet. The hackers use the methods to scam
users out of bitcoin by diverting transfers to hacker’s account [43, 45]. To avoid this form of limitation as exploited by
hackers in the past, QR code typically a cryptic image will not be used in this paper, rather a large set of prime numbers
will be used to represent wallet identifiers and would have a mathematical relations that enable a wallet user validate
and verify transactions more securely.

Zerocoin protocol is an extension of bitcoin [46], which solves linkability and anonymity via security key pairs
(public and private). It was a breakthrough contribution to the crypto industry. However, a vulnerability in modern day
cryptocurrencies was spotted in 2017 in which 370,000 coins were minted due to typo in the source code. It also
emphasized that an attacker cannot steal from an honest user but can destroy such user’s money. This issue is related to
Denial of Service (DOS) on HTTP-based applications; thus, the attack was hamed denial-of-spending [47], this attack is
quite rare as the zerocoin protocol is more secured protocol yet denial of spending attack is the major limitation of this
protocol, this paper dwells on unique transaction identifiers and chain which requires an audit before a fund transfer can
be initiated, it is solely an act of labelling all funds receiving as an entity that cannot be spent twice and yet must entail
the hash of its previous transaction hash, this process is called the transaction audit.

Other popular digital wallets are ApplePay, GooglePay, AmazonPay, SamsungPay. But these are integrated into
their products and services. For example, SamsungPay is mostly used by Samsung product owners, and they use the
wallet to buy from Samsung stores. ApplePay even has restrictions to the browser used in accessing the payments. One
can only pay for products and services through safari browser and ios apps [30], this is a versatility issue that will be
addressed in this paper following the Quickpay fund transfer intents but in a more secured way using the security key
scheme in the zerocoin protocol. Bosamia [37] identified and analyzed the different threats and vulnerabilities of mobile
wallet applications and their security measures, He opined that the key characteristics of the mobile wallet include
anonymity, transferability, and security. However, the significance of transferability is associated with the category of
wallet in use. There were more semi-closed wallets than open wallets between 2009 to 2015 [37], involving major
companies such as airtel money, apple-pay, PayU money. The major threats border around security: social engineering,
phishing attacks, mobile operating system access permissions, and malware application. These attacks arose from
communication issues; possibly cryptography is a way out for these issues.

Ruffing [48] emphasized that a digital crypto-currency system does not require any monetary authority to modulate
transactions; he established that the proof-of-work, stealth addresses, linkable anonymity, and transaction log rule out
double-spending money on the network.
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4. Methodology

The main purpose of this study is to develop a secure digital wallet with a centralized system that uses the 3-tier
architecture, which requires a client and a server to work together, in compliance with the 3-tier architecture, some web
technogologies are used to achieve this purpose. The views that presents transactions, wallet keys and account
information are developed using HTML, Javascript and CSS which can be shipped on a standalone infrastructure, this
tier is the presentation tier and layer of the system, thus it puts a face to the proposed system. Furthermore, the business
logic comprises of the wallet key generation model, transaction encryption, decryption and history, it’s the application
tier of the system and lastly all data generated and manipulated are stored in the data tier using MySQL database. A
server-side wallet is the proposed wallet type in this paper. In addition, transactions and security procedures would be
processed on the server. Figure 2 shows the system architecture, which depicts how the system would work using
cryptography. Customers pay for services, and encrypted data is sent to the individual customer, confirmed after
decryption. Basic theorems exploited for the use of encryption and decryption process are the fermet little theorem,
Number theory(congruence), primae factorization and euclid theorem and its extension.

Figure 2 depicts the asset transfer activity. Most of the events happening in the system are depicted in Figure 3 to
show how the asset transfer works (wallet model core). Here, the sender can load his wallet through a bank card or
probably buy a card to load. The sender receives the receiver’s public key and credits the receiver by sending encrypted
data (money) to the receiver. The receiver decrypts the transaction message, and his account is credited while the
sender’s account is debited.’

ZilPay

How customer works with online
sernvices provider and pay for
such service through zilpay
provided zilpay is integrated into
such service portal or website

User of Online 1 Pay __( _ _
Senvice J > Online Service
P = :
i Use !
Holds Hnids
ISl ! zilPay API i
Via | |
1. zilCard : : :
2. Credit'Debit Card ' : . |
3. through bank i TFIQE{?_rTransfer i
Public key
Wialet Wallett
[PRIVATE KEY] [PRIVATE KEY]

Money as encrypted data
Fig. 2. Proposed System Architecture
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4.1 Wallet model key generation

The core aspect of the wallet model is the asset transfer which strictly follows the asymmetric cryptography
scheme [8, 49]. The asymmetric cryptography scheme requires the use of key pairs (public and private) designated to a
particular wallet holder. Sets, group, modulo arithmetic, and Euclid algorithms are concepts considered the key pair's
building blocks.

4.2 Encryption phase

At the encryption phase, a pre-generated key is required, provided by the sodium cryptography library. These keys
would be used to determine public and private keys for encryption of transactions. Therefore, Consider P and Q € Z™,
thus, P and Q are the private keys of the system. However, P and Q must be prime numbers.

N =TI(P,Q) = PxQ @)
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E=XeZ*
3X and ((P —1)*(Q— 1)) as comprime
GCD means Greatest Common Divisor, thus

GCD(E,(P-1)xQ@-1D)=1=Xand (P-1) x(Q—1)) (2)

Thus, N and E would be the wallet's public keys, which would be used during the decryption phase.

For instance, Dele owns a wallet, and then he would be able to publish N and E, which is encoded through a token
“”, e.g. NIE

Let Y, = set of alphabets and N = set of numbers

Let a sequence M of letters € of (3, N) be broken into blocks M.

The above line means M can be alphabets or numbers mixed, where M can be broken into blocks (M;, M,, Ms,
My,...) of characters

Then, convert M to its decimal equivalent form (numerical representation of M), Value-of(M) < N.

w = cardinality of M

Then, cipher-text C

C=YW"_,ME mod N 3)

The ciphertext C would be broadcasted, leaving N and E as the public key of the encrypted message.
4.3 Decryption phase

At the decryption phase, We must find M = €% mod N such that Ed = 1 mod (p — 1)(q — 1).

Finding ‘d’ without knowing p and q requires a brute-force approach through the Euler-Phi function ¢(n), this
problem is called the factorization problem [50].

¢(n)is the number of integers less than n which are relatively prime.

Thusnis prime and ¢p(n) =n—1

¢(q) = p()p(a) (4)
since ¢ is multiplicative
p@P(@=@P-D@-1 (®)

where p and g must be prime.
By extension, a® (n) mod n = 1 (Euler Phi).

Thus,
Ed=1mod (p —1)(q—1) (6)
Since 1mod N =1 = a®(n) mod n
Recall,
N=PxQ

then find Ed = XI that divides(p — 1)(q — 1)
such that X1 = 1 requires an extension of Euclid algorithm.

GCD(Ed,(P-1)(Q-1)) =1 (7
An extension of Euclid algorithm says
Aa + Bb = GCD(a, b) (8)
Then since (p — 1)(g — 1), E are prime,
considera= (p — 1)(q — 1) and b=E.
Thus GCD(a, b) = 1, since they are coprime.
We, therefore, establish that

Aa+Bb=1 9)
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Computationally, we say (p — 1) X (¢ — 1) = ¢ and we solve d = Qmod ¢) iteratively until Eqn. (5) is satisfied.

Continuing with brute force, we keep finding any integer A and B that satisfies Eqn (8) produces ‘a’, For a’ =
(p — D) (g — 1) that would be substituted into Eqn (7)

4.4 Euclid algorithm

The Euclid algorithm is used to find the GCD (Greatest Common Divisor) as required by the criteria of coprime of
two integers A and B in Equation (iv); the algorithm is as below

Procedure EUCLID(a,b)
r=amodb

while r # 0 do

a=bhb

b=r

r=amodb

end while

return b

end procedure

©CoOoNOORM~WNE

4.5 Fermat’s little theorem

This is a mathematical tool used to detect prime numbers among a finite set of integers. As prime numbers are
often used to calculate keys, there is much need for its identification amidst integers. Thus, Fermat’s little theorem
states that if p is a prime number, then for any integer a, the number a® — a is an integer multiple of p. In the notation of
modular arithmetic, this is expressed as ap = a (mod p).

For example, ifa=2and p =7, then 27 = 128, and 128 —2 =126 =7 x 18 is an integer multiple of 7. Also, we can
detect prime number by saying 2°mod P = 1 where P is Prime, 2% mod 63 = 1. All these mathematical methods are
applied to make digital wallets secure and reliable with ease of use.

5. Result and Discussion

The authentication module is responsible for boundary security at every process in the system and the provision of
tokens for its siblings through the sodium library. The basic functionalities include registration, login/logout,
authorization token, and transaction ID generator.

The registration functionality is as important as the system security because only registered users can access the
restricted pages. The system ensures that the email entered is further verified by enforcing the user to trigger a form of
verification from his/her email account provided by any vendor it may concern. To further ensure security, such a user
account would be validated by requesting his/her Bank Verification Number (BVN). The system verifies that a user is
financially inclusive in Nigeria's banking system.

The authentication module is responsible for boundary security at every process in the system and the provision of
tokens for its siblings through the sodium library. The authorization token is a 128-bit pseudo-random string generated
through the sodium cryptographic library. It ensures that each user is identified by a unique key rather than putting their
login credentials at the threat circle. Through this authorization token, users can transfer funds and access endpoints of
the system within and outside the system. More so, the transaction IDs are generated in the same manner but not more
than 16-bits. They are used to identify transactions of the system uniquely.

The wallet is a container of assets that must be identified to a user of the system. Firstly a key pair is generated on
the first time visit to the system restricted page technically, as shown in the system dashboard in Fig. 4. The key pair
generated is composed of a public and private key. The private key is sent to the user's most trusted inbox such as email,
sms or preferred choice. A user can view, credit, debit, and manage keys from this page from the wallet. Wallet top-up
adds funds to the wallet through existing services: Rave payment, Coin transfer, and CurrencylLayer. These allow users
to top-up their wallets using credit cards and bitcoin.

Similarly, the fund withdrawal is also completed through the Rave payment API. The transaction functions deal
with payments of services and transfer of funds to other users. To secure this, the system solidly relied on the system’s
crypto service for easy generation of wallet keypairs (public and private keys) and retrieving the public key from the
private key.

The wallet module manages a wallet set with the public key, private key, signature key, credits, debits, and
balances. Before funds can be successfully initiated, users' funds would be encrypted using the public key of the
recipient, a quick transaction audit is also executed to ensure transaction data are durable. Code used in generating key
pair is depicted in Fig. 5 with its corresponding result in Fig. 6, the key pair shown in the result were tested to be prime
numbers using the fermet little theorem through the sodium crypto library.

36 Volume 15 (2023), Issue 3


https://en.wikipedia.org/wiki/Prime_number
https://en.wikipedia.org/wiki/Integer
https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Modular_arithmetic

Integrating Asymmetric Cryptographic Digital Wallet for Online Services in Nigeria

Assuming Kunle and Dele both own their respective wallet. Kunle and Dele have NGN1000 and NGN50 in their
respective wallets, Dele request NGN150 from Kunle. Dele would have to send his public key to Kunle for him to
initiate a transaction. Thus, the initiation goes; thus, Kunle transaction chain would be audited by comparing hash of
latest transaction with the previous hash in preceeding transactions if one exists, Kunle then grab his private key from
his most secured box and input the amount requested (NGN150) alongside the Dele public key, all unspent credited
amount(N1000) to kunle is then summed up and marked as used to avoid double spending, the amount(N150) Dele
requested would be deducted from Kunle’s total credits(N1000) to test for Kunle account balance, if there are sufficient
naira an encrypted message would be made available on Dele’s wallet and the excess of Kunle credits from the Dele
request(NGN150) deduction would be sent as a new credit to Kunle’s wallet. Dele would grab his private key from his
most secured box as well and input it. If this private key is untampered, then the value of the message would be
revealed as the amount requested. The transaction previously initiated by Kunle would be marked as confirmed. Dele
wallet would be balanced, leaving Kunle and Dele's wallet balance on NGN850 and NGN200, respectively. Otherwise,
remain pending till when this transaction can be confirmed, pending, or passed, which can be viewed in the user
transaction history tab. Fig. 7 shows a user's transaction history. In a rare occasion if Dele could not decrypt the
transaction message available on his wallet after a single attempt, Kunle wallet shall get a notification to re-encrypt the
message or decline the transaction where the expected amount(NGN150) is credited back to Kunle’s wallet, at later
time Dele can make another request again. The beauty and uniqueness of this process is that the transaction cycle starts
from the recipient similar to an invoicing scheme.

In the process of testing the system, Alpha tests were carried out by the developer, and a few bugs that were missed
during the Integration test were detected and fixed. One of the bugs that were found was that wallet key pairs are
handled as binary on transaction module for security and otherwise handled as hexadecimal on wallet module for
accessibility. This mismatch often requires the conversion of these keys. Not all conversions were taken care of before
the alpha test; thus, this test further ensures data consistency within the system.

ZilP ay HOME  TRANSACTIONS

Recent transactions

t\]ll;!rEEEl'H 3 BITCOIN_TRADE CONFIRMED:
4 NGN 177499
FUND_TRANSFER ROLLEDBACK
4 NGN1000

#9d37535ddc0bOedd
FUND_TRANSFER ROLLEDBACK
4 NGN10.00

Fig. 4. Wallet interface

Fig. 5. Crypto service for key generation
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test.keypair: 122 rows total (approximately)

id wsemname public_key private_key

Fig. 6. Public and private keys

Amaunt [NGN] Date

i
F

AFTIME TR

AFTIME TRADE

FUND_TRAREFER

ABTIMF TRADF

Fig. 7. Transaction history
6. Conclusion and Future Work

This study used asymmetric cryptocurrency to develop a digital wallet. This work has been able to use web
technology to implement the designed model. The system has been able to handle a single transaction in one block of
the transaction chain and double point of consensus on transaction decryption. The system is capable of handling
transactions for different online services in Nigeria. The system further converts bitcoins to naira for flexible wallet top-
up. Euclid algorithm was used to generate prime numbers and fermet little formula validates the encrypted keys to be
used during transactions. The unique thing about this method is the key generation that makes it difficult for hackers to
decrypt, considering the mathematical method formulated in this research. This paper has been able to reveal the
mathemeatical intricacies behind an asymmentric encryption scheme which is considered a good contribution to
academia.

Funds can only be transferred between not more than two (2) wallets at a time. Thus, for future work, more options
to top up a wallet through other means such as gift card and airtime can be included, a more robust model is
recommended that can include more than two points of attestation, where two or more users on the system can attest to
the originality of transaction request by signing the request before it get sent so as to avoid a fraudulent transaction, a
copy of individual transaction chain can be stored on the user device to improve the system transparency, if possible
this system can be implemented on distributed network as further research.
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