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Abstract: Malware classification has already been a prominent concern for decades, and malware attacks have 

proliferated at an astounding rate, constituting a significant threat to cyberspace. Deep learning (DL) and malware 

image approaches are becoming more prevalent in the field of malware analysis, with spectacular results. This work 

focuses on the challenge of classifying malware variants that are represented as images. This study employs 

visualization and proposes a convolutional neural network (CNN) based DL model to effectively and accurately classify 

malware. The proposed model is trained and tested on a very challenging and heterogeneous dataset, and it achieves 

accuracy of 98.179%, precision of 97.39%, a F1-score of 97.70%, and a fast classification speed (3 seconds needed to 

test 934 unseen malware). This demonstrates the proposed model's incredibly quick, effective and accurate performance. 

The proposed model outperformed existing traditional DL models in terms of various performance measures and 

demonstrated its usefulness in classifying malware families through visualization. This study and experimental results 

reveal that small-scale malware images and a simple CNN architecture alone are capable of accurately classifying 

malware families with high classification accuracy. 

 

Index Terms: Convolutional neural network, CNN, Deep learning, DL, DL models, Malware, Malware classification, 

Malware visualization. 

 

 

1.  Introduction 

Malware is a term used to describe malicious software and is among the deadliest cyber threats today in the digital 

world [1]. Malicious software performs actions with the intent to harm computers, resources, information, and damage 

internet of things (IoT) systems [2]. Users are always concerned about computer system security. Malware classification 

is considered one of the most crucial cyber security challenges [3]. The daily rapid increase in malware samples or 

malicious attacks [4,5] and their nature pose a severe problem as well as a challenge for nations, economy, social 

society, and ordinary users [1].  

Traditionally, malware is analyzed using static, dynamic, hybrid [6,7], data mining, and machine learning (ML) 

[8,9] based approaches. Static analysis removes the binary code from an executable file to provide patterns or features 

that can be used to identify malware. However, it has been shown that this methodology falls short when attempting to 

analyze various code obfuscation and packing techniques. These methods are time-consuming, require manual feature 

extraction, and have other disadvantages [8]. 

Recently, malware evolution statistical reports from antivirus companies (Refer Figure 1 and Figure 2) have shown 

an expedited increase in the amount of malware and its variant attacks. Reports from AVTEST Institute [4] and McAfee 

antivirus company [5] clearly describe that million of malware and its variants attacks are exposed and reported and the 
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report also reveals the exponential development of IoT malware, mobile malware, and a rapid increase in ransomware 

[1]. Intending to deal with this challenge, it is necessary to fight this issue; nowadays DL and its models have achieved 

a breakthrough to address malware classification. DL is a type of ML that is used to learn optimized features by 

analyzing enormous amounts of data, and automatically extracts [2] unknown or hidden representations of the data, as 

opposed to manually crafted extraction of representations of ML algorithms. 

 

 

Fig. 1. Statistics on the proliferation of malware 

 

Fig. 2. Malware evolution cumulative statistics 

DL architectures have shown great performance in many disciplines, like the medical field, computer vision, 

natural language processing, speech recognition, and achieved a breakthrough to discuss malware analysis [3] and [10]. 

ML requires the extraction of features from images for classification purposes, although DL is capable of accomplishing 

this task on its own. For image classification and vision-based processing, CNN is among the most widely used and 

current benchmark DL models [11-15] and it has shown a great performance to classify images with high accuracy [11], 

and [16-18]. Manual feature extraction is the most challenging aspect of earlier methods described in the literature. The 

compatibility of the extracted features affects how effective the process is. As a result, the suggested method 

successfully solves this problem by choosing the CNN to automatically extract deep features. 

Malware classification is a vital step toward protection in the discipline of cyber defense. To classify malware into 

a family not only aids human experts and automated systems in analyzing samples from a certain malware family but 

also aids in the recommendation of certain preventative actions to limit malware attacks. The main objective of this 

work is to examine and propose a simple DL model for classifying malware using low-dimensional malware images.  

This work's key contribution is the improvement of malware classification accuracy with the use of low-

dimensional images and a fundamental CNN architecture. It presents a simple and cost-effective approach to classify 

malware and its variants automatically. It is a significant problem in image classification tasks since the complexity of 
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the classification model rapidly grows along with the training and testing time when the image size and deep layered 

architecture are implemented. As a result, this advancement is crucial for image classification, where malware 

classification is a crucial and severe issue. Towards this undertaking, this paper proposes the lightweight CNN model, 

which is a deep neural network (NN) for malware classification using visualization.  

The paper is structured as follows. Section 2 reviewed the related work used in DL and visualization-based 

malware classification. The proposed methodology is described in detail in section 3. In section 4, the findings of the 

experiment are provided and finally, the research work is concluded in section 5. 

2.  Related Work 

Recently, DL has been used to classify malware and is found in the literature to be more effective and accurate 

than traditional methods [19]. The literature review focuses on the research done on the methods and approaches using 

DL and malware visualization.  

The research by [8] in 2011 was considered the first solution for malware visualization and the results validated the 

visualization's effectiveness. The authors transformed malware into images, extracted texture features, and then 

classified the images by calculating Euclidean distance using the K-nearest neighbour algorithm. Kosmidis and 

Kalloniatis [9] (2017) provided an automated NN-based framework for classification and used a variety of ML 

algorithms on it. They achieved an average accuracy of 0.0856 using the nearest centroid, which was the lowest result; 

however, they got a reasonable accuracy of 0.0916 using the random forest, which was the top result, with other ML 

methods bringing them intermediate accuracy. Mourtaji et al. [12] (2019) presented and designed a CNN model (they 

used the CNN architecture defined by Simonyan and Zisserman [20] (2014) to classify malware and achieved higher 

accuracy on grayscale images. For classification, they applied a pre-trained model; the visual geometry group (VGG-

16), with the same initial weights and experimented with different train-test ratios, batch size, learning rate, etc.  

Kabanga and Kim [16] (2017) implemented a three-layer CNN model for classifying malware images (with a size 

of 128x128). The authors used CNN because it is reliable, can be applied to an entire image immediately, and is best 

suited for automatic feature extraction. Kalash et al. [11] (2018), the authors implemented a deep CNN model; first, 

they translated the malware binaries into grayscale images. The authors have refined the hyperparameters of the high-

performance, pre-trained VGG-16 model to classify very high-dimensional malware images, and achieved high 

accuracy on two known datasets. Hamad [2] (2019) addressed the problem of malware detection in IoT networks. The 

author developed a naive strategy for converting the malware binaries into very high dimensional colour images and 

then implemented a fast and 4-layer deep CNN model with numerous filters to target malware in IoT networks by using 

different image sizes to recognize it. Kumar et al. [13] (2018) used malware image similarity measurements to detect 

zero-day malware by implementing a 3-layer deep CNN model; they tested their proposed solution on three different 

types of data sets. They used malware binaries as grayscale images and concluded that the image processing method 

was useful to achieve better performance and accuracy. To turn malware binaries into images, they used a method by 

[19]. Lu and Li [21] (2019) implemented a generative adversarial network (GAN), one of the latest DL models, and 

addressed data imbalances. GAN is implemented using 18-layer deep CNN, although the results obtained are not 

promising, using GAN allowed them to generate more fake training examples and proved helpful in training small 

datasets.  

Recently, Jain et al. [14] (2020) applied extreme learning machines (ELMs) and the 2-layer CNN model for the 

same task and compared CNN with ELM. They proved that ELMs took less time to train compared to CNN. ELMs 

proved to be faster than CNN and achieved higher accuracy in the 1D data processing. With ELMs, they should do very 

little experiment set up; they just tune some neurons and activation functions in the hidden layer. A more recent 

approach was proposed by Vasan et al. [18] (2020). The authors demonstrated a novel CNN architecture that focuses on 

an ensemble of CNNs. Because each CNN model differs by architecture, they have different visual semantics of images, 

and a collection of CNN models extracts the highly optimized features and greatly improves the malware classification 

compared to a single CNN architecture. Cui et al. [23] (2018) implemented a DL model to improve malware detection 

and used data augmentation approaches to address the class imbalance issue in their solution. First, they applied the 

grayscale translation of the malicious code; the images were then classified and identified by the 7-layer CNN model. 

The recommended method was successful and achieved higher accuracy and faster detection time. Agarap [6] (2017) 

implemented a Fusion of the DL model with the ML algorithm, using CNN to extract features from images and the 

support vector machine (SVM) as a classifier to classify the images. The classification was performed on different DL 

models such as multilayer perceptron (MLP), CNN, and gated recurrent unit (GRU). According to empirical evidence, 

the GRU outperformed the other DL models with a prediction accuracy of 84.92%.  

In the literature, significant efforts have been made to automatically identify malware families using a variety of 

deep learning models and by combining DL models. There has been a lot of research in the literature on using deep 

learning to automatically classify families of malware. According to the study mentioned above, visualization-based 

techniques have established themselves as the latest trend, and deep learning automates this procedure. It has been noted 

that the malware visualization method aids in improving performance and classification accuracy. In summary, the 

adoption of DL methods for identifying and classifying malware by translating malware binaries into images is 

currently flourishing [1], and various DL models and architectures are being explored. There is a variety of DL 
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architectures available, new light weight DL models are being explored, and with different hyperparameter settings, 

more detailed investigations are needed to find solutions that are both efficient and precise in the malware classification 

domain. 

3.  Proposed Method 

In this section, a CNN model is discussed and recommended for efficiently classifying malware images into 

different families. The proposed approach differs in that a DL model is applied to learn discrimination patterns from the 

images and classify them compared to [8]. Here the classification task consists of two modules. The first module deals 

with training, where the classifier is constructed from a collection of labelled data (malware images/family), followed 

by the second module, which deals with testing the classifier (where the classifier is based on a set of unlabeled images 

that were not seen during the training period). 

3.1 Data set  

Datasets are crucial in the training, testing, and validation of systems [1]. In this work, the proposed model's 

performance was tested and evaluated on a malware dataset [24]. It has 9339 grayscale malware images belonging to 25 

unique malware families [1] and their variants (Table 1). For experimental purposes, the whole dataset was further 

divided into three subsets: the training set (80%), the validation set (10%), and the test set (10%). The distribution of 

malware samples in the data set is summarized in Table 1. 

Table 1. Malimg malware dataset details  

S. No.  Malware Class Family Name No. of Variants 

1  Worm Allaple.A 2949 

2  Worm  Allaple.L  1591 

3 Worm  Yuner.A  800 

4 Dialer  Instant access 431 

5  Worm  VB.AT  408 

6  Rogue  Fakerean  381 

7  PWS  Lolyda.AA1  213 

8  Trojan C2Lop.gen!G 200 

9 Trojan Alueron.gen!J 198 

10 PWS Lolyda.AA 2 184 

11 Dialer Dialplatform.B 177 

12 Trojan Downloader Dontovo.A 162 

13 PWS Lolyda.AT 159 

14 Backdoor Rbot!gen 158 

15 Trojan C2Lop.P 146 

16 Trojan Downloader Obfuscator.AD 142 

17 Trojan Malex.gen!J 136 

18 Trojan Downloader Swizzor.gen!I 132 

19 Trojan Downloader Swizzor.gen!E 128 

20 PWS Lolyda.AA 3 123 

21 Dialer Adialer.C 122 

22 Backdoor Agent.FYI 116 

23 Worm:AutoIT Autorun.K 106 

24 Trojan Downloader Wintrim.BX 97 

25 Trojan Skintrim.N 80 

Total 9339 

3.2 Dataset Investigation  

The classifier's performance is degraded by an uneven dataset [17], [22] because minority class characteristics are 

not learned very well and efficiently, resulting in poor or absent classification [23]. In the dataset, Autorun.K, 

Wintrim.BX, Skintrim.N are minority classes, and classes Allaple.A, Allaple.C dominate the dataset. Table 1 shows the 

unbalanced distribution of the images in the respective families. Another observation from the data set is that the 

Autorun.K, Yuner.A malware families are structurally very similar and the sample file sizes are almost the same. The 

class imbalance ratio is defined [23] as  

 

𝑖𝑚𝑏𝑎𝑙𝑎𝑛𝑐𝑒 𝑟𝑎𝑡𝑖𝑜 =
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑎𝑚𝑝𝑙𝑒𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑚𝑎𝑗𝑜𝑟𝑖𝑡𝑦 𝑐𝑙𝑎𝑠𝑠

𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑎𝑚𝑝𝑙𝑒𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑚𝑖𝑛𝑜𝑟𝑖𝑡𝑦 𝑐𝑙𝑎𝑠𝑠
                                            (1) 

 

In the dataset, the majority class is Allaple.A (highest 2949 images) and the minority class is Skintrim.N (lowest 

80 images). The imbalance ratio according to Eq. 1 of the dataset is: 

 

Imbalance ratio = 2949/80 = 36.86 (approx. 36:1) 
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3.3  Pre-processing  

The recommended solution is largely influenced by malware visualization work based on the observation that 

images of different malware samples from the identical family would show similar visual similarity, while samples 

from different malware families would show differences. The pre-processing of the dataset used [24] requires two 

operations (resize and rename) on the raw images of the malware dataset before feeding them into the CNN model since 

the dataset used contains 9339 grayscale images of different sizes and requirements contain images of the same size 

[25], so the images are resized. 

3.4  Proposed CNN architecture  

The proposed approach uses CNN to learn a feature hierarchy from pixels to the layers of the classifier. Supervised 

learning is used to train the model. The CNN model building process is divided into two phases: the training phase and 

the classification phase. A two-layer CNN is used for the classification task; the model contains two convolutional 

(Conv) layers, followed by two Max-pooling layers, and then two fully connected (FC) layers. A typical CNN takes an 

input image, goes through several layers of processing—convolution, activation function, pooling, and fully connected 

layers—and then returns a classification label for the input image. Figure 3 shows the proposed CNN model 

architecture and the model is described by the following steps:  

 

1. All grayscale images of the dataset [24] are resized into 32×32×1, where 32×32 is an image size and 1 is the 

grayscale image channel.  

2. All DL models accept data as numbers; the Python library is utilized to generate a matrix and array of images.  

3. The architecture is a 2-layer deep CNN model: the first Conv layer has 32 filters of 4×4, followed by a Max-

pooling layer of 2×2; then the second Conv layer has 64 filters of 3×3, followed by a Max-pooling layer of 2×2, and 

two FC layers are applied. Malware images are 32×32 in size, and since they are convolved with 32 filters that are each 

4×4, the output size of the convolutional layer is (32-4+1) × (32-4+1) that is 29×29. 

4. A categorical cross-entropy loss function is employed because the 25 real malware categories/labels are one-hot 

encoded. The loss function seeks to improve the model by minimizing loss. The used function is defined as  

 

𝐿𝑜𝑠𝑠 = − ∑ 𝑡𝑟𝑢𝑒𝑖
𝑛𝑜.𝑜𝑓 𝑜𝑢𝑡𝑝𝑢𝑡 𝑐𝑙𝑎𝑠𝑠
𝑖=1 log(𝑝𝑟𝑒𝑑𝑖)                                                     (2) 

 

where truei represents the i
th

 class's actual class label, predi represents the i
th

 class's measured probability, and number of 

output class represents the total number of classes (in this case n is 25) and base 2 is used to calculate the log function. 

5. Rectified linear unit (ReLU) as an activation function to incorporate nonlinearities (for neurons).  

6. Adam optimizer is used for optimization tasks for multi-class classification problems.  

7. The output layer has 25 neurons that match the dataset's 25 malware families, and the output layer has a class 

probability of the malware samples it belongs to. 

 

 

Fig. 3. The proposed CNN model architecture 

4.  Experiment Results and Execution Environments 

All experiments in this study were conducted on a laptop with a 64-bit Windows operating system, an Intel Core i3, 

2.40 GHz processor, and 4 GB of RAM. The Python programming language, Python packages, libraries, and the Keras 

library are mainly used for designing, training, and testing the proposed CNN model. The developed CNN model was  
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trained on 80% of the sample (7564 malware samples), validated on 10% (841 samples), and tested on 10% (934 

samples) of the entire dataset. Accuracy, precision, recall, and F1-score performance measures are used to assess the 

classification model's accuracy. The proposed CNN architecture was trained and tested, and the test accuracy of 98.179% 

was attained. Table 2 The CNN model's hyperparameter settings and the results of the experiments presents the 

different measures of the model with hyperparameter values. 

Table 2. The CNN model's hyperparameter settings and the results of the experiments  

Parameter values 

Image size 32×32 grayscale image 

Classification type Multi-class classification 

Train-Validation-Test ratio 80%-10%-10 % 

Optimizer Adam optimizer 

Learning rate 0.001 

Batch size 25 

Epochs 50 

Accuracy 98.179% 

Precision 0.9739 

Recall 0.9817 

F1-score 0.9770 

Test loss 0.076 

Test time 3s (3 ms/step) 

 

Table 3 represents the classification report for the individual malware family; the report clearly illustrates the 

different performance measurement parameters for each family. 

Table 3. Classification Report of CNN model for each dataset class 

Malware family  Precision Recall F1-score Support 

Allaple.A 1.00       1.00       1.00       11 

Allaple.L 1.00       1.00       1.00       9 

Yuner.A 1.00       1.00       1.00       296 

Instantaccess 1.00       1.00       1.00       173 

VB.AT 1.00       1.00       1.00       20 

Fakerean 0.00       0.00       0.00       9 

Lolyda.AA 1 0.93             0.93             0.93             14 

C2Lop.gen!G 0.95 0.95       0.95       21 

Alueron.gen!J 1.00       1.00       1.00       16 

Lolyda.AA 2 1.00       1.00       1.00       20 

Dialplatform.B 1.00       1.00       1.00       37 

Dontovo.A 1.00       1.00       1.00       27 

Lolyda.AT 1.00       1.00       1.00       21 

Rbot!gen 1.00       1.00       1.00       21 

C2Lop.P 1.00       1.00       1.00       12 

Obfuscator.AD 1.00       1.00       1.00       16 

Malex.gen!J 1.00       1.00       1.00       11 

Swizzor.gen!I 1.00       1.00       1.00       7 

Swizzor.gen!E 1.00       1.00       1.00       19 

Lolyda.AA 3 1.00       1.00       1.00       7 

Adialer.C 0.75      0.92       0.83       13 

Agent.FYI 1.00       0.64       0.78         11 

Autorun.K 1.00       1.00       1.00       36 

Wintrim.BX 1.00       1.00       1.00       11 

Skintrim.N 0.91       1.00       0.96         96 

 

Figure 4 depicts the losses in training and validation. The loss on the training and test data reduces quickly and at 

the same rate, as shown in the diagram, for up to 7 epochs before practically flattening out for the following epochs, 

indicating that the model generalizes to new data successfully. 
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Fig. 4. Plot: Training and validation losses versus epochs 

Figure 5 depicts the correctness of the developed model CNN model during training through Epochs. The accuracy 

versus epoch curve shows that while it initially rises, it eventually approaches a plateau and shows very few deviations 

(after 18 epochs), which suggests it is no longer able to learn. 

 

 

Fig. 5. Plot: Training and validation accuracy versus epochs 

 

Fig. 6. The confusion matrix of the CNN model 

The effectiveness of the designed CNN model is evaluated using a confusion matrix and the CNN model's 

confusion matrix is depicted in Figure 6 and it clearly illustrates the variants which are correctly classified and variants 

that are misclassified in different malware families. The confusion matrix shows how some malware families confuse 
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the training process of DL models (with similar visual features and family structure) and degrade performance. The 

most perplexing similarity exists between the Autorun.K and Yuner.A malware families (all Autorun.K malware 

samples were mistakenly classed as Yuner.A) and some samples of Swizzor.gen!I into Swizzor.gen!E. 17 malware 

samples out of 934 unseen malware test images were mislabeled. 

Table 4 compares the proposed model’s results to some benchmark traditional methods of malware classification 

using DL and visualization with the same dataset. 

Table 4. Comparison of accuracy for malimg dataset 

Author Method Accuracy 

Agarap,2017 [6] CNN-SVM 77.23% 

Lu and Li, 2019 [21] GAN 84% 

Kosmidis and Kalloniatis, 2017 

[9] 

MLP 87% 

Mourtaji et al., 2019 [12] GIST + SVM 92.72% 

Kalash et al., 2018 [11] GIST + SVM 93.23% 

Cui et al., 2018 [23] CNN 94.50% 

Bhodia et al., 2019 [25] ResNet50 94.80% 

Vinayakumar et al., 2019 [10] CNN 96.3% 

Jain et al., 2020 [14] CNN  
ELM 

96.3%,  
97.7% 

Mourtaji et al., 2019 [12] CNN 97.02% 

Nataraj et al., 2011 [8] K-NN 97.18% 

Sharma et al., 2020 [26] CNN 97.58% 

Kabanga and Kim, 2017 [16] CNN 98% 

Kumar et al., 2018 [13] CNN 98% 

Yajamanam et al., 2018 [27] GIST+CNN 98% 

Lad et al., 2020 [7] CNN 98.03% 

This study  CNN 98.179% 

Hamad, 2019 [2] CNN 98.18% 

Kalash et al., 2018 [11] CNN 98.52% 

Yue, 2021 [22] VGG-19 98.63% 

Vasan et al., 2020 [18] VGG16, ResNeT50 99.50% 

Mitsuhashi and Shinagawa, 

2020 [17] 

VGG-19 99.72% 

 

The designed CNN model has excellent results for each performance metric, as shown in Table 2. It can be 

observed from Table 3 that the proposed DL architecture offers better performance than the other classic and novel DL 

based solutions [14,16,21,23] and at the same time some of the studies [17,18] shown better results than the proposed 

approach because the authors utilized the pre-trained DL models [20,22,25] and some authors [2,11,23] used very high 

dimensional grayscale images and some [2,18,25] utilized color images versus grayscale images (the results proved that 

color images with CNN model are better than grayscale images) and some also solved the dataset imbalance issue [21-

23] and then classified.  

Pre-trained models are built very deeply into the architecture, so they increase training and testing time, and for 

high-dimensional and color images, processing time also increases. The proposed solution has a simple DL architecture, 

processes, low-dimensional grayscale images, tried to train with small data, the first-time 4×4 filters are applied, and the 

results are best under this image dimension to the best of our knowledge. This paper includes a comprehensive 

overview of the dataset used, clearly explains the preprocessing steps, and focuses on multi-class classification [7,9] 

which is more complex than binary classification [13, 22] and finally, various assessment measures were used to assess 

the implemented classifiers. In comparison to previous methods suggested in the literature, the proposed model's low 

complexity—due to low-dimensional images and a simple DL-based architecture—exhibits fast response, quick 

classification, a high classification rate, and limited processing resources. 

5.  Conclusion and Future Work 

Malware classification is both an important and a severe research problem. A staggering increase in malware and 

attack variants constantly poses a security risk to the cyber world. The primary purpose and contribution of this paper is 

to enhance classification accuracy by implementing the DL model that takes advantage of CNN to classify malware 

images. This study is significant and the proposed CNN model proves to be very promising as it enhances the 

performance and achieves better accuracy, good test time for more challenging and highly imbalanced datasets. The 

paper's main contribution is to propose and enhance the malware classification and the experimental results show that 

the proposed model has performed well and demonstrate the viability of the proposed approach. Malware can be 

automatically classified using its visual representation, which offers several advantages compared to more traditional 

techniques. The advantage of this strategy is the ease with which new variants of well-known malware families can be 

classified. In such a situation, this method can come in handy. In the future, this work will extend to the transformation 

of malware into color malware images and the implementation of other DL models needs to be investigated to make 
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classification more time-efficient and accurate. The suggested CNN model needs to be assessed with new datasets, 

primarily malware datasets for IoT networks, due to its low complexity. Although, the proposed solution used spatial 

features for the malware classification; it also investigates how the temporal features in the malware images would be 

used for classification, which would be a good topic for future research. 
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