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Abstract: It is a common requirement for modern web applications as many if not all services that need personalization and 

control of access move online. Due to increase in these services becoming online, login authentications become targets to 

attackers. Therefore, there is need for secure and efficient web application login authentication schemes to ensure users access 

control, security and privacy. Present schemes have limitations such as users spent a lot of time browsing to create image 

portfolios than to create passwords and PINs, subject to active impersonation attack, some will only suit well for financial 

transaction system due to the TIC involved, some may have hash collisions, some require addition BLE device to be install 

and available on the authentication systems and cannot be used for higher data rates and long distance unlike cellular and 

WiFi devices, some involves reuse of password at single or multiple service providers which may lead to a password reuse 

attack called domino effect and some work well in application that needs to share permission with other applications like 

social media applications inform of APIs and improvising of user anonymity. We propose an improved web application login 

authentication scheme using hybrid cryptography with user anonymity. The improved scheme used blowfish – the most 

efficient private key algorithm, Elgamal – very secure public key algorithm and SHA-2 hash function combined together to 

enable high performance and security. The methods are thoroughly discussed and its security evaluated to show that it 

provides password protection, user privacy, perfect forward secrecy, mutual authentication and security against impersonation 

attack. 

 

IndexTerms: Cryptography, Private key, Public key, Hash function, Authentication, Web login, Web application  

 

 

1. Introduction 

Web application login authentication is the process of validating the identity of a user. Users present their credentials, 

such as username and password, as evidence of their identity. Now we can quickly and easily login through Facebook, 

Google and a whole array of other services [1] . A user becomes authenticated when the presented credentials are valid and 

adequate. Actually, authentication does not determine which entity should be granted access, rather only verifies users are 

what they claim to be. So, it is only after users are authenticated they will have right to access resources based on their 

defined privileges. 

It is a common requirement for modern web applications as many if not all services that need personalization and 

control of access move online. Including Web-based social media webapps like Whatsapp for computers, their feature 

makes it easier for users to share data and can be synchronized with their smartphone or user's computer [2] Due to 

increase in these services becoming online, login authentications become targets to attackers. Therefore, there is need for 

secure and efficient web application login authentication schemes to ensure users access control, security and privacy.  

The standard way of user authentication, such as username and password, are no longer powerful enough to guarantee 

access control, security and privacy. Therefore, various researches have been conducted as solutions to these web login 

authentications such as [3, 4, 5, 6, 7, 8, 9, 10, 11].   

PKI’s big advantage over user names and passwords is that it lets individuals identify themselves in a way that does 

not itself compromise their actual identities [12]. 

Some previous schemes are trivial and users spent a lot of time browsing to create image portfolios than to create 

passwords and PINs [3], subject to active impersonation attack [4], some solutions schemes will only suit well for financial 
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transaction system due to the TIC involved [5], some may have hash collisions which are virtually inescapable when 

hashing a random subset of a large set of possible keys [6] even though there are many collision resolution strategies to 

handle such events, some require addition BLE device to be install and available on the authentication systems and cannot 

be used for higher data rates and long distance unlike cellular and WiFi devices [7], some involves reuse of password at 

single or multiple service providers which may lead to a password reuse attack called domino effect [8] and some work 

well in application that needs to share permission with other applications like social media applications inform of APIs [9] .  

This identified limitation motivated us to propose a an enhanced web application login authentication using hybrid 

cryptography with user anonymity. Private key cryptography is employed to enable the web server to create it only secrete 

key to used in encrypting the user identification to ensure user privacy. Public key encryption is employed to enable secure 

key distribution and make it hard for an attacker to compute secrete information dues computational Diffie-Hellman 

problem. Hashing is an essential method used for secure communication in the presence of attacker [13]. The proposed 

scheme is evaluated using cryptanalysis and proof that it provides password protection, user privacy, perfect forward 

secrecy, mutual authentication and security against impersonation attack. 

2. Previous Works 

Dhamija and Perrig in [3] addressed the human drawback to memorized secure passwords in login authentication. 

This is a primary weakness of knowledge-based authentication schemes. Therefore inspect the requirements of 

recognition-based system and proposed D éj`a Vu based on it rather than recall approach. Though the scheme is more 

reliable and easier to use than tradition password or PIN recall-based schemes it disallows users from choosing weak 

passwords and makes it difficult to write password or share it with others. Graphical based scheme is more susceptible to 

shoulder surfing than conventional traditional alphanumeric text password scheme [14]. This scheme is trivial and users 

spent a lot of time browsing to create image portfolios than to create passwords and PINs [15] for login authentication.   

Van Der Horst and Seamons in [4] proposed a simple authentication for the web (SAW) to improve the automated 

email-based password login authentication. It removes the setup and management cost of passwords at medium to lower 

security web sites, provides single sign-on without a specialized identity provider, prevent all passive attacks and raises 

alarm for active attacks, allow easy, secure sharing and collaboration without passwords, provide intuitive delegation and 

revocation of authority and aid client-side auditing. But this scheme is subject to active impersonation attack [16]. This is 

because by providing a sufferer’s email address to a site, an attacker obtains an AuthTokenuser. Consequently, by 

observing the sufferer's unencrypted email traffic, the attacker acquires the associated AuthTokenemail and authenticates 

as the sufferer. 

Tiwari et al. in [5] proposed a new wireless payment secure web authentication protocol based on multifactor 

authentication system using mobile device. They used transaction identification codes (TIC) and SMS to impose additional 

security to the traditional password login authentication approach. It is easy to use and implement and does not require any 

change in the infrastructure.  This scheme will only suit well for financial transaction system due to the TIC involved.  

Wang et al. in [6] proposed web login password authentication scheme based on single-block hash function to solve 

the problem that exists in traditional password authentication or digital signature in web login authentication. It is secure 

against replay attack, eavesdropping, messages modification and other common attacks. MD5 or SHA1 hash algorithm is 

used which are too cumbersome for web authentication of users and cost of computation is too high. But, hash collisions 

are virtually inescapable when hashing a random subset of a large set of possible keys [17] even though there are many 

collision resolution strategies to handle such events. 

Varshney et al. in [7] found out that two factor authentication schemes such as Google 2 Step verification, 

SAASPASS, QR code, graphical password and push notification based login authentication schemes can be compromised 

using real time (RT) / control relay (CR) man-in-the-middle  (MITM) phishing attacks. The hardware token involved 

require extra cost even though they are safe. Therefore, they proposed a secure authentication scheme that uses Bluetooth 

low energy devices for identification of users (login authentication). The scheme is location/client system independent and 

therefore withstands Bluetooth address spoofing attacks. But require addition BLE device to be install and available on the 

authentication systems. It cannot be used for higher data rates and long distance unlike cellular and WiFi devices and it is 

open to interception and attack [18]. 

Zeidler and Asghar in [8] proposed a flexible authentication scheme that allows users to reuse passwords securely for 

login authentication as well as for encrypted cloud storage at a single or multiple service providers called AuthStore. It 

allows users to securely store random login details such as web login passwords in the cloud. This reuse of password at 

single or multiple service providers may lead to a password reuse attack called domino effect [19] . 

Lewi et al. in [9] developed two token-based methods for authentication. These tokens are based on certificate and 

“crypto auth token” for flexible verification due its public-key nature and more restrictive due to it asymmetric nature 

respectively. “Crypto auth token” rely on pseudorandom function to generate distributed independent keys for different 

identities. These methods work well in application that needs to share permission with other applications. That is, provision 

of permission to third-party applications. These applications involved social media applications. They are mostly in form 

of APIs.  

Mohammed & Mehdi in [10] designed an algorithm that has the capability to achieve registration for login 

authentication or to access web applications safely. The proposed idea is based on the impression of Zero-knowledge proof. 
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Their result showed the importance of the proposed method by which the keys were managed and distributed in a safe and 

effective way. Even though their scheme is secure the MD5 hash function use is currently severely compromised [20] .  

And it does not guarantee user’s privacy. 

Gupta & Kapoor in [11] proposed hybrid model to secure data in web application. The AES algorithm is replaced by 

Blowfish security algorithm, which is faster than AES [21] and ECC algorithm is replaced by RSA algorithm. ECC 

algorithm can provide the same level of security afforded by RSA with a large modulus and corresponding large key. To 

confirm the originality of data MD5 algorithm is implemented and to authenticate the client modified Kerberos protocol is 

applied. 

3. Methodology 

The proposed web application login authentication is based on Elgamal cryptography, Blowfish and SHA-2. This 

section will discussed these techniques and algorithms.  

3.1 Elgamal Cryptography 

Elgamal is an asymmetric key algorithm developed by Taher Elgamal in the year 1984. It is based on Diffie-

Hellman key exchange algorithm [22] and works over finite fields [23]. The algorithm is as follows [24]: 

a. Parametric and key shaping algorithms 

1. Select prime numbers large enough p  so that the logarithm problem in pZ  is hard to solve. 

2. Select 
*

pg Z   as the primitive element. 

3. Select the secret key x as a random number such that: 1 x p   

4. Generate public key y according to the formula:  

 

modxy g x                                                                                (1) 

b. Encryption algorithms 

Suppose the sender is Badawi, the receiver is Faika. The sender Badawi has the secret key: 
Bx  and the public key 

is: By . The receiver Faika has a secret key of: and the public key is: Fx  . Then, to send message M to Faila, with: , 

Sender Badawi will perform the following steps: 

 

1. Select the random number k satisfactory: 1 k p   . Calculate the R value by the formula:  

 

modkR g p                                                                                (2) 

2. Use public key of Faika to calculate: 

   

( ) modk

FC M y p                                                                         (3) 

3. Send the code (C, R) to the receiver Faika.  

c. Decryption algorithms 

To retrieve the original message (M) from the ciphertext (C, R) received, the receiver Faika performs the following 

steps: 

 
1. Calculate the Z value by the formula:  

 
,mod modxF k xFZ R p g p                                                                 (4) 

 

2. Calculate the inverse of Z:  

 
1 , 1 ,( ) mod modk xF k xFZ g p g p                                                            (5) 

3. Restore initial message (M):  

 
1 modC Z p                                                                              (6)
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3.2 Blowfish Cryptography 

Blowfish is a symmetric cipher algorithm that can be effectively used for encryption and safeguarding of data [21].  

It is a 64-bit block cipher and variable length key developed by Bruce Schneier [25]. The basic algorithm for Blowfish 

is as follows [21]: 

 
Divide X into two 32-bit halves XL and XR 

For i=1 to 16: 

XL = XL Pi 

XR = F (XL) XR 

Swap XL and XR 

End for 

Swap XL and XR 

XR = XR P17 

XL = XL P18 

Recombine XL and XR 

Output X (64-bit data block: cipher text)  

3.3 SHA-2 Cryptography 

The SHA-2 was finalized in 2009 by the National Institute of Standards and Technology (NIST). It is actually a set 

of cryptographic hash algorithms defined by the National Institute of Standard and Technology (NIST) in the Secure 

Hash Standard (SHS) for being employed by the U.S [26]. The two basic variants are SHA-256 and SHA-512, which 

are the same algorithm, applied to dissimilar word lengths. SHA-256 operates on 32-bit words, whereas SHA-512 

works on 64-bit words.  

The detail operation of SHA-2 hash block [27] is shown in Fig. 1. The operations of the compressor and expander 

mainly consist of arithmetic additions, bit-permutation operations, and bitwise rotations. In round iteration of SHA-2, 

the compression results are temporarily stored and updated in working variable registers. The input message of hash 

block, which is also referred as padded data block (PDB), is handled by expanders to generate the message word (Wt). 

 

 

Fig.1. The description of SHA-2 hash block [26]. 

4. Proposed Web Applications Login Authentication Scheme 

In this section, we proposed a new web application login authentication scheme using hybrid cryptography. Also, 

privacy will be ensured through anonymity. The private key algorithm used is blowfish due to its efficiency. The public 

key algorithm used is Elgamal dues it expandability and security and the SHA-2 will be used as the hash function 

algorithm. It consists of five (5) phases namely: initialization, registration, login, authentication and change password. 

These phase will discussed in details in the remaining sub-sections of this section. 
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4.1 Initialization Phase 

The web server WS does the following before users can able register in order to have legitimate access to the web 

application: 

1. Select two prime numbers p and q such that 

 

2 1p q                                                                                    (7) 

2. Select a generator g of 
*

qZ   

3. Select a cryptographic hash function ( )h  that is SHA-2 

4. Select *

qx Z  as its secrete key 

5. Select a private key algorithm like Blowfish; ( )yE for encryption and ( )yD  for decryption using key y  

6. Decides the format of identity 
iUN   

This can be shown in Fig. 1. 

 
User (𝑼𝒊)  Web Server (WS) 

  Initialization Phase 

S chooses p and q where 𝑝 = 2𝑞 + 1 

 𝑥 𝜖𝑍𝑞
∗  

Fig. 1. Initialization Phase 

4.2 Registration Phase 

For a user 
iU   to register with the web application server he/she does the following: 

 

1. iU  selects his/her identity 𝑈𝑁𝑖 and password 𝑃𝑊𝑖  in the specified format and submit to WS securely. 

2. 
iU  selects a random number 𝑏𝑖 

3. WS encrypt the identity 
iUN as 

( )i x iEUN E UN                                                                         (8) 

4. WS computes security parameters  

 
( , )

( ) modih x PW

i iP EUN p                                                                   (9) 

5. WS stores { , , ( )}i iP EUN h  to the database 

This can be shown in Fig. 2. 

 

 

Fig. 2. Registration Phase 

4.3 Login Phase 

If a user 
iU  wants to login to the web application server WS he/she performs the following: 

 

1. Provides identity 
iUN  and password 

iPW   

2. 𝑈𝑖 computes: 

 
mod

| ( ) iPW p

i i iC P EUN                                                                      (10) 

 
mod

( ) ib p

i iD EUN                                                                      (11)
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modi i iW C D p                                                                          (12) 

 

( , , , )i i i i iM h EUN C D W                                                                  (13) 

 

3. 
iU  sends the login request message { , , , }i i i iEUN C D W   to WS 

 

This can be shown in Fig. 3 

 

 

Fig. 3. Login Phase 

4.4 Authentication Phase 

WS and 𝑈𝑖 perform the following steps to authenticate each other  

 

1. On receiving the login request message WS checks the format of identity iUN , if  iUN  is valid it goes to the 

next step; otherwise it rejects the login request. 

2. WS computes: 

( ) modx

i iC EUN p                                                                      (14) 

 
' modi i iW C D p                                                                        (15) 

 
' ( , , )i i i iM h EUN C W                                                                   (16) 

 

3. WS compares 𝑀𝑖
′ and 𝑀𝑖, if they are equal  𝑈𝑖 is authenticated; otherwise the login request is rejected 

4. WS computes: 
'( , )s i iM h EUN W                                                                   (17) 

 

And sends the mutual authentication message { , }i sEUN M   to iU  

 

5. On receiving the message, 
iU  check 

iEUN  and compares sM and 
iM , if they are equal WS is also 

authenticated; otherwise the login request is rejected. 

6. Now, both iU  and WS compute the session key 

 
'( ) ( )i isk h W h W                                                                  (18) 

This can be shown in Fig. 4: 

 

 

Fig. 4. Authentication Phase 
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4.5 Change Password Phase 

User 
iU  performs the following steps to change his/her her existing password 

iPW  to a new password ( )i newPW . 

We assume that the user is already being authenticated before he/she can be able to change password.  

 

1. The user 𝑈𝑖 provides his/her new password ( )i newPW  

2. WS re-computes security parameters  

 
( ,( ) )

( ) ( ) i newh x PW

i new iP EUN                                                                (19) 

 

3. WS replaces 
iP  with ( )i newP on the 𝐸𝑈𝑁𝑖 data row in the database 

This can be shown in Fig. 5 

 

 

Fig. 5. Change Password Phase 

4. Security of the Proposed Scheme 

In this section, we analyse the security of the proposed scheme. The security of the proposed scheme is based on 

the combination of private key cryptography, public key cryptography and hash function. Also, user anonymity is 

imposed to ensure user privacy. The proposed scheme provides password protection, user privacy, perfect forward 

secrecy, mutual authentication and security against impersonation attack. 

4.1 Password Protection 

The proposed web application login authentication scheme provides password protection. This is accomplished by 

hashing the password together with the web server secrete key as ( , )ih x PW  and the password is neither stored in the 

database nor in the web server. Also, iP  is computed as ( , )
( ) modih x PW

i iP EUN p  based on discrete logarithm 

problem. So, it very hard to get ( , )ih x PW  from iP . And ( , )ih x PW  is a one hash function so, 
iPW  cannot be known. 

4.2 User Privacy 

In our scheme, the user registration information, { , , ( )}i iP EUN h , stored on the database, the login request 

message { , , }i i iEUN D M  send to WS and mutual authentication message { , }i sEUN M  send to 
iU  do not contain 

open static identity of the use iU . Therefore, an attacker cannot easily know which user is connecting with the web 

server from the database and these messages.  

4.3 Perfect Forward Secrecy 

Forward secrecy ensures that the session key generated remains unbroken even after the disclosure of systems 

secret key.  In the proposed scheme, 
iU and WS generate the session key '( ) ( )i isk h W h W   and 'modi i i iW C D p W  . 

To obtain the session key, the attacker has to compute 
i iC D  from ( ) modx

i iC EUN p  and ( ) modib

i iD EUN p . He 

has to solve computational Diffie-Hellman problem. The attacker cannot obtain the session even if he/she knows the 

iU  and WS secrete key.  

4.4 Mutual Authentication 

A good password authentication scheme ensures mutual authentication, meaning that, not only can the server 

verify the legality of user, but the user can also verify the legality of server. In the proposed protocol, the server WS and 

the use 
iU  mutual authentication each other by sending message { , , }i i iEUN D M  and { , }i sEUN M  respectively. No 
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one other than the legal user can create a valid message{ , , }i i iEUN D M . On the other hand, only legal server can create 

a valid{ , , }i i iEUN D M .  

5. Security against Impersonation Attack 

To impersonate as 𝑈𝑖., the attacker must generate valid login message { , , }i i iEUN D M , similarly, to impersonate as 

WS attacker must be able to generate valid mutual authentication message  { , }i sEUN M . Similarly, to generate valid 

mutual message attacker needs WS secrete key x. so, the proposed scheme resist user and web server impersonation 

attack. 

6. Conclusion 

It is a common requirement for modern web applications as many if not all services that need personalization and 

control of access move online. Due to increase in these services becoming online, login authentications become targets 

to attackers. Therefore, there is need for secure and efficient web application login authentication schemes to ensure 

users access control, security and privacy. 

Various researches has been conducted as solutions to these web login authentications. PKI’s big advantage over user 

names and passwords is that it lets individuals identify themselves in a way that does not itself compromise their actual 

identities.Some previous schemes are trivial and users spent a lot of time browsing to create image portfolios than to create 

passwords and PINs, subject to active impersonation attack, some solutions schemes will only suit well for financial 

transaction system due to the TIC involved, some may have hash collisions which are virtually inescapable when hashing a 

random subset of a large set of possible keys even though there are many collision resolution strategies to handle such 

events, some require addition BLE device to be install and available on the authentication systems and cannot be used for 

higher data rates and long distance unlike cellular and WiFi devices, some involves reuse of password at single or multiple 

service providers which may lead to a password reuse attack called domino effect and some work well in application that 

needs to share permission with other applications like social media applications inform of APIs. 

Therefore, we propose a new web application login authentication scheme using hybrid cryptography with user 

anonymity. The private key algorithm used is blowfish due to its efficiency. The public key algorithm used is Elgamal 

dues it expandability and security and the SHA-2 will be used as the hash function algorithm. Also, privacy will be 

ensured through anonymity. This proposed scheme is evaluated using cryptanalysis and proof that it provides password 

protection, user privacy, perfect forward secrecy, mutual authentication and security against impersonation attack.  
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