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Abstract: An election is a formal procedure through which a group of individuals decides on an individual or multiple
individual to be in a position of authority using mechanical, paper-based and electronic methods. Despite the measures
to secure the voting systems from fraudulent activities among corrupt politicians and election officers, attackers have
been compromising the security measures thereby, providing illegitimate opportunities for unwanted contestants to win
elections. This research was on the development of an electronic voting system using fingerprint and visual semagram
techniques. The proposed e-voting model had six modules for effectiveness in the e-voting system. It was implemented
using Java in Android Studio and C-Sharp (C#) in Microsoft Visual Studio, and was tested in an official deanship
election of five faculties in a tertiary institution. Every illegible staff was enrolled and presented with a voter
identification number (VIN) card. The voter's fingerprint and VIN were the fundamental credentials required for
authentication and to poll a legitimate vote to a preferred contestant at a designated polling centre. The sensitive results
were firstly encrypted and secondly concealed in an image to produce "Vimago" using the visual semagram technique.
The "Vimago" was subjected to steganalysis and concealed results were not detected. An Equal Error Rate of 0.0019, a
sensitivity of 0.9962 and an accuracy of 99.81% were obtained from the experiment. Based on the experimental results,
the proposed e-voting model is highly recommended for use by various electoral commissions for voting and security
agencies for the dissemination of sensitive information through the public network, the manufacturers of electronic
voting machines are hereby offered a model for use in the development and securing of a fingerprint-based platform for
a voting system were made among other recommendations.

Index Terms: Security, Electronic, Voting System, Fingerprint and Visual Semagram

1. Introduction

The human is created by God with the capability to choose among many options. Countries in the world have laws
that empower every citizen to decide on specific issues that have effects on their living and society, and making such
decisions in elections is not exempted. An expression of interest by an individual in an election is a fundamental human
right that must be protected at all times against violation. Corrupt politicians often use forces to achieve personal
ambition and this dreadful situation had affected the level of development across every human endeavour. Election
malpractices by corrupt politicians and election officers have been reported across the nations of the world, thereby
making an unwanted contestant wins an election.

Computer technology has the potential to curb irregularities in the present election system. The use of an electronic
voting system has been a welcome idea in many countries like the United State of America (USA), Estonia, Netherlands,
India while other nations are still debating on the efficacy of the electronic voting system [2]. Electronic voting (e-
voting) system is a platform where registered voters make choices on a preferred contestant using electronic devices
based on specified rules and regulations. E-voting systems use electronic devices and computer technologies to organize
an election. An election is a process of choosing a preferred contestant by popular votes from the voters. According to
[10, 16] stated different types of voting systems. These voting systems include Paper-Based Voting (PBV), Web-Based
Voting (WBV) and Biometric-based voting system. According to [14, 15], four different types of voting systems had
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been highlighted. These voting systems included Paper-based Voting Systems (PVS), Central Count Voting Systems
(CCVS), Precinct Count Voting Systems (PCVS) and Direct-Recording Electronic (DRE) voting systems.
According to [10], Internet voting can be grouped into three types. These include:

i. Poll Internet voting: This framework permits voters to cast their votes from any assigned to a controlled
situation offered by the surveying webpage.
ii. Kiosk Internet voting: In this kind of voting framework, the voting gadgets are set far from customary
voting areas and set up in suitable zones like schools and libraries.
iii. Remote Internet voting: In this type of electronic voting, the voters are allowed to cast their votes from
anywhere in the world on the internet.

Mechanical Lever, Paper-Based and Electronic constituted major types of voting system. In [32, 34], electronic
voting could further be classified into Short Message Service (SMS), Web-Based Voting (WBV) or Internet Voting
System (IVS), Telephone Voting System (TVS) and Biometric-based Voting System (BVS).

2. Literature Review

The studies on different types of voting systems showed that biometric-based is a preferred system against
fraudulent acts as reported in [18, 10]. Sequel to series of fraudulent acts in elections, the concept of steganography was
introduced as a measure to secure sensitive data. Steganography is the concealment of a sensitive message and is
classified into two: technical and linguistics. Semagram is one of the classes of linguistic techniques. The semagram has
two elements namely; text and visual semagrams. Text semagrams are used to hide information through modification of
letters, special characters, symbols and signs. The visual semagram hides information in images, symbols and signs
which are not sensitive to the human visual system (HVS). Visual semagram does not use invisible inks, microdots and
reduction techniques, unlike technical steganography [33]. According to [7], steganography techniques are
advantageous to non-suspicion over cryptography and watermarking. In the steganography technique, it does not attract
the attention of fraudsters, internet surveillance is difficult and the secret message is difficult to prove its existence.

A fingerprint-based electronic voting machine towards the elimination of fake voting was developed in [21]. The
RFID, fingerprint and Arduino UNO R3 microcontroller were linked to the Radio-Frequency IDentification (RFID)
database for authentication and to poll votes. A dedicated push button for each candidate requires a high cost of
implementation for numerous contestants. Reference [13] opined that some people used another person voting card to
vote. A matching technique for fusing voter's fingerprints and faces to achieve authentication was presented. The
illumination variation, facial expressions and face angles to the camera were major problems to face recognition.
Reference [5] implemented an online voting system using biometric verification and ESP8266 chip. Ridge extraction
technique to achieve authentication was adopted and the e-voting system was simple to operate. The current and
resistance ratings of the ESP8266 chip affect its effectiveness and the results on the unprotected wireless network could
be intercepted and altered. In [19], a biometric authentication system based on the Aadhar card and Arduino mega 2560
microcontroller was implemented. Minutiae matching algorithm in satisfying the authentication requirement of the e-
voting system was adopted and used. The Arduino Mega 2560 microcontroller has a limited memory capacity for a
large population and the password of authorized officers could be detected by the imposters. The proposed e-voting
model addressed the identified problems.

Reference [6] designed and developed a fingerprint enabled electronic voting machine (EVM) to achieve a greater
security level. The fingerprint and GSM were used to implement the voting system. The problems of confidentiality,
integrity, and secrecy were not addressed. The election results through the use of GSM could be intercepted and altered
by fraudsters. The concealment of sensitive of election results using visual semagram secured the transmission through
public networks as proposed.

A secured electronic voting machine using the Aadhaar on the Internet of Things (10T) platform was developed in
[20]. The materials used were PIC16F874A/877A microcontroller, fingerprint sensor, ZigBee (CC2500), Liquid Crystal
Display (LCD), buzzer and power supply. The PIC16F874A/877A microcontroller has a limited memory capacity for a
large population. The procurement of Aadhaar cards is economically high and not suitable for developing countries.

The voting system of [9] was designed and implemented purposefully for organisations and businesses. The voter's
fingerprint and face were combined with the voter's username and password were used to implement the voting system.
The fusion of fingerprint and face images requires a large memory capacity. The high accuracy of the bimodal system is
not guaranteed [22]. The cost of producing Aadhaar cards is high [2] making such a system is expensive for developing
nations. Reference [12] designed and implemented an electronic voting machine with facial recognition and fingerprint
sensors. The Support Vector Machine and Local Binary Pattern Histogram were used for face recognition while the
High Sensitive Pixel Amplifier (HSPA) was used for the fingerprint process. The Visual Basic language was used to
implement the voting system. The problem of illumination affects face recognition and the error rate (FAR or FRR) of
the weaker biometric could bring down the overall effectiveness of the system [1, 8, 32].
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According to [17], blockchain technology was used to develop an e-voting system with the voter’s information
secured in the dedicated database. However, securing the sensitive results of the election was not discussed as fraudsters
could launch attacks on the suspected results. The attacks could corrupt the original results thereby making unwanted
contestants win elections. This research was different as a visual semagram was used to conceal the encrypted results in
an image that did not raise suspicion.

Reference [3] presented a paper that focused on an Online-Voting System using Blockchain technology. The
authentication of voters was achieved with the identification key and fingerprint. A one-time password (OTP) was also
used to further verify the voter. Scholarly, Equal Errol Rate (EER) was not calculated to establish the accuracy of the
proposed system. Moreover, the security of election results through public and unprotected networks was not
considered. How reliable was the system of [3] for use by government and other institutions with the responsibilities to
conduct free and fair elections when keys components were not addressed? This paper presented a highly secured and
tested e-voting model for public use with core e-voting functional and requirements of enrolment, authentication,
confidentiality, and integrity.

In [4], biometric voting systems that used an Aadhaar card, voter's iris and fingerprint for enrolment and
authentication were developed. Diseases affect iris recognition and the performance of a multimodal system depends on
data type and the fusion technique used [1]. The authentication mechanism of [4] requires high computation, large
memory capacity, and high cost for implementation. This paper presented an enhanced approach to enrolment and
authentication using a metadata (fusion of voter identification number (VIN) and fingerprint) technique that did not
expensive and highly secured against attacks. The proposed e-voting model was developed and evaluated to address the
identified problems.

3. Motivation

The existing e-voting systems have issues with functional and security requirements of electronic voting systems
as corrupt politicians acquaint with breaching the rules and get indulged in corrupt practices for personal gains. In
Nigeria 2019 general election, there was a problem of "votes buying and selling™ between the corrupt politicians and
voters. The votes were exchanged for money, thereby making undesired contestants emerged as winners from different
types of elections. This was evident as there were court cases of irregularities, making different groups challenging the
credibility of the election. Many countries as democratically-governed nations have undisputable bad electoral
processes [16]. The genuine voters and concerned citizens have become downhearted and have practically given up
hope on their votes counting in electing any credible contestant into elective positions due to the problems of results’
alteration.

Many electoral processes have been characterized by lawlessness, rigging, ballot padding, candidate imposition
and fighting. The problems facing the voting system in Nigeria include common practice of voters' impersonation and
multiple voting by false voters, snatching of the electoral materials such as ballot boxes, ballot papers by an
unauthorized group of people, massive rigging by party agents in collaboration with the polling officials and fighting
and burning of valuable properties resulting from lack of truth in the electoral process. The challenges of elections also
include insecurity of votes, poor funding, bad attitudes of the political class, poor structure of polling units, rigging and
inability to prosecute election offenders [1, 2, 5, 32]. It is very obvious that traditional methods of voting using papers,
ballot boxes and manual counting of votes have provided room for the desperate politicians to alter election results; this,
in turn, makes the populace lose confidence in the integrity of the election across the globe [11].

4. Significance and Value of the Results

The core area of focus of this research was security of sensitive election data. The focus of this research was to
develop a secured electronic voting system using fingerprint biometric and visual semagram techniques. The research
would be a significant force in restoring confidence in the populace and enhance their participation in elections as
sensitive results were highly secured against suspicion and attacks. This research would also benefit to the government
and the members of various institutions and association such as the Students Union Government (SUG), schools and
companies in choosing representatives into different positions. With the use of this proposed e-voting model, these
institutions are guaranteed free and fair election. The proposed e-voting model could detect multiple registrations,
prevent multiple votings and prevent desperate and corrupt politicians from altering the results of elections. The
developed electronic voting model secured election results from manipulations and there was an improvement in
authentication, confidentiality and integrity of election processes, during the pre-election, election and post-election
stages. This e-voting system would be helpful to tackle the problems of buying and selling votes by the corrupt
politicians and corrupt voters as there would be no link between the voter and the vote polled by the same voter. This
research would also assist the researchers as literature for future reference on the subject of biometrics and electronic
voting systems.
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5. Research Obijectives
The specific objectives of this research were to:

i design a fingerprint and visual semagram technique for securing the e-voting system,
ii. implement the designed e-voting system in (i), and
iii. evaluate the performance of the proposed e-voting model.

6. Methodology

The proposed e-voting model consisted of six modules, namely enrolment, authentication, voting, results,
semagramming, and desemagramming as illustrated in Figure 1. The modules were designed to tackle the functional
and security requirements of enrolment, authentication, confidentiality, integrity, transparency and conveniences.

6.1 Modules of Proposed e-voting Model

The basic modules of the proposed e-voting model were detailed under the following sub-headings.
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Fig.1. Functional diagram of a proposed e-voting model

(a) Voter’s Fingerprint Enrolment and Authentication Modules

The data of voters were acquired, processed and stored in a database for future reference. The fingerprint processes
involved image pre-processing, minutiae extraction and matching. The minutiae considered for this research were ridge-
end and bifurcation. Equation (1) was used for the identification of minutiae points. The “CN” was the crossing number,

P; was the pixel value (0 or 1) in the neighbourhood of P, P was the pixel value (0 or 1) at the centre of a 3x3 window of
the fingerprint reader, and “i” was the position value of a pixel.

1
= ;Z?:ﬂpi — Pyl P=P 1)

The voter’s minutiae were stored as a template, V during enrolment using Equation (2).

Vi(Ve Ve, 0) = (Ve = Ve + ) ()

VR was the sum of distances and angles of ridges, Vg was the sum of distances and angles of bifurcations in respect
to the centre of fingerprint reader and Omega, w was a numerical variable that denoted the current time in seconds at
the instance of creating the template, V;. Also, a new voter’s identification number (V;,) was generated using Equation
(3). In Equation (3), Vi was the previous V;, of a voter that has been successfully enrolled, f(V,) was a formulated
function, “f/ (Vi) and “f//(V,)” were first and second derivatives of f(V;) respectively and "t" was the current time and
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date in seconds, "k" were citizens and "g" was the last citizen for enrolment. To get the first V;, for the first voter, “V,”
was a default value and “k” was zero (0). When a citizen has successfully enrolled with proof of generated Vi, then
such a citizen becomes a registered voter.

f(Vk)
Vingorn = (W0 + (Fo5) +F/(W) + ¢ :k=1,2.3,....q ®)

Equation (4) fused the scores of V¢ and V;, in the enrolment to produce voter’s ticket (V;) for authentication in a
secure e-voting system. The Beta () was a numerical constant that denotes voter’ sensitivity to detect the difference in
the scores between a genuine voter and an imposter.

Vi(Ve Vi B)=(5) * (+-57) (4)

Furthermore, the threshold scores (Viq, Viz) of “V,” were computed and stored for moderate acceptance and
rejection rates to be achieved during authentication; where “Vy;” was the minimum threshold score, “V},,” was the
maximum threshold score.

In the authentication module, a new voter’s ticket (V) was recomputed for comparison with V,, V},; and V,,. A
voter was accepted to vote when Equations (5), (6), (7) and (8) were satisfied, otherwise rejected;

V=V, (%)
Vr =V (6)
Vr = Vi (7
Vh < Vr < Vi (8)

(b) Voting Module

After successful authentication, a pop-up menu of contestants was displayed for a voter to elect a preferred
contestant. Equation (9) was generally be used to compute votes scored by each contestant, Cx at a specific collation
centre for an election type, E;. The winner with maximum score, W(E;) was declared; where “x” and “y” were first and
last contestant; “e” and “f” were first and last authenticated voter; “a” and “b” were first and last collation centre, “AVe”
and “PBa” were authenticated voters and collation centres respectively.

W(E) = maxX)_ . (B0, CxAVe +X°_ CxPB, + . . ) 9)

e=1
(c) Results and Semagramming Modules

Firstly, the results (M) to be transmitted to the collation centre on the network was encrypted using Equations (10)
and (11). The "K" was the signature and verification key, "Mc" was a character coded number of "M", "p" was the
current date and time in seconds, "H" was an encrypted message, "o was ASCII character insertion. Secondly, a visual
semagram which is one of the classes of steganography that uses sign, symbol and image to conceal sensitive data
against attacks was used to conceal the encrypted results and form a carrier (“Vimago”, V) using Equation (12). The
“@" was a character binary converter for image pixels. Figure 2 shows the encrypted results ready for the creation of
"Vimago".

Fig. 2. Encrypted results in Vimago
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K = (12M¢ + 1 + p) (10)
H = o((K) mod 107)) + a(Mc+6, 123) (11)
V = @(H) (12)

(d) Desemagramming Module

At the collation centre, the receiver uncovered, decrypted and verified the received results using Equation (13).

M = (((9(¢~1)V) — 9 — 9p) mod 107) — a(Mc-6, 123) (13)
6.2 Implementation

The proposed electronic voting model/system was implemented using Java in Android Studio to develop the
frontend interface for relevant authorities to carry out administrative activities such as the creation of election's officers,
polling booths, wards, local government areas, states, registration of political parties, and contestants, and Internet
Information Server (11S) for the backend to provide services for mobile clients, enhance fast election configuration, and
hosts the application that communicated to the database. Furthermore, a C-Sharp (C#) programming language was used
to develop a desktop version that was deployed on a personal computer for voters' fingerprint biometric enrolment,
authentication, voting, transmission and reception of sensitive results. Additionally, Microsoft Structured Query
Language (SQL) was used to create the database as a backend for data organization, storage and retrieval of relevant
information. Figure 3 shows the enrolment page of the proposed e-voting model.

The proposed e-voting model was tested at FCT College of Education, Zuba, Abuja during the Deanship election
conducted in October 2021. The staff of five faculties participated in an official election to elect a Dean of a respective
faculty.

uy Register Voter - |} X l
Vimago Admin
VOTER INFORMATION
States FCT
LGA AMAC
Ward Gwadnoa s PU |Kado Vitage
Sumame Salako [

Fig.3. Enrolment page

7. Results

The performance evaluation of the proposed e-voting model was carried out using standard metrics. The data
collected were analysed to establish the accuracy of the proposed model. Table 1 shows a confusion matrix of
acceptance and rejection of genuine voters and imposters attempts.

Table 1. Confusion matrix of voters’ and imposters’ acceptance and rejection

Individual Accept Reject Total
Genuine (Real voter) RA (521) FR (2) TTA (523)
Imposter (Fake voter) FA (0) RR (281) TFA (281)

Total TA (521) TR (283) GT (804)

Volume 13 (2021), Issue 5 29



An Innovative Approach in Electronic Voting System Based on Fingerprint and Visual Semagram

Total True of Attempts (TTA) by the genuine voters was the sum of “RA” and “FR”:
TTA = RA+FR =521+2 =523
Total False of Attempts (TFA) by imposters was the sum of “FA” and “RR™:

TFA=FA+RR =0+ 281 =281

1. Sensitivity or True Acceptance Rate (TAR) = % = % = % = 0.9962.
This computational value implied that the proposed e-voting model had a 99.62% possibility to correctly

accepted genuine voters and matched a template in the database.

Total True Reject _ RR _ 281

2. Specificity or True Rejection Rate (TRR) = Total False Attempts — TFA =T 1.0000.

This computational value implied that the proposed e-voting model had a 100% possibility to correctly rejected
imposters and found no match of a template in the database.

Total False A t FA 0
3. False Acceptance Rate (FAR) = ———— "% — “= — _—_ — 0,0000.
Total False Attempts TFA 281

This computational value implied that the proposed e-voting model had a 0.00% possibility to incorrectly
accepted imposters and matched a template in the database.

Total False Reject _ FR _ 2

4. False RejeCtion Rate (FRR) = m = TTA " 523 = 0.0038

This computational value implied that the proposed e-voting model had a 0.38% possibility to incorrectly
rejected genuine voters and found no match of a templated in the database.

5. Equal Error Rate (EER) = FAR ;’ FRR — 00000 +0.0038 0'0338 = 0.0019

2
This implied that the mean error rate of the proposed e-voting model was 0.0019 as illustrated in Figure 4.

. E 1 tNotS ful ENS 0
6. Failure to Enrol Rate (FTE) = ——mom 020 0 — =22 — —_=0.0000
Total Enrolment Attempts TEA 810

This computational value indicated that the proposed e-voting model had no failure in the enrolment of the

respondents.
£,
7. Mean Time-to-Enrol (MTTE) = % = % = 1.98seconds
y
8. Mean Time to Detect (MTTD) = ZX;D" = 1'98591'18200 = 3.84seconds

9. Accuracy=1-EER=1- 0.0019 =0.9981
Percentage of System Accuracy (PSA) = (Accuracy) X 100=0.9981 x 100% = 99.81%

Table 2 shows the summary of computational values of standard metrics used for the performance evaluation of

the proposed e-voting model.

Table 2. Computational values of standard metrics

30

S/n Metric Value
1 TAR 0.9962.
2 TRR 1.0000
3 FAR 0.0000.
4 FRR 0.0038
5 EER 0.0019
6 FTE 0.0000
7 MTTE 1.98seconds
8 MTTD 3.84seconds
9 Accuracy 99.81%
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This computational value indicated that the proposed e-voting model had 99.81% of correctness to correctly

perform all specified functions.
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Fig. 4. Proposed system trade-off curve

Table 3 shows the comparison of EER values of the proposed e-voting model and the existing systems. The EER
of the proposed system had the lowest value of 0.0019 as shown in Figure 4 and the highest accuracy of 99.81%.

Table 3. Comparison of EER and accuracy

S/n Author(s) Existing EER
1 [23] 0.0060
2 [24] 0.0560
3 [25] 0.0200
4 [26] 0.0081
5 [27] 0.0400
6 [28] 0.0376
7 [29] 0.0763
8 [30] 0.0040
9 [31] 0.0128
10 Proposed model 0.0019*

Figure 5 shows a graphical representation of the comparison of EER of the proposed e-voting model and the

existing systems.

Existing Systems

Fig. 5. EER representation of proposed e-voting model and existing systems
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Figure 6 shows the result of Mcafee online steganalysis on the “Vimago”. The results indicated that not sensitive
results were concealed in the image.

o LR AN

Fig. 6. The output of Mcafee online steganalysis
8. Conclusion and Recommendations

The paper-based voting system has been characterized by irregularities such as voter's impersonation, votes'
alteration by corrupt election officers and multiple voting by a voter leading to an unwanted candidate emerge as the
winner of an election. This research was on a secured electronic voting system based on fingerprint and visual
semagram techniques. A highly secured e-voting model was designed, implemented, tested and evaluated. The results
indicated an accuracy of 99.81% making the proposed system reliable in tackling the identified problems, restoring
confidence and improve citizens' participation in the electoral process.

Based on the experimental results, the following recommendations were made:

1. the proposed e-voting model is highly recommended for use by the Students Union Government (SUG) and
other local/international electoral commissions for voting an individual into the position of authority.

2. the proposed model is also recommended to various security agencies such as the State Security Service (SSS),
the Defence Intelligence Agency (DIA), the Nigerian Armed Forces, the Federal Bureau of Investigation (FBI)
and others across the world for dissemination of sensitive information through the public network.

3. the manufacturers of electronic voting machines are hereby offered a model for use in the development and
securing of a fingerprint-based platform for a voting system.

4. reduction of error rate through a new fusion of ear biometric trait and randomly generated number should be
the focus of future e-voting systems for extremely secure authentication.

5. finally, scholarly investigations on other functional and security requirements are recommended to strengthen
the use of e-voting systems.
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Appendix Flowcharts of proposed e-voting model
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