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Abstract: Cyber-physical systems (CFS) have already become an integral part of our lives. Starting from the energy
sector, production and transport, to healthcare, trade, and financial spheres, these systems have been widely applied
everywhere. The realization of threats to the information security of such systems can cause very serious disasters,
human casualties, financial loss, as well as damage the image of the companies that use these systems.

From this point of view, it is very important to investigate the issues of ensuring information security of
KFS.Security problems of cyber-physical systems are analyzed. At the same time, the role and importance of the human
factor in ensuring the information security of cyber-physical systems are explained. The difficulties faced by enterprises
in informing employees about information security and forming a culture of information security in them are analyzed.
Appropriate training methods are explained and recommendations are given to develop employees' necessary
knowledge and skills related to information security.

Index Terms: Information Security, Information Security Culture, Attack Cyberphysical Systems, Information Security
of Cyberphysical Systems, Human Factor, Cyber Training

1. Introduction

As cyber-physical systems (CPS) combine information technology with physical processes and the interaction of
objects, their use is becoming more widespread and the demand for these systems is growing. It should be noted that
there is still no single definition of CPS in the scientific literature. CPS was first proposed as a term in 2006 to refer to
complexes consisting of natural objects, artificial subsystems, and controllers [1]. At the same time, the popularity of
this term is associated with the Industrial 4.0 project, which is based on the industrial application of these systems [2].
Typically, CPSs include [3]: production management systems; internet of things; "smart home"; robotic systems;
unmanned aerial vehicles; unmanned vehicles; military systems.

The development of digital technologies, the application of cyber-physical systems, and the use of artificial
intelligence are causing an increase in the living standards of certain groups of the population and economic growth in
many sectors of the economy. At the same time, it leads to the cessation of several activities dominated by physical
labor. The latest technologies are designed to provide humanity with everything it needs, including the security of the
individual, society, and the state. CPS is another type of technology that is actively used in some areas of public life.
Today, it is difficult to imagine not only production but also daily human life without them. Their safe operation is not
only ensured by technical, organizational, and physical means. States set specific tasks for the CPS to take
comprehensive measures to combat cyber threats [2].

Previously, there was an opinion that the development of powerful software and technical methods is enough to
prevent unauthorized access to information resources. However, it is not possible to ensure information security only by
software and hardware.

It is known that information security encompasses technology, processes, and people. From this point of view, the
solution to information security problems also depends on people’s culture and their behavior about the information.

It should be noted that the majority of security violations are the result of human error. An enterprise needs to train
its employees better to increase the level of its information security and increase the resistance of employees to cyber
threats. At the same time, human errors, their types, the causes of these errors, and ways to reduce them should be
investigated and analyzed. One of the important measures to ensure the information security of CPSs is to increase the
awareness of employees about information security and the formation of a culture of information security. Also, taking
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into account the innovations brought by the IV industrial revolution, the pace of development of information technology,
and the training of employees to deal with new information threats should be a continuous process.

The role of the human factor in the information security of cyber-physical systems has not been sufficiently
investigated. The purpose of the article is to show the importance and complexity of human factor management in
information security.

2. The Essence of Cyber-Physical Systems

CPS are engineering systems built and dependent on the perfect integration of computing and physical components.
Just as the Internet changes people's interactions with information, so do KFS technologies change people's interactions
with engineering systems. The new, smart CPS promotes innovation and competition in several applications, including
agriculture, aeronautics, building design, energy, environmental protection, health, personalized medicine,
manufacturing, and transportation.

The first scientific sources on cyber-physical systems appeared in 2006. At the same time, its popularity as a term
is associated with the Industry 4.0 project. Typically, cyber-physical systems include the following systems:

Industrial Management Systems;
Internet of Things;

"Smart home" systems;
Unmanned vehicles;

Robotics systems;

And so on.

A cyber-physical system is considered to be both relatively small objects (for example, an unmanned aerial vehicle,
a system of smart room devices) and large-scale objects: factories or even entire cities (smart city systems).

It should be noted that there is no universally accepted definition of cyber-physical systems in the scientific
literature. There are different approaches to explaining the nature of cyber-physical systems in different sources. The
National Institute of Science and Technology under the US Department of Commerce, which studies CPS, defines them
as technically interconnected intelligent systems that combine physical and computational components in a complex
way [4]. At the same time, another study conducted by this institute states that this system has the following important
features [ 5]:

e itisa hybrid system because it integrates physical processes with computing;

e CPS combines computing and communication capabilities with the ability to monitor and manage objects in
the physical world;

e CPS consists of physical objects, sensors, and information systems.

In one study [6], a cyber-physical system is considered to be a complex technical system that combines sensory
technology, computing technology, communication (contact), and control. The hardware and software of the system are
closely connected through the network, forming four processes: data collection, data analysis, decision-making, and
implementation. In the source [7], the concept of cyber-physical space is used to describe the conventional environment
in which physical objects and their information nature are inextricably linked. In another source, the concept of a cyber-
physical system is presented as a convenient concept for representing technological systems as a result of the integration
of physical processes and the information environment.

The European Strategy for the Development of CPS consists of computational, communication, and control
components that are closely related to physical processes of various natures (mechanical, electrical, and chemical). CPS
can be explained by the following characteristics: "related", "understandable” and "controlled". These features
correspond to three aspects of the system: the physical world is connected using network technologies and integrated
into cyberspace through sensors and control [Security and Privacy 2018].

The authors conclude that the cyber-physical system can be explained as the integration of three elements: physical
objects, software, and communication networks [5]. The authors conclude that the cyber-physical system can be
explained as the integration of three elements: physical objects, software, and communication networks [5]. Depending
on the different criteria, CPS is divided into different types and covers a wide range of technical means and their
combination. For example, cyber-physical systems include the Internet of Things, industrial Internet, "smart" cities, as
well as individual physical objects (gadgets, vehicles, drones, robotic surgeons, buildings, etc.) controlled by computer
programs.

If we look at the main technological trends that form the basis of cyber-physical systems, we can see that they are
already used in different areas, but when integrated, they change the existing relationships between manufacturers,
suppliers, and buyers, as well as between man and machine [2].

The main components of any cyber-physical system are:
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= physical layer of the system (objects of the real physical world);

= digital layer of the system (a set of data about the system - algorithms for managing physical objects,
algorithms for processing information, etc.);

= interface for interaction between the digital and physical layers (various sensors, control mechanisms, etc.);

= interface of interaction between the digital and physical layers with a person (various augmented reality
technologies).

These components interact with each other in time and space, forming a single ecosystem aimed at solving a
specific task. Cyber-physical systems are the next step in the evolution of systems with a large scale of granularity. In
other words, such a system itself consists of many other complex systems.

Information for decision making

Physical space ir_mte raction Cyberspace
interface

Information from sensors

Fig. 1. Conceptual diagram of a cyber-physical system
3. Information Security Issues of Cyber-Physical Systems

The use of KFS in various areas of human life causes various risks, including the risk of human physical integrity,
the risk of violation of privacy, unauthorized access to information, the risk of changing or deleting information, the risk
of increasing electronic waste, etc. refers to [8]. The most pressing issue at the moment is the risk of a cyber attack.
Carrying out a cyber attack on KFSs can lead to data leakage, equipment malfunction or complete shutdown. Cyber-
attacks are likely to occur for many reasons, such as the imperfection of KFS's software.

Information security of a cyber-physical system means ensuring the integrity, confidentiality, and accessibility of
processed data, infrastructure, and related physical processes. At the same time, the information security of a cyber-
physical system means the protection of information and information resources of this system from various types of
threats (illegal access to information, alteration, deletion of information, and disruption of the system).

The authors [9] analyzed the attackers of cyber-physical systems according to various characteristics and classified
them according to the type of access to the system, level of knowledge, purpose, available resources for the attacker,
and method of access to the system.

For example, in [9,10], attacks are grouped according to the method of affecting information security objects as
follows: information - unauthorized access to information, copying, and theft, violation of information processing
technology; software - the use of errors and vulnerabilities in the software, the spread of malware, the installation of
bookmarks; physical - the destruction of system devices, theft of memory media, theft of cryptographic means of data
protection and keys; radio-electronic - the capture of information in communication channels, interception, decryption,
change and destruction of data in communication channels; organizational and legal - violation of the law, acquisition
of outdated programs and facilities.

The problem of protecting cyber-physical systems - Industrial Control Systems - from cyber attacks, which are
mostly used in industry today, is very relevant. Industrial Control System (ICS) including Supervisory Control And
Data Acquisition (SCADA), Distributed Management Systems (DCS), systems based on programmable logic
controllers, etc. is a general term used to describe several types of control systems. All of these systems are used in
industrial environments and contain critical infrastructure. Ensuring the security of ICS means, first of all, protecting
them from any intentional or unintentional interference that could disrupt the system.

Threats to modern IMS come in many forms. There are both external and internal threats to management systems.
They can be intentional, that is, premeditated or accidental threats. Typical external threats are the actions of hackers,
business competitors, or competing organizations/states. Internal threats often include wrongdoing, failure to respond
properly to any current event, retaliation from dissatisfied employees, and so on.

More needs to be done to protect against external threats than to improve the security of the network itself. At the
same time, it is not possible to avoid all internal threats simply by strengthening internal procedures or information
policy. Optimal security of ICS can be achieved both through strengthening network security and through an approach
to implementing the right policies and procedures.

Previously, ICSs were autonomous, however, these systems are already vulnerable to external threats, mainly due
to their use of standard and commercially available technologies and their widespread networking. Internal threats, as in
the past, arise primarily due to employee misconduct or errors in the organization of the management system.
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Critical infrastructure facilities are those facilities, the disruption of which can lead to loss of control, destruction
of infrastructure, weakening or destruction of the country's economy, and a significant deterioration in the security of
the country's population. Critical infrastructures include energy, transport, emergency services, the banking and
financial sector, the telecommunications sector, and other vital resources [11].

Modern enterprises in the energy sector are increasingly relying on automated production process control systems
in their work, which leads to malicious cyber attacks. One of the most important tasks of any developed state is the
production, transmission, and distribution of critical infrastructure, including electricity and energy carriers, ensuring
the information security of enterprises.

In the European Union, the term "core services operator" has been adopted to mean "a public or private entity that
provides a service and is essential for supporting other important services or economic activities". The list of main
service operators includes electricity generation, transmission and distribution enterprises, oil production, oil refining
and treatment plants, oil storage and transportation operators, natural gas distribution, and transmission and storage
operators.

Oil and gas companies occupy an important place among the companies that own and manage the main critical
infrastructure assets that are vital for the economic and military well-being of the country. The extraction, processing,
and transportation of raw materials are the most important objects of cyber-attacks by aggressors for a variety of
motives - from personal gain to industrial espionage and economic disruption. Due to the critical importance of these
assets, oil and gas companies also face serious cybersecurity requirements.

The oil and gas sector has always been a target of criminals. Previously, the likelihood of a major incident due to a
cyber-attack was very low, as enterprises usually operated in isolation, without integration into other enterprise systems.

At present, the situation has changed with the advent of the Internet of Things (IoT) and the penetration of new
technologies in all areas. For a long time now, industrial facilities such as oil and gas fields, pipelines, oil refineries, and
gas stations have come under cyber attack.

Industrial Control Systems (ICS) and Operational Technologies (OT) are used to manage industrial operations and
allow monitoring and control throughout the value chain. The process of automating and digitizing the life cycle of
production and distribution of products leads to increased productivity and reduced costs.

However, these processes also pose several risks. [12] distinguishes the following types of attacks in the
classification of attack actions in SCADA systems: weakening of network perimeters using backdoors, exploitation of
gaps in the protocols used, control of individual devices of the system, database malfunctions, interception and
alteration of network data, changing the system time to stop the protection.

In one of the sources [13], attacks on cyber-physical systems are grouped as in table 1:

Table 1. Attacks on cyber-physical systems

Attacks Purpose

Attacks on sensors Use of physical processes for sensor malfunction, equipment failure, power outage
Attacks on computing processes Deleting, altering, or falsifying data using viruses, trojans, or worms;

Feedback attacks Violation of data integrity, seizure of control;

Attacks on the data transmission Data deletion, alteration, replacement or falsification, data loss;

environment

Attacks on actuators (execution Deletion, alteration, or falsification of data, power outages, hardware, and software
mechanisms) modifications.

A prerequisite for addressing security issues is a comprehensive approach. The establishment of a comprehensive
security management system should take into account the identification of potential threats and their consequences, and
assess and reduce the likelihood of their impact by significantly minimizing the risks of cyber incidents. It is extremely
important to create a stable, reliable, and integrated information security system to prevent serious cyber threats.

In addition, all countries of the world accept that the ICT environment is interdependent and interconnected. If in
the past the concepts of information security and cybersecurity were differentiated (information security includes
information and humanitarian aspects along with information and technical aspects), in recent years they have become
closer. The threat of the impact of information, for example, on the public consciousness, is now highlighted in the
context of cybersecurity, and cybersecurity is increasingly being discussed as a separate issue within the concept of
information security.

4. The Human Factor in Ensuring the Information Security of Cyber-Physical Systems

The human factor is the biggest problem in ensuring information security, and at the same time, the most reliable
defender of the organization is the person. Many years of experience have shown that the most successful attacks often
"break™ users, not software. Most of the incidents are the result of individual mistakes. That is, the threat vector is often
- the enterprise, the enterprise's IT services, and users.

Despite years of training, a multi-page security policy, and mandatory annual training, most information security
professionals consider employee negligence to be a major threat.[14].

In [15] it is shown that the provision of information security depends on the behavior of employees, along with
technical and organizational factors. "Kaspersky Labs and B2B International conducted research on more than 5,000

Volume 13 (2023), Issue 2 21



Cyber-physical Systems: Security Problems and Issues of Personnel Information Security Culture

campaigns worldwide to investigate this. It was found that 52 percent of the campaigns consider the internal threat, that
is, the human factor, as the main threat [16]. Their employees put their company at risk, either intentionally or due to
their own negligence or lack of knowledge.

Even a report by the IBM company states that more than 95 percent of internal security breaches occur as a result
of human error [17].

The cause of technical and social gaps in the organization's information security is the human factor and the
organizational factor [18]. The types of attacks that occur due to human factor loopholes are common. These include:
online fraud; drive by download; social engineering attacks; DDoS (Distributed Denial of Service) [19-21].

In the past, information security was often focused on technical and physical solutions. But now it is understood
that it is impossible to solve the problem only by means of technical solutions, without taking into account the human
factor. It is accepted that the problem of information security is a complex problem that depends on interrelated factors.
It is noted that measures should be taken so that people are not part of the problem, but part of the solution. Let them
stand in front of the line of defense against cyberattacks [21,22].

In this regard, people remain an important element of the organization's information security. Because they have a
decisive role in the success or failure of information security management in organizations. Employees who are
knowledgeable and trained in information security minimize cyber security violations. They play an important role in
minimizing information security risks, protecting critical assets and intellectual property of the organization [23].

Despite the increasing number of accidents caused by personnel negligence, people do not change their behavior.
According to a 2018 Verizon Data Breach report [24], an average of 4% of users open malicious links.

Using psychological methods to influence people's weaknesses, criminals persuade company employees to do what
they need to do. For example, on May 7, 2021, there was a cyber attack on the operator of Colonial Pipeline, a huge US
fuel pipeline. A phishing scheme was used to gain access to computer systems. One of the employees infected the
company's information systems and gained access to the information by following the link in the e-mail sent by the
criminals. As a result, the company was forced to pay $ 5 million to secure the data [25].

In December 2020, the data of 16,000 customers of Freedom Finance investment company, including qualified
investors, were put up for sale on the Internet. The attackers attacked a segment of the company's internal network and
stole some information from the local machines of several broker employees in the Russian Federation.

The attackers were online for more than two weeks, stealing 700 GB of files, including confidential information
about patients and employees, contracts, financial statements, salary reports, etc. The criminals demanded $ 19.9
million to decrypt and delete the stolen data.

As can be seen, the protection of information resources cannot be limited to the use of technical methods or the
adoption of organizational normative documents. The main and urgent problem here is the formation of a culture of
information security for staff. Information security culture refers to a set of skills, habits, and attitudes that a person uses
to protect various areas of his life and activities from information security threats.

Everyone should understand the value of information resources, and understand the reasons for taking concrete
measures to ensure the security of information resources. Recognition of the importance of the formation of a culture of
information security by European countries is associated with the publication in 2002 of the document "Guidelines for
the security of information systems and networks: towards a culture of security.” This document is the basis of the UN
General Assembly Resolution 57/239 of December 20, 2002, "Creation of a Global Culture of Cybersecurity” [26]. The
culture of information security must be formed at the initial stage of the creation and implementation of a centralized
system to ensure the security of information resources. Having a culture of information security can significantly reduce
the risk of information security threats, even if there are no technical and organizational measures to ensure information
security.

The global cybersecurity culture requires all participants - government agencies, enterprises, and other
organizations that create, maintain, manage and use information systems and networks, and individual users to follow
the nine complimentary items, including the following:

1) Responsibility. Each participant is responsible for the security of information systems and networks by their
roles. Participants should regularly review their policies, activities, measures, and procedures and assess their
suitability for the environment in which they operate.

2) Ethics. Given the pervasiveness of information systems and networks in modern societies, participants need to
respect the legitimate interests of others and recognize that their actions or inaction may harm others;

3) Demacracy. Security should be implemented in a manner consistent with the values recognized by democratic
societies, including the freedom to exchange thoughts and ideas, the free flow of information, the
confidentiality of information and communication, the appropriate protection of personal information,
openness, and transparency;

In the information security doctrines of NATO countries in 2017 and 2018, the issue of comprehensive teaching of
the basics of information security to staff, employees, and ordinary citizens is reflected as a priority [27].
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5. Methods of Developing a Staff Information Security Culture

Information security is a complex concept, it is determined not only by the number of qualified technical staff in
this field but also by the level of knowledge and skills of all employees of the enterprise to ensure cyber security.

Being aware of the dangers is half the battle, first of all, it is necessary to understand what to do to avoid these
dangers. Information security experts are still studying how to address vulnerabilities in user security. Admittedly, even
the best professionals may not be able to organize this process properly.

Many companies buy online training videos and try to solve the problem with its help or their IT professionals give
a lecture once a year to remind employees of the basic concepts. Experience shows that after a while, employees forget
about this lecture.

Conducting information security training and exams for employees is an important part of ensuring the security of
any organization. However, the ultimate goal should not only be to increase user awareness, but also to create a culture
of security. First of all, people need to understand why this knowledge is needed and be able to apply it. Then
knowledge must become a habit.

Pieces of training to ensure corporate information security should be regular, it is more appropriate to conduct
training several times a year. In other words, instead of conducting a large training once a year, it can be divided into
parts and put into short-term tasks. At the same time, it is possible to hold regular lectures and tests on cyber security.

Campaigns, companies around the world are adopting programs to increase the awareness of their employees about
information security, their knowledge, and skills. However, research and surveys show that literacy programs in this
area are not effective enough. Experts explain the ineffectiveness of information security training for the following
reasons:

e It is tedious for users to read information security policies and other technical documents, sometimes not
understanding the terms;

o Lack of motivation for employees to learn - they often think that they will not fall victim to bad people;

e Lack of involvement of senior management in the culture of information security;

e Focus on prohibitions rather than teaching what to do;

e Users accept the rules as restrictions and try to circumvent them;

o Difficult to assess the effectiveness of training.

To ensure the information security of the enterprise, it is important not only to increase the knowledge of
employees but also to develop the necessary skills.

According to experts, traditional training methods are not effective in forming a culture of information security.
The most effective training methods are cyber training (simulation of various life situations), banners and posters,
micro-training, and educational games [28].

For example, Kaspersky Security Awareness, a project developed by Kaspersky Lab, uses game-type training to
increase employees' awareness of information security. Kaspersky Security Awareness consists of several modules:
Kaspersky Interactive Protection Simulation for senior management; Kaspersky CyberSafety Games for line managers
and (or) middle managers; Online skills training platform for all company employees; Cybersecurity for IT Online to
train IT professionals in cybersecurity skills.

Bysupplementing theoretical knowledge with experiential learning and interactive training (e.g., games,
puzzles,scenarios) for general employees could provide a more practical hands-on training that looks at real
situationalthreats (cyber-ranges). The cognitive learning can bring the foundations to the discussions and
practicalsolutions for acquisition of skills, but also to design of training and education for cybersecurity professionals
[29].

There are many studies that show that game-based training is a more effective way to increase the knowledge and
skills of personnel in the field of information security in organizations. [30] examines games used to teach cybersecurity
knowledge.

Augmented reality interfaces and specialized scenarios with content that reflects the context are in use ingaming,
which may be very useful in forming required competences, skills and abilities; games may be theappropriate method of
implementing skills frameworks into study programs [31].

The analysis of the literature suggests that the following methods may be more effective in informing employees
about information security.

Use of memory books. In many cases, the effectiveness of training can be increased by using a manual or memory
book to perform this or that operation. Instead of flipping through thick books about any specific situation and how to
deal with it, an employee can use a pre-made booklet. For example, on a double-sided, laminated sheet of paper, you
can write an illustrated picture and signs of a letter sent by e-mail with malicious code, and on the other three pages,
you can describe the sequence of actions required by a simple block diagram.

Micro training. Micro training is a general concept in which learning material is given in relatively small doses.
The pace of modern life is very fast and it is becoming increasingly difficult for people to devote time to any work,
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including education. In micro-education, knowledge, skills, and habits can be transmitted to students in a variety of
ways, for example, with the help of modern Education Management Systems. Micro training is a new and growing
trend that meets the special needs of today's dynamic organizations and their employees. This method is very suitable
for teaching special skills such as cybersecurity skills. Given the rapid growth of cyber threats, micro training can be
held regularly. This allows employees to be educated about current security issues, develop the necessary skills and thus
increase the overall level of security in the company. At the same time, the format of this training method allows you to
study anywhere: on the subway, during a break from work, or waiting for your order in a restaurant. The main principle
of this approach is to allow students to study whenever and wherever they want.

Game-based training. This method uses approaches that are typical for computer games in the learning process.
The purpose of this method is to involve students in the learning process through entertaining tasks, and in some cases
to create a competitive environment. By scoring points, upgrading their status, and gaining a foothold among the leaders,
or through other game modes, users gain additional incentive to continue learning. Game-type organization of training
can be carried out in different ways and at different levels. To increase the level of awareness of employees on
information security issues, training can be carried out with the participation of gaming experts.

As can be seen, the formation of a culture of information security is a multifaceted and specific pedagogical
process. There are many issues to study and research thoroughly.

6. Conclusion

Protecting your resources from information security threats is one of the main tasks of any enterprise. The list of
traditional measures to ensure information security (legislative, moral, ethical, administrative, physical, hardware and
software) should be supplemented as a separate item to inform employees about information security problems, and to
form a culture of information security.

In areas where cyber-physical systems are applied, it is important to take many measures to form ERCs of
employees, especially in the oil and gas industry:

e The formation of a culture of information security of employees by the management of the enterprise should
be considered a high priority and should always be kept in mind.

o When developing a program, employees should be grouped (executives, IT specialists, ordinary users) and a
list of knowledge and skills needed for them should be identified.

e The formation and development of a culture of information security should be a managed process. A budget
should be allocated for this work, training should be planned, appropriate programs should be developed for
different categories of employees by job requirements, training methods should be selected, knowledge
should be assessed and certified, and the impact of training should be systematically studied.

e The training program should be constantly updated, taking into account the risks of information security.

e Given that the list of threats is constantly growing with the application of cyber-physical systems, and smart
technologies, the process of forming a culture of information security must be continuous.

Information security policy plays a crucial role in shaping the culture of information security. It is important for the
company that all employees are familiar with this policy. At the same time, they must comply with the existing laws of
the country on information security, and the information security policy of the enterprise. Because the behavior of
employees plays an important role here.

[19] considers the culture of information security as an integral part of human information culture. The authors
also divide the information culture into general and professional information cultures. The same can be said for the
culture of information security. Indeed, depending on the professional characteristics of professionals, the requirements
for their knowledge and skills in the field of information security are also different. This factor should be taken into
account in the process of organizing training to develop a culture of information security for employees within the
enterprise.

The results of the study can be used as a resource by researchers of information securitu culture. At the same time,
it can be useful for those responsible for developing the information security culture of the personnel.
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