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Abstract

Digital watermarking is a technique which allows an individual to add hidden copyright notices or other
verification messages to digital audio, video, image and documents in such a way that the watermark cannot be
removed against different attacks. Digital Watermarking is a process to prevent the unauthorized access and
modification of data. It ensures that the communication between two parties’ remains secure. Digital
watermarking can be performed in spatial and frequency domain. In the spatial domain, the watermark is
embedded in the very existence of the pixel. In frequency domain, the transformation of any kind is applied and
then information is embedded. In this paper, we proposed an approach to watermarking in frequency domain
using DWT technique. The gray scale host image is divided into four sub bands: LL, HL, LH, HH and the
watermark are inserted in the LL sub band using DWT technique. As the image is divided into four sub bands,
a watermark of equal size of the LL sub band is inserted and the results are analyzed on the bases of different
parameters such as PSNR and MSE. LL represents the average component of the host image which contains the
maximum information of the image. In this approach the watermark is inserted in LL sub band using XOR
operation. As the table IV shows, the imperceptibility of this method is quite good. Also, it shows good results
when compared with existing methods.

Index Terms: Watermarking, Discrete Wavelet Transform, XOR, Embedding, Extraction, Steganography.
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1. Introduction

Digital watermarking is the best approach to prevent assets from the unauthorized access. Digital
watermarking is the act of hiding a message related to digital data (i.e. Audio, video, images) within signal
itself [1]. It is nearly similar to steganography because both hide a secret message in a digital data. However,
what separates them is their goal. Digital watermarking is a technique for inserting information (the watermark)
into an image (visible or invisible) for authentication, while steganography is used to embed the message
within another object known as cover media for secret communication, by changing its properties [2].

Digital watermarking may also be used to hide the information in cover media to protect the software for
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copyright. For insertion of the watermark, we need to embed the watermark in images using the insertion
algorithm. After embedding the watermark, the extraction algorithm is used to extract the watermark [3].
Extraction of watermark technique divided into three steps:

» Non-Blind technique:-In this technique, cover image and secret key are required.
« Blind technique:-In this technique, watermark and secret key are required.
« Semi blind: - In this technique, key is required.

Digital watermarking technique is divided into two parts:
1.1. Spatial Domain Technique

In the spatial domain, the watermarking is embedded through direct altered the pixel value of the cover
image. LSB is one of the popular techniques in spatial domain. Watermark insertion can be 1 bit, 2 bit, and 3bit
of least significant bit into a pixel of the cover image. In this method, the least significant bits of the cover
media’s are used to conceal the message. This method is based on masking of the bits and watermark. This
method is originally applied on gray scale images, but extended to color images by considering each color
plane as a single plane in which data is inserted in the LSBs. The Watermark can be extracted if the position of
LSBs used in embedding process is known [4]. These methods have high message carrying capacity, but high
vulnerable to the attacks.

1.2. Frequency Domain Technique

In Frequency domain, a watermark is inserted into the host image using various transformations like
Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and Discrete Fourier Transform (DFT).
It shows better robustness when compared to the spatial domain technique [5].

1) Discrete Cosine Transform: In the DCT watermarking scheme, firstly original images divided into 8>8
blocks of pixels to hide the secret data. It divides the image into high, low and medium frequency domain
if any changes occur in single coefficient then it can affect the all 64 blocks pixel. Coefficients of middle
frequency range are picked from the DCT coefficients and modified to their relative values encode a one
or zero in order to embed the watermark bits. Watermark image is then obtained by performing the
inverse of DCT of each block. The DCT coefficient is used for image compression [6].

The following equation can use for DCT coefficient:

F(Uv)=r C)C(V) Timo Bjmo £ (1, y) cos [T cos [F2122] )
Foru=0, .......... 7and v=0.......... 7
=1 = i
Where C(k) /\/f for k=0 1 otherwise
Inverse DCT
FUV)=1 Bimo Bieo CAC () (u, v) cos [FEE2| cos [FEE2] 2
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Middle frequency range coefficient is taken from DCT coefficients and changes the value encode a one or

zero in order to embed the bits. For extraction, performs the inverse DCT on each block.

2) Discrete Wavelet Transform: DWT is one of the best techniques in Frequency domain. It has good
capacity and robustness than other technique. It takes less time for Computation. DWT, perform multi-
resolution decomposition on images using wavelet function. It has own space frequency property. DWT
provides spatial and frequency spread of watermark in the cover image. DWT divide the signal into high
and low frequency. The high part contains edge component and low part again divide into low and high
part. It divides the frequency in four sub bands. These sub bands can be decomposed further to acquire the
next coarser scaled wavelet coefficient. To perform second level decomposition, the DWT is applied to

LL band which decomposes the LL band into four sub-bands: LL1, LH1, HL1 and HH1 [7].

DWT decomposes the signal into mutually orthogonal. This is the main difference between continuous
wavelet transform (CWT) and discrete wavelet transforms (DT-CWT). Some mathematical condition in DWT

is given follows: e.g. Dilation equation

¢(X) = iooo ak ¢(Sx - k)Z

Where s is scaling factor and ak is finite set of coefficient, which define the scaling function and wavelet.

JZ ) plx + Ddx = 6,1

@)

(4)

DWT is superior transformation because it has two main features: multi-resolution & best image localization.

Cover Image

Fig.1. First and Second Level Decomposition of Host Image
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3) Discrete Fourier Transform: The Discrete Fourier transform is used for getting the frequency component
for each pixel of the cover image. In Fourier transform, output image produced in complex number value
which could be displayed in two images with real and imaginary part or with magnitude and phase. The
two dimensional DFT is performed on real numbers. When watermark is embedded in the phase
component with high redundancy; a malicious attacker would cause unacceptable damage to the quality of
the image to remove the watermark [8].

The Discrete frequency domain used for getting the frequency component for each pixel of the cover image.
The DFT of Spatial value F (u, v) for image size M %N is defined by the following equation for their frequency
domain [15].

Uux vy

F (U, V) == SHZA TN F (r,y)e 2 0+ -

In inverse discrete frequency transformation, convert the frequency Component into the spatial domain using
this equation:

VY

F —_1 yM-1 N-1p 12n%+ﬁ 6
(Xv y) VMN ZU:O Zv:O (u! v)e ( )

In Fourier transform, output image produced in complex number value which could be displayed in two
images with real and imaginary part or with magnitude and phase. The two dimensional DFT is performed in
real number and DFT of an image results in the magnitude and phase representation of the image.

2. Literature Survey

Singh et al. [9] proposed method to insert multiple watermarks in spatial and frequency domain to make
assets secure and dividing the host image into two regions: region A and region B. In region A, owner
information is inserted with the help of LSB technique and region B is used to insert the watermark with
additive technique DCT-DFT. Singh et al. [10] proposed method Robust Deinterlacing multiple image
watermarking technique in DWT. In this method, deinterlacing process on sub band of image according to even
and odd row pixel value is applied. Chen et al. [11] proposed a new steganography technique which embeds the
secret message in frequency domain. Muhammad et al. [12] proposed a technique new robust digital image
watermarking which was based on singular value decomposition and discrete wavelet transform for protection
real property rights. Raval et al. [13] analyzed the performance of multiple watermark images in the low and
high frequency sub-band of 2nd level of DWT by inserting 2 different binary watermarks using an additive
scaling method by taking strength factor of watermark 0.10. Ranjan et al. [14] proposed a method which is
based on securing non blind based watermark by inserting a binary watermark into last pixel of each bock after
applying one level of DWT and DCT of block size 8*8. Sridhar et al. [15] applies multiple watermarking on a
single host image. In this, their proposed method decomposes host image by using DWT technique after the
image is divided into even and odd number of rows and then embed two different gray image as watermark into
these divided images. After embedding inverse DWT is applied on sub-bands of the host image and
watermarked image is generated. Durge et al. [16] introduces digital image watermarking algorithm based on
singular value decomposition. Digital watermarking can be utilized for authentication of data, copyright
protection and communication process. Keshri et al. [17] focuses on the security of watermarking image. In his
paper the concept of dual watermarking was implemented. For insertion of the message two techniques were
used. First, spatial domain technique and second frequency domain technique was used. Tao et al. [18]
proposed a technique for securing multiple watermark images in DWT up to two level by inserting four same
watermarks at 1st and 2nd level of DWT in all sub bands and analyzing the performance of all watermark.
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3. Proposed Work

Singh The proposed technique hides a watermark (W) of size Wm* Wn into gray scale host image (H). We
apply DWT transformation on host image which result four sub band LL, HL, LH and HH. Now, we select the
LL sub band to insert the watermarking using XOR operation. In extraction process of watermark, apply
reversing process as used in embedding process. In this proposed work we followed two step i.e.

Step 1: Apply 1 level DWT for image decomposition into four sub band

Fig.2. First level DWT Image Decomposition

In step 1, we apply DWT transformation which results in four sub bands. We select the LL Sub band for
embedding the watermark.
Step 2: Embed the Watermark into LL sub band

LL Sub Band

(LL)

XOR LL' Sub band having W

Watermark (W)

Fig.3. Watermarking Process

3.1. Watermark Embedding algorithm
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Steps for Embedding Process are:
Step 1: Read the host image (H) and Watermark image (W)

H={h;; [ hij = X hijx
Where h;;,, € {host Image} and V h;;,, € (0, 1...255)
Step 2: Applying DWT transformation of host image and we got four sub band LL,HL, LH and HH with
four different frequencies called approximation, vertical, horizontal and diagonal respectively
Step 3: Select LL sub band and insert the watermark in LL sub band

W={W,,,|0<m<LL.,,0<n<LL.}

Where LL, and LL, are the dimensions of LL sub band after image transformation in frequency domain.
Step 4: Watermark embedding can be done as:

Smn = Hmpn @ Winp

Step 5: Where S,,,,, stego pixel of LL sub band of stego image is obtained after applying inverse DWT
transformation and represented as:

S={sij |'sij = Xsijx

Where s;;,, € {Watermarked Image} andV s;;, € (0, 1....255)
3.2. Watermark Extraction Algorithm

Steps for Extraction Process are:

Step 1: Read the stego image(S,,,) and host image (H).

S={sij | sij = Xsijx

Where s;;,, € {Watermarked Image} and V s;;,, € (0,1,2...... 255)

Step 2: Applying DWT transformation of host image and Watermarked image, we got four sub bands LL,
HL, LH and HH with four different frequencies called approximation, vertical, horizontal and diagonal
respectively.

Step 3: Select the LL sub band of host image and Watermark image

Step 4: Watermark extraction can be done as:

Wymn = Soin @ hypn |0 <m < LL,,0<n<LL,
And W = W, W

Step 5: Apply inverse DWT transformation to get host image.

H={h;j | hij = X hijx
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Where h;j,, € {Hostimage} andV h;;, € (0,1,2...... 255)

Eeadhost (H) and
watermark image

W)

A. Flow Chart

Apply DWT

!

Insert W /

Yesz Mo

L

-

L

Stego image(s)

Fig.4. Flow Chart of Embedding Process
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Take host
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host image

Fig.5. Flow Chart of Extraction Process
4. Result and Analysis
Singh The proposed technique hides a watermark (W) of size Wm* Whn into gray scale host image (H). We

apply DWT transformation on host image which result four sub band LL, HL, LH and HH. Now, we select the
LL sub band to insert the watermarking.
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Table 1. Original and Extracted Watermark

Image Name

Original Watermark

Extracted Watermark

Table 2 PSNR, MSE and MAXERR value

Image name PSNR MSE MAXERR
1 54.7834 0.2158 0.9325
2 53.7897 0.2270 0.9330
3 54.7990 0.2137 0.9337
4 55.8870 0.2030 0.9369
5) 55.6890 0.2075 0.9359
Average of 50 images 54.2332 0.2150 0.9330
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Table 3. Host Image and Watermarked Image

Image name

Original Image

Watermarked-Image

59
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Table 4. Host Image and Watermarked Image Histogram

Image name OrLg?is?gSI]ri;nr: % S:]eig&g:;ﬁ]e
1
2
3
4
5

5. Comparison

Singh T Comparison of Sridhar et al. and Singh et al. methods with our proposed method on image Lena,
Goldhill and Boat having size 512*512 is given by the following tables. We consider infinite value of PSNR as

max (100db).
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Table 5. PSNR Comparison Table of Watermarked Image of Sridhar’s and Singh method with Proposed Method

Images Attacks Shiridhar method Singh's method Proposed
Method
LENA Without Attack 215 45.76 52.34
Salt and pepper 19.81 34.80 51.34
Gaussian 19.11 30.11 50.12
Speckle 19.30 38.41 52.23
GOLDHILL Without Attack 21.50 45.76 55.32
Salt and pepper 19.81 35.51 51.43
Gaussian 19.11 29.92 50.34
Speckle 19.30 35.85 51.67
BOAT Without Attack 21.50 45.76 54.34
Salt and pepper 19.81 35.40 50.35
Gaussian 19.11 29.92 49.76
Speckle 19.30 34.93 50.11

Table 6. PSNR comparison Table of Extracted Watermarked Image of Sridhar’s And Singh Method with Proposed Method

Images Attacks Shiridhar method Singh's method Proposed
Method
LENA Without Attack 28.49 Inf Inf
Salt and pepper 27.03 75.19 77.23
Gaussian 27.80 52.56 55.23
Speckle 27.18 57.95 60.56
GOLDHILL  Without Attack 28.49 inf Inf
Salt and pepper 27.03 75.46 77.23
Gaussian 27.80 52.68 55.23
Speckle 27.18 55.37 60.56
BOAT Without Attack 28.49 inf Inf
Salt and pepper 27.03 74.93 77.23
Gaussian 27.80 52.67 55.23
Speckle 27.18 54.58 60.56

6. Conclusion

In this paper, a new approach proposed using DWT is being proposed. The aim of watermarking algorithms
is to make watermark secure and invisible to human eye. In order to improve the security, we have taken the
benefit of XOR operation for embedding and extraction of the watermark. The method is analysed on the basis
of PSNR, MSE and MAXERR the results are show in the tables. In this work, fifty images were tested and it is
found that the proposed method provides good imperceptibility as the extracted image of watermark is same as
original image. Also the average PSNR, MSE, and MEXERR are 54.2332 dB, 0.2150 and 0.9330 respectively.
These values show that the proposed method shows promising result over the existing methods.
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