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Abstract—Selective encryption algorithms have been 

proposed to encrypt syntax elements such as intra 

prediction modes, the sign bit of nonzero DCT 

coefficients, along with the sign bit of motion vectors. 

These syntax elements are sensitive enough to produce 

effective scrambling effect with a relative low 

computational cost. In this paper, a novel scheme is 

proposed to further optimize the computational overhead 

incurred by the encryption for energy critical multimedia 

applications. The proposed scheme adjusts the selection 

of syntax elements to be encrypted according to the scene 

transitions within adjacent video frames. The ratio of 

intra-coded macroblocks in inter (P and B) frames is 

calculated and compared with an adaptive threshold value 

to detect the scene transitions. Furthermore, based on 

statistical analysis for a few video sequences, a dynamic 

threshold model to detect the scene transition is proposed. 

When there is a scene transition between the previous 

video frame and the current video frame, intra prediction 

modes and the sign bit of DCT coefficients in the current 

frame are chosen as syntax elements to be encrypted, 

whereas in the absence of a scene transition, the sign bit 

of motion vectors is chosen as the only sensitive syntax 

elements to be encrypted. Experimental results show that 

compared with previous work in this field, the proposed 

scheme can efficiently lower the computational cost 

incurred by the encryption while maintaining a similar 

perceptual scrambling effect. 

 
Index Terms—Selective Encryption, Energy Critical 

Multimedia Devices, Scene Transition Detection, Intra 

Prediction Modes, Nonzero DCT Coefficients, Motion 

Vectors, Computational Cost, H.264/AVC. 

 

I. INTRODUCTION 

In broadcasting technology, with the proliferation of 

wireless multimedia applications, video compression 

standards have gained popularity. The advanced video 

compression standard, H.264/AVC, has been widely 

adopted in industry because of its significant 

improvement on the compression performance compared 

with previous MPEG compression standards [1] [2]. 

Meanwhile, the secure transmission of video streams is 

difficult to achieve in energy critical multimedia devices 

such as video surveillance systems, smart phones and 

wireless network cameras. Selective encryption is one of 

the most promising techniques for multimedia content 

protection, since it only involves a relative low 

computational cost while achieving an effective 

perceptual scrambling effect [3]. 

Several selective encryption schemes for H.264/AVC 

have been proposed in literature. Table I shows the 

ciphered data, advantages and disadvantages with respect 

to the contribution of this paper. Lian et al. [4] proposed 

to encrypt intra prediction modes, the sign bit of nonzero 

DCT (Discrete Cosine Transform) coefficients, and the 

sign bit of motion vectors. This method can effectively 

provide the perceptual protection without an impact on 

the compression ratio. Wang et al. [5] modified the 

encryption scheme in [4] to a user tunable encryption by 

employing three control factors for the three syntax 

elements to be encrypted. This scheme provides the 

flexibility to adjust the perceptual scrambling effect 

according to different multimedia applications.  

Although previous work on selective encryption has 

reduced the computational cost compared with naive 

encryption [3], most of these previous work didn't 

provide the feasibility to further optimize the 

computational cost according to different applications, 

which could be very attractive for energy constrained 

applications, like wireless multimedia devices. There are 

only very few works which consider the necessity to 

further lower the computational cost of encryption for 

energy critical multimedia encryption. Wang et al. [8] 
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extended the work in [4] to make it more suitable for 

wireless sensor networks, which proposed to only encrypt 

frames that were highly dependent on by descendent 

frames. Their method can reduce the computational 

overhead caused by the encryption and reduce error 

propagation caused by an encryption technique.  

However, the lower dependent frames are not 

encrypted and thus can leak the video information which 

significantly affects the security of their method. Zhao et 

al. [9] improved the method in [4] to lower the 

computational cost of the encryption. In this work, 

according to the texture complexity and motion intensity 

in each frame, certain amount of code words in that frame 

are encrypted, which can provide variant levels of the 

scrambling effect. 

Table 1. Literature Review: L-Low, H-High, M-Moderate 

Work Intra Modes Sign bit Residual 
Sign bit Motion 

Vector 
overhead cost security 

[4,5]                                                                      M H 

[6] 
Encrypts all the three syntaxes unequally based on object 

segmentation. 
Lower than [4][5] M 

[7] 
Encrypts all the three syntaxes based on inter frame 

dependency. 
Lower than [4][5] M 

[8] 
Encrypts all the three syntaxes, the syntaxes are selected 
based on frame level dependency and priority. 

Lower than [4][5] M 

[9] 
Encrypts all the three syntaxes, syntaxes a selected based on 

texture complexity and motion intensity. 
Lower than [4][5] M 

Objectives in this 
paper 

Encrypt all three syntaxes, syntaxes are selected based on 
scene transitions in inter frames. 

Lower than [4][5] H 

 

If a frame just contains low texture complexity and 

motion intensity, only a small percentage of code words 

is encrypted, which weakens the security of the 

encryption in such frames. Zhao et al. [6] also developed 

an object based encryption algorithm, where the objects 

are segmented and unequally encrypted along with the 

background. Although the computational overhead is 

further reduced compared with work in [4], it is still too 

high for real time applications.  Shen et al. [7] proposed a 

scheme which selects syntax elements for encryption 

based on statistical analysis of inter frame dependency 

between adjacent frames. The drawback of this method is 

similar to work in [8], as the lower dependent frames can 

leak video information. Those video encryption 

techniques listed in Table I can alleviate the encryption 

effect over compression ratio and format compliance, as 

the sign bits of nonzero DCT coefficients are encrypted. 

Most of the previous work on video encryption has 

mainly focused on the security in the application layer, 

and has less concern over optimizing the encryption cost 

for energy constrained wireless devices. Furthermore, in 

all the aforementioned works, various video encryption 

algorithms have been proposed to lower the 

computational overhead incurred by encryption but with a 

tradeoff over security. Previous works fail to provide an 

encryption algorithm with low computational overhead 

and strong scrambling effect. Therefore, this paper 

proposes a selective encryption with low computational 

overhead while maintaining the same security.  

Due to the limitation of computing resources and 

available energy, selective encryption fits well in wireless 

multimedia applications [10]. Compared with the basic 

encryption which encrypts the whole video stream, 

selective encryption can efficiently reduce the 

computational overhead of the encryption by only 

ciphering the sensitive information which is only a small 

portion of a video stream.  

Generally, wireless devices only have very limited 

energy resource, since most of such devices are battery 

powered [10]. Many recent efforts attempt to scale down 

the power consumption and encoding compression cost to 

suit wireless multimedia devices and networks [11]. 

However, the encryption scheme along with video 

compression increases the computational overhead and 

power consumption. Hence, the proposed work in this 

paper aims to reduce the encryption overhead and to 

make it more suitable for energy constrained multimedia 

devices. Distinguished from most of the aforementioned 

works, this paper proposes a new low complexity secure 

multimedia communication framework with a very 

similar scrambling effect as the one produced by the 

methods in [4][7].  A further lower encryption overhead 

can be effectively achieved to contribute the power 

efficiency for those wireless applications. 

In summary, the main contribution of this paper 

includes: 

 

1) A dynamic threshold model is proposed to 

adaptively calculate the threshold for detecting 

scene transitions in video frames. The proposed 

dynamic model overcomes the difficulty of 

choosing the suitable thresholds for different video 

streams. 

2) The dynamic scene transition detection algorithm 

is used to identify frames with a scene transition 

and in these frames, intra-coded macroblocks are 

encrypted. In the frames without a scene transition, 

the sign bit of motion vectors are chosen to be 

encrypted. Intra-coded macroblocks that do not 

contribute to the scene transition can be left 

unencrypted to reduce the computational cost 

incurred by the encryption. 
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The rest of the paper is outlined as follows – In section 

II, we perform preliminary analysis. A dynamic threshold 

model for scene transition detection is presented in 

section III. In section IV, a new selective encryption 

scheme is proposed to optimize the encryption overhead 

while maintaining the resulting scrambling effect. Section 

V, shows details of the experimental results and analysis. 

Finally, the conclusions and future work are given in 

section VI. 

 

 

Fig.1. Information Leaked During Gradual Scene Transition 

 

II. PRELIMINARY ANALYSIS 

To investigate the sensitivity of syntax elements, five 

consolidated video sequences, “Foreman”, “Tempete” 

“Soccer”, “Football” and “Horse Cab”, were chosen at 

QCIF(Quarter Common Intermediate Format 176 x 144)) 

resolution under the mainline profile with QP=18 and 

4:2:0 sampling format.  

Encoder behaviour for preliminary analysis: The scene 

transition between frames may occur anywhere within a 

GOP (Group of Pictures). When there is an abrupt scene 

transition between frames, the first frame of the new 

scene is encoded as an I-frame since there is no temporal 

dependency to be exploited between the current frame in 

the current scene and previous frames in the previous 

scene. If certain gradual (non-abrupt) scene transition 

happens between frames, quite a lot of these frames are P 

or B frames. Especially, those objects and scenes that 

never appear in previous frames are very likely to be 

intra-coded, since under this scenario intra coding leads 

to a more efficient compression performance compared to 

the inter coding[12]. If there is no scene transition, only 

few of macroblocks are intra-coded and most are inter-

coded since the latter can provide a better coding 

performance. 

For preliminary analysis, the syntax elements chosen 

for encryption are intra prediction modes and sign bit of 

residuals in all the I frames, and motion vectors in P and 

B frames. AES (Advanced Encryption Standard) in 

counter mode was used to encrypt the chosen syntaxes. 

The results of preliminary analysis are shown in Fig. 1. 

Fig.1. (a) and (b) demonstrate that, in inter frames 

without scene transitions, ciphering the sign bit of motion 

vectors is enough to provide effective scrambling. 

However in case of inter frames with scene transitions, 

there are lot of intracoded macroblocks encoded. 

Therefore, as shown in Fig.1(c, d and e) even after 

encrypting the sign bit of motion vectors, some visual 

information can still be perceived in P and B frames. 

A. Sample videos with no scene transition 

 

frame a in smacroblock of number Total

frame a in smacroblock coded - intra of Number
%

 

 

Even though there is no scene transition in “Foreman” 

and “Tempete”, the percentage of IMB (intra-coded 

macroblocks) in P and B frames are 4.53% and 4.04%, 

respectively, as shown in Table II. Leaving the intra-

coded macroblocks in P and B frames without scene 

transitions unencrypted does not affect the secrecy of the 

video and reduces the number of bits to be encrypted by 

4.86% and 5.89% respectively. 

B. Sample videos with gradual scene transition 

In the other three video sequences, “Football”, “Soccer” 

and “Horsecab”, the percentage of intra-coded 

macroblocks (P and B frames) is 16.68%, 13.29% and 

6.63% respectively as shown in Table II. However, the 

percentage of intra-coded macroblocks that contribute to 

scene transitions are 3.26% for “Football”, 1.40% for 

“Soccer”, and 0.11% for “Horse Cab”. Encrypting 

intracoded macroblocks only in frames with scene 

transitions and reduces the number of bits to be encrypted 

by 11.2% for “Football”, 13.01% for “Soccer”, and 12.22% 

for “Horse cab”. 

(a) Foreman 

(b) Tempete 

(c) Football 

(d) Soccer 

 
(e) Horse Cab 
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Table 2. Percentage of Intrablocks and Intrablock (in bits) 

Videos 
Average 

Percentage 

Frames with 
scene transition  

percentage of  

Frames without 
scene transition  

percentage 

 IMB 
IMB- 
Bits 

IMB 
Bits 

IMB- IMB 
IMB-
Bits 

Foreman  4.53 4.86 - - 4.53 4.86 

Tempete 4.04 5.89 - - 4.04 5.89 

Football 16.68 14.67 3.26 3.44 13.32 11.20 

Soccer 13.29 18.54 1.40 5.53 11.89 13.01 

Horse cab 6.63 15.32 0.11 3.10 6.52 12.22 

 

III. PROPOSED DYNAMIC SCENE TRANSITION DETECTION 

Several scene transition detection algorithms have been 

proposed in literature. Most previous schemes define a 

scene transition parameter and compare it with a fixed 

threshold [13] [14]. If the parameter is above the 

threshold, a scene transition is detected. However, a fixed 

threshold value cannot perform very well for different 

video sequences due to the diversity of the video content. 

The key problem for the scene transition detection is how 

to determine an optimal value for the threshold while 

different video contents contain substantial different 

perceptual information.  

Threshold settings for a particular set of sequences is 

likely to be different for another set of sequences. 

Selection of the optimal threshold may even require a 

repeated process of trials, which will significantly affect 

the real-time performance.  

Table 3. Symbols and Definitions 

Symbols Definitions 

   Number of intra-coded macroblocks 

      Number of skipped macroblocks 

   Total number of macroblocks in P frame 

   Number of backward inter-coded macroblocks 

   Number of forward inter-coded macroblocks 

    Constants depending on CPU cycles  

  Number of keys used 

  Number of blocks encrypted 

  Encryption cost 

     Bit number encrypted in intra-coded macroblocks 

     
Bit number of encrypted sign bits of DCT 

coefficients 

    
Bit number of encrypted sign bits of motion 

vectors 

       Number of intra-coded frames  

       Number of inter-coded frames  

    
Number of  inter-coded frames detected with scene 

transition 

            Macroblock Ratios of P and B frame 

   Threshold for the scene transition detection 

Work in [15] proposed to detect scene transition based 

on the intensity levels of motion vectors. This approach 

can detect scene transition due to complex motion but 

fails in case of relatively gradual scene transitions with a 

low motion intensity. Work in [16] adopted the SAD 

(Sum of Absolute Differences) to detect scene transitions. 

However, calculating the SAD values is computationally 

intensive. 

Furthermore, fames with high intensive motion can be 

easily false-detected. An approach in [17] is proposed to 

decide a dynamic threshold technique based on the bit 

rate fluctuation. 

This method can efficiently detect gradual scene 

transitions and transitions due to high intensive motion 

but only suitable for the variable bit rate coding. To solve 

the threshold selection issue, an adaptive threshold 

calculation is proposed in this section, which can 

dynamically determine the threshold to detect scene 

transitions in different videos with varying characteristics. 

Symbols and definitions used in section III and IV are 

shown in Table III. 

A. Adaptive threshold scene change detection algorithm 

Inter prediction occurs only when neighboring frames 

have a strong temporal correlation. It is obvious that this 

correlation is reduced when a scene transition occurs. 

Hence, it can be expected that when there is a scene 

transition, more intra-coded macroblocks appear in P and 

B frames. Gradual scene transitions can be represented as, 

 

TtX
T

t
Y

T

t
 0,)1(                       (1) 

 

Where t is the individual frame, X and Y are frames 

that denotes the start and end of a scene transition. T is 

the duration of the scene transition from frame X to Y. 

The ratio of intra-coded macroblocks and motion vectors 

in P and B frames are calculated, and compared to a 

threshold value to detect the scene transition. To detect 

any scene transition in P frames, the scene transition 

parameter     is calculated and compared with the 

threshold TH. Similarly, to detect a scene transition in B 

frames, the scene transition parameter     is calculated 

and compared with the threshold TH. TH for b frame is 

slightly lesser than P frame. B frames have two reference 

frames while P frames only have one reference frame, 

and B frames are nearer to their reference frames than P 

frames, B frames are easier to be intercoded, and hence 

require a smaller gradual scene change threshold. If the 

scene transition parameter is higher than the threshold, a 

scene transition is detected. Otherwise, it indicates the 

absence of a scene transition. Gradual scene transitions in 

P and B frames can be detected by the following 

macroblock ratios: 

 












TH MR change,  sceneNo

THMR ,Change Scene
N :Frame P

p

p
sc

 

T

NN
MR Here

o

SkipI
P


,                             (2)
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








TH MR change,  sceneNo

THMR ,Change Scene
N :Frame B

b

b
sc

 

NN

NN
MR Here

Skipb

Skipf
b




,                               (3) 

 

To adaptively adjust the threshold value, local 

statistical properties in a video sequence are used. The 

dynamic threshold selection for the i
th

 inter frame can be 

calculated by the empirical mean value of macroblock 

ratios      /   ), of all the previous frames. The mean 

   is given as, 

 



i

i iMR
i

M
0

)(
1                          (4) 

 

The scaling factor S in the equation (5) is used to 

determine the dynamic characteristic of the threshold 

value. A smaller S avoids missed detections. If S takes 

higher values, the threshold value becomes more rigid, 

which results in less frames to be detected with a false 

scene transition.  

 

)(

1
1

iMR
S

x

                                (5) 

 

Parameter S is required to lower the threshold 

immediately after scene transition (shown in Fig. 2). x=1; 

Threshold is lowered abruptly, a lot of missed detection. 

x=3; Threshold is lowered smoothly, a lot of false 

detection. x=2; is the optimal value.  
The threshold value for the i

th
 inter frame is defined as 

follows: 

 

 SMTH ii                               (6) 

 

B. Accuracy of the proposed scene transition detection 

To validate the accuracy of the adaptive scene 

transition detection algorithm, three video sequences, 

“Soccer”, “Football”, and “Horse Cab”, were chosen. The 

coding sequence IPBPB… and the main profile are used 

in the test. Recall and precision have been used to 

evaluate the proposed scene transition detection. Recall 

and Precision are defined as in the equation (7) and (8), 

and denoted as R and P in Table IV and V, 

 

100



NN

N
Recall

mc

c                (7) 

 

100



NN

N
Precision

fc

c                   (8) 

 

Where   ,   , and    are the number of correct, miss 

and false detection, respectively.    is the actual number 

of scene transitions present in the video. The above 

equation shows that    and     are inversely related to 

the accuracy of recall and precision, respectively. The 

fixed threshold used for comparison was chosen 

empirically after analyzing intra-coded macroblock ratios 

in all inter frames. Table IV and V show that the 

performance of the adaptive threshold scene transition 

detection algorithm is significantly improved compared 

to the algorithm with fixed threshold. Fig. 3. shows that 

the empirical analysis for fixing threshold can be avoided 

and the proposed adaptive threshold technique can be 

used to more accurately detect scene transitions.  

As shown in Fig. 3, the adaptive threshold lowers its 

value for frames with scene transitions and vice versa for 

frames without scene transitions. Even though there are 

very few missed scene transitions, the critical frames due 

to scene transitions are always encrypted, which helps to 

maintain the security level of the proposed method while 

effectively reducing the number of syntax elements to be 

encrypted. 

Table 4. Recall and Precision with Adaptive Threshold 

Videos             R(%) P(%) 

Football 15 15 0 2 100 88.2 

Soccer 38 36 2 3 94.7 92.3 

Horse Cab 37 36 1 0 97.2 100 

Table 5. Recall and Precision with Adaptive Threshold 

Videos TH             R(%) P(%) 

Football 0.35 15 14 1 6 93.3 70 

Soccer 0.40 38 39 9 7 76.3 80 

Horse Cab 0.38 37 33 4 2 89.1 94 

 

 

Fig.2. Threshold Sensitivity 

 

Fig.3. Fixed Threshold vs Adaptive Threshold
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IV. PROPOSED SELECTIVE ENCRYPTION SCHEME 

According to the analysis in section I, the following 

conclusions can be made: 
 

1) Unencrypted intra-coded macroblocks in P and B 

frames perceptually leak information, only during 

scene transitions. Thus, intra-coded macroblocks 

in frames with scene transitions are encrypted. 

2) In order to keep low encryption overhead, the 

fewer the code-words of each syntax element are 

encrypted, the lower the overhead of the 

encryption is. Hence, intra-coded macroblocks in 

frames without scene transitions are left 

unencrypted. 
 

The proposed encryption algorithm chooses syntax 

elements in inter frames for encryption based on scene 

transition detection. As shown in Fig. 4, In case of video 

frames with a scene transition, intra prediction modes and 

sign bits of non-zero DCT coefficients are chosen to be 

encrypted, whereas in case of no scene transition, only 

sign bits of motion vectors are chosen for encryption 
 

Algorithm: Scene transition detection for P and B frames, 

selecting appropriate syntaxes for encryption. 

1)  INPUT: Video Frame. 

2)  IF current frame is an I frame  

Encrypt intra coded macroblocks, 

sign bit of DCT coefficients, goto 

1.  

3) [Detection of scene changes inter 

frames] 

 

         BEGIN 

Calculate MRp (P frame)/MRb (B 

frame)  

  Calculate mean    , scaling factor 

S 
IF Current Frame is P frame 

Update threshold    ; 

ELSE 

   =   -0.20 

Store MR(i) (for calculating next 

threshold). 

END 

4) IF scene change parameter MRb /MRp less 

than TH, encrypt sign bit of motion 

vectors 

ELSE Encrypt intra coded macroblocks, 

sign bit of DCT coefficient. 

END 

5) IF End of frame 

   END algorithm. 

         ELSE Go to step 2. 

 

In H.264/AVC, when using CAVLC entropy coding, 

the intra prediction modes are encoded with exgolomb 

codes [18]. The intra prediction mode IPM consists of X 

bits of zero, one „1‟ bit and X bits of information I which 

can be represented as 
 

]][1][[ I bits Ms Zero'X                        (9) 

In equation (9), it is required to encrypt the M bits of 

information “I” for securing the low resolution spatial 

information. Hence,  

 

IBipm                                   (10) 

 

CABAC uses TU (truncated unary code) for encoding 

intraprediciton modes (intra_chroma_pred_mode) [19]. 

The suffix bits of TU codes are encrypted. H.264 offers 

two types of entropy coding to encode the quantized DCT 

coefficients CAVLC and CABAC. In case of nonzero 

quantized coefficients, as mentioned before, sign bits are 

chosen for encryption, Under CAVLC, the quantized 

coefficients are grouped as a series of syntax elements 

and runs of zero‟s as shown in Fig. 5. The third syntax 

element is the level coefficient, which is the absolute 

value of the quantized coefficients. The level coefficients 

can be represented as <Prefix><Suffix>. If |a| is the 

magnitude of the DCT coefficient then, 

 

 LSB1),-a(   Suffix ,Zeros,1   Prefix      (11) 

 

In the above equation, LSB is the sign bit, the only 

information that is to be encrypted. Therefore, 
 

LSBB   :CAVLC snc                         (12) 

 

Whereas, if the entropy coding opted by the encoder is 

CABAC, then the binary arithmetic coding is adopted; 

unlike CAVLC, this adopts run length coding. The syntax 

for CABAC encoded quantized coefficients is shown in 

Fig. 6. Here, the level consists of two syntax elements 

 

<Coef_abs_level_minus1, Coef_sign_flag>      (13) 

 

Start

H.264 Compressed 
Video Stream

If 
Intracoded 

Frame
No

Scene 
Transition 
Detection

Parse Intraprediction 
Modes and Residual 

Coefficients
Parse Motion Vectors

Bit Extraction

AES

Yes
Yes

Key

Stream Recombination

Stop

 

Fig.4. Functional Flowchart of Proposed Selective Encryption
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Coeff_token 

Sign_T1 

Levels 

Total Zeros 

Run before Zeros 

Fig.5. CAVLC-syntax 

Significantbit_Coeff_Flag 

Last_Significant_Coeff_Flag 

Coeff_abs_level_minus1 

Coeff_Sign_Flag 

Fig.6. CABAC-syntax 

The Coef_sign_flag is the syntax element that 

represents the sign bit of the quantized coefficients. 

Hence, 

 

flagsignCoefB     CABAC snc __:             (14) 

 

As mentioned earlier, it is necessary to encrypt the sign 

bit of motion vectors for securing the temporal 

information. The motion vectors can be represented as, 

 

 infoSuffix ZerosM _1               (15) 

 

The LSB of the Suffix_Info represents the sign bit of 

the motion vector. Hence, 

 

fo)(Suffix_in of LSBB     :CAVLC mv              (16) 

 

In case of CABAC, the MVD can be represented as 

prefix and suffix in UEG3 (Unary Exgolomb-3) binstring. 

The sign bit is present in suffix only if the following 

conditions hold 

 












9

9
,

MVD

MVD0
 bit SignSuffixPre          (17) 

 

The entire suffix or the LSB sign bit can be encrypted 

to provide temporal secrecy. 

 

binstring) (UEG3 of bit  signB    :CAVLC mv        (18) 

 

The encryption cost [20] of the AES algorithm in CTR 

mode can be represented as 

 

KDNCE                           (19) 

 

Where, C is the cost of encrypting a single block. D is 

the cost of converting one key to a key schedule. The 

exact values of C and D depend on the hardware and 

software. Let    be the encryption data rate or cost of the 

selective encryption algorithm when, the intra prediction 

modes, sign bit of coefficients and sign bit of motion 

vectors are encrypted in all the frames. Let    be the 

encryption data rate or cost of the proposed algorithm. 

Then the number of rounds    and    in    and    

respectively are, 
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Comparing    and    we observe that, 
 

EE PT                                   (21) 

 
        

IPM NN InterIntra  > NN ScIntra   

SNC NN InterIntra  > NN ScIntra  

MVD N Inter
 > NN ScInter   

 

It is to be noted that in spite of any scene transition in 

an I frame, all the sensitive syntax elements are encrypted. 

The objective is to reduce the number of code words 

selected in inter coded frames. Hence, scene transition 

detection is applied only for the P and B frame. Abrupt 

scene transitions are encoded as an I frame; therefore, 

abrupt scene cut detection is not implemented in our 

algorithm. The sensitive syntax elements are often 

considered to be variable length, to achieve the length-

kept encryption, AES in CTR mode is used. 

 

V. EXPERIMENTAL RESULTS 

Five video sequences, “Foreman”, “Tempete” 

“Football”, “Soccer” and “Horse cab”, were chosen to 

evaluate the proposed algorithm. Here, the proposed 

method is compared with the approaches in [4] and [5] 

with respect to perceptual security and computational cost. 

The perceptual security is evaluated in terms of PSNR 

and SSIM, and the total decoding time is used to evaluate 

the computational cost. The test bench to implement the 

proposed methods and the previous approaches in [4] and 

[5] is specified in Table VI. Two types of GOP structures 

have been used. Both of them are extensively adopted in 

wireless multimedia applications [21]. 
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Table 6. Video Test Bench 

Experimental Set Up 
2.4 GHz I-52430M processor Processor &RAM 2.4GHz CPU, 4Gb RAM 

H.264/AVC Reference Software 

Number of Frames Encoded 260 
JM (Joint Model) 18.5 

Format CIF  

GOP Type I 
IPBPBPBPBP………The first frame is I frame followed by P and B 

frames. Inserts I frame during an abrupt scene transition. 

 Entropy Coding :CABAC 

GOP Type II IPPPPPPP…….with Intra refresh Mode 

 Entropy Coding: CAVLC 

Frame Rate 30 fps 

 

A. Perceptual Security 

If a video encrypted by an encryption algorithm is 

decoded without the correct secret key and the resulting 

scrambling effect of the decoded video is too chaotic to 

be understood, it is considered that this encryption 

algorithm is of high perception security. Fig. 7 shows the 

scrambling effects of the proposed methods for different 

sample videos. In Fig. 7, sub figures a, b and c shows the 

original inter frames and the sub figures d, e and f shows 

the same frame, encrypted with the proposed encryption 

algorithm. Fig. 7 (d, e, and f) show that the inter frames 

with gradual scene transition, they are perceptual secure, 

because the scene transitions are detected and intracoded 

macroblocks are encrypted. In these three figures, Fig. 7 

(d), (e), (f), the motion vectors are not encrypted to 

reduce the bit number of syntax elements to be encrypted. 

 

   
(a)                                 (b)                                  (c) 

 

   
(d)                                 (e)                                  (f) 

 

   
(g)                                    (h)                                  (i) 

 

   
(j)                                       (k)                                 (l) 

Fig.7. Encrypted Video with Proposed Algorithm 

 

Table 7. PSNR Comparison for GOP Type I 

Videos QP 

 Approach in [4][5] Proposed Approach 

Y U V Y U V 

Foreman 

18 8.00 8.32 9.13 7.87 8.90 9.44 

24 5.73 12.18 12.9 6.23 8.10 9.64 

30 6.12 9.75 11.05 7.00 8.46 9.12 

Tempete 

18 8.47 6.15 6.62 9.11 6.17 6.59 

24 6.54 6.60 14.08 6.66 6.65 6.39 

30 7.05 6.05 6.35 5.67 6.08 6.24 

Football 

18 8.90 11.32 12.10 9.15 11.14 12.28 

24 5.47 5.56 6.30 7.23 8.33 8.00 

30 4.60 5.26 7.22 5.60 6.65 7.79 

Soccer 

18 9.12 11.23 12.70 10.199 10.06 11.41 

 24 8.20 7.54 6.15 9.38 10.33 9.30 

30 6.69 9.41 8.60 7.00 10.21 8.60 

Horse Cab 

18 6.78 7.73 7.47 6.89 7.83 12.08 

24 11.34 11.89 12.80 12.10 11.98 12.867 

30 5.38 8.23 9.44 4.87 8.43 9.11 
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Table 8. PSNR Comparison for GOP Type II 

Videos QP 
Approach in [4][5] Proposed Approach 

Y U V Y U V 

Foreman 

18 7.23 8.12 9.00 7.11 9.56 10.12 

24 6.10 8.45 10.13 6.56 9.23 10.43 

30 6.85 9.39 9.80 7.10 8.48 9.78 

Tempete 

18 8.32 7.12 7.48 6.23 6.92 7.12 

24 7.72 11.43 12.56 8.14 11.12 12.87 

30 6.63 10.21 9.27 7.08 9.33 10.19 

Football 

18 9.78 7.33 13.14 9.15 11.10 12.33 

24 6.78 7.89 8.13 6.45 7.56 8.12 

30 9.13 8.14 8.16 9.45 9.16 10.75 

Soccer 

18 8.12 7.43 10.25 9.34 8.12 11.65 

24 9.13 10.12 11.43 9.13 10.89 10.92 

30 10.13 11.24 12.45 10.53 11.12 12.23 

Horse Cab 

18 7.43 8.23 8.90 7.21 9.14 8.65 

24 9.34 9.87 10.37 8.12 8.86 9.73 

30 6.12 10.1 11.8 6.92 11.0 12.8 

Table 9. SSIM Comparison for GOP Type I 

Videos QP Approach in [4][5] Proposed Approach 

Foreman 

18 0.12 0.14 

24 0.21 0.24 

30 0.25 0.26 

Tempete 18 0.18 0.18 

 24 0.12 0.23 

 30 0.14 0.11 

Football 

18 0.19 0.23 

24 0.27 0.29 

30 0.11 0.15 

Soccer 

18 0.16 0.12 

24 0.15 0.20 

30 0.14 0.19 

Horse Cab 

18 0.17 0.19 

24 0.23 0.27 

30 0.18 0.13 

Table 10. SSIM Comparison for GOP Type II 

Videos QP Approach in [4][5] Proposed Approach 

Foreman 

18 0.11 0.10 

24 0.10 0.10 

30 0.17 0.17 

Tempete 18 0.12 0.15 

 24 0.13 0.13 

 30 0.11 0.14 

Football 

18 0.18 0.2 

24 0.14 0.11 

30 0.09 0.09 

Soccer 

18 0.19 0.17 

24 0.12 0.26 

30 0.13 0.2 

Horse Cab 

18 0.12 0.14 

24 0.21 0.24 

30 0.25 0.26 
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This can lead to a further lower computational cost as 

indicated in section V.B. From these three figures, it can 

be observed that no significant perceptual information of 

the video is leak while having a relatively lower 

computational cost. Fig. 7 (g), (h) and (i) are the original 

inter frames without scene transitions, the same frames 

encrypted with the proposed encryption algorithm are 

shown in in Fig. 7 (j), (k) and (l). In case of inter frames 

without a scene transition, the motion vectors are chosen 

as syntax elements for encryption while the intra coded 

macroblocks are not encrypted, since the error 

propagation through the inter prediction can already 

result in an effective scrambling effect to provide the 

perceptual security, as shown in Fig. 7 (j), (k) and (l). In 

P and B frames without scene transitions, actually there is 

a considerable percentage of intra coded macroblocks, 

leaving those intra coded macroblocks unencrypted can 

achieve a lower encryption overhead with almost similar 

perceptual security. The most common means to evaluate 

the scrambling effect of encrypted video is through PSNR 

[22]. SSIM [23] is another very useful metric which gives 

better analysis compared to PSNR [24].  

In the experiments, PSNR and SSIM under different 

QP settings are used to evaluate the perceptual security of 

the proposed methods for several video sequences.  

The PSNR for three different chrominance component 

(Y, U, and V) are provided. The experimental results for 

different GOP settings are shown in Table VII and VIII. 

It can be observed that in terms of PSNR, the proposed 

selective encryption method can achieve a very similar 

scrambling effect as the work in [4] and [5] under 

different QP sand GOP settings. 

In terms of SSIM, the same conclusion can be obtained, 

are shown in Table IX & X. 

B. Computational Cost 

The computational cost of the video encryption 

algorithm highly depends on the volume of bits to be 

encrypted, which not only means a more real time 

performance but also has a vital impact for the energy 

consumption in those energy-critical applications, like 

wireless multimedia devices. Real time performance and  

lower energy consumption can be effectively achieved by 

the proposed video encryption methods. The number of 

bits encrypted is given by EDR (Encrypted Data Rate), 

which is the ratio of encrypted bits to the total number of 

bits in the video stream. The encryption overhead (the 

incurred computational cost) is defined as the difference 

between the total processing times with and without 

encryption.  

Table 11. Computational time, unit: s. 

Videos 

GOP Type I GOP Type II 

Approach [4][5] (s) Proposed Approach (s) Approach [4][5] (s) Proposed Approach (s) 

Foreman 1.87 1.32 1.72 1.23 

Tempete 2.00 1.50 1.93 1.56 

Football 2.09 1.41 2.06 1.46 

Soccer 1.75 1.12 1.71 1.15 

Horse cab 2.61 1.92 2.77 1.92 

Table 12. Encrypted Data Rate, unit: % 

Videos 

GOP Type I GOP Type II 

Approach [4][5] (%) Proposed Approach (%) Approach in [4][5] (%) Proposed Approach (%) 

Foreman 6.43 3.84 6.17 2.56 

Tempete 3.22 1.88 3.12 1.73 

Football 10.01 4.56 9.98 4.40 

Soccer 11.14 6.54 10.89 6.12 

Horse cab 16.86 10.77 15.32 9.34 

 

The total processing time is obtained in terms of 

seconds by running the JM 18.5 codec [25]. he encryption 

overhead incurred by the proposed algorithm is compared 

with the normal decoding time, as the decoder is much 

faster than the encoder. The experimental results clearly 

show that the computational cost of the proposed 

methods are significantly lower than the previous 

approaches in [4] and [5] in terms of both the 

computational time and EDR which are listed in Table XI 

and XII, respectively. Different GOP types are used in the 

experiments and the same conclusion can be obtained. 

The proposed encryption method can save an average 

computational time by 0.59s compared to the approach in 

[4][5] while providing a similar scrambling effect. 
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C. Replacement Attack 

 

Fig.8. Replacement Attack Soccer frame 100-130 (SSIM Value) 

  
(a)- Original                          (b)-Replacement Attack 

 

  
(c)- Original                        (d)-Replacement Attack 

Fig.9. Security against Replacement Attacks 

The security of the proposed scheme depends on the 

adopted AES cipher. To date, the AES cipher is not 

vulnerable to any kind of known attacks and provides a 

strong security [26]. Due to the characteristics of video 

contents, video encryption is also vulnerable to specific 

attacks, such as the replacement attack [27]. In this attack, 

the encrypted syntax elements are replaced by fixed 

values to intend to obtain a video with an acceptable 

perceptual quality.  

The replacement attack is demonstrated on the soccer 

video which is encrypted by the proposed algorithm. All 

the sign bits are set to positive values and intra prediction 

set to the most probable predicted IPM. Fig. 8 shows the 

SSIM values of the encrypted video with and without the 

replacement attack. It can be seen that the perceptual 

quality of the encrypted video can be improved to certain 

extent but still has a relatively strong perceptual security 

after the replacement attack. Fig. 9 (a) shows the original 

P frame without a scene transition and Fig.9 (b) shows 

the same P frame with replacement attack. In case of no 

scene transitions, even though the intracoded 

macroblocks are left unencrypted, no information can be 

retrieved after the replacement attack as shown in Fig.9 

(b). Fig. 9 (c) shows the original frame with scene 

transition and Fig.9 (d) shows the same P frame with 

replacement attack. The frame with replacement attack is 

well scrambled, in which both the intra prediction modes 

and sign bits of the non-zero DCT coefficients are 

encrypted. Hence, the proposed algorithm can withstand 

replacement attacks.  

D. Deactivated Motion Compensation attack 

 

Fig.10. Deactivated Motion Compensation Attack Soccer frame (SSIM 
Value) 

To analyze the fraction of intra coded macroblocks that 

are not encrypted, deactivated motion compensation 

attack has been implemented on football video. 

 

            
               (a)- Original                   (b)-Deactivated Motion Compensation 

 

             
(c)- Original              (d)-Deactivated Motion Compensation 

Fig.11. Security against Deactivated Motion Compensation Attack 

In this attack, the encrypted video is decoded with 

deactivated motion compensation i.e. only non-encrypted 

intra coded macroblocks are used to construct the video 

frame. Hence, in this attack, each block is constructed 

based on the latest‟s encoded and non-encrypted intra 

coded macroblocks. Fig.10 shows the SSIM values of the 

encrypted video and the encrypted video with deactivated 

motion compensation attack.  

The SSIM evaluation indicates that the deactivated 

motion compensation attack does not improve the visual 

quality of the football video. Fig.11 (a) & (c) shows the 

original inter frames in which the intracoded macroblocks 
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were left unencrypted. Fig.11 (b) & (d) shows the same 

interframe with deactivated motion compensation attack.  

From these figures, it is clear that the unencrypted 

intracoded macroblocks does not affect the security of the 

video. 

 

VI. CONCLUSION 

In this paper, a new selective encryption algorithm was 

proposed, with low computational cost to optimize 

energy consumption in energy critical wireless sensor 

multimedia networks and wireless multimedia devices. 

The algorithm aims to reduce the computational cost by 

selecting sensitive code word candidates based on scene 

transitions. The Encryption cost (E) is directly dependent 

on the number of scene transitions (NSC) in the video 

stream. An adaptive threshold function for scene change 

detection was also proposed. Experimental results clearly 

indicate that the proposed algorithm can provide 

scrambling levels equivalent to the previous approaches 

with low computational overhead. 

A security analysis of the proposed scheme was also 

given, which indicates that the scheme is secure against 

replacement attack and deactivated motion compensation 

attack. 
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