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Abstract—Group key management is an integral part of 

secure multicast. Minimizing the number of rekeying 

messages, maintaining the forward and backward secrecy 

has always been a challenging task.  Though there are 

many solutions which reduce the rekeying messages 

from  ( ) to  (     )  they increase with the increase in 

group size. In this paper, we present a centralized key 

table based communication efficient group key 

management protocol in which number of rekeying 

messages is independent of the group size. In this 

protocol key management server (KMS) divides a group 

of     members into   subgroups of size     and 

maintains a table of    subkeys along with member ID 

and one group key. Each member has     subkeys, 

which is a subset of    subkeys of KMS and one group 

key. The proposed protocol requires only one multicast 

rekeying message per joining of a new member as well as 

per eviction of any existing member. As the number of 

rekeying messages is not dependent on group size, it 

requires less computation. 

 

Index Terms—Group key management, rekeying, 

subkeys, secure multicast, forward and backward secrecy. 

 

I.  INTRODUCTION 

Many collaborative applications use IP multicast. IP 

multicast does not provide security against access by 

unauthorized group members to access the group 

communication. Group communication is encrypted by 

group key also called as traffic encryption key (TEK) to 

protect the content from unauthorized members. To 

distribute and update the group key becomes an issue, 

when group is dynamic, i.e. a new member joins and an 

existing member leaves group frequently. The member 

who leaves the group should not be able to access the 

group content or reveal the current group key known as 

forward secrecy. The member who joins will not be able 

to access previous group content or reveal previous group 

key, known as backward secrecy. To maintain the 

forward secrecy and backward secrecy, group key has to 

be changed after every new member joins and every 

existing member leaves. This process is called as 

rekeying. The minimization of rekeying messages and 

computation complexity are still big challenges in group 

key management. Logical key hierarchy based solutions 

[2, 3, 4, and 5], reduces these messages using key tree to 

 (     ) , where    is size of group. Performance of 

these schemes is optimal if the key trees are balanced. 

Balancing of the key tree is an issue. In this paper we 

propose the communication efficient group key 

management protocol based on centralized key table, 

which reduces the rekeying messages to 

 ( ) from  (     ). In this protocol key management 

server (KMS) divides a group of   members into   

subgroups of size     and maintains a centralized flat 

table of    sub-keys along with member ID and one group 

key. Each member has      sub keys, which is a subset 

of    subkeys of KMS and one group key. In this, after 

eviction of any member there is one subgroup key which, 

isolates the evicted member and rest of group. This key 

can be used to encrypt the new group key. Hence, one 

multicast message will be sufficient to convey the new 

key and the computations will be moderate at server side. 

Rest of the paper is organized as follows. Section II 

presents the analysis of previous related protocols. 

Section III describes the proposed protocol along with 

rekeying process after join and leave. Section IV presents 

the security analysis of proposed protocol. Performance 

analysis and comparison with other well-known schemes 

are presented in section V. Section VI presents the 

conclusions of the paper.  

 

II.  RELATED WORK 

Group Key Management Protocol GKMP [1] provides 

simple solution. In which, when a new member joins, 

new key is encrypted by old group key and multicast to 

old members. This is efficient when new member joins 

but when any member leaves the group, KMS has to send 

   encrypted rekeying unicast messages. Logical key 

hierarchy (LKH) tree based protocol proposed by Wong 

et al.. [2] and Wallner et al. [3] reduce the rekeying 

messages to    (     ) . In the logical key hierarchy 

approach, group of n user is divided into small groups of 

size equal to tree order. In a tree based structure total 

number of rekeying messages increase with the group 

size. Sharman et al. [4] proposed the one way function 
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tree (OFT) for secure multicast, which reduces the 

rekeying cost by half of the LKH proposed by Wong et 

al.. Jing Liu et al.[5] proposed the collusion resistance 

one way function tree to improve the security of scheme 

by Sharman et al..  

In both approaches (LKH and OFT) balancing a key 

tree is a major issue. Many researchers [6, 7, 8, 9, and 10] 

proposed the solution to balance the tree. To keep the tree 

balanced after a new member joins or existing member 

leaves, key encrypted keys (KEK) or internal key nodes 

are rearranged. This rearrangement causes extra rekeying 

messages required to convey the group members about 

their new keys. This causes to extra encryptions i.e. 

computations on server as well as group member side.  

Wald Vogel et al. [11] have proposed a different 

approach, than hierarchical key tree that is of maintaining 

flat table by KMS. The flat table consists of one Traffic 

Encryption Key (TEK) and 2w Key Encryption Keys 

(KEK), where w represents the number of bits in the 

member id. There are two keys (KEK) assigned for each 

bit in the member id, one associated with each possible 

value of the bit (0 or 1). Each group member receives w 

keys, associated with the state of its bit of its member ID. 

A member knows only the KEKs associated with bits in 

its id. When existing member leaves all KEKs known by 

members are changed. Table 1 shows a Flat table for 

maximum   group of size 16. Each member will have four 

bit id. For example member of id 1101 will have set of 

keys {KEK01, KEK10, KEK21, and KEK31}.  

Table 1. Centralized flat key table for 4 bit id 

 TEK 

ID bit #0 KEK 00 KEK 01 

ID bit#1 KEK 10 KEK11 

ID bit#2 KEK20 KEK21 

ID bit #3 KEK30 KEK31 

 Bit value=0 Bit value=1 

 

Total number of keys stored by KMS as well as group 

members in any centralized group key management 

protocol is dependent on how the group members are 

divided into subgroups. For every subgroup one key is 

assigned called as key encryption key (KEK) or subgroup 

keys. 

Fig. 1 shows set representation of keys and sub groups 

in LKH for the instance of group size 4.  Where, group 

members are                    . Equation (1) shows set 

of keys shared by individual group members as follows. 

Hence when     leaves the group KMS has to change the 

keys               .  

 

   *           +

    *           +

    *           +

    *           +}
 

 
 

 

(1) 

 

              *    + 
 

(2) 

 

          *        + 
 

(3) 

     {                          }|   |    (4) 

 

 
Fig.1. LKH set representation - Set of subgroup keys and group key, 

shared by each group member for group size 4. 

 
Fig.2. CFT set representation- Set of subgroup keys and group key, 

shared by each group member for group size 4. 

Fig. 2 shows the set of subkeys called as KEKs and 

group key TEK, shared by individual group 

member                 . Where, id of these group 

member are of two bits, as group size is 4 as shown in 

table 2. Table 3 shows group members, their id and set of 

keys each of them stores.  Total numbers of keys stored 

by KMS are 5, i.e.  

 

       {                                   }  

 |   |                                                                       (5) 

 

In the CFT scheme, number of keys stored by group 

members are 3 same as in LKH scheme. KMS stores 

fewer keys (i.e. 5) in CFT than LKH (i.e.7). Hence CFT 

is storage efficient. When user joins or leaves, KMS has 

to change the keys which are shared by that member. 

Number of rekeying messages is linearly proportional to 

the bits in group member id i.e.        . In group size 

4 it is(       )   , as shown in Table 3. 

This scheme is storage efficient as number of keys 

stored by server are         much less than LKH based 

approach  but it is prone to the collusion attack, as  two or 

more evicted members together can have total set of keys. 

Table 2. Centralized flat key table for 2 bit id (group size 4) 

     

ID bit 0             

ID bit 1             
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Table 3. No of keys shared/stored by each group member in group of 
size 4 

Group Members Id Set of Keys 

      *               + 

      *               + 

      *               + 

      *               + 

 

Chinese remainder theorem (CRT) based protocol was 

proposed by Chou et al. [12] and other protocols such as 

SKPCRT [13] reduces number of rekeying messages 

to  ( )  but at server side it has to do heavy computation  

to create a secure message. R. Song et al. [14] have 

proposed the Chinese remainder theorem and LKH 

together, to reduce the computation cost and increase the 

scalability. The scheme requires only one message for 

rekeying. But the storage and computation increases and 

also the bandwidth required to transmit the message is 

increased. Recently, Vijaykumar et al. [19] proposed the 

group key management system using CRT for batch 

rekeying, which reduces the computations at sever side. 

To overcome this tradeoff between computational 

overhead, storage cost and rekeying messages [15, 16, 

and 17], we have proposed a new communication 

efficient group key management protocol. In this protocol, 

a new approach of making     subgroups is proposed. 

In this, after eviction of any member there is one 

subgroup key which, isolates the evicted member and rest 

of group. This key can be used to encrypt the new group 

key. Hence, one multicast message will be sufficient to 

convey the new key and the computations will be 

moderate at server side. The proposed protocol is secure 

against the collusion attack. 

 

III.  PROPOSED PROTOCOL 

 In the proposed protocol, group members and key 

management server (KMS) maintains a key table. Key 

table consists of a group key, called as traffic encryption 

key (TEK) and     subgroup keys along with the ID of 

that group member as shown in Fig.3 and Fig.4.  

Fig. 3 shows the set representation of proposed scheme 

for group size 4. Where, each group member stores three 

subkeys and one group key (TEK). Each group member 

has set of keys as follows 

 

     *                    + 
     *                    + 
    *                    + 
    *                    + 

     *                         + 
        *    + |   |    

(6) 

 

When a group member      is evicted other members 

have key      which     does not have. A new group key 

can be encrypted using     and multicast to other 

members except     
.  

 
Fig.3. Set representation of proposed scheme- Subgroups and set of 

keys shared by each user and KMS for group size 4. 

 

Fig.4. Initial group of size 4.each group member maintains a key table. 

A. Initial setup  

Each group member (GM) registers with key 

management server (KMS) and shares a common secret 

key using any authenticated protocol like SSL [18]. 

Initially for a group of   members KMS generates   

subgroups of size (   )  and      keys for    

subgroups and one main group may be called as traffic 

encryption key (TEK).            be the     member of 

group   such that, 

 

  {            }       * +  *  +  

            
(7) 

 

Where,    is the      sub group             

Each member     receives group key,    (traffic 

encryption key) and set of     subgroup keys (SGK). 

Where  SGK {   |          }  and set of 

operations *        + here,      means   is shifted 

left by   least significant bit value of   i.e.  

 

                                         
 

Fig.5 shows an instance for a group of four user i.e. 

   . 
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B. Join  

Fig. 6 shows the message exchange between KMS and 

group members, when a new member joins the group. 

The KMS and group members have to perform following 

steps: 

 

1. A new member       sends a join request to  the 

KMS  

2. KMS establishes a common secret key       with 

new member using standard protocol like SSL[18] 

3. KMS generates a new group key      and multicast 

to all existing members by encrypting with old group 

key i. 

 
,    *            +              -      (8) 

 

Where,   is randomly generated 128 bit 

integer,             are also randomly generated integers 

between the range 1 to 4  (      )  that denotes the 

operation to be performed in the next step, i.e. 

 

       *       +  *        +                (9) 

 

4. KMS updates its key table of SGKs (            
 ) using function 

 

   
    (           )  (         )           (10) 

 

5. KMS assigns old group key as new SGK and enters 

in key table.  i.e.           ,as shown in Fig. 5(b) 

and Fig.6 

6. Each existing member receives new group key      . 

Each one updates its sub group keys (SGK) using 

equation (9), For the   value of   or            

            
7. Each user adds old group key TEK as new SGK 

i.e.          in its key table. 

8. KMS delivers the new group key      and set of 

updated SGK {   |      } to the new user. 

C. Leave. 

Fig. 7 explains the message exchange between KMS 

and group members, when an existing member leaves the 

group. The KMS and group members have to perform the 

following steps. 

 

1. If     member leaves the group, it sends leave request 

or intimation. 

2. KMS generates new group key       . 
3. As     member does not  have subgroup key     but 

rest of the members have, KMS encrypt new group 

key      using     and send multicast message to 

rest of the members 

 

[    
*            +           ]          (11) 

 

4. KMS deletes     from its key table as shown in one 

instance of Fig. 5. 

5. KMS updates its subgroup keys               

    using function Similar to step 4 in join process 

 

 (        )  (         )                (12) 

 

6. All group members except     member will be able to 

decrypt the message. Replace old group key with 

new group key       
7. All group members except evicted member will 

update its sub group keys using new group key and 

received   and operator           using same 

function of KMS 

  
 (        )  (  

 
      )                     (13) 

 

8. All members delete the subgroup key     from their 

key table. 

 

 
Fig.5. Key Table at KMS and Group Member    for group size of four. 

(a) Initial table, (b) After joining new member    , both KMS and u1 

updates its key table. (c) Key table of after leaving group member    

 
Fig.6. Message exchanges between KMS, group members and      , 

when       joins 
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Fig.7. Message exchanges between KMS and group members, when     leaves the group. 

IV.  SECURITY ANALYSYS 

A. Backward secrecy  

In this scheme, all sub-keys are totally independent of 

each other. When a new member joins, all updated sub-

keys are delivered to the new member. The new group 

key is not derived from old key. A new member does not 

have access to the old group key and thus cannot access 

previous content. Hence, backward secrecy is maintained.  

B. Forward secrecy  

When member U3 from scenario shown in Fig. 4 and 

Fig.5, leaves the group, a multicast message for future 

key is encrypted using sub-key     and released by KMS 

     
 

,    
*            +           -      (15) 

 

As member u3 is not aware about     and     is not 

derived from any known value, which U3 has, U3 cannot 

decrypt the new message i.e. new TEK
’
, so the forward 

secrecy has been maintained. 

C.  Collusion attack 

When a member u3 or any single member leaves, it has 

a set of sub-keys                   these three sub-keys 

are updated using following function by server and rest of 

the members. 

 

      (           )                   (14) 

 

Suppose evicted member wants to retrieve new 

updated key       . It is having only    . Knowing only 

variable/key     it is not possible to retrieve     using 

any deterministic algorithm. Hence, it is resistant to 

collusion attack.  

 

V.  PERFORMANCE ANALYSIS OF THE PROPOSED 

PROTOCOL 

In order to analyze the performance of our protocol, we 

have used three parameters,  

1) Storage cost in terms of number of keys stored by 

key management server (KMS) and group 

members (GM), 

2) Computation cost in terms of number of 

computations carried out by KMS and GM, and  

3) Communication cost is measured in terms of 

number of rekeying messages.  

 

Table 4 shows a comparison of performance of 

proposed protocol with other group key management 

protocols. It has been observed that proposed scheme has 

significantly less communication cost than Logical Key 

Hierarchy (LKH) and Centralized Flat Table (CFT). It 

has less computation cost than CRT based scheme 

proposed recently [13, 14]. Storage cost of KMS is less 

than other schemes on KMS side but it is greater at than 

other schemes at GM side. This may be considered as a 

limitation of our scheme. 

Fig. 8, shows a graph of the numbers of rekeying 

messages per join and leave for efficient LKH protocol 

[10], Centralized Flat Table (CFT) of 10 bits ID and 

proposed protocol. Proposed protocol requires less 

number of rekeying messages compared to LKH and 

centralized Flat table. These results are simulated, over a 

scenario, where the initial group members are 1000, and 

equal number of joins/ leaves randomly over the range 

100 to 600 from the group. The performance of proposed 

protocol is measured on Intel Pentium 4 CPU 4.00 GHz, 

3 GB RAM for 1000 group members. It is observed that 

computation time at GM side for group size of 1000 is 

less than 10 msec.  

Total numbers of computations are proportional to the 

total number of encryptions as encryption algorithms 

consume more computations compare to other 

mathematical operations. Hence we have measured total 

number of encryptions carried out by KMS per join and 

leave operations. 

We have simulated the scenario of group size 10 to 

2000. Total encryptions for a single join over the various 

group sizes as shown in Fig.9 and for single leave in 

Fig.10 are measured.  Number of encryptions for efficient 

LKH [10] and centralized Flat Table of 16 bits are 

measured.
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Fig.8. Number of rekeying messages per joins and leaves for LKH 

protocol, Centralized Flat Table of 10 bits ID and Proposed Protocol. 

VI.  CONCLUSIONS 

In this paper we have proposed a communication 

efficient group key management protocol which uses 

centralized key table of subgroup keys along with traffic 

encryption key (TEK). In this protocol, the 

communication complexity is reduced to  ( )   as 

number of rekeying messages required per join and leave 

are constant i.e. 2 and 1. Hence the protocol is 

communication efficient. The simulation results shows 

that, proposed protocol requires less number of 

encryptions/ decryptions on KMS side as well as group 

member side. This protocol is storage efficient compared 

to other schemes. For a large group, this protocol can be 

combined with cluster based or tree based protocols. 

Table 4. Comparison of proposed protocol with other schemes 

Protocol 
Storage Cost (Number 

of keys stored) 
Computation cost 

Communication cost 

(Number of  rekeying 

messages) 

 KMS GM KMS GM Join Leave 

LKH              (     )  (     )   (     )                

Centralized Flat Table          (   )  (   )   (   )          

GKMP     1 (   )       1   

SKTPCRT 

 
   2                   1 1 

Proposed Protocol  +1     + (      )   + (      ) 1 1 

 

Notations used in Table 4. 

 

   is number of group members 

    is computation cost of  key generation  using 

standard key generation algorithm 

 E/D is Encryption/decryption 

 M is multiplication,  H is hash operation 

    is multiplicative inverse operation 

    is modular division to find the remainder 

   is number of bits required to represent the 

group ID  ⌈     ⌉ 

         *        + 
 

 
Fig.9. Total number of encryptions/decryptions per join 

 
Fig.10. Total number of encryptions/decryptions by KMS per leave 
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