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Abstract—Research in Wireless Sensor Networks (WSNs)
has made a significant progress recently, especially the
area of key management, which plays a central role for
protecting group communication in sensor networks. In
sensor networks, the data are crucial and have to keep
secrecy in data communication. To achieve data
confidentiality, adversary should not have access to the
group communication. Therefore due to the limited
memory resources and energy constraints of sensor nodes,
reducing the communication and storage overhead, and
improving the resilience against the node capture attack
become a must.

In this paper we propose An Efficient Group Key
Management using Symmetric Key and Threshold
Cryptography for Cluster based Wireless Sensor
Networks (EGKMST). The proposed scheme considers a
hierarchical cluster structure of sensor network and
adopts the pair-wise key management and group key
management based on threshold key cryptography to
generate and to distribute the keys efficiently within a
cluster and updates periodically keys. By this way
EGKMST provides continuous transmission security and
avoids dangerous attacks from malicious nodes and
mitigate the node compromise attack in WSNSs
communication. The security and performance analysis
illustrate that EGKMST scheme achieves the requirement
of group communication and provides efficient security
with low communication cost, low memory overhead and
energy saving compared with some existing key
management schemes.

Index Terms—Wireless Sensor Network, Symmetric
Key Management, Security, Attacks, Cluster.

I. INTRODUCTION

A Wireless sensor network (WSN) consists of a
number of micro devices called sensor nodes with low
cost, low energy consumption which are distributed
autonomously in an area for purpose of monitoring.
WSNs have lot of applications in military, health and
other industrial sectors.

In WSNs security, data confidentiality is one of the
most important requirements. Further to achieve this
requirement, adversary should not have access to the
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group communication. Therefore, due to the limited
memory resources and energy constraints of sensor nodes.
[1, 2](ref. Fig. 2), reducing the communication cost, the
storage overhead and also improving the resilience
against the node capture attack become a must. Recently
several enhanced secure cluster based routing protocols
have been proposed in literature [ 20, 26, 31, 33, 34 ] to
achieve both security and efficiency for WSNs. Figure 1
shows the basic security requirements of WSNs.
Furthermore these protocols have their own advantages,
but most of them are vulnerable to node compromise [10]
and provide high communication and memory cost.

In this chapter we propose An Efficient Group Key
Management using Symmetric Key and Threshold
Cryptography for Cluster based Wireless Sensor
Networks (EGKMST). The proposed scheme considers a
hierarchical cluster structure of sensor network [11].
EGKMST adopts pair-wise key management and group
key management based on threshold key cryptography
[12, 13] to generate and to distribute the keys efficiently
within a cluster and updates periodically keys. By this
way EGKMST provides continuous transmission security
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Fig 1. Basic security requirements in WSNs

and avoids dangerous attacks from malicious nodes and
mitigate the node compromise attack in WSNs
communication [10, 27, 28].

The rest of the paper is organized as follows. Section 2
describes the related work. In Section 3 and section 4 we
present the network model and the proposed key

I.J. Computer Network and Information Security, 2014, 8, 9-18



10 Efficient Group Key Management using Symmetric Key and Threshold Cryptography
for Cluster based Wireless Sensor Networks

management scheme in details. Session 5 states the
security and performance analysis of our scheme. Finally,
we conclude our work and present some future research
directions in section 6.

Energy for Sensor nergy for microprocessor| [Energy for communication|
transducer computation among sensor nodes

Fig 2. Sensor nodes energy consumption.

Il. RELATED WORK

Key management plays a central role for protecting
communication in wireless sensor networks. In the area
of key management, the group key is one of the
fundamental security mechanisms that are able to provide
secure group communication [29]. Therefore, the cluster
based sensors networks behaves better in performance
and reliability than traditional flat WSNs (FSNs) as [36].
Several key distribution and management schemes have
been proposed in WSNs. For securing LEACH (Low-
Energy Adaptive Clustering Hierarchy) presented by
Heinzelman et al. [2], Zhang et al. proposed RLEACH [3]
a secure routing protocol for cluster-based WSNSs, using
group key management to solve the problem of secure
LEACH. Using improve random pair-wise key
management scheme, RLEACH resists to different
attacks such as selective forwarding, sinkhole attacks.
Otherwise RLEACH fails against node capture attack.
Jolly et al. proposed low-energy key management
protocol LEKM [16]. Sensor nodes communicate only
with CH within the same cluster. Further, LEKM used
group keys to secure the communication between two
cluster heads. Otherwise the main drawback of LEKM is
that all the keys stored in sensor nodes within a cluster
are compromised, once the cluster head is captured.
Zhang and al [21] focus on reducing the communication
overhead and storage cost of sensor nodes and propose a
cluster-based group key management scheme for WSNSs,
they employ the threshold cryptography [12,13] and to
solve the node isolation problem. The weakness of this
scheme is that the communication security within a
cluster is affected, once a CH is captured. This scheme
also doesn’t provide secure communication between the
sink node and cluster heads. Based on Shamir’s (t, n)
secret sharing (SS), Harn and Lin (2010) [35] proposed
an authenticated group key distribution protocol. This
scheme need a key generation center to construct and
transfer the group key which increases the overhead
required for the system implementation. However, KGC
is susceptible to single point failure. This scheme cannot
be used for real life application. Tubaishat et al [14]
proposed a Secure Routing Protocol for Sensor Networks
SRPSN. In this scheme, a group key management scheme
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is proposed, which contains group communication
policies, group membership requirements and an
algorithm for generating a distributed group key for
secure communication. Every sensor node contributes its
partial key for computing the group key. One drawback
associated with this protocol is that there is no
authentication mechanism. Therefore, SRPSN fails
against some attacks like spoofing, altering, replaying. If
the adversary uses the Sybil attack, the problem will be
more severe. The malicious node can also become a
sinkhole. Y. Cheng and D. Agrawal proposed an
Improved Key Distribution Mechanism IKDM [11] based
on hierarchical network architecture and bivariate
polynomial-key pre-distribution mechanism. In IKDM,
Only two pair-wise keys are preloaded in each sensor
node to reduce the key storage overhead. Otherwise, one
weakness of this approach is that once a cluster head is
captured, all the keys stored in sensor nodes in that
cluster will be compromised. Therefore, it is required
either to replace the sensor nodes in a cluster or replace a
compromised cluster head in that cluster. Yin and Madria
[15] proposed a Secure Routing Protocol for sensor
networks SecRout to provide security against attack from
compromised nodes in sensor networks. SecRout uses
two types of keys: the master shared key used between
the sink and CHs, and the cluster key among the clusters
to encrypt the message. Therefore, SecRout can greatly
save the energy. However SecRout fails to mitigate the
wormhole attack and don't provide privacy. EECBKM [4]
Energy-Efficient Cluster Based Key Management is a
cluster based technique for key management in WSNSs.
The EBS key set contains the pair-wise keys for intra-
cluster and inter-cluster communication. Results have
shown that EECBKM reduces node-capture attacks.
However fails to mitigate selective forwarding and
wormhole attacks. lbrig and Mahgoub [5] proposed a
secure hierarchical energy-efficient routing protocol
SHEER, which provides energy-efficient and secure
communication. SHEER mitigates hello flood attack,
sybil attack. However SHEER fail to protect the network
from selective forwarding attacks. Gawdan et al. [9]
proposed a Novel Secure Key Management module for
Hierarchical Clustering WSNs NSKM. In NSKM, there
are three categories of keys; pre-deployed keys, network
generated keys and the BS broadcasted keys. NSKM
module is energy-efficient, has strong flexibility against
susceptible attacks on WSNs. AKM [25] is an
Authenticated Key Management scheme for hierarchical
networks based on the random key pre-distribution.
Security is provided by using two kinds of keys. AKM
provides confidentiality, global and continuous
authentication of nodes in the network. However, if
adversary re-enters the compromised node into the
network before refreshing the current network key, the
resiliency of AMK scheme will be same as given in
Eschenauer et al. [18].

To improve Eschenauer and Gligor[18] scheme, Chan
et al. propose the g-composite key pre-distribution [19] to
improve the network resilience against node capture
attacks. Two sensors need to share at least g common
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keys to setup a pair-wise key between them. SecLEACH
[7] is an improvement of SLEACH [6]. Hence,
SecLEACH shows how a random key pre-distribution
can be used for secure communication in cluster-based
protocols. However GS-LEACH [22] and SecLEACH
present some security vulnerabilities caused by the
random Kkey pre-distribution scheme and are also
vulnerable to key collision attacks. Wu et al. proposed a
protocol based on LEACH protocol SS-LEACH [8],
considering routing security and network lifetime. SS-
LEACH protocol strongly improves the energy-efficiency
However SS-LEACH doesn’t provide message integrity
and fails against sinkhole and wormhole attacks.

To overcome the limitations of current key distribution
and management schemes, we propose An Efficient
Group Key Management using Symmetric Key and
Threshold Cryptography for Cluster based Wireless
Sensor Networks (EGKMST). Based on the hierarchical
network structure and symmetric key mechanism,
EGKMST uses pairwise key management and group key
management to provide efficient security and resilience
against dangerous attacks with low communication cost,
low storage overhead and energy savings.

I11. NETWORK MODEL

The proposed scheme considers a hierarchical cluster
structure of sensor network [11] [17], as illustrated in Fig.
3.
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Fig 3. Proposed scheme architecture.

e BS is considered trustworthy with unlimited
resources and is located in a safe place. BS has
authentication system for any node in the network
[23], a node member table of all nodes in the
network and an intrusion detection system.

e Cluster head (CH) is responsible for collecting
data within a cluster and sends to the BS.

e Sensors nodes (SNs) collect information of
surrounding environment and transmit to the CH.

Initially, sensor nodes keep stationary after deployment
during the network operation. To distinguish between
them, each node has a unique id with enough length.

The proposed technique use LEACH [2] to randomly
join a cluster. Sensors nodes choose their cluster head
according some parameters such as the strongest signal
received [2, 24]. Fig 2. shows the flow chart of LEACH
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protocol. The present scheme is static, sensors nodes
cannot act as a CH and there is no communication
between sensors nodes. We assume that CHs can
communicate each other if CH is located far from the BS.
In this case, CH sends the aggregated sensing data to the
relay CH near the BS to save energy.

In this network model, each exchanged message has a
timestamp that guarantee the freshness of information.
We also consider a minimum time “Tm” after
deployment, in which a node cannot be compromised.

In this proposed key management technique the
descriptions of the notations used are listed in Table 1.

TABLE I. Type Sizes for Camera-Ready Papers

S. Notation Description

No

1. idsni Identification Number of node i

2. idchi Identification Cluster Head i

3. idss Identification Base Station

4. Kn Network key

5. Kpair Pairwise key

6. Keisi Intra-cluster pairwise key

7. Koroup Intra-cluster group key

8. Kcicj Inter-cluster key

9. Ex(M) Encryption of M with symmetric key K

10. H() One-way hash function

11. MACk() | The message authentication code of
message M using symmetric key K

12. @ Bit wise XOR operation

13. N Nonce

IVV. THE PROPOSED KEY MANAGEMENT SCHEME

A. Procedure of threshold scheme based on Langrange

In this subsection, we briefly introduce the threshold
cryptography [12, 13] used in key management.
Therefore to perform cryptographic operations, an (n, t)
threshold scheme allows n parties and only any t parties
can jointly perform key discovery, whereas (¢ — 1) parties
cannot derive any information.

For example Shamir’s (t, n) [12] threshold scheme
based on Lagrange interpolating polynomial consider a
chosen secret D and chose t degree polynomial

f(x) = aptax+ - - +a,;x"* to store D into n
pieces.

Where a0 = D and (f(2), f(2), -
pieces of secrets.

The coefficients of f(x) can be derived by interpolation
using t points from the n pieces and so calculate the secret

D = ay. Otherwise cooperation of t — 1 points cannot
reconstruct the secret D.

-, f(n)) are the n

B. Our proposed protocol

Based on the principle of symmetric key cryptography
and threshold key cryptography our protocol uses four
types of keys: the network key (Ky), the pairwise key
(Kpain), intra-cluster pairwise key (Kci.si), the intra-cluster
group key (Kgroup). Therefore EGKMST involves these
following phases:
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1. Initialization phase:

Before the deployment, all legitimate nodes are
preloaded with one network key Ky. Note that Ky will be
used by BS and all nodes in the network during the
cluster formation phase and for authentication process. In
addition, initially during this phase BS determines groups
of nodes and generates for each group a polynomial f(x ,y)
of degree 2t.

Therefore each node is loaded by a unique secret

Imitial Network

la
*“
Selection of Clunster Heads

v

Dhivide into Cluster

One round

hd

Compute Energy
Consumption of every node

Output

Fig 3. Flow chart of LEACH protocol.

shared:

f(idsni , ) = Z::__ e; (idsND mod (P) = higsni (Y) . (1)

Where idgy; is the node identifier and P is the random
prime number (g;; are less than P).

2. Pairwise key establishement:

After the deployment and cluster organization phase.
Clusters are formed based on cluster selection algorithms
and on the number and type of nodes [2, 24]. BS needs to
establish pairwise key with each cluster head to secure
communication between them.
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Algorithm-1: Pairwise key Management:
Step 1. Key Generation Request Phase

1. The CH first time sends a pairwise key generation
request (KREQ) to the BS by inserting its ID and
encrypting message using Ky.

CHi —BS: KREQ {idcyi,idss, EKny(M]IN), MACKy (M]|N}

Data integrity and authentication are providing by
MAC, the timestamp N avoids message replay attack. M
is the cluster head’s message M= (idcn;j|idgs| Ky).

Step 2. Validation and Key Generation

2. Upon receiving the CH information, the BS
authenticates M and verifies the MAC:

3. if (authentication is successful) then

4, BS generates the pairwise key (Kpair)

Kpair= HKy (idchi @ ides® N)

5 else (ClusterHead not valid) then

6. BS drop Msg

7 end if

8. Base station encrypts M and K, using network
key in an authentication response (KREP) and sends it to
cluster head.
BS —CHi: KREP {idcni, idss, EKn(M||N||Kpair),
MACKy (M|N)}

9. Stop.

3. Intra-Cluster Pairewise Key Management KCi-Si:

This phase describes the intra-cluster pairwise key
establishment between cluster members and CH in the
same cluster. First the sensor node SNi sends a key
generation request to its CH. Upon receiving the SN’s
information, CHi authenticates nodes SNi and sends the
identity list of all node members in the cluster (id;s) to
the BS. BS computes the intra-cluster pairwise key Kci.s;
using one-way hash function and sends it to the CH with
an authentication response message. Therefore CHi
authenticates BS, decrypts the message and send the news
keys Kcisito all cluster members .The cluster members
(CMs) willing to trust the CH, will use Kc;.s; as the shared
key between CHi and CMs.

Algorithm-2:Intra-Cluster pairwise key Management

1. SNi — CHi : idsni,idchi ||EKN(MIN ) || MACKy (M]N)
2. CHi — BS:idch,idss |[EKpair(MIN[|idList )[|Kpair(M|N)
Where idList = {idSN1,idSN2, ------ ,IdSNKk-1}
3. BS — CHi: idgs,idchi || EKpair(MIN[Kcisi) ||
MACKpair(MlN)
4. CHi — SNi : idcwil |[EKN(MIN Keisi) [IMACKy (M]N)
k : is the number of node in the cluster.

It is worth noting that when CHj is located far from the
BS, CH; uses the relay CH, along the path to
communicate with BS. In this case the BS generates Kg; g
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named Inter-cluster key for secure communication
between CH; and CH,. Thus CH; uses this key to
communicate with CH, in a secure way.

4. Intra-cluster group key establishement:

The intra-cluster group key is the shared key between
the CH and cluster members within a cluster, protecting
their communication based on shared secret. This key
generation process is as follow.

Firstly, the CHi send broadcast message to t member
nodes SNi within a cluster to request their corresponding
secret shares.

Once received the request message, SNi authenticates
CHi and returns its personal secret shares hjgsni(y).

SNi — CHi : hidSNi(y)

if match // CH success to obtain t personal secrets
where t is the threshold value.

CH reconstructs Kgroyp Using Lagrange Interpolation
polynomial by collecting a threshold number of t keys.

The CH can derive the group key from Kgoup= h (0).

Then the CH establishes a communication more secure
with cluster members within a cluster by using the intra-
cluster group key.

5.  Key updating phase:

In this scheme the network key Ky is updated
periodically. Further, BS generates and sends the new
network key Kyi1 to CHi encrypting with K. CHi
authenticates the message, decrypts and broadcasts the
network keys to legitimate cluster members.

The intra-cluster pairwise keys can also be refreshed
periodically. In this case BS using the hash function and
the current intra-cluster pairwise key, generates a new
key. The messages are encrypted with Ky and sent to
CHi. CHi authenticates the message and transmits the
new keys to its cluster members, encrypted with the
current key Kcis only known by the legitimate cluster
members.

For the intra-cluster group key, the BS initiates
rekeying by sending new secret shares to sensor nodes,
hence CH after obtaining t personal secrets key from
cluster members within a cluster, can compute the new
key to improve key updating and to secure group
communication..

V. SECURITY AND PERFORMANCE ANALYSIS

A. Scalability:

1. Node deletion

In WSNs, it is necessary to preserve the shared keys
secrecy when a node is compromised, thus avoid the
number of compromised nodes reached a critical value. In
our EGKMST scheme, upon identifying a compromised
sensor node, CH broadcasts a notification to its cluster
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members and removes the compromised node from its
cluster member table.

If a CH is compromised, a re-clustering of cluster
member of the compromised CH among the remaining
CH needs to take place. In this case, BS informs its
cluster members and other CHs. Cluster member of the
compromised CH are distributed among other
uncompromised CHs. For cluster organization, the
clustering algorithm as discussed in [2, 24] is used.
Afterward BS initiates the key update mechanism,
however nodes discards its currents keys and uses a new
network key and cluster key for future communication.

2. Node addition

If a new node is added in the network, the BS after
authentication process assign the new node in a group and
loads it with the unique secret shared higsni(y), the current
network key and the intra-group key. The BS notifies the
CHs about the new node’s arrival. Then, CHs send an
advertisement message adv. Once receiving requests from
CHs, new node selects one of the CHs as its own CH,
based on some parameters such as the strongest signal
received from a CH [2]. Then new node sends to the CH
an encrypting join request message including its ID and
the CH’s ID. Afterwards, the selected CH establishes a
intra-cluster pairwise key with the new node.

However the BS initiates rekeying by sending new
secret shares to node cluster members of the new node.
Thus each node’s, including the new node obtain a
unique secret shares enhancing key refreshness and
securing group communication and process continues.

B. Robustness:

EGKMST scheme adopts the concept of symmetric
key management and threshold key cryptography. Further,
the present group key management scheme satisfies these
following properties.

Theorem 1: EGKMST provides basic security
requirements and is secure against spoofed, altered and
replayed packets attacks.

Proof: In these attacks, adversary alters, spoof or
replay the routing information [10, 28]. It can also reply
routing information. As a result, it could increase the
delay. Further, before message transmission, encryption
is performed to secure the communication with the help
of one way hash function, used to provide authentication
and message integrity.

In EGKMST, each cluster members encrypts
information using the intra-cluster pairwise key Kc;.s;and
the intra-cluster group key Kgroup, avoiding
eavesdropping attacks. Therefore only legitimate CH that
owns Kci.si key and Kgroup Can decrypt the message.
EGKMST provides freshness using time interval, time-
stamps and nonce. The nonce N is very important since it
prevents a replay attack and ensures the integrity of the
message. Further to know the origination of the message
for further action, BS and nodes check the id which is
attached to the message. To prevent a malicious node to
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attempt keys establishment, the BS authenticate CH by
verifying the MAC calculated using Ky. Since Ky is only
known by the BS and legitimate nodes. The MAC
ensures the data integrity and authentication of sensing
data and avoids the Spoofing attacks.

Theorem 2: EGKMST provides a secure intra-cluster
group key distribution.

Proof: EGKMST exploits a threshold key
cryptography to protect the security of system group key
Karoup [13]. Therefore it is noting that the communication
cost increases a little bit, since only cluster heads
construct the group key polynomial. Moreover adversary

can compromise the polynomial higsni(y) only when: (i)
for a given time, more than t nodes in different cluster are
compromised, or (ii) if a sensor node is captured and t or

Theorem 3: EGKMST mitigates sinkhole and
wormhole attacks, two attacks which cannot be mitigate
by most schemes in cluster based WSNs.

Proof: In Sinkhole attack, attacker presents himself
with high capability resources, by which announces a
short path to destination to attract packets and then may
drop them [30]. Otherwise, adversary launch wormhole
with tunneling mechanism to establish it between entities
by confusing the routing protocol [30].

Regarding our key management scheme, an adversary
does not possess all the cryptographic keys required for
achieving node authentication with BS and the
corresponding CH. We consider that the attacker requires
a fixed amount of time to compromise the node, hence in
our scheme, keys are periodically refreshing.

more of its cluster members are also captured.

Table Il. A Comparative Overview Of Representative Secure Hierarchical Routing Protocols For WSNs

Protocol Key distribution and — - Energy
Cryptography Authentication | Storage | Comm. |Scalabilit| Robust- .- -
Name Ref Scheme Management Scheme Load Load y ness Connectivity | Efficienc
Scheme y
Symmetric ke Improved Random | Authentication is
RLEACH [3] g toaraoh y pair-wise key achieved via High Medium | Good Good | Probabilistic | Medium
TYPlography | anagement (IRPK) IRPK
EECBKM | [4] EBS-based key Via Key Low Low | Medium | Good 100% Good
Management schemes| Management
Hierarchical key T
. Authentication is
SHEER [5] |Symmetric key|  managementand | "o e via | Medium | Low | Good | Good 100% | Good
cryptography authentication
HIKES
scheme
SLEACH | [6] |Symmetric key MAC High | Medium | Medium | Limited | Probabilistic | Medium
cryptography
Sec- Symmetric key| Random key pre- Don't provide . . . . A .
LEACH [7] ervotoaranh distribution scheme broadcasts High Medium | Medium | Limited | Probabilistic | Medium
ryptography authentication
SS-LEACH | [8] Symmetric key | Keys pre-distribution Medium Low Medium | Limited 100% Good
cryptography strategy
Key management 0
NSKM [9] schemes based MAC Low Low Good Good 100% Good
Random Pre- Via Key
AKM [25] distribution Key Managementand | High Medium | Good Good | Probabilistic | Medium
Management MAC
SRPSN | [14] | Symmetrickey |  Group key MAC Medium | Low | Medium | Low 100% | Good
cryptography | management scheme
Symmetric key The Scheme
SecRout [15] introduced in LEAP MAC Low Low Good Limited 100% Good
cryptography [15]
Symmetric key Bivariate polynomial- Vlakgslyz)r:’gwlal
-di i i 0,
IKDM [11] cryptography key pre dlstflbutlon distribution Low Low Good Good 100% Good
mechanism -
mechanism
. Group Key .
LEKM [16] SCymr?gtrrlac I;ey Management for sldrﬁmgt)/ritc)alzsds Low Low Good Limited 100% Good
TYPlography | ierarchical WSNs Y Y
Our .
Symmetric key | Key Management for | Key Management o
EGKMST Sncq:e cryptography | Cluster based WSNs & MAC Low Low Good Good 100% Good
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Table 111. Security REQUIREMENTS AND Routing Attacks in WSNs.

Protocol Ref - S . Selective . . Hello Node
Name Authenticity | confidentiality | Integrity Freshness Forwarding Sinkhole | Wormhole | Sybil Flood | Capture
3] v v v + v v
RLEACH
[4] v v v v + v v v
EECBKM
5] v v v v v + v v
SHEER
v v v + v
6]
SLEACH
v v v v v v v
Sec- [71
LEACH
[8] v v v v v +
SSLEACH
[9] v v v v v + + v v v
NSKM
v v v v v v v v v
[25] ¥
AKM
v v v v
[14]
SRPSN
v v v v
[15] + +
SecRout
v v v v v v v v
[11] + +
IKDM
v v v v v
[16] v v +
LEKM
Our v v v v v v v v v v
Sche
EGKMST | e

v" means the protocol provides the security requirement or defeats the attack

+  means the protocol mitigates the effect of attack based on our pre-evaluation

Also, if we expect that the attacker requires a fixed
amount of time to compromise the node, in EGKMST the
keys would have changed to a new one before the
attacker could use the compromised keys. Further, since
the pairwise keys shared between SN and CH are
different, each SN shares a unique pairwise key with its

CH. Therefore, any compromised nodes won’t affect
the secure communication between other sensor nodes
and CH. Otherwise even if compromised node sends data
using the previous key, the all data will be rejected. Thus,
whole process ensures that malicious nodes won’t be
authenticated by the BS and also CH for intra-cluster
communication. In conclusion, sinkhole and wormhole
fail against EGKMST.

Theorem 4: EGKMST scheme is secure against Sybil
attack.

Proof: In this attack, the attacker presents multiple
identities on one node in the network [32]. In this way,
the attacker mostly affects the routing mechanism. In

EGKMST scheme, the BS and nodes check the id
which is attached to the message, to know the origination

Copyright © 2014 MECS

of the message for further action. Further, if a node tries
to launch Sybil attack, it is detected during the key
establishment phase. Therefore the Sybil attack fails
against EGKMST.

Theorem 5: SKM may mitigate the effect of the
selective forwarding attack.

Proof: In this attack an adversary only selectively
forwards some messages and drops others, therefore may
compromise a node [32]. In our scheme, if a cluster head
is compromised, BS informs its cluster members and
other CHs. Therefore, the cluster member of the
compromised CH are distributed among other
uncompromised CHs. Afterward BS initiates the key
update mechanism, however nodes discards its currents
keys and uses a new keys for future communication.

Theorem 6: EGKMST scheme can resist to hello flood
attack.

Proof: In this attack, strong hello message broadcasted
by attacker with high transmission power is to be
received by every node in the network [32]. Other nodes
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may think this message is nearest to them and sends
packets by this node.

EGKMST allows every entity in the network to be
confirmed or authenticated continuously. Further, if a
malicious node sends data using the previous key, BS or
nodes will reject all data that have received from the
malicious nodes. The whole process ensures that
malicious nodes will not be authenticated by nodes or the
BS. In conclusion, hello flood attack can be mitigated in
EGKMST scheme.

C. Comparing the performance of EGKMST with some
other schemes:

In this section our EGKMST scheme is compared with
some key pre-distribution schemes based on clustering
structure and deterministic approach such as IKDM (an
improved key distribution mechanism) and LEKM (low-
energy key management protocol).

Further, in IKDM [11] as well in LEKM [16], sensor
nodes communicate only with CH within the cluster.
Therefore comparing in term of storage requirement of
sensor node (cluster member), the key storage of
EGKMST is (3 keys for SN) < key size. The key storage
of IKDM can be noted as (2 keys for SN) x<key size and
the key storage of LEKM as (2 keys for SN) < key size.
Assuming size of every key as 128 bits. Thus key storage
in ordinary sensor node is: 3x128 bits for the proposed
scheme, 2x128 bits for IKDM and LEKM. Therefore
EGKMST as well IKDM and LEKM based on
deterministic approach have lower key storage and lower
communication overhead than scheme based on the
random key pre-distribution, where the storage is m keys
x key size. But also in the case of the node compromise,
these schemes present some weakness. One drawback of
LEKM is that all the keys stored in sensor nodes within a
cluster are compromised, once the cluster head is
captured. IKDM scheme also considers fixed cluster
heads, thus one weakness of this approach is once a
cluster head is captured, all the keys stored in sensor
nodes in that cluster will be compromised. Therefore, it is
required either to replace the sensor nodes in a cluster or
replace the compromised cluster head in the cluster.

In EGKMST, it is difficult for adversary to compute
the cluster group key. EGKMST also allows every entity
in the network to be confirmed or authenticated
continuously. Therefore, the keys are sending to only
legitimate nodes. This procedure allows to reduce the
chances of node compromise.

Furthermore EGKMST satisfies general security
requirements, such as confidentiality by encryption using
the threshold key management mechanisms and the
symmetric key cryptography schemes message integrity
with MAC, node authentication as mentioned before,
message freshness of messages exchanged in the network
with nonce and full confidentiality.

Security mechanisms, resilience against attacks and
Performance requirements Comparison of EGKMST and
some schemes based on probabilistic and deterministic
approach are presented in Table 2 and Table 3.

Copyright © 2014 MECS

V1. CONCLUSIONS AND FUTURE WORK

In this paper, we propose An Efficient Group Key
Management using Symmetric Key and Threshold
Cryptography for Cluster based Wireless Sensor
Networks (EGKMST). Based on hierarchical cluster
structure of sensor network, the proposed scheme adopted
the pair-wise key management and group key
management based on threshold key cryptography to
generate and to distribute the keys efficiently within a
cluster and updates periodically keys. By this way,
EGKMST scheme provides continuous transmission
security and avoids dangerous attacks from malicious
nodes and mitigate the node compromise attack in WSNs
communication.

Therefore we find that the communication overhead
which EGKMST protocol leads is negligible for keys
establishment with low memory overhead and energy
savings. The proposed scheme provides better
connectivity and scalability with few messages than
previous schemes based on deterministic approach and
schemes based on random key pre-distribution schemes
based on key pools which generate a lot of message with
high storage overhead. Security and performance analysis
have shown that EGKMST approach can not only
provide energy savings that increase the network lifetime,
but also can achieves efficient security with low key
storage overhead.

Our future works may concentrate to develop and
implement in the real environment a complete security
protocol with low storage and energy savings.
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