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Abstract — In the today’s fast growing world, use of
internet is increasing popularly and at the same time
Location-based services (LBS) are also getting more
popular. LBS providers require user’s current locations to
answer their location-based queries. The primary
objective of the present work is to develop a system
which preserves the location privacy of the concerned
individual. This objective is achieved by simulating
locally cloak algorithm and globally cloak algorithm for
Manhattan mobility model and Waypoint mobility model
using NS-2.34 environment. In the experiments, to hide
the user’s current locations in rectangle [bounding box]
according to users privacy need, obfuscation and k-
anonymity strategies are used.

Index Terms — LBS, wireless ad-hoc networks, LCA,
GCA

|. INTRODUCTION

Location Based Services is defined as the ability to
locate a mobile user geographically and deliver services
to the user based on his location. Schiller J. defines the
location based services as “services that integrate a
mobile device’s location or position with other
information so as to provide added value to a user’. So
knowing your location or how far you are from a specific
location would not be valuable by itself. Only if it can be
related to other location which gives it meaning and value?
For example, knowing that you are 3 KM from
University of Pune is good, but to obtain a travel path to
the University of Pune would be considered as value.
Retrieving information about restaurants and cafes along
the path would enhance the value better. The ability to
modify the route in case of possible delays on the
selected path adds another level of the value. LBS has a
variety of applications that can be offered to
organizations such as government, emergency services,
commercial and industrial organizations for example,
breaking news, traffic information, tracking and way
finding. As LBS has the ability to locate a mobile user
geographically. It threatens the privacy and the security
of the users.

Tanzima H. et. al. [1] introduces decentralized
approach to location privacy and combines k-anonymity
with obfuscation, which enable agents to act on the behalf
of peers requiring a location-based service. As a result it
does not requires to trust on any involved party, neither
its peers not the LSP. There are no restrictions for the
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agents’ positions: they could be located in a street, an
office building, a shopping mall, or public place. As per
Mohamed F. et. al. [2] framework has two main
components, the location anonymizer and the privacy-
aware query processor. The location anonymizer acts as a
third trusted party that blurs the exact location
information of each user into a cloaked spatial area that
matches the user privacy profile. The location
anonymizer spends its time wisely in maintaining the
pyramid structure in order to provide very small cloaking
time. The privacy-aware query processor is embedded
into traditional location-based database servers to tune
their functionalities to be privacy-aware by dealing with
cloaked spatial areas rather than exact point information.
Chi-Yin C et. al. [3] worked on k-anonymity concept in
which a person cannot be distinguished among k-persons.
System makes use of two in-network anonymization
algorithms, resource aware algorithm and quality aware
algorithm. System also uses a spatial histogram approach
to enhance the location-monitoring quality. Instead of
releasing exact information of the concerned person,
proposed system aims to release information of a group
of k persons, known as aggregate information. This
approach helps to preserve location privacy of that
concerned individual and at the same time, the released
information is fruitful to the external agency to further
research or investigates their tasks. Matt D. et. al. [4, 10],
used obfuscation, anonymity, regulation and privacy
policies to preserve individual privacy while releasing
information. This approach helps to preserve the privacy
of individuals concerned while the information released
proves to be useful. Again Latanya S. et. al. [5] used k-
anonymity concept within which a person cannot be
distinguished among k-persons. This work relies on
generalization concept within which a single entity data is
released at a time. It also relies on suppression concept
where data to be disclosed is suppressed/ hidden so that it
can’t be released. Algorithms used in this work are
Minimal  Generalization  Algorithm and Minimal
Suppression  Algorithm. However, best results are
obtained only if both approaches are jointly applied. In
the extended work of Latanya S. [6] a k-anonymity
concept is used within which a person cannot be
distinguished among k-persons. Algorithms used in this
approach are Minimal Generalization Algorithm and
Minimal Suppression Algorithm. This approach helps to
preserve the privacy of individuals concerned while the
information released proves to be useful. Lars K. et. al. [7]
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introduces obfuscation, anonymity, regulation and
privacy policies to preserve individual privacy while
releasing information. This approach helps to preserve
the privacy of individuals concerned while the
information released proves to be useful. Ye Zhu et. al. [8]
used Node Location Algorithm and Blind Source
Separation (BSS) techniques to preserve the privacy of
individuals concerned while releasing information. This
approach helps to preserve the privacy of individuals
concerned while the information released proves to be
useful. However, BSS performs well only when data
available is small. Ardagna, C. A. [9] propose a way to
express user’s privacy preferences on location
information in a straightforward and intuitive way.

Hence in this research work based on such location
privacy preferences, a new solution, based on obfuscation
techniques, which permits to achieve, and quantitatively
estimate through a metric, different degrees of location
privacy is proposed.

Il. PROBLEM DEFINITION AND FORMULATION

In the present world, use of internet is a major source
of data. User data and other vital data flows through the
internet. This data is prone to be misused by external
entities. Even though there are several policies to prevent
data misuse, these aren’t foolproof. Hence this work aims
to hide the data that is vital to preserve the privacy of any
user. The proposed system uses k-anonymity and
obfuscation concept to achieve this task. Hence based on
extensive literature survey the problem is formulated as
below:

Given a set of nodes ng, n,,. .., n, with LCA a,
a, ..., a, respectively, a set of moving objects my,
mp, ..., My and a required anonymity level k and
obfuscation area O , we find LCA and GCA an
aggregate location for each node n; in the form of R;
= (A, N;), where A; is a rectangular area containing
the GCA area of node Ajand N; is the number of
node residing in the GCA areas of the nodes in Al,
such that Ni >k.

. K-ANONYMITY AND OBFUSCATION STRATEGY

In wireless ad hoc network obfuscation make’s
communication confusing by hiding node current position
in minimum bounding box known as locally cloak area
[LCA] at the same time k-anonymity make node position
undistinguishable in group of [k-1] users using GCA
algorithm.

A. Generating the LCA

Locally cloak area is computed to achieve obfuscation
in which small bounding box is developed by forming
that contains the LCA of the query initiator and (k — 1)
LCAs of the (n — 1) agents. A mobile agent can specify
its desired LCA via three constants;

= The constant ¢ determines the ratio between the
width and the length of the LCA.

=  The constants ¢; and ¢, determine the minimum
and maximum distance of the agent’s position
from the boundary of its LCA.

Copyright © 2013 MECS

If an agent A’ provides its LCA to an agent A and
some part of its LCA lies outside the communication
range of agent A, then agent A can easily render a more
precise location of A’. Restricting the position of A’ via
c; and ¢, to a smaller rectangle in the LCA ensures a
larger obfuscated area for A’.

B. Generating the GCA

To compute the GCA for an agent ‘j°, assumed that ‘k’
is the desired anonymity level of ‘j” and ‘n’ is the number
of LCAs reported by its neighbors. For the computation
of the GCA, we need to find the smallest rectangle ‘r’
that encloses a k-subset (including j’s LCA) from the ‘n’
reported LCAs. The LCA of an agent ‘i’ is described by
(Xminh Xmaxis Yminis ymaxi)-

The algorithm removes at each iteration one rectangle
of the ‘n’ rectangles excluding the agent’s rectangle rj.
Each removal of a rectangle minimizes the size of the
GCA. The algorithm continues until the number of
remaining LCAs is equal to ‘k’.

lv. RESEARCH METHODOLOGY

The Wireless ad-hoc networks are an emerging
technology which finds variety of applications in military,
movement tracking, industries and medical fields.
Wireless ad-hoc networks are self configurable, self
healing networks. Considering this need in this work two
mobility models are used in the simulations as mentioned
below:

= Manhattan Model
=  Waypoint Model

The Manhattan mobility model uses a grid road
topology. This model is mainly proposed for the
movement in urban area, where the streets are in an
organized manner and the mobile nodes are allowed to
move only in horizontal or vertical direction. At each
intersection of a horizontal and a vertical street, the
mobile node can turn left, right or go straight with certain
probability. The parameter setting for Manhattan mobility
model is as shown below.

Simple waypoint [pathway] model is a way to integrate
geographic constraints into the mobility model and the
node movement to the pathways in the map. The map is
predefined in the simulation field. This graph can be
either randomly generated or carefully defined based on
certain map of a real city. The vertices of the graph
represent the buildings of the city and the edges model of
the streets and freeways between those buildings. Initially,
the nodes are placed randomly on the edge. Then for each
node a destination is randomly chosen and the node
moves towards this destination through the shortest path
along the edges. Upon arrival, the node pauses for ‘T’
pause time and again chooses a new destination for the
next movement. This procedure is repeated until the end
of simulation. However, since the destination of each
motion phase is randomly chosen, a certain level of
randomness still exists for this model. So, in this graph
based mobility model, the nodes are traveling in a
pseudo-random fashion on the pathways.
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A. Implementation and Performance Analysis

Our approach combines k-anonymity with obfuscation:
In  wireless adhoc network obfuscation make
communication confusing by hiding node current
position in minimum bounding box known as locally
cloak area [LCA] at the same time k-anonymity make
node position undistinguishable in group of [k - 1] users
using GCA algorithm. Computation of the minimum
bounding rectangle that includes node’s own rectangle
and the rectangles of k — 1 other nodes in wireless ad hoc
network, thus can achieve location privacy for secure
communication. Our proposed approach reveals as little
information as possible.

The system architecture design for the proposed
system is as shown in the Fig.1. System architecture
shown in Fig.l is executed by using simulation
environment NS-2.34. To run simulation; topology set up
is done using tcl script. The tcl file intern called all the .cc
files NS-2.34. The LCA Algorithm is implemented in
NS2 core .cc files such as location. h, mobile node .cc,
mobile node .h where as GCA algorithm is implemented
using tcl script.

Manhattan Model
Waypoint Model

Mobility Model

Simulation
Environment

GCA Algorithm Trace Analysis

LCA Algorithm
Result

Routing Protocol Dumb Agent, AODV

Figure 1: A System Architecture Design

B. Modifications to NS2.34

In wireless ad-hoc network obfuscation make
communication confusing by hiding node current position
in minimum bounding box known as locally cloak area
[LCA], to perform this implementation, it is essential to
add some important patches in NS-2.34 core files such as:

= ns-allinone-2.34/ns- 34/common/mobilenode.cc,
mobilenode.h

= ns-allinone-2.34/ns-2.34/common/location.h

= ns-allinone-2.34/ns-2.34/trace/ cmu-trace.cc
cmu-trace.h

= ns-allinone-2.34/ns-2.34/tcl/lib/ns-default.tcl, ns-
mobilenode.tcl.

C. Setup in NS-2.34 Simulation

The scenario to simulate and GCA algorithm
computation are defined in simulation.
Create the simulator object
Setup the network nodes
Setup the routing mechanism
Create transport connections
Setup user applications
Schedule LCA request transmission for GCA
computation.

ocoukrwbdE
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7. Stop the simulation

D. Experiment Setup

To setup experiment for LCA and GCA, two mobility
models as Manhattan and Waypoint Models are used in
the simulations of wireless ad-hoc network with AODV
and Dump agent protocol.

Manhattan Model:

The parameter setting for Manhattan model is as
shown in Table 1.

TABLEI. NS2 Simulation Parameters
Parameter name Value
Area of Sensor Field 5005600

Channel Channel/Wireless Channel
Topology Used Random
Number of S_ensor_Nodes for the 70
simulation
IPQ length 64
Transmissions Range 0.1
Interface Range 0.1

MAC protocol Mac/802_11Ext

Routing Protocol AODV DumpAgent
Max Sensor node 5,10,15,......... 70
Sink Node All
k- anonymity level 5,10,15, 20, 25
LCA and Obfuscation Area 500 m2

Manhattan Mobility Model Scenario used for Simulation:

Manhattan Mobility model scenario implemented in
NS2.34 simulation is as shown in Fig. 2.The Manhattan
mobility model scenario as shown in Fig. 2 used for the
simulation is created, which shows that the topology used
for it is Random topology with 70 nodes deployed in the
sensor field of 500>600 area. The different properties of
the sensor node are as shown in Tablel. Here we assume
that there are 5 source nodes (max. up to 70) are
randomly selected that generates the events at random
time interval (0 to 120 sec). According to the parameter
setting of source node (uniformly random node) will
generate LCA request which will be broadcast at random
time towards the Sink Nodes and these packets are
forwarded by the cooperative nodes in the network as per
routing table and path defined by AODV, Dumb Agent
protocol and MAC 802_11EXT protocol . The source
node that needs to find GCA will send LCA query
request to the sink nodes. According to parameter setting
source node can set different k- anonymity level as well
as obfuscations area.

Results and Graphs of Manhattan Model:
Dump Agent Routing:
LCA Computation Result
= Sender.tr
= Receiver.tr

I.J. Computer Network and Information Security, 2013, 1, 14-23



Hybrid Model for Location Privacy in Wireless Ad-Hoc Networks 17

ations Pl } EDuUsA B A FriJun29,10:43AM @ adminone ()

sender.tr (~/Documents/program/802.11EXPBC/ModelManhattan) - gedit

File Edit View Search Tools

o [@aopen ¥ ﬁsave = Undo n Q %
| sender.tr %

s -1 8.00000000000000800 -Hs 7 -Hd -1 -Ni1 7 -NLx 87.87341 -NLy 440.46062 -NRx 113.78910 -NRy 477.89181 -Ne 10866.000006 -NL AGT -Nw --- -Ma 8 -Md © -Ms @ -Mt 8 -Is

7.0 -Id -1, -It PBC -I1 1 -If © -Ii @ -Iv 32

s -t 8.00002500000000683 -Hs 7 -Hd -1 -Ni 7 -NLx 76.73130 -NLy 450.09088 -NRx 161.16235 -NRy 491.12317 -Ne 1060.000000 -NU PHY -Nw --- -Ma @ -Md ffffffff -Ms 7 -Mt

@ -Is 7.0 -Id -1.0 -It PBC -IL 29 -If @ -I1 @ -Iv 32

s -t 12.00000000000000000 -Hs 46 -Hd -1 -Ni 46 -NLx 261.26289 -NLy 402.24780 -NRx 297.13398 -NRy 430.12540 -Ne 1006.090000 -NL AGT -Nw --- -Ma & -Md @ -Ms 8 -Mt @ -

I5 46.0 -Id -1.0 -It PBC -I1 1 -If @ -I1 1 -Iv 32

s -t 12.00000000000006000 -Hs 69 -Hd -1 -Ni 69 -NLx 11.408430 -NLy 361.64287 -NRx 47.97246 -NRy 388.98906 -Ne 1000.000000 -N1 AGT -Nw --- -Ma @ -Md 6 -Ms @ -Mt @ -

Is 69.0 -Id -1.8 -It PBC -I1 1 -If @ -Ii 2 -Iv 32

s -t 12.00002500000000083 -Hs 46 -Hd -1 -Ni 46 -NLx 258.61217 -NLy 486.17829 -NRx 283.47893 -NRy 436.60417 -Ne 1006.000000 -NL PHY -Nw --- -Ma @ -Md ffffffff -Ms

2e -Mt @ -Is 46.0 -Id -1.0 -It PBC -I1 29 -If @ -I1 1 -Iv 32

s -t 12.80002500000008083 -Hs 69 -Hd -1 -Ni 69 -NLx 35.75056 -NLy 345.22134 -NRx 60.67192 -NRy 386.33746 -Ne 1000.000000 -N1 PHY -Nw --- -Ma @ -Md ffffffff -Ms 45 -

Mt @ -Is 69.0 -Id -1.8 -It PBC -I1 29 -If @ -Ii 2 -Iv 32

s -t 18.00000000000006000 -Hs 6 -Hd -1 -N1 6 -NLx 141.57739 -NLy 416.56119 -NRx 172.16353 -NRy 443.19573 -Ne 1000.000000 -N1 AGT -Nw --- -Ma © -Md @ -Ms @ -Mt @ -

Is 6.0 -Id -1.0 -It PBC -IL 1 -If @ -I1 3 -Iv 32

s -t 18.00000000000000000 -Hs 18 -Hd -1 -Ni 10 -NLx 118.79119 -NLy 428.46893 -NRx 144.21646 -NRy 467.79999 -Ne 1000.0000080 -NL AGT -Nw --- -Ma @ -Md @ -Ms @ -Mt @ -

Is 18.0 -Id -1.6 -It PBC -I1 1 -If @ -Ii 4 -Iv 32

s -t 18.00002500000000083 -Hs 6 -Hd -1 -Ni 6 -NLx 138.21132 -NLy 414.21247 -NRx 161.06431 -NRy 457.97042 -Ne 1000.000000 -Nl PHY -Mw --- -Ma 0 -Md ffffffff -Ms 6 -

Mt @ -Is 6.0 -Id -1.6 -It PBC -I1 29 -If @ -Ii 3 -Iv 32

s -t 18.00002500000008083 -Hs 18 -Hd -1 -Ni 16 -NLx 139.89853 -NLy 422.51911 -NRx 164.91236 -NRy 462.49698 -Ne 1060.000000 -NL PHY -Nw --- -Ma @ -Md fIffffff -Ms a

-Mt @ -Is 10.8 -Id -1.@ -It PBC -I1 29 -If © -Ii 4 -Iv 32

s -t 19.00000000000006000 -Hs 24 -Hd -1 -Ni 24 -NLx 260.84139 -NLy 437.19150 -NRx 293.22938 -NRy 468.06714 -Ne 1000.000000 -NL AGT -Nw --- -Ma @ -Md @ -Ms 0 -Mt @ -

Is 24.0 -Id -1.0 -It PBC -I1 1 -If @ -Ii 5 -Iv 32

s -1 19.00002500000000083 -Hs 24 -Hd -1 -Ni 24 -NLx 266.96003 -NLy 430.34144 -NRx 289.82699 -NRy 474.07266 -Ne 1000.800000 -NL PHY -Nw --- -Ma 8 -Md ffffffff -Ms

18 -Mt @ -Is 24.0 -Id -1.@ -It PBC -I1 29 -If © -I1 5 -Iv 32

s -t 23.00000000000006000 -Hs 54 -Hd -1 -Ni 54 -NLx 56.98569 -NLy 398.34779 -NRx 83.45248 -NRy 436.13012 -Ne 1000.000000 -N1 AGT -Nw --- -Ma 0 -Md 6 -Ms @ -Mt @ -

Is 54.0 -Id -1.8 -It PBC -I1 1 -If @ -Ii 6 -Iv 32

s -1 23.00002500000000083 -Hs 54 -Hd -1 -Ni 54 -NLx 64.87342 -NLy 405.28194 -NRx 95.62526 -NRy 437.88632 -Ne 1800.000000 -N1 PHY -Mw --- -Ma 0 -Md ffffffff -Ms 36 -

Mt © -Is 54.8 -Id -1.6 -It PBC -I1 29 -If @ -Ii 6 -Iv 32

s -t 27.00000000000006000 -Hs 8 -Hd -1 -Ni 8 -NLx 183.87596 -NLy 356.64784 -NRx 127.70872 -NRy 397.24409 -Ne 1000.000000 -N1 AGT -Nw --- -Ma @ -Md 6 -Ms @ -Mt @ -

Is 8.0 -Id -1.8 -It PBC -IL 1 -If @ -I1 7 -Iv 32

s -t 27.00002500000000083 -Hs 8 -Hd -1 -N1 8 -NLx 90.32894 -NLy 369.59233 -NRx 116.77007 -NRy 407.40076 -Ne 1000.000000 -NU PHY -Nw --- -Ma @ -Md ffffffff -Ms 8 -

Mt @ -Is 8.0 -Id -1.8 -It PBC -I1 29 -If @ -Ii 7 -Iv 32

s -t 28.00000000000000000 -Hs 22 -Hd -1 -Ni 22 -NLx 237.52195 -NLy 395.90124 -NRx 268.75458 -NRy 427.91983 -Ne 1000.000000 -NL AGT -Nw --- -Ma @ -Md @ -Ms @ -Mt @ -

Te 22 A -Td -1 A Tt PRC_-T1 1 __Tf A -Ti R -Tuv 32 -
PlainText ~ TabWidth: 8 + Ln7,Col212 INS

F ModelManhattan B sender.tr (~/Doc...

43 Applic

Documents Help

" 1 B 520c29F20C29D... [E [Modelppt-Ope... [E] adminone@adm...

43 Applications Places System 7} 3 CHUSA D oA FriJun29,10:31 AM @ adminone ()
reciver.tr (~/Documents/program/802.11EXPBC/ModelManhattan) - gedit
File Edit View Search Tools Documents Help
& [ Open = E“Save =] Undo t| q %
| ] reciver.tr %
2e -Mt @ -Is 46.6 -Id -1.8 -It PBC -Il 21 -If @ -Ii 11 -Iv 31 ’ ’ -

r -t 72.00010613512446866 -Hs 49 -Hd -1 -Ni 49 -NLx 315.92982 -NLy 186.27144 -NRx 346.089472 -NRy 219.42166 -Ne 1000.008000 -N1 AGT -Nw --- -Ma @ -Md ffffffff
2e -Mt @ -Is 46.0 -Id -1.@ -It PBC -Il 21 -If @ -Ii 11 -Iv 31

r -t 72.00010617749417463 -Hs 39 -Hd -1 -Ni 39 -NLx 287.45110 -NLy 230.42598 -NRx 314.35429 -NRy 267.59630 -Ne 1000.000000 -N1 AGT -Nw --- -Ma 0 -Md ffffffff -Ms
2e -Mt @ -Is 46.6 -Id -1.8 -It PBC -I1 21 -If @ -Ii 11 -Iv 31

r -t 72.00010618227064185 -Hs 26 -Hd -1 -Ni 26 -NLx 293.89766 -NLy 244.19696 -NRx 316.29892 -NRy 287.31293 -Ne IGGF.@@@@@@ -NU AGT -Nw --- -Ma @ -Md fFfffff
2e -Mt @ -Is 46.8 -Id -1.8 -It PBC -I1 21 -If @ -Ii 11 -Iv 31

r -t 72.00010622489185153 -Hs 33 -Hd -1 -Ni 33 -NLx 291.11628 -NLy 246.91867 -NRx 323.48992 -NRy 277.80746 -Ne 1000.008800 -N1 AGT -Mw --- -Ma @ -Md fTTfffff -Ms

2e -Mt @ -Is 46.6 -Id -1.0 -It PBC -Il 21 -If @ -Ii 11 -Iv 31

r -1 72.00010624021007288 -Hs 24 -Hd -1 -Ni 24 -NLx 269.09450 -NLy 264.89582 -NRx 292.68533 -NRy 307.42941 -Ne 1000.008800 -N1 AGT -Nw --- -Ma @ -Md fTffffff -Ms

2e -Mt @ -Is 46.6 -Id -1.8 -It PBC -I1 21 -If @ -Ii 11 -Iv 31

r -t 72.00010624572965412 -Hs 34 -Hd -1 -Ni 34 -NLx 315.33750 -NLy 259.883082 -NRx 353.52709 -NRy 285.98816 -Ne 1000.008800 -N1 AGT -Nw --- -Ma 0 -Md ffffffff -Ms

2e -Mt @ -Is 46.0 -Id -1.6@ -It PBC -Il 21 -If @ -Ii 11 -Iv 31

r -t 72.00010626187709306 -Hs 28 -Hd -1 -Ni 28 -NLx 296.82183 -NLy 265.34785 -NRx 335.25420 -NRy 291.36624 -Ne 1000.000000 -N1 AGT -Nw --- -Ma @ -Md ffffffff -Ms

2e -Mt @ -Is 46.0 -Id -1.@ -It PBC -I1 21 -If @ -Ii 11 -Iv 31

r -t 72.00010626228342403 -Hs 25 -Hd -1 -Ni 25 -NLx 260.01872 -NLy 268.37470 -NRx 294.56629 -NRy 297.32030 -Ne 1000.000000 -N1 AGT -Nw --- -Ma 0 -Md ffffffff -Ms

2e -Mt @ -Is 46.6 -Id -1.8 -It PBC -I1 21 -If @ -Ii 11 -Iv 31

r -t 72.00010628818745317 -Hs 27 -Hd -1 -Ni 27 -NLx 291.22234 -NLy 273.61619 -NRx 332.38129 -NRy 297.91224 -Ne 1000.080080 -N1 AGT -Nw --- -Ma 8 -Md ffffffff -Ms

2e -Mt @ -Is 46.8 -Id -1.8 -It PBC -I1 21 -If @ -Ii 11 -Iv 31

r -t 73.00010601887217376 -Hs 13 -Hd -1 -Ni 13 -NLx 86.68342 -NLy 239.82350 -NRx 122.12850 -NRy 268.84253 -Ne 1000.000880 -NL AGT -Nw --- -Ma 0 -Md TFFfffff -Ms 7 -
Mt © -Is 7.0 -Id -1.6 -It PBC -I1 21 -If @ -Ti 12 -Iv 31

r -t 73.00010602496666934 -Hs 12 -Hd -1 -Ni 12 -NLx 69.66505 -NLy 242.92419 -NRx 94.97112 -NRy 282.44841 -Ne 1000.000008 -N1 AGT -Nw --- -Ma © -Md TFTTffff -Ms 7 -
Mt o -Is 7.6 -Id -1.@ -It PBC -I1 21 -If @ -TIi 12 -Iv 31

r -t 73.00010603034573364 -Hs 1 -Hd -1 -Ni 1 -NLx 76.80840 -NLy 256.14791 -NRx 120.49216 -NRy 279.03971 -Ne 1000.000008 -NL AGT -Nw --- -Ma © -Md fFffffff -Ms 7 -

Ms

Ms

Mt © -Is 7.0 -Id -1.6 -It PBC -I1 21 -If @ -Ii 12 -Iv 31

r -t 73.00010603134666098 -Hs 8 -Hd -1 -Ni 0 -NLx 74.43472 -NLy 245.78022 -NRx 103.71539 -NRy 279.93244 -Ne 1000.000000 -NL AGT -Nw --- -Ma @ -Md fFffffff -Ms 7 -

Mt © -Is 7.0 -Id -1.6 -It PBC -I1 21 -If © -Ii 12 -Iv 31 [
r -t 73.000106083319547897 -Hs 14 -Hd -1 -Ni 14 -NLx 93.77343 -NLy 239.89876 -NRx 135.95130 -NRy 263.59988 -Ne 1600.00800@ -NL AGT -Nw --- -Ma @ -Md ffFfffff -Ms 7 -

Mt 6 -Is 7.0 -Id -1.6 -It PBC -I1 21 -If © -Ii 12 -Iv 31

r -t 73.00010684547790649 -Hs 15 -Hd -1 -Ni 15 -NLx 75.81307 -NLy 246.72973 -NRx 117.63699 -NRy 270.19073 -Ne 1000.000800 -NL AGT -Nw --- -Ma 0 -Md TFTfffff -Ms 7 -

Mt ® -Is 7.0 -Id -1.6 -It PBC -I1 21 -If @ -Ii 12 -Iv 31

r -t 73.000106088515688659 -Hs 16 -Hd -1 -Ni 16 -NLx 102.77287 -NLy 229.708987 -NRx 143.88398 -NRy 254.03424 -Ne 1000.000000 -N1 AGT -Nw --- -Ma @ -Md fTffffff -Ms 7

-Mt @ -Is 7.0 -Id -1.6 -It PBC -I1 21 -If 0 -Ii 12 -Iv 31

e+ 77 ANNINEANTTITNNAMY 1ie 0 td 1 Ni 0 Al 104 _AEATA__ AL 901 90070 M0 130 A144E AN 290 EATEY Ale 1000 _ANAAAA_ M1_ACT k. Man wd FEEEEEIE aae 3

PlainText = TabWwidth: 8 v Ln320, Col115 INS

Figure 4: Screen shot of LCA Computation Result for receiver node in Manhattan mobility model using Dump Agent Routing
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Figure 5: Screen shot of GCA Computation Result for receiver in Manhattan mobility model using Dump Agent Routing
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Figure 6 : Screen shot of GCA Computation Result for receiver in Manhattan mobility model using AODV Routing

Fig. 3 shows the screen s hot of LCA Computation
result for sender node in Manhattan mobility model using
Dump Agent Routing which generated by running tcl
script using NS2.34. Fig. 4 shows the screen shot of LCA
Computation result for receiver node in Manhattan
mobility model using Dump Agent Routing generated by
running tcl script using NS2.34.

Fig. 2 to Fig. 6 are obtained by running the tcl script
(scenario) with NS2.34, by considering the effect of
different parameters as shown in Table 1. Fig. 3 and Fig.
4 show the implementation of Location Privacy
Algorithm [LCA].

Copyright © 2013 MECS I.J. Computer Network and Information Security, 2013, 1, 14-23



Hybrid Model for Location Privacy in Wireless Ad-Hoc Networks 19

GCA Computation Result:

Fig. 5 shows the screen shot of GCA Computation
result for Sender Node ‘19 in Manhattan mobility model
using Dump Agent Routing. Fig.5 shows the result of
GCA computation when node id ‘19 request LCA to its
neighbors. GCA of node id’19’ is shown in red color,
whereas the result of LCA computation for node id ‘19’
is shown in bottle green color.

AODV Routing:

The similar results are obtained with AODV Routing
protocol for LCA, whereas the GCA Computation varies
for time required for the processing as shown in Fig. 6.
Fig. 6 shows the result of GCA computation when node
id ‘17 request LCA to its neighbors. GCA of node id
‘17’ is shown in red color, where as the result of LCA
computation for node id 17’ is shown in green color.
From Fig. 5 and Fig. 6 it is observed that, when sender as
well as sink used to communicate each other node in a
wireless ad hoc network masks its current position by
providing a rectangle instead of a point as its location.

Waypoint [Pathway] Model

The parameter setting for Way point (pathway) Model
is as shown in Table 2.

TABLE Il. NS2 SIMULATION PARAMETERS

Value
500>600

Parameter name

Avrea of Sensor Field

Channel Channel/Wireless Channel

Topology Used Random

No. of Sensor Nodes for the 76
simulation

Packet Length 50
IPQ length 64
Transmissions Range 0.1
Interface Range 0.1

MAC protocol Mac/802_11Ext

Routing Protocol AODV Dump Agent
Max Sensor node 5,10,15, ...... 70
Sink Node All
k- anonymity level 5,10,15,20, 25
LCA and Obfuscation Area 500 m?

Waypoint Mobility Model Simulation Scenario:

Waypoint Mobility model scenario implemented in
NS2.34 simulation is as shown in Fig. 7.

The Waypoint mobility model scenario as shown in
Fig. 7 used for the simulation is created, which shows
that the topology used for it is Random topology with 76
nodes deployed in the sensor field of 500>600 area. The
different properties of the sensor node are as shown in
Table 2. Here we assume that there are 5 source nodes
Here we assume that there are 5 source nodes (max. up to
76) are randomly selected that generates the events at
random time interval (0 to 120 sec). According to the
parameter setting of source node (uniformly random node)

Copyright © 2013 MECS

will generate LCA request which will be broadcast at
random time towards the Sink Nodes and these packets
are forwarded by the cooperative nodes in the network as
per routing table and path defined by AODV, Dumb
Agent protocol and MAC 802_11EXT protocol . When
source node need to find GCA, node will send LCA
query request to the sink nodes. According to parameter
setting source node can set different k- anonymity level
as well as obfuscations area.

Fig. 8 shows the result of GCA computation when
node id ‘26’ request LCA to its neighbors. GCA of node
id <26’ is shown in red color, whereas the result of LCA
computation for node id ‘26’ is shown in green color. Fig.
9 shows the result of GCA computation when node id
‘15’ request LCA to its neighbors. GCA of node id *15” is
shown in red color, whereas the result of LCA
computation for node id ‘15’ is shown in green color.

E. Effect of K & density on GCA Computation

Fig. 10 and Fig. 11 shows the effect GCA computation
result and average GCA area for sender node in
Manhattan mobility model for k- anonymity value 1, 5,
10, 15, 20. From the simulation result is seen that more
the node density, the GCA algorithm maximizes the
bounding box size, which results in maximum location
privacy for secure communication.

From simulation results as shown in Fig. 12 and Fig.
13 it is seen that more the node density, the GCA
algorithm maximizes the bounding box size, which
results in maximum location privacy for secure
communication. Again from Fig. 13 it is seen that as
value of ‘k’ anonymity increases from 15 to 25, then
GCA area also increases up to certain level for k =1 to 15
average GCA size is decreases to minimize overhung for
large GCA.

V. CONCLUSIONS

The primary objective of the present work is to
develop a system which preserves the location privacy of
the concerned individual. This objective is achieved by
simulating locally cloak algorithm and globally cloak
algorithm using NS-2.34 environment. An approach that
combines obfuscation and anonymization to ensure both
location and anonymity privacy for mobile agents is
presented. This approach does not require any central
trusted party for computation of obfuscation and
anonymization method results which can be further used
for LBS request. Form simulation is seen that the
obfuscation and anonymization approach provides the
best method of cloaking depending on the mobile user
privacy need in decentralized manner. From simulation it
is seen that when sender and receiver [sink node]
communicate in a clique obfuscates (masks) its current
position by providing a rectangle instead of a point as its
location. During simulation it is seen that GCA algorithm
generates minimum bounding box of size LCA. Again it
is seen that more the node density, the GCA algorithm
maximizes the bounding box size, which results in
maximum location privacy for secure communication.
The value of ‘k’ anonymity increases then GCA area also
incases up to certain level.

I.J. Computer Network and Information Security, 2013, 1, 14-23



20 Hybrid Model for Location Privacy in Wireless Ad-Hoc Networks

]

43 Applications Places System

nam: Broadcast.nam

P EDUsA B 4 MonJun25, 3:51PM @ adminone (O

‘ Fle Views Analysis ‘

Broadcast.nam

“ |

Lo o=z @B |

|
> | W \W@‘
) =

II\\I\\\I‘ﬁﬁmﬂ\h\II\\IH‘I\\I\\\I\‘IIHI\\II‘\I\\IIHI‘\\I\\I\H|\\II\\I\\|IHI\\\I\‘I\\\IHI\‘\I\\IIHI‘\II\\I\\\|HI\\\I\\|I\\IHII\‘I\\IIHI\‘\I\\I\\\I‘\II\\I\\I|\\IHII\\|\\\IHIH‘I\\II\\I\‘II\\I\\\I‘\I\HI\\I‘\\IHIIH|\\II\\IH‘I\\I\\\I\‘IIHI\\II‘\IHIIHI‘\\I\\I\H|\\II\\I\\|IHI\\\I\‘IH\IHI\‘\I\\IIHI‘\II\\I\\\|HI\\\I\\|H\IHII\‘I\\IIHI\‘\I\\I\\\I‘\II\\I\\I|\\IHII\\|\\\IHI\\‘I\\II\\I\‘II\\I\\\I‘\I\HI\\I‘\\IHII\\|\\II\\IH‘I\\I\\\I\‘I\HI\\II‘\IHIIHI‘\\I\\I\H|\\II\\I\\|IHI\\II\‘I\HIHI\‘\I\\IIHI‘\II\\I\\\|HI\\\I\\|\HIHII\‘I\\IIHI\‘\I\\I\\\I‘\I\\\I\\I|HIHII\\|\\\IHI\\‘I\\IIHI\‘IIHIHII‘\I\H |

|

3 Applications Places System &)

Figure 7: Screen shot of Waypoint mobility model Scenario

$ EDusa B 4 MonJun25, 6:20PM € adminone ()

xgraph
GCA Area Calculation- Way point Model
eter
7-als LA 48 0000943053 0345052 - node 10 76
430,008 --ads GCA 4000034 30500345002 - node 1d 26
40,0000 z-ads Time 48.00000000000000000 - node id 26
z-as Time 48.00008907073369516 - node 1d 69
4100006 “Z-als Time 400000390707 3350516 - node 1d 649
400.0000+ -z-&s Time 48.00009407078687218 - node id B&
z-als Time 48.00003907078857218 - node 1d 66
3300000 “z-ads Time 4000003407 155357620 - node id 67
380,000 - aids e 4800008407 155557820 Tiode Td B7
<700000 z-ads Time 48.00009407325573143 - node id 64
___________ z-avds Time 48.00003407325373143 - node id 54
3500000 3 2-2is Time 48.00003407759235103 - node id 32
350,000 1 -z-ads Time 4800003407 753245104 - nodle i 32
f— z-ads The 48.00009407033732316 - node e 24
2-ads Time 48.000094078337 92316 - node id 74
330,005 “z-ads Time 4500003408 112853636 - node id 65
se00000 Zasis Tine 2000094031 12363636 node 65
Z-ads Time 48.00003903043310615 - niode 14 35
S10.000% - "5a8 Time 4A0000940304437 0615~ Hode |35
300,000 ; 2-adls Time 48.00003412132340061 - node 1d 63
sa00000 z-ds Time 48.00009412192340067 - node fd B3~
i . 2-ads Time 40.00003413732500662 - node 14 25
2600000 . : “2-axs Time 48.00003413732688652 - node i 25
700000 z-ads Time 48.00008914620897723 - node 14 62 &
g 7-ads Time 40.00005414620947723 - node id 67
2600000 i " s Tie 46.00003417326792515  riode 1 36
2500000 ; J-ais Tiie 480000541 7326757516  Tode 14 36
200000 i Time 48.00003418388046356 - node d 28
7-abdls Tiine 480000941 B38H045355 - viode 1d 78

200,0000 220,0000 2400000

2h0,0000

280.0000

3000000

i heter
320.0000 340.0000 360.0000 380.0000

Figure 8 : Screen shot of GCA Computation Result for receiver in Waypoint mobility model using Dump Agent Routing.
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Figure 9 : Screen shot of GCA Computation Result for receiver in waypoint mobility model using AODV Routing
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Figure 10: Effect of the ‘k” anonymity & node density on GCA computation for Manhattan mobility Model.
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Manhattan Model -Average of GCA Area
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Figure 11 : GCA Computation Result of Average GCA Area for sender node in Manhattan mobility model
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Figure 12: Effect of the ‘k’ anonymity and node density on
GCA computation for Waypoint mobility Model.
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