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Abstract: Blockchain technology unarguably has over a decade gained widespread attention owing to its often-tagged 

disruptive nature and remarkable features of decentralization, immutability and transparency among others. However, 
the technology comes bundled with challenges. At center-stage of these challenges is privacy-preservation which has 

massively been researched with diverse solutions proposed geared towards privacy protection for transaction initiators, 

recipients and transaction data. Dual-key stealth address protocol for IoT (DkSAP-IoT) is one of such solutions aimed 

at privacy protection for transaction recipients.  Induced by the need to reuse locally stored data, the current 

implementation of DkSAP-IoT is deficient in the realms of data confidentiality, integrity and availability consequently 

defeating the core essence of the protocol in the event of unauthorized access, disclosure or data tampering emanating 

from a hack and theft or loss of the device. Data unavailability and other security-related data breaches in effect render 

the existing protocol inoperable. In this paper, we propose and implement solutions to augment data confidentiality, 
integrity and availability in DkSAP-IoT in accordance with the tenets of information security using symmetric 

encryption and data storage leveraging decentralized storage architecture consequently providing data integrity. 

Experimental results show that our solution provides content confidentiality consequently strengthening privacy owing 

to the encryption utilized. We make the full code of our solution publicly available on GitHub. 

 

Index Terms: Blockchain, Decentralized Storage, Encryption, Privacy, Stealth Address. 
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1.  Introduction 

Over the past decade, one technological invention that has gained unprecedented attention in academia and 

industry alike is Blockchain. It is the technological wonder which underpins Bitcoin [1], Ethereum [2], Hyperledger 

fabric [3] among others characterized by a publicly distributed transaction ledger with inherent traits of immutability, 

decentralization, consensus mechanism and transparency [4]. One key consequence of blockchain is disintermediation 
thereby causing rippling effects in virtually all spheres of life. It is therefore no surprise that this awesome technology 

has earned the enviable tag disruptive technology. 

It is however worth pointing out that Blockchain technology is not challenge-free. [5-8] point out inherent 

challenges of the technology like Privacy leakages, Scalability, Selfish mining, Personal Identifiable Information, and 

Security. Note that privacy leakages on blockchain can have dire consequences [9, 10].  

Privacy-preservation is one of the challenges that has garnered support in both academia and industry. Owing to its 

transparent nature, blockchain transactions are globally visible to all entities subsequently paving way for inferences to 

be made regarding transaction participants (senders and recipients) as well as transaction data. By carefully analyzing 
the blockchain, it is possible to discover payment patterns or relationships. Moreover, it becomes possible to 

deanonymize transaction participants by linking transaction participants to their real-world identities often using a 

combination of on-chain and off-chain data as evident in works including [11-13].  

Resolving the privacy challenge associated with blockchain technology has seen numerous propositions and 

solutions like ring signatures [14-18], zero knowledge proofs and their variants [19-21], commitment scheme as used in 

[19, 22] and secure multi-party computation [23, 24] etc. aimed at protecting transaction entities: transacting initiators 

(senders), transaction recipients, transaction data or their combination. Stealth address protocol [25] is one such 

solutions geared towards privacy-preservation for transaction recipients by guaranteeing transaction unlinkability and 
has undergone several transformations over the years as early variants were not secured in that among others, they were 

prone to privilege escalation attack [26, 27] bringing to the fore the issue of security. 

Dual-key stealth address protocol for IoT (DkSAP-IoT) [28] although an improvement of the initial Dual-key 

stealth address protocol (DkSAP) [29] and is the state-of-the-art protocol regarding stealth address technology is not 

immune to security threats. This stems from the local storage of protocol-related data in the device. Over the years, data 

storage has been done using databases or cloud-based infrastructure and a merger of both technologies. Cloud-based 

storage has often been employed in extant works [30-34]. However, as noted in recent security reports by Verizon and 

Symantec [35, 36], cloud-based systems have inherent security vulnerabilities. In this paper, geared towards addressing 
the adverse effects of local storage of protocol-related data both on the existing protocol and subsequently the user, we 

adopt a different approach: the use of encryption and data storage on a decentralized platform. Concisely, we aim at 

designing a protocol allowing blockchain-based transaction recipients to receive payments in an anonymous fashion 

while making the protocol resource-constrained-friendly and at the same time adhere to core security requirements. 

Security in designed protocols is essential and cryptographic protocols must align with and promote the well-

known CIA triad denoting confidentiality, integrity and availability. It therefore becomes paramount to carefully 

implement such information security principles to be ingrained into protocols and existing ones for data and privacy 

protection [31]. It even becomes imperative in a dynamic environment to continually improve upon standards so as to 
meet specified expectations or specifications.  

The primary contributions of our paper are summarized as follows. 

 

• Encryption and decentralized storage-based DkSAP-IoT model is proposed. 

• We provide algorithms and data flow diagram of our proposed solution. 

• We present a proof-of-concept implementation and provide experimental results. 

• A detailed mechanism for data retrieval including protocol-related data is shown in the event of loss or theft of 

the mobile device. 
• We provide security and protocol analysis showing how our proposed solution satisfies fundamental security 

principles.  

 

The rest of the paper is organized as follows: Section 2 reviews existing work on improvements to stealth address, 

data confidentiality, integrity and availability. Details regarding DkSAP-IoT is provided in section 3. In section 4, we 

provide details on methodology employed in the proposed solution and explicate on implementation details. In section 5, 

we present results pertaining to testing and validation whereas security and protocol analysis are presented in section 6. 

Section 7 concludes the paper. 

2.  Related Works 

This section presents extant works pertaining to stealth address protocol, data availability and confidential that 

have relevance to our work. 

A Stealth address provides a privacy-enhancing technique allowing payments to transaction recipients in an 
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anonymous manner and has seen a myriad of implementations [37]. In line with improving the efficiency and 

robustness of stealth address, the original idea [25] was improved to yield Dual-key stealth address protocol (DkSAP) 

[29] allowing a proxy entity like an auditor or law enforcement agent to scan the blockchain in order to establish coin 

ownership and has successfully been implemented in Aztec protocol [38]. However, the challenge with DkSAP is the 

requirement to constantly scan the blockchain and perform computationally expensive tasks of scalar multiplications 

hence not resource-constrained friendly. 

In order to allow for usability of the protocol in mobile and resource constrained devices, [28] dubbed Faster Dual-
key Stealth Address Protocol for IoT (DkSAP-IoT) drastically reduces the number of persistent computations to one by 

prolonging the lifetime of the shared secret to aid in locating the exact matched destination address. However, the 

shared secret is stored locally then continuously and pseudorandomly updated via a cryptographic hash function for the 

subsequent specified transactions. We adopt [28] in this work and modify the protocol given the fact that mobile, IoT 

and other resource constrained devices are akin to Cyber Physical Systems (CPS) hence prone to attacks [39] and theft. 

It becomes imperative for counter measures to be enforced to forestall any such security incidents. The National 

Institute of Standards and Technology (NIST) stipulates that such information security protection mechanisms must 

however be implemented so as to be commensurate with the assessed risks [40]. The assessed risks in the case of the 
deficiencies of DkSAP-IoT are CIA triad related. 

The quest to attain data availability has seen the reliance of several extant works on cloud-based infrastructure [30-

34]. This is not surprising given performance or efficiency challenges, huge cost and blockchain blot pertaining to on-

chain storage. It is however noteworthy that although cloud infrastructure meets the requirement of data availability, its 

challenges cannot be neglected. For instance, in recent security reports [35, 36], S3 bucket was an Achilles’ heel in 

cloud and container-based infrastructure resulting in over 70million records been stolen or leaked. Moreover, the use of 

the cloud entails trusting the cloud service provider (CSP) to act honestly which is counter-intuitive to blockchain-based 

protocols. Notice that in such infrastructure, users have no way of detecting data tampering. The possibility of 
compromising data confidentiality and integrity cannot be relegated to the background. In this work, we take a different 

route by leveraging decentralized storage platform specifically Interplanetary File System (IPFS) [41] and its name 

system called Interplanetary Name System (IPNS) [42] thereby providing data availability with inbuilt data integrity 

check using a cryptographic hash function. 

Achieving data confidentiality is paramount in any security-conscious infrastructure and has largely been realized 

via a plethora of technique paramount being encryption [34, 43, 44] encompassing both public key (asymmetric 

encryption) and symmetric encryption. Asymmetric encryption is usually slow and computationally expensive hence 

may not be ideal in resource-constrained environment. 

3.  Building Block 

In this section, we provide basic knowledge and theory underlying the current implementation of DkSAP-IoT. 

Concisely, stealth address unlike the usual blockchain address utilizes a one-time address to guarantee privacy by 

disconnecting the link between the transaction initiator and receiver in a way that does not disclose the actual address of 

the recipient but rather the stealth address. The recipient of dual-key stealth address-based transaction possess a pair of 

private/public keys ( , )B Bv V , ( , )B Bs S . The algorithm for DkSAP-IoT [28] between two parties A and B follows. 

3.1.  Sending a Transaction 

The Transaction initiator say A checks to find out if the transaction recipient B is in the receivers’ locally stored 

list and if it does, A recovers the shared secret cntBh  and calculates the destination public key (Stealth Address) as: 

 

A cntB BT h S= +                                                                                (1) 

 

If TR is not in the receiver’s list of recipients, a new ephemeral public key AR  (see eqn. 2) followed by the shared 

secret oh  (see eqn. 3) are calculated where H denotes a cryptographic hash function and A Rr Z . 

 

A AR r G=                                                                                    (2) 

 

( )o A Bh H r V=                                                                               (3) 

 

The destination public key or Stealth address is computed as follows: 

 

A o BT h G S= +                                                                             (4) 

 

A sends a transaction including AR  and the stealth address AT  to B and then sets ephemeral public key counter 
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0Bcnt =  and updates the shared secret cntBh . Moreover, in both cases aforementioned the counter Bcnt  is updated as: 

 

1B Bcnt cnt= +                                                                               (5) 

 

1( )cntB cntBh H h −=                                                                             (6) 

3.2.  Receiving a Transaction 

B verifies if the received transaction contains AR . If it does, TR, computes the shared secret and the stealth address 

as: 

 

( )o B Ah H v R=                                                                               (7) 

 
'

A o BT h G S= +                                                                               (8) 

 

If 
'

A AT T= , B accepts the transaction from A and proceeds to calculate the corresponding private key for retrieval 

as:    

 
'

A o SBt h= +                                                                                    (9) 

 

B sets 0Acnt =  and subsequently updates the counter and shared secret as well as precomputes the anticipated 

destination key pair or stealth addresses for the next transaction from A as follows: 

 

1A Acnt cnt= +                                                                               (10) 

 

1( )cntA cntAh H h −=                                                                              (11) 

 
'

A cntA BT h G S= +                                                                              (12) 

 
'

A cntA SBt h= +                                                                                 (13) 

 

If, however, the transaction from A has no AR , it implies B has ever received a transaction from A hence B only 

retrieves the locally stored corresponding private key as explained above and performs the updates of counter and 

shared secret accordingly. 

As briefly mentioned earlier in this paper, DkSAP-IoT in its original form does not satisfy the CIA triad in that, in 

the event of a hack or theft or loss of the device, the user has no way of recovering DkSAP-IoT stored data thereby 

defeating the very purpose of the protocol-storing such data for accelerated lookups and computations. Moreover, the 
data is stored in its raw or unencrypted form hence adversarial attacks would reveal the plain data consequently 

compromising the CIA tenets hence must be resolved. 

4.  Methodology  

This section concisely describes the various techniques employed in revamping DkSAP-IoT dubbed Encryption 

and decentralized storage-based DkSAP-IoT. Furthermore, we demonstrate how we implement the prototype of the 

revamped protocol. 

4.1.  Encryption and Decentralized Storage-based DkSAP-IoT  

In this section, we provide vivid details of our proposed enhancements to the current implementation of DkSAP-

IoT. A high-level overview of the proposed architecture is pictorially represented in Fig. 1. 

To ameliorate the weaknesses identified in the current DkSAP-IoT algorithm [28], we present an enhanced 

DkSAP-IoT to include encryption/decryption of data in the mobile device with an encrypted backup stored on the 

decentralized platform IPFS as a countermeasure against hack or theft of the mobile device as depicted in Fig. 1. 

The choice of AES specifically AES-256 is due to its efficiency and security guarantees (we explicate on these in 

sections 6.4 and 6.5). It is one of the best symmetric encryption algorithms and mobile-friendly as well. We provide 

empirical evidence to buttress these assertions in section 6.4.  We posit that key storage can be achieved through cold 
storage or stored using a secret sharing scheme (SSS) [45]. 
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After updating the shared secret cntBh  in step (b) of section 3.1 in the original algorithm, we proceed to perform 

symmetric encryption followed by storage on IPFS or even better IPNS platform as evident in Fig. 2. 

 

 

Fig.1. Architecture of Encryption and Decentralized Storage-based DkSAP-IoT. 

 

Fig.2. Symmetric Encryption in the Improved Protocol. 

In a similar fashion, in the course of receiving a transaction, after updating the counter Acnt , shared secret cntAh  

and precomputing the anticipated destination key pair or stealth addresses 
'

AT  and 
'

At  for the next transaction, 

symmetric encryption followed by backup to IPFS/IPNS is performed demonstrated in Fig. 3. 

 

 

Fig.3. Symmetric Encryption and Data Backup Protocol to IPFS/IPNS. 
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The returned IPFS hash in both cases above can be stored using the same key management technique 

aforementioned for the AES key. With IPNS available on IPFS, the returned IPNS hash or address can still point to the 

updated or current encrypted user data stored on IPFS thereby alleviating the need for users to store multiple IPFS 

hashes hence further simplifying the process of data retrieval. Fig. 4 captures the augmentations to DkSAP-IoT. 

Note that unlike the original protocol, our revamped DkSAP-IoT not only guarantees privacy protection or 

anonymity for transaction recipients but advances other unique features including making it possible for transaction 

recipients to recover protocol-related data on-the-fly. This way, protocol-related data becomes readily available even 
amid adversarial attacks. Moreover, our revamped DkSAP-IoT guarantees data integrity pertaining to protocol-related 

data, something conspicuously missing in the original protocol yet crucial in compliance to security requirements. 

4.2.  Retrieval of Stored User or Mobile Data on Decentralized Storage Platform 

In the event of a hack or theft or loss of the mobile device, users can retrieve their encrypted data on IPFS with just 

a single query to IPFS as evident in Fig. 5 using the stored hash from the cold storage or reconstruction of the hash from 

the SSS scheme. The reconstruction process is beyond the scope of this paper hence we proceed on the assumption that 

users have accessed their required hash. 

Using this improved protocol for DkSAP-IoT, the transaction recipient can receive transactions (Data or coin) 
from the transaction initiator along with secured data retrieval in the event of loss or theft of mobile devices coupled 

with guaranteed data security courtesy the encryption and decentralized storage mechanism employed. 

The transaction recipient also enjoys privacy, extremely strong anonymity and unlinkability of the diverse 

transactions received [26, 46] since the actual destination of the transaction was a Stealth Address as seen in Fig. 1. 

 

 

Fig.4. Improvements Made to DkSAP-IoT. 

 

Fig.5. Data Retrieval Protocol from IPFS/IPNS. 
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4.3.  Implementation Details 

We implement our proposed encryption and decentralized storage-based DkSAP-IoT by way of developing a web-

based application using a JavaScript framework known as Vue.js [47] which provides flexibility for mobile integration 

as well as script implementation of IPFS and IPNS without the need for users to have a local running instance of IPFS 

on their devices. The AES encryption and decryption are implemented using Crypto-Js [48] which is a standard and 

secure cryptographic library implemented in JavaScript. The GitHub link to our solution is 

https://github.com/JustNETOrgani/improvedDkSAP-IoT. The web-based application implies accessibility to all devices 
(mobile and IoT) with browser capabilities that wish to use the solution. 

5.  Testing and Validation  

This section provides thorough test and validation procedures performed on the proposed solution. We provide 

experimental results conducted in the Chrome browser on an intel 2.90 GHz processor running on a Windows 10 OS. 

5.1.  Receiving a Transaction 

We proceed to test our solution by mimicking a sent transaction from test data using input fields in the designed 
application (see Fig. 6). Transaction recipients accept the transaction by on-click of a button (see “Receive transaction” 

button on Fig. 6) consequently triggering the proposed encryption and decentralized storage as could be seen in Fig. 6 

and Fig. 7.  

 

 

Fig.6. User interface of Symmetric Encryption of Protocol Data. 

 

Fig.7. Storage of Encrypted Data on IPFS/IPNS. 

 

Fig.8. The Data Access (a) Data Recovery (b) Decryption Processes. 
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5.2.  Data Decryption 

Whenever required, users can access protocol-related data. We leverage the decentralized nature of IPFS/IPNS to 

allow users recover protocol-related data as well as transaction data in the event of theft or loss of their devices. This is 

accomplished by the user entering the IPNS address (see Fig. 8a) which subsequently retrieves data at that location and 

prompts the user to input the decryption key (see Fig. 8b). Fig. 8 illustrates the data access and decryption processes. 

5.3.  Experimental Results and Discussion 

We conduct extensive experiments on the revamped protocol regarding encryption, data retrieval to simulate data 
recovery, decryption and throughput. For brevity, we present a snippet of encrypted and decrypted data in Fig. 9. 

 

 

Fig.9. Encrypted and Decrypted User Data Retrieved from IPFS. 

Given that the revamped protocol has inherent communication overhead witnessed during the data upload and 
download to and from IPFS, in Fig. 10, we show results on throughput as we retrieve diverse data sizes from the 

decentralized storage hub. This is realized by programmatically (i.e. checking execution time in JavaScript) measuring 

the time (in ms) it takes to store data to and retrieve data from the decentralized storage hub. 

 

 

Fig.10. Experimental Result on Throughput. 

Notice from Fig. 10 it takes protocol users less than 250ms and 150ms to store and retrieve data respectively from 

IPFS hence attesting to usability. 

It is therefore not difficult to see from the experimental results that the revamped protocol satisfies the 

aforementioned fundamental security requirements. To this end, it becomes imperative for cryptographic researchers 
and practitioners alike to design cryptographic protocols that meet basic security requirements aside other desirable 

security guarantees in response to societal dynamics. 
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6.  Security and Protocol Analysis  

This section provides a concise security analysis of our proposed solution by expatiating on how our solution 

adequately satisfies fundamental security principles. 

6.1.  Data Availability 

This security principle seeks to ensure that data is continuously and readily available for access during normal and 
catastrophic events. Unlike the original DkSAP-IoT protocol, our solution stores the protocol-related data not in the 

mobile or IoT device but on IPFS which provides a decentralized storage platform as proof of existence making it 

highly-performant and reliably persistent. Invariably, the proposed solution is robust and resilient to such attacks as 

DoS and DDoS which can potentially compromise data availability. 

6.2.  Confidentiality and Privacy 

In order to keep information secret consequently avoiding intentional or accidental disclosure to unauthorized 

entities, our solution uses symmetric encryption, specifically AES-256. This is performed after the completion of the 

original DkSAP-IoT protocol so that all required protocol-related data are symmetrically encrypted. This way, data 
privacy and content confidentiality are guaranteed. Moreover, the stealth address utilized makes transactions unlinkable 

consequently strengthening privacy. 

6.3.  Data Integrity 

Our solution utilizes IPFS/IPNS to store user data and computes SHA-256 hash of content received owing to its 

content-based addressing scheme. With pre-image resistance, second-pre-image resistance and collision resistance 

characterized by the underlying cryptographic hash function, it is computationally infeasible for an attacker to change 

the data stored on the decentralized storage platform and get the same hash. Ultimately, this provides strong guarantee 

of data integrity. 

6.4.  Security 

We assume users store the AES key securely in our protocol. With this assumption, AES is computationally secure 

as for key size of 128, 192 or 256 bits, such attacks like brute-force and biclique are computationally infeasible and 

ineffective. For instance, [49] details that a brute-force attack on AES-128 would mean cycling through 
128 382 3.402*10= possible key permutations to discover a valid key to decrypt the ciphertext into plaintext. At 

decryption rate of 1310 / s , an attacker with such computing power would require about 175.3*10 years to find the 

decryption key. Table 1 shows a similar security analysis. Meanwhile, it is also worthwhile to state that AES appears to 

be a resistant primitive in both the classical and post-quantum era [50]. 

Table 1. Security Analysis of AES-256. 

Key size (bits) Key pool Decryption time at a rate of 109/s Decryption time at a rate of 1012/s 

256 2256 = 1.16*1077 2255ns = 1.84*1060 2255ns = 1.84*1057 

6.5.  Feasibility in Resource-constrained Devices 

To ascertain the feasibility of the proposed solution in mobile and IoT devices, we perform an evaluation of the 
solution. We take cue from a variety of recent research works as evident from Table 2. 

Table 2. Feasibility of our Proposed Solution in Mobile and IoT Devices.  

Reference Criteria Results 

[51] 

Performance of AES-256-bit encryption in mobile device 

Time (ms) 2.151 

Memory (KB) 0.431 

CPU (%) 0.013 

Performance of AES-256-bit decryption in mobile device 

Time (ms) 0.69 

Memory (KB) 0.431 

CPU (%) 0.014 

[28] Computations involved in DkSAP-IoT 

Update of the shared secret with hash function 

results in about three orders of magnitude 

faster computation. 

Reduced transaction size and overall cost less 

than 50% of DKSAP. 

 
Carefully analyzing the revamped solution from security and protocol perspectives reveal some key findings as 

follows: 
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• Based on the compelling evidence from Table 2, we assert that our proposed solution is mobile and IoT-

friendly. 

• Even amid adversarial attacks, the user can always recover protocol-related data from the decentralized storage 

hub. 

• The user can always be rest assured that protocol-related data have not been tampered with. 

• Blockchain-based transaction is privacy-preserving and so is protocol-related data owing to the confidentiality 

integrated into the revamped protocol.  

7.  Conclusion and Future Work  

Data confidentiality, integrity and available are undoubtedly fundamental security principles required in 

information systems and the design of security protocols. This work presents a modified implementation of Dual-Key 

Stealth Address Protocol for IoT (DkSAP-IoT) that guarantees confidentiality, integrity and availability of protocol-

related data unlike the original protocol. We realize such fundamental security requirements via encryption and 

decentralised storage paradigm. Security and protocol analysis of the proposed solution indicate that the solution not 
only allows transaction recipients to anonymously receive their transactions but also guarantees data security and 

satisfies the renowned CIA triad. The code is publicly made available on GitHub thus paving way for the development 

of privacy-centric and data security-minded DkSAP-IoT protocols for transaction recipients. This research will be 

useful in the development of privacy-preserving protocols based on blockchain systems consequently affording users 

the opportunity to enjoy anonymous payments while guaranteeing confidentiality, integrity and availability of protocol-

related data. Our future task would be to develop a fully-fledged mobile application for the solution presented. 
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