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Abstract: Static analysis and detection of malware is a crucial phase for handling security threats. Most researchers
stated that the problem with the static analysis is an imbalance in the dataset, causing invalid result metrics. It requires
more time for extracting features from the raw binaries, and methods like neural networks require more time for the
training. Considering these problems, we proposed a model capable of building a feature set from the dataset and
classifying static PE files efficiently. The research work was conducted to emphasize the importance of feature
extraction rather than focusing on model building. The well-extracted features help to provide better results when fed to
neural networks with minimal numbers of layers. Using minimum layers will enhance the performance of the model
and take fewer resources and time for the processing and evaluation. In this research work, EMBER datasets published
by Endgame Inc. containing PE file information are used. Feature extraction, data standardization, and data cleaning
techniques are performed to handle the imbalance and impurities from the dataset. Later the extracted features were
scaled into a standard form to avoid the problems related to range variations. A total of 2381 features are extracted and
pre-processed from both the 2017 and 2018 datasets, respectively.

The pre-processed data is then given to a deep learning model for training. The deep learning model created using
dense and dropout layers to minimize the resource strain on the model and deliver more accurate results in less amount
of time. The results obtained during experimentation for EMBER v2017 and v2018 datasets are 97.53% and 94.09%,
respectively. The model is trained for ten epochs with a learning rate of 0.01, and it took 4 minutes/epoch, which is one
minute lesser than the Decision Tree model. In terms of precision metrics, our model achieved 98.85%, which is 1.85%
more as compared to the existing models.

Index Terms: Static malware analysis, Deep learning, Static PE files classification.

1. Introduction

Malware refers to pieces of code, scripts, and software designed to gain unauthorized access or harm the computer
system. Malware attacks are hazardous to businesses and consumers. The rate of malware attacks is increasing day by
day. According to AV-Test Institute, every day, they receive over 350,000 samples of Potentially Unwanted
Applications (PUA) and malware [1]. Techniques like code obfuscation and inclusion or modification of existing
malware behaviour are used to improve the damage and stealth. Anti-malware companies design Signature-based
approaches, but that is not working precisely whenever new malware is detected [2]. Various anti-malware product
organizations recognized these flaws in signature-based approaches [3]. Deep and machine learning nowadays has
become famous for solving the problem related to the detection and classification of malware variants and the results
obtained by various researchers proves there is large scope for the improvement this is the main reason behind working
on this dataset. Still, the problem arises when the dataset or set of features is large, which takes more time for the
execution of the model.

For creating a model for malware detection features, the set needs to be identified first. This can be done with the
help of monitoring the execution process activities. The features of malicious files or programs are extracted and then
given to the machine learning model building. There are two types of analysis static and dynamic [4]. Static analysis is
performed by just observing the malicious scripts and code. Dynamic analysis requires an isolated environment in
which the scripts are executed. Some malware is designed in such a way that they can alter them behavior when they
recognize they are being analyzed [5,6,7] The reason behind working on Static PE files is static analysis techniques are
applied at the initial stages, without executing the malicious codes or scripts. Considering this as an early phase for
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detecting and getting solutions for newly arriving malware.

In this research work, EMBER dataset versions 2017 and 2018 were used, which contains PE file information and
extracted features from the dataset. Deep learning neural networks are considered as an evolutionary technique for
learning from features present in images [8], signals [9], and text [10] problems. Studying this success of deep learning
trained a model and tried to achieve the balance between accuracy and the number of resources required for execution.
The proposed model classifies the PE files based on the features and behavior of two classes, malicious or benign.

The main objective of this research work is to make a model that can perform static analysis of malicious PE files
and classify them accurately within minimum time, using fewer resources and capable of handling larger datasets.
Instead of taking random PE files samples and spending time in extracting their feature, we used the EMBER datasets,
which contain PE files information and creating deep learning, which will work on all the features, a smaller number of
resources, and training time.

Our contributions in this research are as follows:

e We introduced a technique that performs the static analysis of malware by extracting the features from the PE
files, which will address the issues related to building a feature set by extracting features for the analysis from
PE files.

e For building a feature set, we applied data pre-processing techniques on extracted features for addressing the
issues related to data or feature set imbalance.

e Proposed a deep learning model by using Dense and Dropout layers for classification of PE files, which
addressed issues related to extensive computational resources and time required for analysis.

o Experimental results demonstrate that our proposed approach was effective in detection and efficient
concerning time and resources.

This paper is divided into five sections. Section 1 is an introduction to malware analysis. Section 2 is about the
literature review of static analysis of malware and deep learning. Section 3 presents the proposed methodology. Section
4 presents the experimental details, results, and discussion. Section 5 presents the conclusion.

2. Literature Review

The rate of malware produced is rising every year, and that is the main reason for considering research in the
malware detection domain. Activities performed over the internet are not regarded as safe because of these malware
threats. From 1995 several researchers worked in this area, but deep, and machine learning techniques for malware
detection and classification are making evolutions. Malware analysis can be done using traditional Static and dynamic
analysis [4]. In the static analysis, the samples of malware codes and scripts are analyzed for their work, behavior, and
impact. In contrast, dynamic analysis involves the code analysis and the system’s execution into an isolated
environment so that the analysis of its impact can be analyzed. Static analysis methods identify the malware before the
execution, which is more essential, and they can determine whether the Program executable files are malicious or not.

Malware detection based on signatures and patterns is an essential method present in static analysis. The advantage
of using static analysis is that it takes a small amount of time for execution and causes less overhead on kernels. In 2001,
Schultz et al. [11] used several data mining techniques that automatically search for the patterns present in datasets for
the classification of malicious and benign files. The researcher used only three different static features for performing
the classification and gained higher accuracy but with a limited number of features. Researchers Kolter and Maloof [12]
continued the same work and improved results with overlapping byte-sequences of static PE files. Titan et al. [13] used
printable string information present in executable fines because obfuscated files will not contain words or sentences.
These are some researches that used different techniques for classification. However, over a while, researchers started
using features present in Static PE files. McDermott et al. [14] used the frequency of functions present in any PE file for
classification, but the results achieved are not good enough. Later, researchers used machine learning and deep learning,
which are particularly good for classification. Sisay Tumsa [61] applied ANN to for the detection malicious codes
hidden in document files and proven that by applying ANN achieved good classification results.

Rabia Tahir [63] described different techniques for malware detection that helped in our research to understand the
working of new and existing systems. Researchers applied different techniques combined with neural network models.
Huang et al. [15] used deep learning techniques to detect binary encoded samples of malware directly where the results
were achieved by retraining the model. Nataraj et al. [16] used malware binaries and converted them into grayscale
images of malware and transformed a malware classification problem into an image classification problem. This
method is faster, but attackers can use obfuscation methods to penetrate the security measures. Researcher Philippe
Owezarski [17] proposed a method for anomaly detection, classification, and characterization based on an unsupervised
network. Research works [18,19,20] proposed an approach that identifies malware from the API calls present in the PE
files. Xabier Ugarte-Pedrero et al. [21] used executables PE sections entropy for classification. In 2015 Joshua Saxe and
Konstantin Berlin [22] proposed an approach that uses input features histogram of byte entropy and NN for
classification. In 2017 researcher Edward Raff et al. [23] used RNN and FC-based models for the classification of
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malware. Nguyen Van Nhuong et al. [24] proposed a method for the detection of metamorphic malware based on
semantic set methods in 2015. Vu Thanh Nguyen et al. [25] proposed a method by combining the Negative selection
algorithm and Al network. Alile S.O, Egwali A.O [62] used Bayesian Belief Network Model for detecting attacks
performed by using malicious IP addresses and applied this technique on data which is collected from cyber security
repositories. These research works proven that deep learning techniques are helpful in the domain of malicious
activities detection and classification. Referring to the research work performed by researchers Nath and Mhetre [26]
following table will contain some of the well-known methods used by researchers to perform static analysis.

Table 1. Summary of well-known existing models

Author Objective Extraction method Extraction source Outcome
Kolter and Maloof Learning and classifying Overlapping byte N-arams. Bvtes Using only 1651 samples
[12, 27, 28, 29] malicious executables sequences 9 id achieved satisfactory results.
Classification of malicious . . Works well with fewer samples,
Dube et al. executables using Machine Decision Tree and Static N-grams, Bytes Decrease performance with
[30,31,32,33,34] : 9 Macl heuristic features grams, By P
learning and heuristic more samples.
T Individual classifiers used for
. . A probabilistic neural - -
Malware detection using - . N-grams, Bytes collecting evidence and later
Zhang et al. [35] - network, multi-classifier - S
ensemble learning based entropy combined by the combination
system
rules Dempster-Shafer
Finding encrypted and Packed and Analyzed 21576 PE files and
Lynda et al. [36] packed malware for Binary entropy analysis . useful for files with less than
- Encrypted PE files
analysis 500KB
Unknown Malware Opcodes sequences, data Work well on labeled data
Santos at el. - . S . Assembly language -
detection using Opcode mining, and semi- present in a small amount for
[37,38,39] : : - Opcodes
sequencing supervised learning each class.
Detection of malicious -
Bilar [40] executables using Frequency distribution Opcodes Ident'f'Ed.M op_co_des ”.‘OS“V
L present in malicious files.
statistical data
. . 4,266 programs analyzed. Out
Schultz at el. [11] Efggﬁigjqezfu?ii“cgti Data mining framework PE files, DLL files, of this, 38 malicious and
) °s using 9 and Function calls 206 clean PE files were
mining
analyzed
They failed as compared to the
Shafiq at el. . - . . N-gram technique. Cannot be
[41,42,43] PE files classification Multi-Layer perceptron PE files header able to exploit header
information.

The Table 1 presents research works are conducted with minimum number of samples, fixed size of the samples or
by using less numbers of features than the actual dataset contains that defines the existing research not tested on entire
datasets or features, deep learning models take much more resources and time. To tackle these identified research gaps
from the above literatures and by taking inspiration from them, we proposed a deep learning-based model for the
classification of malware PE files based on the EMBER dataset released by Endgame Inc. for the years 2017 and 2018.
At the initial stage to reduce the strain on the neural network, we performed feature extraction, data cleaning, and
scaling into a standard form. To make the model less resource-intensive, we used only dropout and dense layers for the
model. By combining these techniques, we achieved excellent results with minimal training time for both the 2017 and
2018 datasets. The reason behind selecting and trying to achieve our objective with the help of this dataset is:

o The number of samples in both datasets is large, which will check our model's capability to handle a larger
dataset.

« Focusing on the extraction of features, and data cleansing before feeding data to the deep learning model.

e The number of features is more than the existing as well as earlier research works, to identify that with a
greater number of features how well the model works, and there is future scope to perform feature selection
and check for the improvements in the results.

o Feeding well extracted and cleaned data to deep learning model to make the model faster, less resource-
intensive, and perform results evaluation efficiently.

3. Proposed Methodology

3.1. Feature Extraction

It is the process of extracting a set of features from the given dataset. The feature extraction will reduce the feature
space of the dataset. Reducing the feature space will avoid unnecessary processing of the whole dataset while training
and reduces the computation overhead [44]. EMBER dataset consisting of PE files of the JSON format. The extraction
of features from these JSON files is essential for training the deep learning model. Endgame Inc. suggested the LIEF
(Library to Instrument Executable Formats) library, which is widely used for extracting features from PE files [45].
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Using these extracted features present in JSON files vectorizing is performed to obtain binary format features that can
be later stored into CSV or any other data formats. During our research work, LIEF 0.9.0 is used for both the 2017 and
2018 datasets. The dataset is already divided into Training and Testing sets. Table 1 and Table 2 present the distribution
of dataset samples. Both datasets have 2381 features, which we are going to feed to our deep neural network.

sha2s6 appeared subset label avclass
0 Oabb4fdaTd5b13801d63bees3ebel56bedde141faal7ra.. 200612 frain 0
1 c9cafsas96basasibab4basaesi2ef3329093085M5...  2007-01  train 0
2 eac8ddb4970f8af98574297 3d610e06902d42a3684d791...  2007-02  frain 0
3 71513818bcc276c531al2e641c5977440a807e21cc1160...  2007-02 frain 0

4 ca65e1c387a4cc9e7d8asee12bMbefo534c903209095...  2007-02 train 0

999995  e033bc4967ce64bbb5caidh234372099395185a6e0280c 2018-12 test 1 zbot
999996  C7d16736fd90513The453067001fe787e12e€86536380... 201812 test 1 flystudio
999997  0020077cb673729209d88b603bddf560925018e682892a 2018-12 test 0
999998 1b7e7c8febabf70d1c17ie3c7abiB0f33003581c380f28... 201812 test 0
999999  83606323120597632bca1f738e68e4d23672d587arfc...  2018-12 test 1 emotet

1000000 rows x 5 columns

Fig.1. Vectorizing Extracted features from the dataset.

3.2. Data Cleaning

Data cleaning is also known as data scrubbing or cleansing. This is used to recognize and remove the
inconsistencies and errors present in the datasets, which improves the quality of the datasets. The EMBER dataset is
published by Endgame Inc. to create this dataset. According to researchers [46], several resources might be used and
showed how the data collected from single or multiple resources are required to perform the cleaning of data. The
EMBER datasets consist of training and testing sets. In datasets, training sets the data is present in 3 distinct categories:
Benign, Malicious, and Unlabeled. These categories are defined in the dataset as -1, 0, and 1, respectively. But testing
sets present in the dataset do not contain Unlabeled data. To balance this, we ignored unlabeled samples from further
processing and reconstructed the training set with only labeled data. This will equalize both training and testing sets and
improve the performance of the deep learning model.

3.3. Data Standardization

The values of different measures on which the measurements are made need to be appropriately scaled. Otherwise,
the dissimilarities in different measures will affect the model. The idea behind the standardization is to make the
variables present in the dataset comparable with each other [47]. For better performance, we scaled numerical values
into a standard range. If features of the dataset are not appropriately scaled, feature variance in which one feature
dominates over other features. To avoid this problem, we performed data standardization. To perform this, we used
sklearn. preprocessing. Standard Scaler [48] in which the standard score of x is calculated as:

z =44 (1)

N

Were,
u= Mean of training samples,
s= Standard deviation of training samples.

This scaled data is then given to the neural network model for further training.
3.4. Proposed Model

For creating this model, we used the Keras library. Before creating the model, we referred to several researchers’
works and books. Deep Learning with Python by Frangois Chollet book explains the usage of dropout and dense layers
of the proper usage and building efficient models with it. Taking inspiration from it, we created a simple model using
these two layers. Dropout is mostly considered for neural networks better regularization. We already scaled the input to
the standard form, so adding additional layers will only consume computing resources and affect training time. The
dropout layer randomly removes different sets of neurons, which means we force the neural network to learn from less
amount of data [49]. By doing this prevents conspiracies and reduces overfitting [50]. The reason behind using dense
layers over convolutional layers is dense layers take all inputs from the previous layer. In contrast, convolution layers
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take only repetitive features [51]. These are the most common ways to create a simple and less prone to overfitting
model we applied during our experimentation and achieved excellent results:

e A right amount of training data; in the EMBER dataset, around 600K training samples are present even after
removing unlabeled samples.

o Dataset standardized before giving to the neural network, which reduces training time.

¢ Reduce the neural network’s capacity by proper usage of dropout and dense layers to keep the model simple,
less resource-intensive, and less effective to overfitting.

Layer (type) Output Shape Param #
dropout (Dropout) (None, 1, 2381) 0

dense (Dense) (None, 1, 1500) 3573000
dropout_1 (Dropout) (None, 1, 1500} 0
dense 1 (Dense) (None, 1, 1) 1501

Total params: 3,574,501
Trainable params: 3,574,501
Non-trainable params: 0

Fig.2. Proposed model details.

EMEER. Dataset

Datazet
B " Samples
Preprocessing

H I Feature Extraction I :

v

é I Data Cleaning I E
H H Removed

l—} unlzbeled

zamplez

NN
Claszification
Model

S T T T T T T E P T T T T T T T T e T LR T LTI L R TT T TT LA

Results

Fig.3. The workflow of the proposed architecture

Fig. 3 given below presents the overall system architecture of the proposed methodology. The system architecture
is made up of combining several distinct techniques. As discussed earlier, EMBER datasets contain three diverse types
of samples. Each sample present in the datasets has its information. Using this information and extracting it as a feature
is performed before it is fed to the deep learning model. Table 5 presents that some researchers selected or reduced the
number of features used for training to obtain better results, but we used all the 2381 features. Understanding the usage
of each type of sample and using them accordingly for training is essential; that’s why data cleansing is performed so
that unlabeled samples are eliminated from the model training. Fig. 3 shows that only malicious and benign samples are
considered for training. Organizing these extracted and cleaned features into the standard form is necessary because
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while training the model, each sample will get processed equally as others. The StandardScalar library is used to
perform this task. After performing these three separate techniques on the dataset, the samples are given to the training
model, as shown in Fig. 2. This is how we utilized these different functionalities to work together and form a malware
detection model.

The proposed model works on static PE files malware detection and classification of them into Malicious or
Benign. With the proposed model, we tried to minimize the gap between finding the right static PE files and building
the features set. The proposed model is a combination of several individual modules. By using these modules, we
proposed this architecture, which not only performs the classification but can extract features, clean the extracted
features by removing impurities and redundancies as well as maintain the extracted features into a standard form, which
can be given to the neural network for further classification. This is how combining individual modules and utilizing
them became the strength of our research work.

In this proposed research work, each method is contributed their part to achieve the objectives and results in such
way:

Feature Extraction: Instead of using any random method, we studied the dataset and found the LIEF library is
recommended by Endgame Inc. Which helped us to extract the 2381 features from the dataset, which the earlier
researchers failed to do. Even with a greater number of features, our model performed well in terms of performance.

Data Cleaning: Before working on all samples present in the dataset, observed the training and testing samples
identified unlabeled samples from the dataset. Our classification model will only work on classifying malware or benign
files, there is no use in taking these unlabeled samples to increase processing overhead for the feature extraction as well
as for the deep learning model. Which will have helped us to handle the imbalance in the dataset by removing
unnecessary samples.

Data Standardization: All the samples present in the dataset do not contain uniform values and ranges of values vary.
To avoid this problem, this technique is used which helps to standardize the range of dataset samples, which is
important for the evaluation of the deep learning model.

Deep learning model: In our research, the data provided to the model is finely organized and extracted, so there is no
need to add multiple layers and make excessive processing. Our model will only pass the samples through the model
and act as a classifier which only classifies the samples without taking much processing effort. This will be helped to
make the model less resource as well as time-intensive.

In this way the proposed methodologies helped us to achieve our objectives during the entire research work, the results
we achieved during this research work are significantly better than the models which calculated their results with a
smaller number of features as well as by applying very well-known resource and time-intensive methods.

4. Experimental Details and Results

For the experiment, two different versions of the EMBER dataset 2017 and 2018 are used. Both datasets are passed
through proposed methodologies. The experiments conducted are explained with the help of series of in general steps as
follows:

e The Extraction of features is done on both datasets, 2381 features are extracted from the datasets

o The dataset is cleaned by removing unlabeled samples which are unhelpful for this classification problem.

« Data standardization is applied to the features to range the values to process all the values similarly.

o The well-extracted and standardized data samples are now given to the deep learning model for the further
task of classifying samples into two classes malicious or benign.

4.1, Dataset

Endgame Malware BEnchmark for Research (EMBER) published by Endgame Inc. works in the cybersecurity
domain, such as detection, mitigation, and exploitation of security threats. The dataset [52] contains extracted features
of malicious Windows programs executable binary files. These features were extracted from 1.1 million binaries. Table
2 presents the samples present in EMBER v2017 dataset.

Table 2. EMBER 2017 Dataset samples distribution [52]

Training Samples Testing Samples
Malicious Benign Unlabeled Malicious Benign
300 K 300 K 300 K 100 K 100 K
Total training samples 900 K Total testing samples 200 K

Volume 14 (2022), Issue 2 19



Improved Deep Learning Model for Static PE Files Malware Detection and Classification

Version 2018 of the EMBER dataset was created by extracting 1 million binary files of windows executables.
Table 3 presents the samples present in EMBER v2018 dataset.

Table 3. EMBER 2018 Dataset samples distribution [52]

Training Samples Testing Samples
Malicious Benign Unlabeled Malicious Benign
300 K 300 K 200 K 100 K 100 K
Total training samples 800 K Total testing samples 200 K

These datasets are available in the form of JSON (JavaScript Object Notation) files. Each line on these JSON files
contains a single JSON object. These objects may contain:

SHA256- The hash value of the original PE file as a unique identifier.

Year of PE file when it was created.

A label which 1,0, -1 for malicious, benign, and unlabeled, respectively.

The subset, which indicates whether the file is from the Training set or Testing set.
AVClass is present in the EMBER v2018 dataset, which shows a malicious class of PE files.

As per Endgame Inc. [52], the dataset consists of raw features of PE files that are readable for humans. They
provided the code to produce numeric features from the raw features, which will help build models. The same code is
used during the experimentation for the feature extraction process. Python library lief version 0.9.0 is used for feature
computation. The experimental analysis is carried out by using the Python programming language for the
implementation. Keras library is used to implement the deep learning model. For executing the programs, Nvidia
GeForce 940M 2GB GPU for training and Intel Core i5-4500 processor with 8 GB RAM is used. For resource-intensive
tests, the Google Colab platform is used.

4.2. Result and Discussion

During this research for performance evaluation of the network following evaluation, metrics are considered.
Researchers most commonly use these measures for assessing performance [53,54,55].

Accuracy: The ratio of true positive samples of all classes to the sum of all samples is present in the confusion matrix
[53].

Accuracy=TP+TNTP+TN+FP+FN (2

Precision: The ratio of true positive samples of the class to the sum of true positive and false positive samples of the
predictions [53].

Precision=TPTP+FP 3)
F1_Score It is the average weighted values of Precision and recall [53].
F1 Score=2*Precision*RecallPrecision+Recall (4)

Recall It is the ratio of labeled data samples to the correctly predicted samples [53].

Recall=TPTP+FN (5)
TPR=TPTP+FN (6)
FPR=FPTP+FP )

Here is the list of parameters used during experimentation, which delivered excellent results. The model is trained
for 10 epochs with a batch size of 256. Dataset split into training and testing as 600K samples for training and
remaining 200K samples for the validation set. The same parameters and models are used for both datasets v2017 and
v2018.

Table 4 presents the parameters used for training the model, which helped us during experimentation for obtaining
satisfactory results.
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Table 4. Hyperparameters used for training.

Feature’s size 2381
Dropout 1 0.2 (Activation: ReLU)
Dense 1 1500
Dropout 2 0.5 (Activation: Sigmoid)
Dense 2 1
Learning Rate 0.001
Optimizer Adam
Loss Binary_crossentropy
Batch Size 256
Epochs 10
Split Ration (%) 80-20

Table 5 presents the results of both EMBER 2017 and 2018 datasets after training for 10 epochs. The model takes
less than 4 minutes for each epoch and 40 minutes for the whole 10 epochs. During this experimentation, we achieved
the best results with the same model on the EMBER 2018 dataset. However, due to less research performed on this
dataset, we are considering 2017 datasets only.

Table 5. Results of the proposed model on EMBER 2017 and 2018 datasets

EMBER 2017 EMBER 2018

Accuracy (%) 97.53 94.09

Precision (%) 98.85 90.14

F1 Score (%) 95.23 88.66

Recall (%) 95.40 88.85
AUC (%) 99.13 91

TPR (%) 97.52 91.11

FPR (%) 0.05304 0.1571

Fig. 4 (a) presents the accuracy graph for the EMBER 2017 dataset in which the training and validation graph is
shown. For EMBER 2017 dataset, we achieved an accuracy of 97.53%.

Model Accuracy

099 | — validation
Tain

0.98
2 097
5
L)
¥

0.96

0.95

0 2 4 3 8

Epoch

Fig.4 (a). Accuracy graph for EMBER 2017

Fig. 4 (b) presents the loss graph for the EMBER 2017 dataset in which the training and validation graph is shown.
In the figure below, both losses are getting reduced while the model is trained for a greater number of epochs.

Fig. 5 presents the confusion matrix for both classes, Malicious and Benign. Here clearly how the number of
samples classified after training is visible.

Fig. 6 (a) presents the accuracy graph for the EMBER 2018 dataset in which the training and validation graph is
shown. For EMBER 2018 dataset we achieved an accuracy of 94.09%.

Fig. 6 (b) presents the loss graph for the EMBER 2018 dataset in which the training and validation graph is shown.
In this figure, the loss is getting reduced as the number of epochs increases.

Fig. 7 presents the confusion matrix for EMBER 2018 dataset, which shows the sample distribution results after
classification.
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Loss

Fig.4. (b). Loss graph for EMBER 2017
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Fig.5. Confusion matrix for the EMBER 2017 dataset
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Fig.6 (a). Accuracy graphs for EMBER 2018

Fig.6 (b). Loss graphs for EMBER 2018

22

Model Loss

— \alidation
10 Train

Loss
(=4}

0.0 05 10 15 20 25 30 is 40
Epoch

Volume 14 (2022), Issue 2



Improved Deep Learning Model for Static PE Files Malware Detection and Classification
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Fig.7. Confusion matrix for the EMBER 2018 dataset
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Table 6 presents the proposed model comparison with the present research work. Existing research work is
compared based on the Detection accuracy rate (TPR). Here you can see the proposed model outperforms existing
models in terms of TPR as well as time. Some researchers used feature selection, but our model achieved comparable
results by considering more features, 2381. Even using a greater number of features than the existing models, our model

consumed less amount of time than the existing one.

Table 6. Comparison with existing models

Model Input Specifications TPR (%) Training time
S 2 NVIDIA TITAN X 10 days
MalConv [56] Raw Binaries (Pascal) GPUs 92.20 (25 hiepoch)
2351 8 vCPUs (2015
EMBER [57] Value Vectors MacBook Pro i7) 92.99 20hrs
1711 24 vCPUs (Google .
H.D. Pham (D.T. model) [58] Value Vectors Compute Engine) 97.57 5 mins
Cangshuai Wu [59] - - 935 -
2381 Intel(R) Xeon(R) CPU .
Proposed model Value vectors (Google Colab) 97.52 40 mins (10 Epochs)

Researchers [58] not mentioned the number of epochs trained during research. Hence, we consider if a single
epoch gets trained in 5 minutes, then our model takes 4 minutes for training a single epoch even with a greater number

of features.

Here our model achieved the results as per the objectives:

o Outperformed the existing research works with respect to the computation time required to execute and get the

results.

« Even by using a greater number of features which shows even with the lesser number of features author [58]
model failed to produce satisfactory results. In future by doing feature selection our model will outperform the

results.

e As per Table 7, authors of [60] made evaluation based on precision matrix, our model is ahead of the existing

results by 1.85%.

Table 7 presents the comparison of the proposed model with the existing one based on the Precision metric. In this
table precision score of the current models is less as compared to the proposed model.

Table 7. Comparison with the existing model based on Precision.

Author Model Precision (%)
- - CNN 95
Subhojeet Pramanik [60]
FFN 97
Proposed model NN 98.85
Table 8. K-fold Cross Validation
K=3 (%) K=5 (%) K=7 (%)
EMBER 2017 97.35 97.46 97.53
EMBER 2018 93.68 93.87 94.09
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Table 8 shows the cross-validation results which are used for obtained results analysis and defines the reliability of
results across several cross folds. We applied three different values of K as 3,5 and 7 for the evaluation.

5. Conclusions

Working on Static PE files is an attempt to detect malware at earlier stages; so that later, it will not affect any
working environment. Several researchers found it is hard to identify correct static PE files for the problem. Some
research faced problems while extracting features from the PE files and tried various extraction methods. Few of them
achieved satisfactory results, but the time and resources took for the computation were more. In this research work, we
tried to solve these problems by creating a malware detection and classification model based on Static PE files of
malware, which is capable of extracting features as well as cleaning the redundancies or missing information and
organize the extracted features into the standard range. To address the issues related to resource and time consumption,
we designed a deep learning model with only dropout and dense layers. For the experimentation, we used the EMBER
dataset, which is published by Endgame Inc. We performed the training on both EMBER 2017 and 2018 datasets for ten
epochs using 2381 features and a learning rate of 0.01. We achieved 97.53% and 94.09% results, respectively. The
results obtained are compared with the existing model based on two statistical measures Precision and time required for
execution. Our model based on EMBER 2017 dataset achieved 98.85% precision, which is 1.85% more than other
models. It took 4 minutes to train one epoch, which is shorter than existing models. These obtained results will help in
identifying malware present in static PE files.

This research classifies the malicious codes PE files at the earlier static analysis phase so that the appropriate
prevention measures need to be taken in later phases. This research work defines the usage and importance of dealing
with datasets and various data pre-processing techniques available in this domain and provides a systematic flow for the
solving classification problems with stages instead of creating and feeding dataset to the deep learning models.

In the future, we are planning to work on removing impurities from the dataset, adding, or removing layers of the
model, tuning the parameters for the resources shading, and applying other data scaling techniques.
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