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Abstract: Randomness is an imperative component in every cryptographic algorithm to guarantee secret keys are
unpredictable and secured against all forms of attacks. Speck generated sequence is non-random, a clear sign that it falls
beyond the acceptable success rate when tested in statistical analysis. Thus, this study resolves the non-randomness by
integrating a novel key derivation function that uses elementary operators designed for lightweight application. This
design aims not to compromise performance when implemented on software and hardware. As a result, the modified
Speck successfully passed the NIST SP 800 - 22 and die harder v3.31.0 Statistical Test Analysis as no p-value is
flagged as failed during testing. Hence, making modified Speck cryptographically secured. Nevertheless, a 1.06%
decrease in the figure of merit of the modified Speck still makes it worthier in a resource-constrained Internet of Things
application as contrasted to Speck because it is proven to be beyond cryptographically secured.

Index Terms: Communications technology, Computer networks, Cyberspace, Network security, Internet of Things,
Cryptographic protocols, Wireless communication, Wireless networks.

1. Introduction

The Internet of Things (10T) is a growing platform and expands exponentially. This newfound innovation has had
a remarkable effect on people’s lives and the business sector as it empowers companies to automate processes and
decrease employment costs [1]. It improved service quality, making it economical for production and goods delivery.
Besides, 10T offer industries with an instantaneous guise on how their systems work by providing visions into
everything from machine performance to distribution channel [2]. More industries realize the capability of
interconnected devices to keep them viable as it continues to improve. Similarly, it is anticipated to have remarkable
growth to reach over 28 billion in the next years to come. However, the volume of data gathered by 10T devices in
monitoring activities anytime and anywhere can create a distressing risk to people’s privacy and security [1]. The illicit
access and unethical use of personal data in resource-constrained devices are among the possible threats that can harm
end-users.

Lightweight cryptography exhibits a significant part in the security of resource-constrained devices. Several
innovative and inexpensive lightweight ciphers have been introduced to offer solid security. At the moment, notable
lightweight block ciphers are recommended, such as PRESENT[3], PRINT [4], EPCBCI5], MIBS [6], LED [7], Piccolo
[8], LBlock [9], TWINE [10], KLEIN [11], PRINCE [12], ITUbee [13], RECTANGLE [14], QTL [15], GIFT [16],
Skinny [17] and Simon and Speck [18]. The Substitution-Permutation Network (SPNs) and Feistel-type structures are
the two main classical designs of these lightweight ciphers.

Among this Feistel — type structure is the Speck lightweight block ciphers. It is the algorithm that bears ten
instances of various blocks and key sizes. Speck was created to ensure security towards common adversaries that can
suitably encipher and decipher intensive data. Its key scheduling uses a one-up counter to eliminate slide issues.
Similarly, SPECK provides exemplary performance in memory usage and code size in software. Also, it has the best
throughput on 64 — bit processors thus outperforming other noteworthy lightweight block ciphers [19-21].

However, the randomness performance of Speck is beyond the acceptable success rate, a clear manifestation that
the algorithm’s sequence is not secured [22]. Since Speck requires manual input of key by the user, the use of such pre-
set public string intensifies predictability level and offers cryptanalyst partial understanding of the key, therefore
jeopardizing security [23-27]. Hence, this study resolves the non-randomness issue of Speck through the integration of a
novel key derivation function that uses elementary operators, designed for lightweight applications to ensure
performance applicability during software and hardware implementation.
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2. Related Works

The indication of feeble security parameters classically implemented these days has made 10T security a hot button
issue [28]. Regrettably, no established and steady security solutions exist at this time. The newness of the problem and
the instability of the hardware and software devices call for further research [29]. Various attempts have been made
towards the effective characterization of 10T systems to cope with this issue. Survey papers [30-32] have been
published that tackle reviews of enabling technologies, 10T applications, architectural requirements, device platforms,
and network topologies which proposed different perspectives of 10T systems, etc.

This leads to the development of lightweight cryptographic algorithms that are intended for low-resource
environment and must be able to cater less overhead, minimal power consumption, and acceptable security level [33]. It
is more thought-provoking to precisely define low-cost due to its compelling dependence on the software and hardware
platforms [34, 35]. To classify a cipher as lightweight, key scheduling, operations, key-size, and block-size are the main
properties [36]. Hence, lightweight cipher means simplifying the key schedule by applying elementary operations and
increasing the number of encryption and decryption rounds.

A comprehensive review on the implementations of lightweight block ciphers’ essential security, performance
metrics, and sources inaccuracies and deviations were discussed in [37]. The energy /bit metric was designated as the
utmost suitable metric for energy-constrained designs. A survey evaluation showed PRESENT as the top-performing
cipher in various metrics. It has a decent reference for hardware implementation in terms of cost, speed, and balanced
efficiency [38]. However, when evaluated in terms of clock-cycle-per block, throughput, Figure of Merit (FOM), and
Gate Equivalent (GE), Simon, Piccolo, and Speck is the best lightweight block ciphers in hardware implementation.

Among the three, Speck has the best value in terms of energy requirement and consumer memory when
implemented in ATmegal28, WSN [10], and FELICS [39]. It has the best performance optimized for hardware and
software implementations [45, 40, 41]. The design is sophisticated and straightforward, that is easy to find efficient
implementations [42]. It operates using basic arithmetic operations that can adaptively encrypt and decrypt a large
amount of data. [43]. It uses one-up counter to eliminates slide issues during key schedule. It provides security against
traditional adversaries. However, Speck resistance against common attacks was not discussed by the design team and
left the task of analyzing the security of their constructions to the research community [44, 45]. No security evaluation
was provided and no analysis of its cryptographic strength was given [43]. In the same way, the first and last rounds of
Speck do nothing cryptographically as it omits plaintext and ciphertext key whitening operations [46]. Key
whitening improves brute force attack complexity by intensifying the actual size of the key without much modification
in the algorithm to increase security. Moreover, Speck has been subjected to cryptanalysis to verify the utmost number
of rounds that would be vulnerable to attack [19, 43, 41], and [47]. Likewise, Speck sequence is beyond the acceptable
success rate when tested in NIST Statistical Test Suite, a clear sign that the generated sequence is non-random[22].

Randomness is an integral component of every cryptography algorithm. This should guarantee that generated
secret keys are random, secured against known attacks, anonymity, privacy, and unpredictable [48]. Also, randomness
performs multiple roles to safeguard the suitable strength of the algorithms [49]. Hence, random numbers suitability is
essential to all computer systems security [50].

A cryptographically secured pseudo-random number generator (PRNGS) is the key to safeguarding sensitive data.
It plays a significant part in network security applications and the like [51]. The seed or the entropy is the principal
input for PRNG. It is the sequence of numbers used to generate random values. If the entropy or seed can be predicted
then the PRNG fails [52]. In this regard, a lot of researchers ventured into the development of a lightweight random
number generator that fits in this resource-constrained environment. A study revealed that using data from six
smartphone sensors as a source slightly improves randomness, but failed to pass any known batteries of the test [52].
Similarly, another sensor-based RNG uses the noise generated from sensor data to produce random values [53]. The
randomness of SensoRNG was evaluated using statistical analysis and implies that it can produce high-quality random
values with additional overhead. However, sensor-based RNGs cannot recurrently produce on demand a single
sequence of random values. In addition, a competitive yet affordable True Random Number Generator TRNG based on
Micro Controller Unit (MCU) improved the efficiency of cryptographic algorithms deployed in the Internet of Things
[54]. 1t successfully passed the NIST statistical test suite. But, TRNG based on MCU uses ASIC boards or additional
FPGA in producing TRNG features to generate random numbers base on hardware making the system costly and
difficult to apply in software.

The use of predetermined public string may increase the predictability and exposes to a cryptanalyst partial
knowledge of the key, thus jeopardies the security. The aim of Key Derivation Functions (KDFs) is to create
unpredictable and random secret keys. So, [55] proposed KDF that is completely key-dependent that cryptanalyst has to
precisely foresee completely the elements in the key string. A Quasigroup-based key metadata expansion and reduction
functions are integrated with the design. The algorithm shows a significant response that any modification in the input
will have a definite impact on the output. This eliminates chosen plaintext and the related message attack. Furthermore,
[56] simulated the key derivation function of Trivium, Sosemanuk, and Rabbit stream ciphers. The developed KDF
demonstrated efficiency advantages as compared to the frequently employed KDFS THAT are designed on block
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ciphers and hash functions. However, a stream cipher is secured only if the original cipher is secured. Also, [57] applied
a novel output expansion technique on Message Authentication Code (MAC) with feedback mode. It adds security to
the original MAC in handling arbitrary-length-output messages. As a result, XKDF is cryptographically secured if the
character set is complicated enough and the material key size is longer than six.

As discussed above, several approaches to the development of lightweight cryptographic algorithms have been
proposed by various researchers. This only shows that the research community is really serious in addressing the
Internet of Things security issues.

3. Research Method

The study was performed in three phases namely, modification, implementation, and evaluation. The modification
of the algorithm was achieved by developing a novel key derivation function that uses elementary operators as
presented in the next section. The modified Speck was assessed in terms of statistical analysis to evaluate the
randomness of the binary sequence generated. The encryption and decryption time were also assessed to determine the
amount of time consumed. The (.ino) file of the modified Speck was imported and implemented in the two resource-
constrained devices namely: ATmega 328P and ATmega 2560 to measure its performance.

3.1. Modification

The modified Speck was created based on the original design. A key is needed to encipher inputs. The key
derivation is performed in a one-way execution. In the same way the input is manipulated to suit the required size, the
input fixed-key size is applied in key derivation along with the generated value of the 64-bit tempgenkey function.
Hence, the input plaintext serves as a seed in the key derivation function process as presented below. The generated
key from the KDF serves as the key material in the key scheduling and encryption process respectively. The formula for
the encryption process is shown in (1).

Key Derivation

PreKey « P1 @& P2||P2 & P3||P3 © P4|| P4 & P1’
Q < PreKey=0..n

forp=0.a

k « Pgyy >>>a"

end for

Key Expansion

fori=0.T-2

g [i+m-1] «— (k[i] + S L[i]) & i
k[i+1] « SPK[i] & €[i+m-1]
end for

Encryption

fori=0.T-1

X « S7%+y) ®K[i]

y « SPy @ (S—x+ y) ®K[i]
end for

Where:

n = word size (32, 48, 64)

m = number of key words (mustbe 3or4ifn=32,20r3ifn=48,20r3or4if n=64)

T = number of rounds =26 or 27ifn=32, m=3or 4
=280r29ifn=48, m=3o0r4
=32,33,0r34ifn=64,m=3o0r4

(o, Bn) = (8,3,7)

X,y = plaintext

r,p = tempkeygen

£[m-2].. £[0], k[0] = key words

Q=rlut

Key Scheduling

The derived key from the KDF serves as the key material and is divided into two (X2i+1, X2i).
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Rotate (x2it+1) to the left by a

Perform addition modulo 2" from the result of the rotated xzi+1 (from step i) with Xy;

Rotate (x2i) to the right by B

Perform XOR from the result of the addition modulo 2", (from step ii) with the key from Xa;.
Perform XOR from the result of (step iv) with the result of (step iii).

This served as the input key in the encryption process.

ocoupwdE

Note that a = 8 and = 3 respectively for both encryption and key scheduling processes. This paper uses Speck’s
original key expansion and encryption technique. Except for the key derivation technique, which is the novel
contribution of this paper.

Encryption process

User Input Plaintext
The input plaintext is split into two_(x,y)

Rotate (x) to the left by a

Perform addition modulo 2" from the result of the rotated x (from step i) with y

Rotate (y) to the right by 8

Perform XOR from the result of the addition modulo 2", (from step ii) with the initial key from x.
Perform XOR from the result of (step iv) with the result of (step iii)

agrwbdE

R(xy) = ((S’”x + y)@ k, S”y@(S’”x + y)@k) (1)

Note that the input plaintext from the user is of arbitrary length. To achieve the desired block size, a padding
technique is used by appending zeros.

Decryption process

The ciphertext served as an input to generate the plaintext and key. To reverse engineer this process, the x that was
rotated to the left by o during encryption is rotated to the right by o, the y that was rotated to the right by g is shifted to
the left by S. The addition modulo 2" is changed to subtraction modulo 2". The formula for decryption is stated in (2).

R (X y) = (S"(x®k) - S"(x@Yy)), S (x@Y)) 2)
3.2. Implementation

The Speck and modified Speck are implemented in two resource-constrained 10T devices. The ATmega 328P and
ATmega2560 are the subjects of the implementation to measure the throughput, efficiency, and the figure of merit
performances of the three variants.

Software

NetBeans IDE version 8.1 is used for the coding of the algorithm. The NIST SP 800 — 22 and DieHarder version
3.31.0 are used for Statistical Test Analysis. The java Running Average Power Limit (jRAPL) [22] for measuring
power consumption.

Hardware

The performance of Speck and modified Speck are simulated in a personal laptop computer operating on Intel (R)
Core (TM) i5 — 7200U CPU with 2.50 GHz 2.70 GHz Processor, 4 GB RAM Memory and 64- bit. An Arduino Uno
with ATmega 328P Processor, 32 (kB) Flash Memory, 2 (kB) SRAM, 16 MHz Clock Speed, 1(kB) EEPROM, and 5V
Voltage Level. Similarly, Arduino Mega ATmega 2560 Processor, 16 MHz Clock Speed, 4 (kB) EEPROM, 256 (kB)
Flash Memory, 8 (kB) SRAM, and 5V Voltage Level.

3.3. Evaluation
Data

A total of 54 million ciphertexts were generated using the three variants from the modified Speck for the statistical
test analysis depending on the data category tested.

Statistical Test Analysis

The NIST SP 800-22 and DieHarder v3.31.0 are two of the stringent tests used to assess the randomness of a
cryptographic algorithm. The NIST statistical test suite is selected because it covers extensive metrics of randomness.

Volume 13 (2021), Issue 4 17



Modified Key Derivation Function for Enhanced Security of Speck in Resource-Constrained Internet of Things

Consequently, DieHarder v3.31.0 test does not offer precise metric for pass or fail. Only the p - values for pass must be
in the range of [>=0.025 - <=0.975], for weak from the range of p-value [>=0.000, < 0.025 and > 0.975, <=0.999], and
p-value from the range of [>=0, <=0.000 and >=0.999, <=1] (i.e., close to 0 or 1) implies fail.

Combined Metrics (CM)

The encryption and decryption are performed ten times to measure the average combined metrics. Then, take the
product of the code sizepits and encryption/decryption cycle count. The block sizes refer to each algorithm's variant. The
evaluation of performance on encryption and decryption time is the ratio of code sizenirs multiplied by encryption cycle
county,s together with the algorithm variant block sizeyits as depicted in (3).

M codesize[bits] x encryption / decryptioncyclecount[ms]

A ©)
blocksize[bits]
Software Performance
The software performances of Speck and modified Speck are measured in throughputmeps using (4).
blocksize
throughput = = ———x frequency (4)
executime

Hardware Performance

The energy per bit consumption of the ciphers power was computed in terms of consumptionjeuies, €Xecution timens,
frequencymuz, and block sizepis. The java Running Average Power Limit (JRAPL) is used to obtain the power
consumption. The energy efficiency performance is measured using (5).

power,

le

©)

x executiontime _ j

efficiency . =
frequency  x blocksize
mhz bit

Figure of Merit

The obtained value P;4 from (6) combines the three parameters of M = {RAM consumption, code size, execution
time}. For the performance parameters P; 4 are computed in every implementation ;, and device g.

Vv
Pg= W ——— 6
=2 () (6)

id,

The cost of the metric m on device d and implementation | is denoted by V; am; The relative weight of metric m and
min; (Vigam) is the minimum value of the metric m from full execution of all treated ciphers on the same identified
platform d is refered to as Wm. Where: Wy, = 1 then select the implementation with least Pig in every target device and
cipher. The Figure of Merit (FOM) is computed for every candidate cipher and the two selected implementations iy, iy,
using (7) as the average performance value on the two devices. The FOM is the result of overall performance indicating
higher throughput and lower efficiency.

i,atmega228 p+ Pi?atmega 2560

FigureofMerit(FOM), . =
2

()

4. Results and Discussion

The result of the test performed using the three data categories of the three variants of the modified Speck is shown
in Table 1. As observed, all the tests performed were above the acceptable success rate of 99.60% based on the 5%
significance level. For the non — overlapping, the acceptable success rate is 99.88% because of the 148-subtest
performed compared to the others which have only one test. With the above result, all the three variants for the
modified Speck successfully passed the randomness test on SKA, SPA, and PCC.
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4.1. Randomness Analysis of the modified Speck using NIST SP 800 — 22

Table 1. The randomness of the modified speck over speck using NIST STS SP 80 — 22

Data Categories Test Selection Speck Chew, etal., [22] (%)  Acceptable Success Rate (%) Modified Speck (%)
128/128 variant
LDP Runs 99.5 99.6 99.9
SPA Overlapping 99 99.6 99.8
128/192 variant
SKA 99.76 99.81 99.82
SPA Random Excursion Variant 99.76 99.81 99.84
RPRK 99.76 99.81 99.86
LDK Overlapping 99.4 99.6 100
128/256 variant
SKA Random Excursion Variant 99.8 99.81 99.82
PCC Random Excursion 99.74 99.77 99.86
HDK Spectral DFT 99 99.6 99.9
LDP . 99.86 99.9
HDP Non — Overlapping 99.86 99.88 99.9

All the variants of the modified Speck are above the acceptable success rate making it, 22.2%, 44.4%, and 55.6%

respectively better than the three variants of Speck. Thus, making the modified Speck cryptographically secured.

4.2. Randomness Analysis of the modified Speck using Die Harder v3.31.0

The Die Harder is utilized to further assess the randomness performance of the modified Speck. The results for
variant 128/128, 128/192, and 198/256 is shown in Fig. 1, 2, and 3 respectively. The encircled ones indicate that p —
values are weak but do not mean that they failed.
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Fig.1. Die Harder randomness test results of modified Speck 128/128 variant

As shown in Fig. 1, all the p — values passed the randomness testing on subplot (a) STS Serial test. On contrary,
two tests were flagged as weak with a p-value of 0.00165 on n-tuple 3 and 0.99700 on n-tuple 6 respectively on subplot
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(b) RGB_Lagged Sum. On the other hand, subplot (c) shows good randomness, as all the test is within the passing
range of p-value >=0.025 - <=0.975. While 24 individual tests revealed that the diehard 3dsphere test was flagged as
weak with a p-value of 0.99502 on subplot (d). Take note that, the test flagged as weak is not considered as failed in

DieHarder testing.
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Only one out of the 30 STS serial tests are flagged as weak with a p-value of 0.00477, the rest of the test passed the
randomness testing as shown on subplot (a) based on Fig. 2. While on subplot 3, rgh_bitbist and rgb_permutations p —
values of 0.99839 and 0.99696 were implying that the bit sequences tested are weak. Similarly, diehard_bitstream and
diehard_craps on subplot (d) with 0.99905 and 0.00281 p—values respectively are flagged as weak as they are out of the
acceptable passing range of >=0.025 - <=0.975 p-values. On contrary, the RGB_Lagged _Sum on subplot (b) shows
that all the 33-test performed are within the acceptable passing range implying that the bit sequences provide good

randomness.
1.0 q ® @ ® *
. * . .
1.0 ® & o - .
# * e ¢ ® @ 0.8 4 o
og ® & & a e
. * . .
.4 @ 06 .
@D 064 & & E
= [i} . -
[ - .
T ° . . & . ’
o & & LI .
@ Iy L] L]
024 0z . .
@ . . - . -
00 0.0 T T T T " T T 3
[} 2 4 [ ] 10 12 ] 16 L 0 5 10 15 20 25 30 a5
T
n-tuple ’ n-tuple
(a) STS Serial (b) RGB_Lagged_Sum
20 Volume 13 (2021), Issue 4



Modified Key Derivation Function for Enhanced Security of Speck in Resource-Constrained Internet of Things

.
L]
© 0.8 *
08
. g
£ o 0.6 4
06 " . * @ :
@ « ® °* =
3 ® .
i " A
o . g 04 .
> 04 = 1 ®
6. o .
. 0.2 4 °
02 . ]
L]
. . 0.0 2
00 T T T T T T Y
0 2 4 6 8 10 12 14 . v v v . . v .
* RGB_Bit_Distribution n tu Ie oo 0.5 1.0 1.5 20 25 30 35
¢ RGB_Minimum_Distance -
® RGB_Permutation p n_tup|e

(c) RGB BitDist; RGB Min _Dist and RGB Perm (d) Remaining test with one p-value
Fig.3. DieHarder randomness test results of modified Speck 128/256 variant

The p-value distribution on the different tests performed is demonstrated in Fig. 3. It can be noticed that most p —
values on the four subplots (a, b, ¢, & d) are within the acceptable passing range except for STS Serial n-tuple 11 with
0.99769 p-values and RGB_Lagged_Sum 19, 23, & 26 with 0.99969 0.99686 and 0.99777 p — values respectively
which are flagged with weak randomness.

4.3. Encryption and Decryption Combined Metrics

The test was performed ten times for the three variants of Speck and modified Speck for the encryption cycle count,
as shown in Fig. 4. The average encryption time served as input for the encryption cycle count.

. 128/192 variant 128/256 variant
128/128 variant ‘ ‘
01 - ol
o1 -
- —~ " -
Foes - \ « ) éons _ ﬁ\\/\q’:&/\h\ ﬁ'nan /‘\7@/\/
1 /s — & 0os - \‘\/ = & oe \.__/‘/
e o N
£ o0 - L etk £ oo D gw‘“ DE
5 e Mk E =8 Modipeck g —s—ModSpeck
E noz & 002 o naz
o - AveEncTime (ms) o - AvgEneTime [ms) [ AvgErncTime (ms)
P s 678 Vspek 056142 Tz a4 s 607 88 W sl Porod s 6T 88 gk gomst
Encryption Run - Encryption Run N Encryption Run
ModSpeck  0.06575 ModSpeck 007342 - ModSpeck  0.077%4

Fig.4. Comparison on Encryption Average Run Times of Speck and ModSpeck

As shown in Fig. 4 all the variants of Speck achieved lesser encryption time. This is because no key derivation
function is performed as compared to the modified Speck.

Table 2. Encryption combined metrics performance evaluation

Parameters 128/128 Variant 128/192 Variant 128/256 Variant
Speck ModSpeck Speck ModSpeck Speck ModSpeck
Encryption Cycle Countms 0.06142 0.06575 0.06361 0.06787 0.08779 0.09264
Code Sizepis 145392 151264 145392 151264 145392 151264
Block Sizepits 128 128 128 128 128 128
Combined MetricSms 69.77 77.70 72.25 80.21 99.72 109.48
Change (%) -11.37 -11.01 -9.79

An increase in the encryption cycle count and code size in the modified Speck resulted in a bigger combined
metric as shown in Table 2. The average increase variance of 10.72% in the combined metrics on the encryption process
was achieved. This is the result of the additional key derivation function in the modified Speck.

Meanwhile, decryption was implemented in original and modified Speck ten times as shown in Fig. 5.
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Fig.5. Comparison on Decryption Average Run Times of Speck and ModSpeck

Speck achieved minimal average decryption time as compared to modified Speck as presented in Fig. 5. Likewise,
the decryption performance evaluation in terms of combined metrics is presented in Table 3.

Table 3. Decryption combined metrics performance evaluation

128/128 Variant 128/192 Variant 128/256 Variant
Parameters Speck ModSpeck Speck ModSpeck Speck ModSpeck
Decryption Cycle Countms 0.05488 0.05975 0.06819 0.07422 0.07059 0.07682
Code Sizepits 145392 151264 145392 151264 145392 151264
Block Sizepits 128 128 128 128 128 128
Combined Metricsms 62.34 70.61 77.46 87.71 80.18 90.78
Change (%) -13.27 -13.24 -13.22

The amount of time consumed to decrypt a ciphertext is lesser than the time consumed to encrypt having the same
code and block size, this is because no key derivation technique was performed during decryption as reflected in Table
3. Hence, a lesser decryption average variance of -13.24 % is attained.

4.4. The figure of merit (FOM) performance of the different lightweight block ciphers

The overall performance evaluation in terms of the figure of merit of the different lightweight block ciphers
implementation in resource-constrained devices is presented in Table 4.

Table 4. Speck and Modspeck overall performance evaluation

ATMega 328P ATMega 2560 Figure

ALGORITHM Glo_bal C(_Jde RA Exe(_:uti Efficien Thr?]Uth Glgbal C(_Jde RA Exeguti Efficien Throughp M%frit
\e/saz:(abb)l (S&S (b'\igs) (()cnchllglsi (mcg ps) (e”?{;"y’ b V: Eft?)le (Sgs (b'\i/ltS) ?c"yTJe'lﬁ (mi,y 0s) (en?{)gy/b (F())'V'

MOdipEC os35 187 3 13 018 0.79 o535 2%° 313 10600 019 1.08 9.34
& speck 0307 1% 310 1033 020 0.56 037 %% a0 10797 019 107 9.25
Simon 0397 59 30 10787 019 0.66 0397 'T® 3040 10543 0.19 1.04 9.05
MOdipEC o535 '8% 313 13010 016 0.91 o535 2%° mm  122:0 o7 177 9.50
§ seeck o037 1% 310 12846 016 071 oze7 %% a0 w3 o018 1.39 9.40
Simon oze7 6% a0 1045 020 0.75 037 7% s0s0 10432 020 1.30 9.03
MOdipEC os35 187 3 1526 013 1.10 o535 %% 313 ws6 04 2.26 9.73
§ seeck o3 % 310 wse8 04 0.85 037 2%% a0 e 015 2.05 9.62
Simon o037 6% a0 10224 020 0.87 037 7% s0a0 1021 020 1.16 9.01

The Speck can process an average of 5.71% higher number of megabits per second on three variants when
compared with modified Speck while Simon is 12.57% better when compared with the latter on the ATmega 328P as
depicted in Table 4. Similarly, the modified Speck is 4.07% slower when contrasted with Speck and 1.81% slower
compared to Simon on the ATmega 2560 implementation. This is because of the increase in ram consumption, code
size, and execution time associated with the integration of a key derivation function. Similarly, the modified Speck
consumes an average 34.98% higher total of energy/bit on three variations when contrasted with Speck and 25.80% on
Simon on the ATmega 328P. Likewise, the modified Speck exhausts an average of 12.84% higher amount of energy/bit
on three variants when contrasted with Speck and 44.65% on Simon on the ATmega 2560 implementation. Hence, there
is a tradeoff between the cipher’s security and its hardware implementation due to the increase in energy usage.
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The balance concerning performance, cost, and security are the primary considerations in the design of a
lightweight cryptographic algorithm. Performance and cost, performance and security, cost and security, or two of these
three principles must be achieved. But, achieving all three at the same time is a challenge [58-61]. Hence, this research
work was able to achieve better security at the same cost without compromising performance. The minimal increase in
the figure of merit still makes Modified Speck a better choice for resource-constrained IoT implementation because it is
more cryptographically secured.

5. Conclusion

Although there are some studies conducted to exploit the security strength of Speck in terms of linear and
differential cryptanalysis, none of them attempted to address the non-randomness, which is a very fundamental
requirement to all cryptographic algorithms. In this study, Speck was modified by integrating a novel key derivation
function in its processes using basic operators intended for lightweight applications to address its non-randomness. The
NIST SP 800 — 22 and Die Harder v3.31.0 were used to evaluate statistical analysis. The tests revealed that the modified
Speck successfully passed all the 9 data categories tests in NIST and the 30 tests in Die Harder v3.31.0. Similarly,
modified Speck performance was determined in ATmega 328P and ATmega 2560. The enhanced Speck turned out well
a competitive number of processed bits completed per second. The hardware performance shows that the improved
algorithm achieved an able energy/bit when compared with Speck. More importantly, the figure of merit exhibited
commendable performance as compared to Speck.
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